Dear All,

First of all, I’d like to introduce my self. My name is I Made Aria Bagus Pramana. I am a student of Bandung Institute of Technology in I ndonesia. In my final project, I am assigned to make a VHDL program of SHA-1 as a first step in order to implement SHA-1 in hardware. 

So far, I haven’t found some kind of activity of implementing SHA-1 in hardware by using VHDL all over the world. However, I have got some ideas about it. Therefore I would like all of you who read this to help me solve this. 

Before I go on explaining my ideas, I’d rather recommend that you read the file about SHA-1 which is attached togather with this file in case that you don’t know about it yet.

Assuming that you know anything about SHA-1, here is my ideas. It is decided that the message that is input to SHA-1 must be less than 264 bits. In software programming, it doesn’t matter to handle this thing by using For loop iteration. However, in hardware programming, in this case VHDL, it’s not possible, I think, to handle this by using, say, infinite registers to carry these too many input bits. So in my opinion, the hardware will be made not to carry all the coming input immediately but otherwise, to carry per n bits at a time where n is a finite integer. In this case, n is made equal to 24. Then I would say that the hardware of SHA-1 will be made to carry every 24 bits of the whole inputs coming to SHA-1. The circuit recommended for this is illustrated below.


The Ck inputs receive clock pulses at all times. The buffer gate in the clock input reduces the power requirement from the clock generator. The load input in the register determines the action to be taken with each clock pulse. When the load input is 1, the data in the 24 inputs are transferred into the register with the next positive transition of a clock pulse. When the load input is 0, the data input is inhibited and the D inputs of the flip-flops are connected to their outputs. The feedback connection from output to input is necessary because the D flip-flop does not have “no change” condition. Then these 24 bit are computed to produce the hash values. This step is reapeted over again until the last 24 bits of the current input. 

Another thing about SHA-1 hardware implementation is the basic elements of SHA-1. The term ‘basic elements of SHA-1’ is meant to the elements which are frequently used again and again in SHA-1 hardware composition. In my opinion again, I  would say that there are actually three basic elements which are:

1. Register. For register, I use D-FF (the sequential circuit).
2. Adder. For adder, I use Full-Adder(the combinational circuit).
3.  Left Circular Shifter. In this case, there are three kinds of left circular shifter used in this case. They are 1, 5, and 30 bits left circular shifter. So far, for 1 and 5 bits left circular shifter, I use the combinational types of  shifter rather than the sequential ones. But for 30 bits left circular shifter, I haven’t got the idea about which type of shifter is better to use because there are about 5 variables involved in constructing the combinational 30 bit left circular shifter. What would you suggest me to do about it? 

 I would also like to accept a meaningful inputs from you. Actually, my assignment is to construct a structural type of VHDL for SHA-1 hardware implementation. But when looking at some parts of the algorithm in computing the message digest which states that     

For t = 16 to 79 let Wt = S1(Wt-3 XOR Wt-8 XOR Wt-14 XOR Wt-14) and For t = 0 to 79 do  TEMP = S5(A) + ft(B,C,D) + E + Wt + Kt; E = D; D = C; C = S30(B); B = A; A = TEMP;

I find it very exhausted to make a structural VHDL program for every single value of t. Therefore, what do you suggest me to do? Do I have to benefit from the loop facility provided in VHDL? if I do, how? I mean that as far as I know the looping is for behavior type.


Finally, thank you for the attention you have given me and I am looking forward to your reply.

Yours truly,

Made Aria
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