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Notes:

1.
2.

© ©

10.

11.

Restoreto Factory Defaults Setting Requirement: No.

The setting of ignore triangle route is on in default ROM FILE. Triangle route network
topology has potential security crisis. If you are not clear about it, please refer to
Appendix for thetriangle routeissue.

IKE process in phase 2 will check ID information between system and the peer. If you
found that the I PSec connection isfailed, please check your settings.

When firewall turns from "off* to "on", the firewall initialization procedure will
disconnect all connections running through the ZyWALL.

SUA/NAT address loopback feature was enabled on ZyWALL by default, however, if
usersdo not need it, a C/l command "ip nat loopback off" could turn it off.

When UPNP is on, and then reboot the router, Windows XP will not detect UPnP and
refresh “My Network Places>L ocal Network” . Plug in network wire again can solve this
problem.

In bridge mode, If LAN side DHCP clients want to get DHCP address from WAN side
DHCP server, you may need to turn on the firewall rule for BOOT_CLIENT service type
in WAN->LAN direction.

Thedefault max NAT session number per host is 256.

If you were using M SN Messenger VVoice Communication through ZyWALL UPnP and
found voice is blocked by firewall, we suggest you download M SN Messenger 7.0 and try
again. Thisis because we found M SN Messenger 6.2 sometimes failsto detect UPnP status
when it's starting voice invitation.

In previous 3.64 firmware, the VID value of DPD is not correct. VID change will cause
current version doesn’t work with the wrong value. Please be sure to connect with devices
which hasupdated VID, or the DPD may not work correctly.

The default LAN IPand DHCP Client Addressare 192.168.167.1 and 192.168.167.33.



12. Thefirst entry for static routeisreserved for creating WAN default routeand is
READ-ONLY.



Known | ssues:

[UPNP]

1. Sometimes on screen the “Loca Area Connection” icon for UPnP disappears. The icon shows
again when restarting PC.

2. When you use MSN messenger, sometimes you fail to open special applications, such as
whiteboard, file transfer and video etc. You have to wait more than 3 minutes and retry these
applications.

[Log]

1. Log Consolidation Period field in log setting page shows wrong number when inputting the
value more than 255.

2. Symptom: ZyWALL will not mail its LOG if the I P specified on the One-To-One Public IP.
Condition:

Topology:
Mail Server----------- (DMZ)ZyWALL (WAN)
192.168.2.33  192.168.21  10.0.0.1

10.0.0.2

(1) Restore to default romfile.
(2) Set NAT typeto full feature.
(3) Build aone-to-one rule for mail server in DMZ.

Local IP Global 1P

192.168.2.33 <->10.0.0.2
(4) In the LOG setting, set mail server IPto 10.0.0.2.
(5) Then, disable the firewall and pressthe "Email Log Now" button to send mail.
(6) You will seethelog "SMTPfail (Cannot connect to SMTP server 10.0.0.2)".

[Bridge M ode]

1. When device boots in Bridge Mode, some CI command error messages will be displayed on
console. Thisis because some predefined CI commands in autoexec.net is forbidden to execute
in Bridge Mode.

2. Don't use CI command “bridge rstp bridge enable” to enable RSTP, it will change the initial
Path Cost value to an incorrect value.

[ALG]

1. Symptom: P2002 can not connect with each other in Peer-to-Peer mode.

Condition:
Topology: P2002--(LAN)ZyWALL_A(WAN, IP=172.21.2.151)--(WAN,

IP=172.21.1.134)ZyWALL_B(LAN)--P2002

(1) InZyWALL_A and ZyWALL_B, add a"WAN to LAN" firewall rule to pass traffic with
port "5060".

(2) InZyWALL_A and ZyWALL_B, add a port forwarding rule "5060" to P2002.

(3) InZyWALL_A and ZyWALL_B, enable SIPALG

(4) Setup both P2002 to Peer-to-Peer mode.

(5) Making the SIP connection by P2002 will be failed.

(6) Turn off firewall in ZyWALL_A and ZyWALL_B, sometimes the connection can be built up
if wedial from P2002 which is behind ZyWALL_A.

2. Currently, we do not support NAT loopback on SIP registration or proxy server, which means if
your SIP client islocated on LAN, your registration server address cannot use ZyWALL WAN
IPto do loopback to SIP server which located on LAN.



(1) NAT loopback for SIP server on LAN.
(2) NAT one to one address mapping for SIP server on LAN.
(Indeed, this should be described as the NATed WAN 1P of SIP client and SIP server should be
the same)
(3) Use default server of NAT port forwarding table for SIP server on LAN.
(4) Client A(WAN) call Client B(LAN) using LAN’s P, and the reversed way. That isyou
should call phone number directly to each other without the | P address.
There issue will be improved for future plan.
[Anti-Virug]
1. The log description is not clear if packet if forwarded when exceeding maximun session
number.
2. AV will effect in only one side with virus MM C.exe

Topology:
PC1--------mmmmmm e ZWPL-mmm e IS PC2
Mail client Mail server
Issue:

When PC1 send mail to mail server on PC2, ZWP1 can not detect the virus file. But, when
PC1 receive mail from PC2 ZWP1 can detect the virusfile.

That is:
> o [EURSET—— ZWPL--- e ZW5 e PC2
Mail client Mail server
.9 >
-+

CaseinTP:; 1.1.2.9.26.7

[VPN]

1. Symptom: PC can't ping remote gateway through VPN tunnel under this special topology.
Condition:
PC------ LAN ZyWALL_A WAN---------mmmmmmmm LAN ZyWALL_B WAN------- Internet
(192.168.1.33) (192.168.100.33) (192.168.100.1) (172.202.77.145)

(1) VPN configurationin ZyWALL _A:
WAN IPAddress=192.168.100.33 > WAN IP Subnet Mask=255.255.255.0 > Gateway IP

Address=192.168.100.1.

Gateway policy * Name=IKE1 > Remote Gateway Address=192.168.100.1 > Pre-Shared
Key=12345678.

Network policy for IKEL - Active=enable - Name=IPSecl > Local Network/Starting IP
Address=192.168.1.33 > Remote Network/Starting IP Address=0.0.0.0

(2) VPN configurationin ZyWALL_B

WAN IPAddress=172.202.77.145 - WAN IP Subnet Mask=255.255.0.0 > Gateway IP
Address=172.202.77.1.

Gateway policy * Name=IKE1 > Remote Gateway Address=192.168.100.33 © Pre-Shared



Key=12345678.
Network policy for IKE1 » Active=enable > Name=IPSecl > Local Network/Starting IP
Address=0.0.0.0 > Remote Network/Starting IPAddress=192.168.1.33.
(3) When we established the VPN tunnel between ZyWALL_A and ZyWALL_B, we can access
ZyWALL_B (192.168.100.1) with the remote management,
such as Telnet, FTP..., thistraffic will go through VPN tunnel. However, we can not ping
ZyWALL_B (192.168.100.1) successfully because this ICMP traffic did not go through VPN
tunnel to ZyWALL _B.

2. SNMPtoolsget ZYWALL VPN MIB data, the index of received data are wrong if rules are
larger than 1.

3. VPN rule swap does not support NAT Traversal.

[Otherg]

1. Devicewill occur to memory low after signature update. Please restart device if you want to
upload F/W in this situation. The P1's memory is still tight now.

2. P1 need to synchronize with time server or the time will become 2001/01/01.

Features:

Modificationsin V 4.01(XJ.2)CO0 | 03/15/2007
Modify for formal release.

Modificationsin V 4.01(XJ.2)b1 | 02/05/2007
[BUG FIX] 061102088
Symptom: The MIB OID for UTM AV and IDP does not work.
Condition:
(1) Reset to defalut romfile.
(2) PC installs SNMP software, such as MG-SOFT MIB Browser.
(3) Try to get value of OID, 1.3.6.1.4.1.890.1.6.1(the AV/IDP signature version and Sigdate)
will fail.

[ENHANCEMENT] 061120101
Add CI command "ip icmp desth [size (0~65535, O: default)]" to set the packet length for "Ping
of Death" check.
Note: Default size is 1500

[BUG FIX] 061107359
Symptom: Traffic can not be sent out through WAN port when using AV+IDP+VPN.
Condition:
PC1--- (LAN) ZyWALLS5 (WAN) ---- (WAN) ZyWALL70 (LAN) --- PC2 (FTP, HTTP Server)
(1) Setup one VPN between ZW5 and ZW70.
(2) Enable the AV and IDPin ZWS5, and enable the zip file scan in AV.
(3) PC1 start FTP and HTTP download one 50Mbps ZIPfile.
(4) About 3 minutes, PC1 can not ping PC2 and can not access I nternet.

[ENHANCEMENT]
Support different global |P address for SIP clients and SIP server.



Note: Please refer to the appendix 10, we solve the limitation about item 2.

[BUG FIX] 061128584, 061128585 (I TS#13932)
Symptom: Device crashes by hardware watchdog.
Condition:
Topology:
(@ PC --- [LAN]ZyWALL[WAN] --- HTTP server
(b) HTTP server --- [LAN] ZyWALL [WAN] --- PC
(1) Restore default romfile.
(2) When the PC connectsto HTTP server (http://www.alektogroup.com) by ZyWALL, the
ZyWALL will crash sometimes.

[BUG FIX] ITS#12880
Symptom: ZyWALL configured to establish Dial Backup with CDMA ISP through RWT FCT
CDMA, but does not work.
Condition:
(1) Configure Dial Backup setting.
(2) Turn off ZyWALL PPP PFC (Protocol Field Compression) setting. This can be showed by
Cl command "ppp Icp pfc". Default PFC setting is off.
(3) WAN1 & WAN2 down, Dial Backup is up.
(4) The Dia Backup session between the ZyWALL and ISP is established,
ZyWALL got an IP address provided by the ISP, but the PC in LAN can't pingtoan  Internet
host. ZyWALL can receive and transmit the ping request, and can receive reply from remote
host, but ZyWALL won't transmit the reply to the PCin LAN.

[BUG FIX] 061121145 (1 TS#13200)
Symptom: Failed to call the SIP phone on DMZ side with Firewall enabled.
Condition:
(1) Turn on Firewall. Set ZyWALLS5's default firewall rule for WAN-->DMZ is
Drop.
(2) Turn on SIPALG setting.
(3) Set up following topology:
phone --- P2002 --- [DMZ]ZW5[WAN] --- SIP server --- Vol P phone
(4) As soon as P2002 registers to the SIP server, there is no problem for the phone both call in
and call out. But after awhile, the phone on DMZ side cannot receive any phone calls, although
it'sstill far before"SIPALG Timeout" configured on the ZyWALL. Only after the P2002
register again, can the phone on DMZ side receive calls, and the cycle repests.

[BUG FIX] 061122298, 061122299, 061122300, 061107323
Symptom: Sometimes DUT cannot detect eicar AV.
Condition:

Topology: PC1 --- [LAN] DUT [WAN/Public IP] --- Internet.
(1) Restore default romfile.

(2) Register DUT AV function.

(3) Set WAN | P= Ethernet/Static IP (Public IP).




(4) Go to eWC>>ANTI-VIRUS>>Genera page, enable Anti-Virus, enable ZIPfile Scan, active
HTTPservicefor al interface.

(5) PC1 accesses http://www.eicar.org/anti_virus _test file.htm to download eicar.com file.

(6) Sometimes DUT cannot detect this Anti-Virusfile (eicar.com).

[BUG FIX]
Symptom: Ping DMZ 1P from PC in DMZ. You can’t get response
Condition:
Set LAN IPand add two IPAlias. Make sure they like 192.168.200.100. That is each number
separated by periodsis>= 100.
Set DMZ IPand add two IPAlias. The rule is the same with description above
PC connectsto devcie's DMZ port and ping device sDMZ IP.
Can't get response from device.
Note: Thisbug fix for ZyWALL Plisto fix initiate LAN IP aliasfailed.

[BUG FIX]
Symptom: iChat behind ZyWALL can not make avideo call with another iChat in WAN.
Condition:

iChat_1----—- (LAN) ZyWALL (WAN) ------- iChat_2
(2) In router mode Apple Mac iChat_1 made a video call request to iChat_2 on WAN.
(2) iChat_1 failed to set up the video call with iChat_2.

[ENHANCEMENT]
Support 1XP425 B1 version CPU.
WAS: Support I XP425 A0/BO version CPU
IS: Support 1XP425 A0/B0/B1 version CPU

Modificationsin V 4.01(XJ.1) | 12/10/2006
Modify for formal release

Moadificationsin V 4.01(XJ.1)b1 | 12/05/2006
1. [BUG FIX]
Symptom: ZyWALL P1 WAN fixed 100/full negotiation fail against cisco 3550/2900.
Condition:
(1) Configure cisco 3550/2900 port to fixed 100/full.
(2) Configure ZyWALL P1 WAN to fixed 100/full.
(3) ZyWALL P1 WAN can not sync up; remain down.
2. [BUG FIX]
Symptom: Unknown crash (software watchdog starts up).
Condition:
(1) Restore default romfile.
(2) After awhile, the device will crash sometimes.
3. [ENHANCEMENT]
Add a Cl command to turn on or off the LDAP packet parsing in NAT module.
Usage: "ip nat service ldap [on|off]"
4. [ENHANCEMENT]



Enhance the ClI command "ip ipconfig”.
(1) Add a new argument "mss" to configure the MSS value.
(2) After finishing the configuration, the interface information will be displayed.
You can use "showoff" to turn off this.
5. [BUG FIX]
Symptom: Static routing is failed when enabling firewall and asymmetrical route function.
Condition:
Toplolgy:

ZyWALL P1

PC1(192.168.1.33)-----(SWITCH)-----(192.168.1.34)(WAN)ZyWAL L 35(LAN)(192.168.10.1)-----PC2(192.168.10.33)

(1) The device under test is ZyWALL P1, the LAN subnet is 192.168.1.x.
(2) In ZyWALL P31, there is a static route entry that will redirect the 192.168.10.x subnet to
192.168.1.34.
Enable firewall and asymmetrical route.
(3) In ZyWALL 35, disable NAT and firewall feature.
(4) Ping PC2 from PC1, no response.
6. [BUG FIX]
Symptom: ZyWALL serial cannot connect one CDMA terminal RWT FCT CDMA..24.
Condition:
Russiaraised thisissue that our ZyWALL cannot connect one kind of CDMA termina RWT
FCT CDMA.24, but it is okay when this Terminal connect to P662 and D-Link route.
After check, they found when short-circuit the CTR and DTS can make it work (ZyWALL
connect to the CDMA)
7. [BUG FIX]
Symptom: Backuping the configuration of AntiVirusistoo slow.
Condition:
(1) In eWC->SECURITY->ANTI-VIRUS->Backup & Restore, click "Backup" button to backup
the AntiVirus configuration.
(2) Sometimes we need to wait for the popup window for a prolonged period of time.
8. [BUG FIX]
Symptom: Trace route failsto get response from our device.
Condition:
Topology:
PC-----(LAN)ZW70(WAN)
(2) On PC, try trace route a host(www.yahoo.com).
(2) Trace route cannot get response from our device.
9. [BUG FIX]
Symptom: The packet will be dropped if the device does not have the ARP entry of the receiver
of this packet.

Condition:
(1) Clear ARPtable by "Cl>ip arp flush".
(2) Send aping to 168.95.1.1, but the PC will not get aresponse in the first ICMP Echo Request.
(3) After thefirst ping, the rest of pings can get responses.
10. [BUG FIX]



Symptom: The DHCP table shows incorrect information.
Condition:
(1) Set the ZyWALL's DHCPIP Pool Starting Addressis 192.168.102.146.
(2) Add aDHCP static 1P 192.168.102.22 for a PC on the LAN.
(3) Add another PC on the LAN but this PC doesn't have a corresponding DHCP static
IPrule, and then it gets 192.168.102.146 from the ZyWALL.
(4) Go to eWC>Home>DHCP Table, the ZyWALL doesn't show 192.168.102.146, but show
192.168.103.157.
11. [BUG FIX]
Symptom: PC can not access the web server (www.fapa.com.pl) viaour zwpl.
Condition:
PC---(LAN)ZyWALL (WAN)---internet
(1) Get aZyWALLP1 with default romfile.
(2) Let PC try to access www.fapa.com.pl.
(3) PC can not access the web server.
(4) It is OK without zwp1.
12. [BUG FIX]
Symptom: After run 5 hours BT, no traffic can be forwarded by ZyWALL.
Condition:
(1) Restore to default romfile.
(2) In NAT port forwarding page, add a rule with port range from 20000 to 40000.
(3) After running about 5 hours BT, no traffic can pass through ZyWALL.
13. [BUG FIX]
ZyWALL can not back up romfile via GUI.
14. [BUG FIX]
Symptom: System crashes.
Condition:
(1) Enable Firewall, IDP, Anti-Virus functions, and turn on all related logs.
(2) System crashes sometimes.
15. [ENHANCEMENT]
Add an option to enable or disable the "Dynamic ACL" log in ZyWALL.
The check box isin:
(2) "eWC->LOGS->L og Settings->Dynamic ACL".
(2) SMT 24.8.
1. "syslogsload".
2. "syslogs switch dynacllog".
3. "syslogs save".
4. "syslogs switch display".
16. [BUG FIX]
Symptom: The ZyWALL assignsaused IPto a DHCP client.
Condition:
Topology
ZyWALL(LAN)------ PC1,PC2
(1) Let the PC1 get a DHCP IP(192.168.1.33).
(2) Pull out the cable of PC1 and set PC2 to use astatic 1P 192.168.1.33.
(3) Plug back the PC1, PC1 starts to get a DHCP IP, but it still gets 192.168.1.33, although the
ZyWALL has asked if someoneis using this IP and gets a response.



17. [BUG FIX]
Symptom: Local PC cannot find Remote Host by NetBIOS via VPN tunnel.
Condition:
PC1----(WLAN)DUT-----(V PN)-----ZY WAL L 70(LAN)----PC2
(1) The configured romfile please refer to SPR.
(2) PC1 cannot see PC2 by NetBIOS viaVPN tunnel.
18. [ENHANCEMENT]
We change the ZyWALL break mechanism for the infected file.
The ZyWALL just breaks the first infected file packet and stop track the file session
in the previous mechanism. The old one has better performance, but thereisarisk that
it couldn't break the file with more than one virus.
Now ZyWALL breaks thefirst infected file packet and the following file packet as well.
It is safer but downs performance for handling infected files.
Wet also fix the line-assembly bug for FTPand HTTP in this enhancement.
19. [ENHANCEMENT]
Add the following enhancements which are first requested by the ATKK project.
1. A new set of CLI commands for users to manage keys.
2. The existing certificate "create” CLI commands are modified to allow users to choose to
either use an existing key or generate a new key when creating a new certificate.
3. Multiple certificates can be generated based on the same key.
20. [BUG FIX]
Symptom: The "Up Time" shown on the Port Statistics and Home page is quite
different when the ZyWALL uptime is more than 100 hours.
Condition:
(1) Let ZyWALL WAN1 uptime be more than 300 hours.
(2) Go to eWC>HOME page, the "Up Time" is"4:00:00".
(3) Click "Port Statistics" button, the WAN1 "Up time" of pop-up window is
"300.00.00".
21. [BUG FIX]
Symptom: Two SIP clients cannot talk to each other when both of them are in LAN.
Condition:
Topology:
SIPClient_A ------- (LAN) ZyWALL (WAN)---------- SIP Server
SIPClinet_B ------ |
(1) Two SIP clients register on SIP server which isin the WAN.
(2) Create a call between client A and client B, they cannot hear each other.
22.[BUG FIX]
Symptom: The Vol P client cannot hear the voice when SIP server is set behind the LAN.
Condition:
Topology:
P2002A------------ +-(LAN)ZWP1(WAN)--------- P2002B
SIP Server-------- |

(1) Create aport forwarding rule on ZWP1 to let SIP traffic of P2002B can be

forwarded to SIP server.

(2) Dial aphone call from P2002A to P2002B, P2002B can hear the voice of P2002A, but
P2002A cannot hear the P2002B



23. [ENHANCEMENT]
Symptom: SIP alg enhancement. Additional SIPALG codes to supports SIP server on LAN. or
WAN
Condition: SIP function has some issues to work correctly.
Topology:
(1) Client_A------ (L)ZW_1(W)-----SIP Server-----(W)ZW_2(L)-----Client_B
(2) Client_A----SIP Server----(L)ZW_1(W)------- (W)ZW_2(L)-----Client_B
(3) SIP Server----(L)ZW_1(W)----Client_A----(W)ZW_2(L)-----Client_B
(4) SIP Server----(L)ZW_1(W)------- (W)ZW_2(L)+-----Client_A
+ommee- Client B
24. [ENHANCEMENT]
Add PPTP CHAP v2 support.
25. [BUG FIX]
AV side effect fix.
26. [ENHANCEMENT]
Add quick timeout mechanism for UDP sessions. This mechanism can for you to search more
gamesin internet by some game platform. If no this mechanism the number of the game you
can search is about NAT session number limited.
27. [BUG FIX]
Symptom: SMTP authentication fails on elias.hp-interex.ch (MX V5.4 AnGc).
Condition:
(1) Go to eWC>LOGS>L og Settings.
(2) Set Mail Server of E-mail Log Settingsto elias.hp-interex.ch, enable SMTP Authentication
and set related SMTP settings.
(3) The device sends mail will fail on SMTP authentication.
28. [BUG FIX] SPR ID: 061005220
Symptom: Device crashes because of mbuf double free in Anti-Spam.
Condition:
(1) System crashes sometimes on customer site.
29. [ENHANCEMENT]
Vulnerability bug: It depends on an error in verifying the PK CS-1 padding
of the signed hash and we update the patch file from safeNet.
30. [ENHANCEMENT]
Vulnerability bug: It depends on an error in verifying the PKCS-1 padding of the signed hash
and we update the patch file from safeNet.

Moaodificationsin V 4.01(XJ.0) | 09/28/2006
Modify for formal release

Modificationsin V 4.01(XJ.0)b5 | 09/25/2006
N/A

Modificationsin V 4.01(XJ.0)b4 | 09/20/2006
N/A

Moadificationsin V 4.01(XJ.0)b3 | 09/12/2006
1. [BUGFIX]



~

Symptom: The ZWP1 keep synchronizing with myzyxel.com even when it has not registered.
Condition:
(1) Reboot a ZWP1 which has not registered to myzyxel.com.
(2)After rebooting, the ZWP1 keep synchronizing with myzyxel.com every five mins even
when it already knows that it has not registered to the myzyxel.com and you can also see a new
added log 'The device has not been registered yet.' at the same time.

[BUG FIX]
Symptom: Unnecessary description in ZWP1.
Condition:
(1) Goto eWC>Wizard>Internet Access Setup>INTERNET ACCESS page, the wording is

"You can register ZyWALL on http://www.zyxel.com and activate "Free Trial" of
Content Filtering, AntiSpam, AntiVirus and IDP services on your ZyWALL."

There is no Content Filtering, and AntiSpam in P1.
(2) Goto eWC>MAINTENANCE>Restart page, the wording is

"Click Restart to have the device perform a software restart.
The SYS LED blinks as the device restarts and then stays steady on if therestart is
successful.Wait a few minutes before logging into the device again.”

Thereisno sysLED in PL.
. [BUG FIX]

Symptom: The device will miss some attacks by BW IDPtesting tool.
Condition:
(1) Setthe"Active", "Log" of al the rulesto active and "Action” to "No Action".
(2) Enable IDP feature in LAN-WAN direction.
(3) Use the BW IDP testing environment to simulate the attack.
. [BUGFIX]

Symptom: Wording error in GUI.
Condition:
(1) Goto eWC>Home in Zero Configuration mode, the Network status subject
"IP/Netmask Address" iswrong.
. [BUG FIX]

Symptom: HTTPS serviceisdead on ZyWALL P1.
Condition:
(1) Unplug the link on WAN.
(2) Reboot the device.
(3) After rebooting, the PC in LAN cannot access ZyWALL'sHTTPS service.
. [BUGFIX]

Symptom: Use SMT “IPping " device will crash.
Condition:
(1) WAN connect to Internet, and make sure network is ok.
(2) InSMT use “IPping 168.95.1.1” and “Ctrl + C” to stop thisping .
(3) Repeat this step many times device will crash.

[BUG FIX]



Symptom: VPN Authenticated by None can’t be trigger dial.
Condition:
PCA -- ZWP1 ---- PQA --- ZW70 -- PCB
(1) InewWC add VPN rule, in IKE rule Authenticated By select "None” and make sure this rule
can be build up
(2) Use Dos command " ping 192.168.1.33" (PC B IP), tunnel should be up, but it not.
8. [BUGFIX]
Symptom: Traffic cant go through VPN tunnel with nail-up.
Condition:
(1) P1 getsan dynamic IPfrom ISP, VPN nail-up.
(2) After VPN built successfully, power off P1 and then power on, we can see tunnel successful
in SA monitor, but the traffic cant go through tunnel.
When pl uses static IP or disable nail-up, the problem wont happen.

Moadificationsin V 4.01(XJ.0)b2 | 08/18/2006
1. [ENHANCEMENT]
Wording change. Out of memory when F/W upload.
(1) FTP
Was. filesizetoo large.
Is: file size too large. Please reboot device, and try again.
(2 HTTPHTTPS
Was: disk full!
Is: disk full! Please reboot device, and try again.
2. [BUGFIX]
Symptom: The behavior in ZWP1 eWC port forwarding page is different with ZW5/35/70.
Condition:
(1) Restore default rom file.
(2) Goto eWC>Advance>NAT>Port Forwarding's page 2.
(3) Thelast rule should be grayed out and disabled.
3. [BUGFIX]
Symptom: ZyWALL P1 LAN setting will disappear.
Condition:
(1) Restore default romfile.
(2) In Router mode, change LAN DHCP setting, 1P Pool Starting Address=
192.168.167.2, Pool Size= 100.
(3) Switch to Zero Configuration Mode.
(4) In Zero Configuration Mode, disable Firewall, switch to Bridge mode.
(5) In Bridge mode, switch to Router mode. Then device will do Romfile
converting and LAN setting will disappear.
4. [BUG FIX]
Symptom: VPN settings will be changed after clicking the button "Port Forwarding Rules®
in ZyWALL P1.
Condition:
(2) In eWC->SECURITY->VPN->NETWORK POLICY - EDIT, set "Encryption Algorithm"
as"AES" and "Authentication Algorithm" as"SHA1".
(2) Click "Port Forwarding Rules" button.
(3) Click "Cancel" button to leave the "Port Forwarding” page.



(4) Check the"VPN - NETWORK POLICY - EDIT" page.
1. The "Gateway Policy Drop Down List" will be empty.
2. The "Encryption Algorithm™ will become "3DES".
3. The "Authentication Algorithm" will become "MD5".
5. [BUGFIX]
Symptom: If restore default rom file, browser will link to wrong LAN IP.
Condition:
(1) Go to eWC>Maintenance>Backup& Restore page, click Reset button to restore default
rom file.
(2) After DUT reboot, browser will link to "192.168.1.1".
(3) Thisiswrong, because ZyWALL Pl'sdefault LAN IPis"192.168.167.1".

Modificationsin V 4.01(XJ.0)b1 | 08/03/2006
1. [ENCHANCEMENT]
Add the zero configuration mode support for the P1 device.
Major features includes
(1) Management FQDN for the LAN
(2) LAN MAC filter
(3) WAN encapsulation type auto detection
(4) WAN/LAN IP conflict exclusion
(5) NAT over IPSEC for the dynamic mode VPN
(1) [ENHANCEMENT]
(1) Add UTM reports for IDP/AV.
(2) Change linkage from GUI>Logs>Reports to GUI>UTM Reports>System Reports.
(3) Re-layout UTM Home GUI for ZyWALL 4.01.
(2) [ENHANCEMENT]
Add redundant IPSec gateway (IPSec HA).
(3) [ENHANCEMENT]
[PSec traffic can be managed by security rule IDP/AV/FW)
(4) [ENHANCEMENT]
Add direction matrix setting in Firewall/AV/IDP.
(5) [ENHANCEMENT]
Add PKCS12 for ZyNOS.
(6) [ENHANCEMENT].
Add a CI command "1p alg ftpPortNum [port number]" to support a different port number on FTP
ALG. This port 1s an additional FTP ALG port, the original FTP port(21) still works. Note: This CI
command will not save to SPT, so user will need to put into autoexec.net if they want to keep the
setting.
(7) [ENHANCEMENT]
Consolidate "Router reply ICMP packet" log.
(1) Router reply ICMP packet: ICMP(Port Unreachable).
(2) Router reply ICMP packet: ICMP(Host Unreachable).
(8) [ENHANCEMENT]



Add a CI command "ip arp ackGratuitous", let ZyWALL to support gratuitous ARP request and
update MAC mapping on ARP table for the sender of this ARP request. There are two
subcommands under "ackGratuitous":

(1) "active [yesino]": Let ZyWALL accept gratuitous ARP request.

(2) "forceUpdate [onloff]" If zywall ARP table already had target IP address ARP entry,
forceUpdate option will update the exist MAC mapping to new one.

(9) [FEATURE CHANGE]

WAS: The ZyWALL uses a fixed NTP server list with 10 NTP servers to adjust the system time.
IS: Use 0.pool.ntp.org, 1.pool.ntp.org, 2.pool.ntp.org instead of specific NTP servers to adjust the
system time.

The pool.ntp.org 1s a virtual cluster of timeservers, it uses a round robin way to provide different
NTP server to clients.

Moaodificationsin V 3.64(XJ.9) | 03/03/2006
Modify for formal release

Modificationsin V 3.64(XJ.9)b2 | 03/01/2006

1.

[BUG][FIX] 060222048

Symptom: Change User login mode password had problem

Condition:

(2) In eWC MAINTANCE>>Password page, change User login Mode password, New
Password=1111, Retype to Confirm=1111, click Apply button. Logout and login DUT again by
"User Mode" Password=1111 can't login. Check CLI command "sys user user" and show
"Current user password isNULL"

(2) In eWC MAINTANCE>>Password page, User login Mode "New Password" "Retype to
Confirm" not work.

Ex: New Password=1111, Retype to Confirm=22222, it till can save.

Moadificationsin V 3.64(XJ.9)b1 | 02/21/2006

1.

[ENHANCEMENT] 060207081

Add dual login mode to protect the basic information page on ZWP1. Users need to use CI
command "sys userMode" to turn on this feature. There are two subcommands "active" and
"userPass' under this command.

(2) "active": Turn on/off this feature.

(2) "userPass': Change User Mode password. Default valueis "1234".

Note:

After turning on this feature, thelogin page will have two login options: "User Mode" and
"Administrator Mode".

(1) In“User Mode”, users can only access to basic information page. If they want to see the
advanced page, they still need to login as administrator.

(2) In*Administrator Mode”, users login as administrator and can directly access the advanced

page.

Modificationsin V 3.64(XJ.8) | 02/10/2006
Modify for formal release



Modificationsin V 3.64(XJ.8)b1 | 02/08/2006

1.

[BUG FIX] 051121269
Symptom: After we rebooted ZyWALL, ZyWALL failsto transmit data through VPN.
Condition:
Topology: PC1---------- (LAN)ZWP1(WAN) + (WAN)ZW70(LAN)
192.168.167.1 | 192.168.1.1
DHCP Server
(1) On ZWP1, WAN uses dynamic | P address and set a static VPN rule with policy as below:
IKE: Nail-upis ON
Local: Subnet Type
192.168.167.0/24
Peer:  Subnet Type
192.168.1.0/24
(2) On ZW70, set a Dynamic VPN rule with policy as below:
Local: Subnet Type
192.168.1.0/24
Peer: Any
(3) PC1 ping ZW70's LAN IP. Ping result is OK.
(4) Reboot ZWPL.
(5) Check ZWP1 éWC SA monitor page, we can see a new VPN tunnel was successfully built

up.
(6) PC1 ping ZW70'sLAN IPagain. Ping result isfail.
[ENHANCEMENT]
ZyNOS local port avoid 1029, some viruses use this port to attack.
[BUG FIX]
Symptom: All traffic goes through VPN does not work.
Condition:
Topology: PC1---------- (LAN)ZW70A(WAN)===Internet===(WAN)ZW70B(LAN)
1.33 192.168.1.1/24 | 192.168.2.1/24
PC2

(1) On ZWT70A, set a Static VPN rule with policy as below:
Local: Subnet Type
192.168.1.0/24
Peer: Range Type
0.0.0.0 — 255.255.255.255
(2) On ZW70B, set aDynamic VPN rule with policy as below:
Local: Range Type
0.0.0.0 — 255.255.255.255.
Peer: Any
(3) Under the setting, we expect all PCl's traffic to PC2 will go through VPN tunnel to
ZWT0B first then to PC2.
(4) But it doesn't work.
[ENHANCEMENT]
Before:
When WAN encapsulation is Ethernet with dynamic IP, WAN IP will renew after the
least time assigned by DHCP server has expired. In this case, device will not reset WAN [P to
vantage server and will cause the disconnection between device and vantage server.



Now:

When DHCP client get the different 1P from DHCP server, Vantage agent will use the new
assigned I P to re-register to vantage server.

[FEATURE CHANGE]

WAS: Device accepts any ARP reply information if hasits ARP entry.

IS: Device does not accept ARP reply information which does not have corresponding ARP
request by device itself.

Modificationsin V 3.64(XJ.7) | 12/20/2005
Modify for formal release

Modificationsin V 3.64(XJ.7)b1 | 12/14/2005

1.

2.

[ENHANCEMENT]

In eWC->LAN->LAN page, the DHCP WINS servers now can be configurable via GUI.
[ENHANCEMENT]

In eWC->VPN-> Global Setting page, add two fields "Adjust TCP Maximum Segment Size"
and "V PN rules skip applying to the overlap range of local and remote | P addresses.”
[ENHANCEMENT]

VPN configuration by ClI commands "ipsec adj TcpMss' and "ipsec swSkipOverlaplp" will be
reflected in the two fields of GUI -- "Adjust TCP Maximum Segment Size" and "VPN rules
skip applying to the overlap range of local and remote IP addresses.”, and vice versa.
[FEATURE CHANGE]

Login-Name for PPPOE and PPTP now supports up to 63 characters, and Password supports
up to 31 charactersin GUI.

[BUG FIX]

Symptom: VPN rule with subnet mask 0.0.0.0 should allow all traffic to pass through VPN,
but it doesn’t.

Condition:

(1).Restore default ROM file.

(2).Set up a VPN policy with remote address type = subnet, remote starting 1P address =
0.0.0.0, remote subnet mask = 0.0.0.0.

(3).Trigger tunnel by local PC, and it wil never trigger tunnel.

[BUG FIX]

Symptom: Hardware watch dog wake up and sometimes device hand up.

Condition:

(2).In SMT24.8, input "ip ping 168.95.1.1"

(2).Use Ctrl+C to break it.

(3).Repeat steps 1 and 2 fast and you can see the watch dog wake up or device hand up.

[BUG FIX]

Symptom:In eWC->VPN>Globa Setting page, warning messages is not correct.

Condition:

WAS:

(Warning: When this checkbox is checked, you may not access device because of triggering
VPN tunnels)

Warning messages should be :

(Warning: When this checkbox is not checked, you may not access device because of
triggering VPN tunnels).



Modificationsin V 3.64(XJ.6) | 10/27/2005
Modify for formal release

Modificationsin V 3.64(XJ.6)b1 | 10/24/2005

1.

[BUG FIX]

Symptom: Sometimes system DNS cannot resolve domain name to | P addresss
Condition:

(2). In CLI, enter "ip dns query name myupdate.zywall.zyxel.com”

(2). Try (1) more times and sometimes cannot be resolved.

[BUG FIX]

Symptom: DHCP client gets IP failed!

Condition:

(1). Topology

original PC --- (192.168.1.1) Router
switch to PC --- (192.168.70.250) DUT

(2). PC connectsto the router LAN port with DHCP, and get an IP.

(3). DUT set astatic DHCP rule for the PC.

(4). PC switchs to DUT, and gets an I P failed. The user must release IP manually, then will get
I P successfully.

[BUG FIX] 050808266

Symptom: Change Log Mail server, mail will send to old mail server.

Condition:

(2). Fill Log mail server "mail.zyxel.com.tw” and fill other fields by correct data (Enable
SMTP Authentication)

(2). Click "E-mail Log Now” and receive thislog will successful

(3). Modify Mail server to "mail.aaa.com.tw” click "E-mail Log Now", user also can receive
thislog mail

[BUG FIX]

Symptom: The Gateway IP Address in eWC->WAN->WAN->WAN |IP Address Assignment
can't save 0.0.0.0.

Condition:

(2). In eWC->WAN->WAN, check Use Fixed IP Address, fill My WAN IP Address/ My WAN
IP Subnet Mask/ Gateway |PAddress, and saveit.

(2).Then change Gateway IPAddressto 0.0.0.0. and save it again.

(3).Refresh the page, the Gateway |PAddress will become the setting in (1)

[BUG FIX]

Symptom: Under bad network environment, transmit alot of packets by a VPN tunel, there are
alot of "Replay Packet" log entries.

Condition:

(2). Network environment is bad (ex: heavy traffic).

(2). Build up aVPN tunnel.

(3). Transmit heavy traffic through the tunnel, after few days it shows a lot of "Replay Packet"
log entries.

Modificationsin V 3.64(XJ.5) | 09/02/2005
Modify for formal release



Modificationsin V 3.64(XJ.5)b1 | 08/24/2005

1.

2.

[ENHANCEMENT]

Update Vantage Agent to 2.1.2 version.
[FEATURE CHANGE]

Clear the default setting on Domain Name.
Was: “zyxel.com.tw”

Is: Empty

Modificationsin V 3.64(XJ.4) | 08/09/2005
Modify for formal release

Modificationsin V3.64(XJ.4)b1 | 08/04/2005

1.

[BUG FIX]
Symptom: Send log mail isvery slow.
Condition:
1. In"eWC->LOGS->L et Settings”, set "E-mail log Settings'.
2. In"eWC->LOGS->View Log", click "Email Log Now".
3. The mail will be sent after 1~2 minutes. It'stoo slow.
[BUG FIX]

Symptom: The device showsthe "SMTPfail" log continuously.
Condition:
1. Enable "System Errors' log and alert mail.
2. Input aninvalid sitein Mail Server of Log Settings.
3. Fill other mail related fields of Log Settings.
4. The system will generate the "SMTPfail (Cannot connect to SMTP server
...)" continuously.
[BUG FIX]
Symptom: VPN tunnel cannot be built if the reveived IKE packet is fragmented.
Condition:
(1) Set IKE rule which authentication key is certificate with 2048 bit key length.
(2) Set encryption algorithm of the IKE rule asAES.
(3) Set theipsec rule.
(4) Set a environment which will fragment the IKE packet.
(5) Did the tunnel.
(6) The tunnel cannot be built.
[BUG FIX] 050601011
Symptom: VPN tunnel can be built up without authentication, which configures
authentication by router.
Condition:
1. Configure aVPN IKE rule, authenticatin use router.
2. And Configure aIPSEC rule, choose Nail-up.
3. The Tunnel will be built up automatically without authentication. It is wrong.

Modificationsin V 3.64(XJ.3) | 07/01/2005
Modify for formal release



Modificationsin V3.64(XJ.3)b1 | 06/16/2005
1. [BUG FIX]
Symptom: Router crash.
Condition:
(1) Userouter for along time.
(2) Sometimes Router will crash and the console shows
"Common TOS: Free queue session number > max session number..
\tos.c:960 sysreset()".
2. [BUG FIX]
Symptom: 1PSec input idle timer does not work correctly.
Condition:
Topology:
PC1-ZWA--Intranet--ZWB-PC2
Add normal VPN rulein both side.
(1) In ZWB, set "Input Idle Timeout" as"30" seconds.
(2) Dial thetunnel up, thereis no traffic in the tunnel.
(3) InZWB, SMT 24.8, type "ipsec sho sa', the "input idle count” in "INBOUND"
will be decreasing, it works correctly.
(4) Now, In PC1, ping PC2 from PC1 with one packet then stop the traffic in the
tunnel.
(5) InZWB, SMT 24.8, type "ipsec sho sa', the "input idle count” in "INBOUND"
stay unchanged.
(6) The input idle timeout mechanism will not work anymore.
3. [BUG FIX]
Symptom: Output idle timer doesn’t work correctly.
Condition:
PC1--(L)ZWPL1(W)--Intranet--(W)Router(L )--PC2
(1) ZWP1 and Router had established VPN tunnel.
(2) Output idle timer=120 secs, input idle timer=30 secs.
(3) Unplug the WAN link of Router, make a|CMP echo request to PC2 from PCL1.
(4) ZWP1 doesn’'t send out "are u there" packets to peer gateway after 120 seconds.

Modificationsin V 3.64(XJ.2) | 06/08/2005
Modify for formal release

Moadificationsin V 3.64(XJ.2)b2 | 05/31/2005
1. [BUG FIX]
Symptom: VPN Authenticated By None can't be trigger dial.
Condition:
PCA -- ZWP1 ---- PQA --- ZW70 -- PCB
1. IneWC add VPN rule, in IKE rule Authenticated By select "None"
and make sure this rule can be build up
2. Use Dos command "ping 192.168.1.33"(PC B IP), tunnel should be
up, but it not.
2. [BUG FIX]
Symptom: VPN Authenticated By None still need input username and password.
Condition:
PCA -- ZWP1 ---- PQA --- ZW70-- PC B



1. IneWC add VPN rule, in IKE rule Authenticated By select "None".
2. Logout GUI, and at VPN page, dial it, it still want user input username and
password.

Modificationsin V 3.64(XJ.2)b1 | 05/25/2005
1. [BUG FIX] 050502014
Symptom: Modification to exisiting WANtoWAN rule (with IKE and BOOTP) can not
work
Condition:

In the example, use SSH

1) Change SSH port to 2222 in Remote MGMT.

2) Go to WAN to WAN / ZyWALL and create a custom service, TCP/UP 2222.

3) Add the rule in the default rule that has IKE and Bootp.

4) Try to connect with Putty or other prefered SSH client. It doesn’t work

5) Now add the standard SSH (or any other predefined TCP rule) service to the same

firewall rule. It works.
2. [BUG FIX] 050502038
Symptom: Daylight Saving problem: Current Time is faster 2 hours than Taiwan
during daylight saving.
Condition:
1. Restore default romfile.
2. Go to eWC->Maintenance->TimeAndDate.
and the problem happened only when
3. Apply the "Time Zone" ="(GMT+08:00)", activate "Enable Daylight Saving"
and set the date range include the  current time.
4. Click the "Apply" button and the page will be refreshed.
5. The current timeis faster 2 hours than Taiwan, it should be faster 1
hour only.
3. [BUG FIX]
Symptom: Router crash.
Condition:
(1) Turn on firewall.
(2) Sometimes router will crash when suffer attack.
4. [BUG FIX] 050311673

Symptom: When the VPN tunnel did not receive packet for sometime, thelog is

unclear.

Condition:

Topology:
PCA(192.168.167.33)---ZWP1--- (VPN) --- ZW5---PCB(192.168.1.33)

1. For ZWP1, set output timer and input timer in VPN global setting.

2.Add alKE rule, and IPSec policy for ZW5, PCB.

3. Configure ZW5, add a IKE rule, and IPSEC policy for ZWP1, PCA.

4. Build this tunnel, do not send packet through this tunnel.

5. After last sending packet for output time, ZWS5 do not receive packet, it will
send R_U_THERE packet to ZWP1, but ZWP1 log shows NOTFY:UNKNOW/(36136)
and NOTFY:UNKNOW(36137), this message is unclear.

6. After last receiving packet for input timer, ZW5 do not receive packet, the same situation



will happen.
5. [BUG FIX] 050505207
Symptom: Resynchronize in Time Setting page does not work.
Condition:
1. restore default romfile
2. login eWC and enter Time setting page.
3. after 1 day, there is no time resynchronization log.
6. [FEATURE CHANGE]
When edit afirewall rule, the source IP and destination | P rule numbers are limited to
20.
7. [FEATURE CHANGE]
At the beginning of router restart, the pingcheck is disabled.

8. [ENHANCEMENT]
VPN authentication type add None for without authentication.

Modificationsin V 3.64(XJ.1) | 05/12/2005
Modify for formal release

Modificationsin V 3.64(XJ.1) b1 | 05/06/2005
1. [EHNANCEMENT]
Add IP information for my IP address and Secure Gateway address. In CI command, "ipsec
ikeDisp #" will show IKE rule configuration. When my |P address or secure gateway address
is domain name, the resolved IP will show after domain name.
2. [BUGFIX]
Symptom When users remotely manage the ZyWALL via a PPTP connection, a strange
firewall session (between PPTP server and PPTP client) timeout log may be observed.
Condition:
(1) Configure the ZyWALL's WAN port to use PPTP encapsulation.
(2) Remotely login eWC (http/https) viathe PPTP connection.
(3) After afew minutes, check the centralized logs or syslogs, you will observe a sequence of
firewall logs of http/https session timeout.
3. [BUG FIX] 050214272
Symptom: For firewall ACL schedule, if two rules have the same policies except "schedule”,
only the first rule will work.
Condition:
(1) Set two firewall rules have same policies except schedule.
(2) Only thefirst rule will work.
4. [BUGFIX]
Symptom: Netbios packet cannot pass through VPN tunnel .
Condition:
(2) Configure aVPN tunnel asfollows:
1.1 local subnet mask is 192.168.1.1/255.255.0.0.
1.2 remote subnet mask is 192.169.1.1/255.255.0.0.
1.3 Enable " Netbois pass through” in local and remote gateway.
1.4 PC A(Locd)------ ZyWALLA------ ZyWALLB---PC  B(Remote)192.168.1.1/16
192.169.1.1/16



10.

(2) Establish the VPN tunnel.

(3) InPCA, Search PC B’s computer hame.

(4) PC A will send a broadcast packet to search PC B.

(5) ZyWALL A will change destination IP address from 192.168.255.255 to 192.169.255.255
and send to ZyWALL B after encryption. Horever, ZyWALL A should adjust the UDP
checksum but it didn't.

(6) PCB will drop the received broadcast UDP pcket from PC A due to error UDP checksum.
[BUG FIX] 050214274

Symptom: VPN My IPAddr will resolving fail

Condition:

(1) Add aVPN rule and My IP Address and Remote Gateway Address are domain type.

(2) Click Dial button, it will fail to build tunnel first time (second time is ok)

(3) Check log will display “Cannot resolve My IPAddr for rule xxx”

[BUG FIX]

Symptom: Max. Concurrent Sessions Per Host problem.

Condition:

(1) In eWC->NAT , change Max. Concurrent Sessions Per Host to 300

(2) Use ipscan tool to make session

(3) Log show “192.168.1.33 exceeds the max. number of session per host! “ when exceeds the
max. number of session per host, but Max. Concurrent Sessions Per Host (Historical high since
last startup: 286) ,it's not reach 300

[BUG FIX] 050301066

Symptom: Remote gateway Address can’'t configure as domain type when ipsec Nail-Up
option ison.

Condition:

(1) Add aVPN rule(Static rule) with Remote gateway Address set as domain type.

(2) In Ipsec rule, enable Nail-Up option.

(3) Return to IKE rule page, change some fields and click Apply. The Status will show “This
ipsec rule bounds to dynamic IKE rule. Please inactive nail up.” and it can’t be saved.

[BUG FIX]

Symptom: Router crash when recieve UDP packets which comes from TfGen.

Condition:

(1) Restore default rom file.

(2) InWAN side, place a PC and open TfGen tool to send packets to router's WAN.

(3) The TfGen's setting in my PC is: Ultilization: 4kbps, Destion: 192.168.70.34, Port: 500.
[BUG FIX]

Symptom: DNS inverse query causes system crash.

Condition:

(1) Set A PC on the device LAN site.

(2) The DNS server of the PC setsto the device.

(3) The PC sends DNS inverse query continually, the device will crash sometimes.

[BUG FIX]

Symptom: DDNS update failed

(1) dia PPPoE and obtain dynamic IP

(2) configure DDNS and make sure DDNS name is updated with new dynamic IP

(3) turn on “sys ddns debug 1”

(4) use scheduler to force down interface for 1 min.



11.

12.

13.

14.

15.

16.

17.

(5) re-dial PPPoE (nail-up) and obtain dynamic IP

(6) saw the DDNS debug log showed failed message.

[BUG FIX]

Symptom: Responder receive duplicate package when VPN tunnel established

Condition:

(1) At Initiator edit one VPN rule and Extended A uthentication=enable=client mode

(2) At responder edit one VPN rule and Extended A uthentication=enable=server mode

(3) when VPN tunnel established ,Responder log show “Rule[IKE1] receives duplicate packet”
[BUG FIX] 050304284

Symptom: Thereisno log for replay packets

Condition:

(1) Enable " Anti-Replay” function.

(2) Sniffer an ESP packet and replay it.

(3) This ESP packet will be dropped by thereisno log.

(4) There should be log to show this action.

[BUG FIX]

Symptom: DNS inverse query causes memory leak.

Condition:

(1) Set A PC onthe ZyWALL LAN site.

(2) The DNS server of the PC setsto the ZyWALL.

(3) The PC sends DNS inverse query continually (ex: 140.113.23.1), the system will generate
memory leak.

[BUG FIX]

Symptom: "Gateway Domain Name Update Timer" in eWC --> VPN --> Global Setting didn't
work.

Condition:

(1) Set one IKE rule which secured gateway address is domain name.

(2) Set "Gateway Domain Name Update Timer" to 15 minutes and apply.

(3) System will not update secured gateway domain name according to the setting unless
system reboot.

[BUG FIX]

Symptom: Resolving a domain name which start with number (for example 4youcard.com)
will fail.

Condition: CI command "ip ping 4youcard.com™ and it will fail.

[BUG FIX]

Symptom: Router will crash when receive an unrecognizable DNS response

Condition:

Environment:

PC(192.168.1.33)-----(192.168.1.1)ZW70---Internet

(1) Set ZW70's system DNS server as "164.67.128.1"

(2) From PC, send a DNS query to ZW70. The DNSformat is as following:

cf 07 01 00 00 01 00 00 00 00 00 00 04 75 63 6¢

61 03 65 64 75 00 00 ff 00 01

(3) ZW70 will relay the DNS query to "164.67.128.1".

(4) ZW70 will crash after receive DNS response from "164.67.128.1"

[BUG FIX]

Symptom: VPN tunnel can't be up with dynamic rule.



Condition:
Initiator: One IKE with one policy. And in policy, local ID type = Subnet. Dest ID type =
Subnet.
Responder: One dynamic IKE with two policies:
(2) Policy 1: Encryption iswrong. Local 1D type = Subnet. Local starting IPAddressiswrong
(2) Policy 2: All settigs are correct.
18. [BUG FIX]
Symptom: Modification to exisiting WANtoWAN rule (with IKE and BOOTP) can not work
Condition:
In the example, use SSH
(1) Change SSH port to 2222 in Remote MGMT.
(2) Goto WAN to WAN / ZyWALL and create a custom service, TCP/UP 2222.
(3) Add the rule in the default rule that has IKE and Bootp. <===
(4) Try to connect with Putty or other prefered SSH client. ===> doesn’t work
(5) Now add the standard SSH (or any other predefined TCP rule) service to the same firewall
rule. It to work

Moaodificationsin V 3.64(XJ.0) CO | 02/21/2005
Modify for formal release

Modificationsin V 3.64(XJ.0) b6 | 02/16/2005
1. [BUG FIX] 050214276
Symptom: VPN lack of Nail-Up option
Condition:
(1) ZWP1 lacks Nail-Up option In eWC>VPN>Network policy>Edit.

2. [BUG FIX] 050214273
Symptom: Firewall can’t pull Any(ICMP) from Available Service to Selected Service
Condition:
(1) Add aFirewall ACL rule.
(2) Select service Any (ICMP) and click >> button. You will seethat ” Any (ICMP)” can’t
be moved to Selected Service

Modificationsin V 3.64(XJ.0) b5 | 02/03/2005
3. [BUG FIX] 050201025

Symptom: H323 voice will be block

Condition:

PCA-ZWP1A-ZWP1B-PCB
(3) Enable ALG_H323, add firewall rule W to L forward H323 1720 port, and NAT port
fordingto PC A and B

(4) Use OpenH 323 application tool

(5) PC A call PC B, then PC B can’t receive voice. PC A is ok

(6) PC B call PC A, then PC A can’t recelve voice. PC B is ok
4. [BUG FIX] 050201026

Symptom : Help page description error

Condition:

(1) On eWC LAN/LAN, help page should not mention “Relay”
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. [BUG FIX] 050201028
Symptom : Change | SP after first timeget I P, traffic can’t go out
Condition:
(1) Devicereset default rom file
(2) Change WAN ISP from Ethernet to PPPoE /PPTP, and after first get IP, all traffic
can’t go out until system reboot.
(3) Even use Ethernet, dynamic change to static I P, all traffic can’t go out.
. [BUG FIX] 050201029
Symptom: DHCP client does not follow RFC 2131
Condition:
(1) DHCP client does not follow RFC 2131 on rebinding request. According to RFC, it
should be broadcast where our deviceis send unicast.

. [BUG FIX]

Symptom: DPD vendor ID isnot correct.

Condition:

VID value of DPD isnot compatible with RFC3706.

[Feature Change]

WAS: The second datagram will usethelast 8 octets of the first

datagram as|V. Thismay cause |V " predictable” .

IS All datagramswill use random 1V to make IV unpredictable.
. [BUG FIX]

Symptom: Unplug the physical WAN link, the VPN tunnel should be deleted.
Condition:

(1) Goto eWC>VPN>VPN Rules (IKE) dial a VPN tunnel.

(2) Unplug the physical WAN link, the VPN tunnel will be deleted after 10 secs.



Modificationsin V 3.64(XJ.0) b4 | 01/31/2005

1.

[BUG FIX] 041214721

Symptom: Maintenance/Configuration description error

Condition:

(1) On eWC/Maintenance/Configuration/Back to Factory Defaults, LAN |IP address
should be 192.168.167.1 instead of 192.168.1.1

[BUG FIX]

Symptom: The ZyWALL should synchronize with the timeservers after WAN link isup

Condition:

(2) Goto eWC>MAINTENANCE>Time and Date.

(3) Set Time server addressas” a.ntp.alphazed.net” and save

(4) Unplug the WAN from ZWP1 and reboot the ZyWALL . After rebooting, you can see a
log the "Failed to synchronize with NTP server: a.ntp.alphazed.net” but the WAN
link isnot up.

(5) The ZyWALL should synchronize with the timeservers after WAN link isup.

[BUG FIX]

Symptom: The new connected PC cannot get an | P from ZWPL1.

Condition:

(1) Reboot the ZyWALL P1.

(2) PC connectsLAN port of ZWP1 and gets|P.

(3) Unplugthecableof LAN of ZWP1.

(4) Another PC connectsLAN port of ZWP1 and gets|P.

(5) Thenew connected PC cannot get dhcp client IPfrom ZWPL1.

[BUG FIX]

Symptom: Enter special url will cause device crash.

Condition:

(1) Form LAN site, enter http://192.168.167.1/Forms/rpAuth_1?ZyXEL % 20ZyWALL %
20Series<script>top.location.pathname=% 20" " </script> on browser, the device will
crash.

[BUG FIX]

Symptom: SI P P2002 voice communication failed.

Condition:

(1) P2002A-(L)ZWP1(W)----I nter net(SI P server)---(W) ZWPL1 (L)----P2002 B

(2) Both ZyWALL reset to default romfile.

(3) Using CI command, both type“ip alg enable ALG_SIP” to enable SIPALG.

(4) P2002 A make a phone call to P2002 B, voice communication worksfine.

(5) Terminate the phone call,then P2002 B make a phone call to P2002 A, voice
communication fail. Fail status: P2002 A can hear voice, but P2002 B can't.

[BUG FIX]

Symptom: When user unplugs PC A from the LAN of ZWP1, the tunnel cannot be

deleted.

Condition:

(2) Build aVPN tunnel PC A--(L)ZWP1A(W)--(W)ZWP1 B(L)-- PC B.

(2) Unplug a PC A from the LAN of ZWPL1.

(3) ZWP1 should deletethe tunnel.

[Feature Change]

Change default romfile setting value for 1PSec timers:



Output Idle Timer = 120 (sec)
Input Idle Timer = 0 (sec)
Gateway Domain Name Update Timer =5 (min)

Modificationsin V 3.64(XJ.0) b3 | 01/25/2005
10. [BUG FI X] 041214721
Symptom: Use | X1 A create session cause ZWP1 crash
Condition:
(1) Use I XIA to create 2048 sessions and run about 1 minute, device crashes.
11. [Enhancement] 041214722
Anti-Probing default setting should be LAN& WAN
12. [BUG FIX] 041214723
Symptom: LAN description does not match
Condition:
(1) On eWC>LAN>LAN, "IP Address’ is 192.168.2.1, "IP Subnet Mask" is
255.255.255.254, " DHCP" is Server, " DHCP Client Address' is192.168.2.2.
(2) Satus will show "Invalid DHCP starting Address', it should show "Invalid DHCP
Client Address’
13. [ENHANCEMENT] 041214724
Cache the data in eWC>LAN when users change the optionsin " DNS Servers Assigned
by DHCP Server".
14. [Enhancement] 041214726
Adjust Max. Concurrent Sessions Per Host to 256
15. [ENHANCEMENT] 041217862
Add " Authentication For Activating VPN” related fieldson VPN wizard
16. [ENHANCEMENT] 041217863
Add an active checkbox for ipsec rule on VPN wizard.
17. [BUG FIX] 041221074
Symptom: Configure WAN page, and WAN priority will become 1
Condition:
(1) In"eWC>WAN>General", set WANL1 priority to 5.
(2) In"eWC>WAN>WAN", set encapsulation typeto PPTP or PPPOE.
(3) Goto"eWC>WAN>General", WAN's priority will become 1.
18. [BUG FIX] 041224260
Symptom: The device uploads files from ftp server isvery slow with PPTP connection.
Condition:
(1) Set WAN encapsulation isPPTP.
(2) Set the WAN bandwidth isabout 1M bits.
(3) Upload filesfrom LAN to WAN.
(4) The upload speed is very slow and the connection will be dropped by timeout after
some minutes.
19. [BUG FI X] 041227307
Symptom: After 48 hours, VPN stresstest with FTPis crashed.
Condition:
(1) Createa VPN rulewith DES encryption
(2) Do VPN stresstest with FTP
(3) After 48 hours, device crashes.



20. [BUG FIX] 041227310

Symptom: Enhancethe VPN error description.

Condition:

(1) OneWC VPN, add aIKE rule Dynamic rule (Remote Gateway Addressis 0.0.0.0)

(2) Addalpsecrule, and fill somevalueinstead of 0.0.0.0 in " Remote Network" fields.

(3) Satuswill show " This policy cannot bound to the dynamic rule’

(4) User may not know whereiswrong.

21. [BUG FIX] 041227311

Symptom: eWC/VPN/Global Setting/Gateway Domain Name Update Timer does not

work appropriately

Condition:

(1) Set eWC/VPN/Global Setting/Gateway Domain Name Update Timer=1
IKE do not update gateway domain name every 1 minute

22.[BUG FIX]

Symptom: Enter special url will cause device crash.

Condition:

(6) Form LAN site, enter http://192.168.1.1/Forms/rpAuth_1?ZyXEL % 20ZyWALL %
20Series<script>top.location.pathname=% 20" " </script> on browser, the device will
crash.

23. [FEATURE CHANGE]

Enhance Gateway Domain Name Update Timer.

If ‘Gateway Domain Name Update Timer’ is enabled.

The ZyWALL will resolve the IP from a VPN gateway policy whose | KE remote gateway

isdomain nametypein every cycle. If the ZyWALL findsthat the new remote gateway | P

is different from the old one (which is used by tunnel now), the ZyWALL will delete this

tunnel.
24.[BUG FIX]

Symptom: Save alegal VPN gateway policy but the ZyWALL shows an error message

Condition:

(1) GO to eWC>VPN>GATEWAY POLICY —EDIT

(2) Save a GATEWAY POLICY whose
name = GW, My Address = www.abc.com.tw, Remote Gateway Address =
www.cde.com.tw
and Pre-Shared Key = 12345678

(3) GO to eWC>VPN>NETWORK POLICY —EDIT

(4) Savea NETWORK POLICY whose
name = NW, Active = Yes, Sarting |P Address = 192.168.1.33, Sarting |P Address =
192.168.2.33
and Pre-Shared Key = 12345678

(5) Go back to eWC>VPN>Rulesand edit rule” GW” and set itsMy Address as 0.0.0.0,
then save

(6) The ZyWALL shows a error message " This IKE rule has static policy rules.”, but it
should not.

25. [BUG FIX]

Symptom: The centralized log showsthe strange DHCP entry with hex | P address.

Condition:

(1) ThedeviceenablesLAN DHCP server.



(2) APC isset on device LAN sitewith dynamic | P and no system hostname.

(3) The PC sends DHCP request to device.

(4) The device will show the strange log message have the hex IP address. (Ex: 101 01/15/
2005 10:15:50 DHCP server assigns 0xa0a01e6 to 00:0E:08:AA: B6:B3)

26. [BUG FIX]

Symptom: Thereareno logsin éeWC>L ogs>L og Settings when SM TP authentication fail

Condition:

(1) Go to eWC>Logs>Log Settings. Configure a wrong Mail Server/Send Log to/Send
Alertsto/User Name of SM TP Authentication/Password of SMTP Authentication and
save.

(2) Go to eWC>Logs>View Log. There are no logs about SMTP Auth failuresSMTP
failures.

(3) If the configuration is correct. There is also no log to tell users that the result is
successful.

27. [BUG FIX]

Symptom: WAN Link up is before sync with Time server.

Condition:

(1) GotoeWC>MAINTENANCE>Time and Date.

(2) Set Timeserver address as” a.ntp.alphazed.net” and save.

(3) Reboot the ZyWALL. After rebooting, you can see a log the " Failed to synchronize
with NTP server: a.ntp.alphazed.net” which is before the log " WAN connection is up
in eWC>Logs>View Log”

(4) The ZyWALL should synchronize with the time servers after WAN link isup

28. [ENHANCMENT]
Add IKE and I PSec logs for | CSA certificate.

(1) Therewill belog when PSK mismatches.

(2) When 1 PSec packet authentication fails, therewill bealog.

(3) When system receives a repeated packet, therewill be alog.

29. [BUG FIX]
Symptom: I D mismatch while using subject nameas|D
Condition:
(1) Usecertification as authentication method.
(2) Set phaselID assubject name
(3) During IKE negotiation, its.
30. [ENHANCEMENT]

(1) Addtheswitch of NAT AOL alg.

(2) CIl command: "ip nat service aol [on|off]"
31. [BUG FIX]

Symptom: PPTP static | P pop-up mask "My IP Subnet Mask™" iswrong

Condition:

(1) Goto eWC>WAN>WANL.

(2) Set encapsulation type as PPTP.

(3) Key-in My IPAddress as 192.168.65.54.

(4) "My IP Subnet Mask" will pop up 255.0.0.0, it iswrong, it should be 255.255.255.0.

32. [BUG FIX] 050112805
Symptom: VPN tunnel can be established but traffic cannot go through tunnel.
Condition:



(1) PC1 -- ZyWALL -- Any Router/Internet -- ZyWALL -- PC2
(2) Configure corresponding VPN setting in both ZyWALLSs.
(3) Dial VPN tunnel
(4) After tunnel established, PC1 cannot ping PC2 vice ver sa.
33. [FEATURE CHANGE]
Enhance Gateway Domain Name Update Timer.
If Gateway Domain Name Update Timer is enabled.
The ZyWALL will resolve the IP from a VPN gateway policy whose | KE remote gateway
is domain name type in every cycles. If the ZyWALL finds that the new remote gateway
IP is different from the old one( which is used by tunnel now), the ZyWALL will delete
thistunnel..
34. [ENHANCEMENT]
Add port information in centralized log message when a NetBI OS packet was blocked
35. [FEATURE CHANGE]
WAS: As aresponder, device will not initiate phase 2 SA with peer even it hastraffic to
passtunnel.
IS: Device will initiate phase 2 SA if it has traffic to pass tunnel. NOTE: Reproduce
procedureis asfollowed:
(1) Thetunnel has been created and device's LAN side PC still ping other side pc via the
VPN tunnel.
(2) Reboot peer VPN gateway and device doesn't know peer hasrebooted.
(3) After peer gateway start up, it still receives ESP packet from device.
(4) Peer gateway will create phase one IKE with device successful and then send IC
notification in an independent infor mation packet to device.
(5) However after the IC packet, the peer gateway stops to send quick mode packets
because it has no traffic to transmit.
(6) Device hastraffic to transmit so it will start send quick mode and build up thetunnel.
36. [ENHANCEMENT]
Add SIP protocol in servicelist in firewall rule edit page.
37.[BUG FIX]
Symptom: We must repeat the dialing twice for building VPN up when using NAT-T.
Condition: Topology
PC1-(LAN)ZWP1_1(WAN)=(WAN)ZW5_NAT_Router (LAN)-(WAN) ZWP1 2(LAN) -
PC2
(1) In ZWP1-1, we created one IKE with two IPSec rules, and it has the same destination
and NAT-T on.
(2) In ZWP1-2, we created one IKE with two | PSec rulesto correspond with ZWP1-1.
(3) Dial thefirst tunnel up, then dial the other tunnel and it will be failed.
(4) Dial thetunnel that just failed again, it will success.
38. [FEATURE CHANGE]
Phase 1 SA process changed for Initial Contact payload.
WAS: After receiving an Initial Contact payload, phase 2 SA will be deleted immediately,
but phase 1 SA will remain for acertain interval.
IS. After receiving an Initial Contact payload, both phase 2 SA and phase 1 SA will be
deleted immediately.
39. [BUG FIX]
Symptom: The new connected PC cannot get an |P from ZWPL.



Condition:
1. Reboot the ZyWALL P1.
2. PC connectsLAN port of ZWP1 and gets|P.
3. Unplug the cable of LAN of ZWP1.
4. Another PC connects LAN port of ZWP1 and gets|P.
5. The new connected PC cannot get dhcp client IPfrom ZWPL.
40. [BUG FIX]
Symptom: There areno logsin eWC>L ogs>L og Settings when SM TP authentication fail.
Condition:
(1) Go to eWC>Logs>Log Settings. Configure a wrong Mail Server/Send Log to/Send
Alertsto/ User Name of SM TP Authentication/Password of SM TP Authentication and

save.

(2) Go to eWC>Logs>View Log. There are no logs about SMTP Auth failuresSMTP
failures.

(3) If the configuration is correct. There is also no log to tell users that the result is
successful.

41. [FEATURE CHANGE]
WAS: Asaresponder, device cannot create tunnel with Eicon
and Sidewinder successfully when therequestsare from
peer at the sametime.

IS: In same phasel (SA), device won’t handle two phase2 rule
packets at the sametime. Onetunnel will be established
and the other one hasto wait until the earlier onefinish
quick mode.

NOTE: Reproduce procedureis asfollowed:

(1) Both systems are set-up with 2 subnetsreferred to asrulel
(2) and rule2.
(3) Both rulel and rule2 use the same Phase 1 setting.
(4) Tunnels can be established from ZW35 for both subnetswith no problems.
(5) Tunnels established from Eicon or Sidewinder side at the same
Time will fail.
(6) The log on ZyWALL will show “[HASH]: Rule [rule name] Phase-2 hash
mismatch”. Console logging shows “ Quick Mode processing failed”.
42. [ENHANCEMENT]
Remove clear log button in eWC>Basic Mode>L ogs>View Log
43. [FEATURE CHANGE]
Set ipsec swilgnoreOverlapl p is off by default
44. [ENHANCEMENT] 040924953
Symptom: The PPTP connection between a ZyXEL router and
a Thomson SpeedTouch DSL modem may be reset after the ZyXEL router transmits a
_large_quantity_ of packets.
Condition:
(1) Connect a ZyXEL router to a Thomson SpeedTouch DSL modem.
(2) Configuretherouter to establish a PPTP connection to the modem.



(3) Havetherouter transmit a_large quantity of packetsviathe modem.
(4) Check for any sign of PPTP disconnection. (The PPTP connection suffers a risk of
drop for around every 65536 packetstransmitted by therouter.)
45. [ENHANCEMENT]
Change the default LAN IPto 169.254.1.1 and DHCP Client Addressto 169.254.1.33 for
ZyWALL P1.
46. [ENHANCEMENT]
Add alog " The DHCP-assigned LAN IP X.X.X.X isin conflict with the WAN subnet.”
Note: Thelog isconsolidated by the two conflict interfaces and the assigned | P.
47. [BUG FIX]
Symptom: SIP WiFi-Phone's voice communication failed.
Condition:
(4) Use fellowing topology to test. P2002 A-(L)ZWP1(W)----Inter net(SIP server)---(W)
ZWP1 (L)---- P2002
(5) Both zywall reset to default romfile.
(6) Using CI command, both type “ip alg enable ALG_SIP" to enable SIPALG.
(7) P2002 A make a phone call to P2002 B, voice communication worksfine.
(8) Terminate the phone call,then P2002 B make a phone call to P2002 A, voice
communication fail. Fail status: P2002 A can hear voice, but P2002 B can't.



Moaodificationsin V 3.64(XJ.0) b2 | 12/10/2004
1. [BUGFIX]
Symptom: Dynamic DNSfail to update I P in special condition.
Condition:
(1) Restore default ROM file.
(2) Edit one DDNSrulein Rule 2 (or 3-5)
(3) WANZY' sencapsulation is Ethernet; therouter gets P and DDNS updates successfully.
(4) Change WAN1's encapsulation to PPPoE or PPTP, after the router gets IP
successfully, the DDNS wor ks exceptionally.
2. [ENHANCEMENT]
When we receive a non-encrypt initial content payload in IKE, we will ignoreiit.
3. [BUG FIX]
Symptom: Sringsare be hided
Condition:
(1) Use ClI command
(2) ipsecikeE 1
(3) ipsec ikeC x user 0123456789012345678901234567890
(4) ipsec ikeC x pass 0123456789012345678901234567890
(5) ipsecikeS
(6) ipsecikeD 1
(7) We seethepassword is‘0l’
4. [BUG FIX]
Symptom: VPN cannot work correctly when the router uses AES encryption and Key
Length 192,256.
Condition:
(1) Create VPN tunnel by 2 ZyWALL P1, set the encryption algorithm with ‘AES and
Encryption Key Length with 192’ or ' 256’
(2) The tunnel can be built up, but the traffic cannot pass through, the router will show
‘| PSec ESP processfailed’.
5. [ENHANCEMENT]
There should be moreinformation about the current NAT port usage for a specific WAN.
Cl command: ip nat natTable [iface]
6. [BUG FIX]
Symptom: Go to eWC>WIZARD - Internet Access and click web help, the ZyWALL will
show ainvalid javascript pop up window Condition:
(1) GotoeWC>WIZARD - Internet Access and click web help
(2) The ZyWALL will show a invalid JavaScript pop up window
7. [BUG FIX]
Symptom: Go to eWC>VPN>Activation. If there is no ipsec rule and clicks the *apply’
button, ZWP1 will show an error message " Read ipsec rule fail". It's not clear for user.
Condition:
(3) Goto eWC>VPN>Activation.
(4) Makethereisnoipsecrulein the ZWP1 and click the *apply’ button.
(5) The ZWP1 will show a error message " Read ipsec rulefail™ .
8. [ENHANCEMENT]
Modify DDNS client in the single is consistent with multiple wan DDNS client. So that
each DDNS host will ownsitsupdate option, ex: wildcard, offline... separately.



9. [ENHANCEMENT]
Modify DNS GUI for single WAN.
10. [BUG FIX]
Symptom: The CI command "ipsec ipsecDisplay” shows the incorrect "Bound IKE"
number.
Condition:
(6) Use CI command, type" ipsec ipsecAdd" .
(7) "ipsec ipsecDisplay”, a new created ipsec rule should have "9999" as it’s " Bound
IKE" number, but it shows" 0".
11. [BUG FIX]
Symptom: The boundry check of CI command "ipsec ikeConfig mylpAddr" is wrong.
Condition:
(8) Use CI command, type " ipsecikeAdd".
(9) "ipsec ikeConfig mylpAddr 12345678901234568790123456789012", this command
will be accepted, the length of mylpAddr should be 31 (It's 31 in eWC).
12. [BUG FIX]
Symptom: Theoutput of CI command " ipsec ipsecDisplay” should be re-layouted.
Condition:
(10) Add an ipsec rule "ipsec ipsecAdd", fill the name with
" 1234567890123456789012345678901" .
(11) Theoutput of " ipsec ispecDisplay” in working buffer ismessy (or ishidden).
13. [BUG FIX]
Symptom: The output of CI command "ipsec ikeDisplay" should bere-layouted.
Condition:
(12 Add an ike rule "ipsec ikeAdd", fill the My IP Address with
" 12345678901234567890123456789012" and Secure Gateway Addr  with
" 12345678901234567890123456789012" , save therule.
(13) "ipsec ikeDisplay" the data shown in working buffer is messy.
14. [BUG FI X]
Symptom: Saving non-active ipsec rule by CI command should not check local and
remote | P address.
Condition:
(14) Use Cl command " ipsec ipsecAdd"
(15) "ipsec ipsecConfig test"
(16) "ipsec ipsecSave", it can’t be saved and will show warning message " The local and
remote starting | P address can’t both be 0.0.0.0."
15. [ENHANCEMNET]
Add payload information in IKE LOG. Besides reason, we also show which payload
caused the IKE LOG.
16. [BUG FIX]
Symptom: Peer ID content islarger than 31 characters
Condition:
(17) Use Cl command ipsecikeE 1
(18) ipsec ikeC peer 1
(19) ipsec  ikeC peerldC 0123456789012345678901234567890123(which has 34
characters)
(20) ipsec ikeS



(21) ipsecikeD 1 and we can see peer I D content has 32 characters
17. [BUG FIX]

Symptom: 1PSec CI command has a problem about boundary check.

Condition:

(22) Use Cl command ipsec ikeAdd

(23) ipsec ikeConfig peerldType 1 (or ipsec ikeConfig peerldType 2)

(24) ipsec  ikeConfig peerldContent 12345678901234567890123456789012 (The
maximum number of characters/digits is 31, but it does not check). However, ipsec
ikeConfig IcldContent , this command will do the check.

18. [BUG FIX]

Symptom: Packetswhich sizeis (1419~1426) can’t passthrough VPN tunnel.

Condition:

(25) Createa VPN tunnel (Encryption Algorithm = AES or 3DES).

(26) Generate a ping packet (size is from 1419 to 1426) and we can't get any response
from the remote host through tunnel.

19. [ENHANCEMENT]
In GUI>WAN, add " Authentication Type" field.
20. [BUG FIX]

Symptom: Satic Rout error messageisvague

Condition:

(27) Use Cl/eWC to add and enable a new static route entry with a gateway that isnot on
the same networ k segment asthe device sLAN, WAN port.

(28) When applying to save, a warning " The new routing entry can not be added"
appears. This warning message is vague. Users cannot determine what goes wrong
from the message.

21. [ENHANCEMENT]

Support I XP 422 CPU with DES internal crypto engineon ZyWALL P1.

22.[BUG FIX]

Symptom: IPSec 11D ClI command “ipsec ikeConfig peerldContent” has

length-checking problem.

Condition:

(29) Use Cl command, add an ikerule.

(30) Change the authentication method to RSASignature.

(31) Changethepeer ID typeto“DNS’ or “Email”.

(32) Fill the peer 1D content with “12345678901234568790123456879012"

(33) Savetheikerule, therouter will show warning message, “ The maximum ID Content
length of DNS or Email is 32 characters.”

(34) The content wetypeis 32 characters, but it failed to save.

23. [BUG FIX]

Symptom: [IPSec ClI command “ipsec ipsecConfig salndex” should be modified.

Condition:

(35) Use CI command, type “ipsec ipsecConfig sal ndex xxxx”.

(36) The router will accept this command, and set the salndex with “0” without any
war ning message.

24.[BUG FIX]
Symptom: The hint of CI command “ipsec ipsecConfig activeProtocol” is wrong.
Condition:



(37) Use Cl command, type “ipsec ipsecConfig activeProtocol”.
(38) The router will show the hint “Usage: ipsec ipsecConfig ike activeProtocol <0:AH |
1.ESP>"
(39) Thestring “ike” should be removed.
25. [BUG FIX]
Symptom: “ipsec ipsecConfig IcPortStart” and “ipsec ipsecConfig rmPortStart” should
be modified.
Condition:
(40) Use Cl command, type “ipsec ipsecConfig IcPortStart xxxx”.
(41) The router will accept this command, and set the Local Port Start (Remote Port
Sart) with “0” without any war ning message.
26. [BUG FIX]
Symptom: VPN tunnel built failed.
Condition: PC1—ZWP1—ZWP1--PC2
(42) Createapair of VPN rulesand dial it up (Active protocol is ESP)
(43) Changethe VPN tunnel from “ESP” to“AH".
(44) Dial thetunnéel again but the tunnel can’t be built up.
27. [FEATURE CHANGE]
ZyWall P1 can use packet-triggered tunnel after VPN activation donein thefirst time.
28. [BUG FIX]
Symptom: VPN LED didn’t light up when tunnel is connected.
Condition:
(45) Setup IPSEC policy for VPN connection.
(46) Activate VPN connection.
(47) When tunnel isup, VPN LED do not light up.
29. [BUG FIX]
Symptom: For ZWP1, on eWC/Maintenance/Time& Date, after manually setup new
time/date and reboot, the time/date cannot save to DUT.
Condition:
(48) On eWC/Maintenance/Time& Date, after manual setup new time/date and reboot,
the time/date cannot saveto DUT.
30. [BUG FIX]
Symptom: Thelog of DDNS should be improved.
Condition:
The log for DDNS update is like “DDNS update 1P: 172.21.1.25 successfully”, we can
have at most 5 DDNS records in our router. In the log we can’t know which record is
updated. Thelog should be “DDNS update I P: 172.21.1.25 (host 3) successfully”
31. [BUG FIX]
Symptom: DDNS log description not clear.
Condition:
(49) Set DDNS and update IP address, then check log only show “DDNS update IP:
192.168.11.150 successfully”
(50) Can it add what domain update successful, like as “aaa.dyndnstv update IP:
192.168.11.150 successfully”
32.[BUG FIX]
Symptom: When we use PPTP or PPPoE, WAN [P will not drop immediately.
Condition:



(51) Go to eWC/WAN/WAN
(52) Set WAN as PPTP or PPPOE and save.
(53) Goto eWC/Home, you can seethe WAN IP will not update immediately.
33. [BUG FIX]
Symptom: Router crash while editing an active VPN rule.
Condition:
(54) Createa VPN tunnel and dial it up.
(55) Use Cl command, ipsec ipsecEdit 1, ipsec ipsecSave.
(56) The system crash.
34.[BUG FIX]
Symptom: System reset after ping.
Condition:
(57) Let router'sLAN isDHCP server mode. Suppose router'sLAN IPis192.168.1.1.
(58) PC in LAN sideand gets|P from router. Suppose PC'sLAN IPis192.168.1.33.
(59) Turn on UPnP and all related check box. (Make sure that you have turn on UPnP
servicein your PC).
(60) PC keepsping 192.168.1.1.
(61) Change router's LAN to 192.168.2.1, I P pool start |P address = 192.168.2.33 (router
isSill in DHCP server mode).
(62) Now PC cannot PING to router anymore. After few seconds, router will crash.
35. [ENHANCEMENT]
Remove DHCPrelay settingin eWC and Cl command
36. [ENHANCEMENT]
(63) Add the SA monitor in Basic Mode on ZWP1.
(64) Remove'Authentication Type' in wizard.
37.[BUG FIX] Symptom: In VPN wizard, when users configure the My WAN IP as DNS type
which can't be shown correctly in summary page. Condition:
(65) Goto VPN wizard
(66) When users configure the My WAN |IP as domain name type which can't be shown
correctly in eWC>VPN wizard>Summary page. Theincorrect information is
'0.0.0.0
38. [ENHANCEMENT]
Add a log page in ZyWALL P1's basic mode for users to check what happens in the
ZyWALL.
39. [BUG FIX]
Symptom:ZyWALL P1 will go to the wrong web page when userslogin ewC from WAN.
Condition:
(67) Login eWC by WAN and select staticip.
(68) Savethe configurationsin eWC>WAN>WAN.
(69) Then click any hyperlink in eWC.
(70) The ZyWALL will logout.
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Appendix 1 Trigger Port

Introduction

Some routers try to get around this "one port per customer” limitation by using
"triggered” maps. Triggered maps work by having the router watch outgoing data for a
specific port number and protocol. When the router finds a match, it remembers the IP
address of the computer that sent the matching data. When the requested data wants to
come back in through the firewall, the router uses the port mapping rules that are linked to
thetrigger, and the I P address of the computer that " pulled” thetrigger, to get the data back
to the proper computer.

These triggered events can be timed so that they erase the port mapping as soon as
they are done with the data transfer, so that the port mapping can be triggered by another
Client computer. This gives the illusion that multiple computers can use the same port
mapping at the same time, but the computersarereally just taking turns using the mapping.

How to useit
Following tableisa configuration table.
Name Incoming Trigger
Napster 6699 6699
Quicktime 4 Client 6970-32000 554
Real Audio 6970-7170 7070
User 1001-1100 1-100

How it works

Part: 21 Part: g0
LAM _ VAR
- - |
== EilD 192 1&6E 100 2
1921658133
o B

For example, you are running a FTP Server on port 21 of machine A. And you may
want this server accessible from the Internet without enabling NAT-based firewall. There are
one Web Server on port 80 of machine B and another client C on the Internet.

(1) As Prestige receives a packet from a local client A destined for the outside Internet
machine B, it will check the destination port in the TCP/UDP header to see if it matches
the setting in "Trigger Port" (80). If it matches, Prestige records the source IP of A
(192.168.1.33) in itsinternal table.

(2) Now client C (or client B) triesto access the FTP server in machine A. When Prestige to
forward any un-requested traffic generated from Internet, it will first check the rulesin
port forwarding set. When no matches are found, it will then check the " Incoming Port" .
If it matches, Prestige will forward the packet to the recorded IP address in the internal
tablefor thisport. (Thisbehavior isthe same aswe did for port forwarding.)



(3) The recorded IP in the internal table will be cleared if machine A disconnect from the
sessions that matchesthe™ Trigger Port" .

Notes

(1) Trigger events can't happen on data coming from outside the firewall because the NAT
router's sharing function doesn't work in that direction.

(2) Only one computer can usea port or port rangeat atime on agiven real (ISP assigned) IP
address.



Appendix 2 Hard-coded packet filter for " NetBIOS over TCP/IP" (NBT)

The new set C/l commands is under " sysfilter netbios' sub-command. Default values of any
direction are“Forward”, and trigger dial is“ Disabled”.

Therearetwo Cl commands:
(1) "sysfilter netbiosdisp”: It will display the current filter mode.

Example ouput:

NetBlIOS Filter Satus ====

LAN to WAN: Block

WAN to LAN: Forward
| PSec Packets: Forward
Trigger Dial: Disabled

(2) " sysfilter netbios config <type> {on|off}" : To configurethefilter mode for each type.
Current filter typesand their description are:

Type Description Default mode
0 LAN to WAN Forward
1 WAN to LAN Forward
6 | PSec pass through Forward
7 Trigger dial Disabled

Example commands:

sysfilter netbios config 0 on=> block LAN to WAN NBT packets
sysfilter netbios config 1 on=> block WAN to LAN NBT packets
sysfilter netbios config 6 on => block IPSec NBT packets
sysfilter netbios config 7 off=> disable trigger dail



Appendix 3 1PSec FQDN support

pAY /. I E— Router C (With NAT) =---------- ZyWALL B
(WAN) (WAN) (LAN) (WAN)

If ZyWALL A wantsto build a VPN tunnel with ZyWALL B by passing through Router C
with NAT, A can not see B. It has to secure gateway as C. However, ZyWALL B will send it
packet with itsown IP and its ID to ZyWALL A. The IP will be NATed by Router C, but the
ID will remain as ZyWALL B sent.

In FQDN design, all three types, IP, DNS, E-Mail, can set 1D content. For 1D typeis DNS
or E-mail, the behavior issimple. ZyWALL A and ZyWALL B only checksthe ID contentsare
consistent and they can connect.

Basically the story is the same when ID type is IP. If user configures ID content, then
ZyWALL will useit as a check. So the ID content also has to match each other. For example,
ID type and ID content of incoming packets must match “Peer ID Type” and “Peer 1D
content”. Or ZyWALL will rgect the connection.

However, user can leave “ 1D content” blank if the ID typeisIP. ZyWALL will put proper
valuein it during IKE negotiation. This appendix describes all combinations and behavior s of
ZyWALL.

We can put all combinationsin to these two tables:

(Local ID Typeis|P):

Configuration **Run-time status
My IPAddr Local 1D Content My IPAddr Local 1D Content
0.0.0.0 *blank My WANIP | MyWANIP
0.0.0.0 a.b.c.d (it can be My WAN IP | ab.c.d (0.0.0.0,if user
0.0.0.0) specified it)
a.b.c.d (not 0.0.0.0) | *blank ab.cd a.b.cd
a.b.c.d (not 0.0.0.0) | e.f.g.h (or 0.0.0.0) ab.cd e.f.g.h (or 0.0.0.0)

*Blank: User can leavethisfield asempty, doesn’t put anything here.

**Runtime status: During IKE negotiation, ZyWALL will use“My IPAddr” field as source | P

of IKE packets, and put “Local ID Content” in theID payload.

(Peer ID Typeis|P):

Configuration

Secure Peer 1D DAt
Gateway Content Run-time check
Addr
0.0.0.0 blank Just check 1D types of incoming packet and

machine's peer I1D type. If the peer’sID is|P, then
we accept it.




0.0.0.0 ab.cd System checks both type and content

a.b.cd blank 1. System will check the D type and the content.
2. The contents will match only if the ID content of
coming packet isa.b.c.d because system will put
Secure Gateway Address as Peer 1D content.
a.b.cd ef.g.h 1. System will check the ID type and the content.
2. The contents will match only if the ID content of
coming packet ise.f.g.h.

*Runtime Check: During |KE negotiation, we will check 1D of incoming packet and seeif it
matches our setting of “Peer 1D Type” and “Peer ID Content”.

Summary:

1. When Local ID Content is blank which means user doesn’t type anything here, during
IKE negotiation, my 1D content will be “My IP Addr” (if it’s not 0.0.0.0) or local’s WAN
IP.

2. When “Peer ID Content” isnot blank, 1D of incoming packet hasto match our setting. Or
the connection request will bereected.

3. When “Secure Gateway IP Addr” is 0.0.0.0 and “Peer ID Content” is blank, system can
only check ID type. Thisis a kind of “dynamic rule” which means it accepts incoming
request from any IP, and these requests ID typeis|P. Soif user put a such kind of rulein
top of rule list, it may be matched first. To avoid this problem, we will enhance it in the
future.

Appendix 4 Embedded HTTPS proxy server

HTTPS (Hypertext Transfer Protocol over Secure Socket Layer, or HTTP over SSL) isaWeb
protocol developed by Netscape and built into its browser that encrypts and decrypts user
page requests aswell asthe pagesthat arereturned by the Web server. HTTPS isreally just
the use of Netscape's Secure Socket Layer (SSL) asa sublayer under itsregular HTTP
application layering.

The ZyWALL’'sembedded HTTPS proxy server isbasically an SSL server which performs
SSL transactions, on behalf of the embedded HT TP server, with an SSL client such asMSIE
or Netscape. As depicted by the figure below, when receiving a secure HT TPSrequest from an
SSL -aware Web browser, the HT TPS proxy server convertsit into a non-secure HT TP request
and sendsit tothe HTTP server. On the other hand, when receiving a non-secure HTTP
response from the HTTP server, the HT TPS proxy server convertsit intoasecure HTTPS
response and sendsit to the SSL -aware Web browser.

By default, the HTTPS proxy server listenson port 443 instead of the HT TP default port 80.
If the ZyWALL'sSHTTPS proxy server port is changed to a different number, say 8443, then
the URL for accessing the ZyWALL’s Web user interface should be changed to



https://hostname: 8443/ accor dingly.
Appendix 5 1PSec | P Overlap Support
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The ZyWALL uses the network policy to decide if the traffic matches a VPN rule. But if the
ZyWALL finds that the traffic whose local address overlaps with the remote address range, it will
be confused if it needsto trigger the VPN tunnel or just route this packet.

So we provide a Cl command “ipsec swSkipOverlaplp” to trigger the VPN rule. For example,
you configure aVPN rule on the ZyWALL A as below:

Local IPAddress Start=1.1.1.1 End=1.1.2.254
Remote IPAddress Start=1.1.2.240 End=1.1.2.254

You can see that the Local 1P Address and the remote I P address overlap in the range from 1.1.2.240 to 1.1.2.254.

(1) Enter “ipsec swSkipOverlaplp off”:
To trigger the tunnel for packets from 1.1.1.33 to 1.1.2.250. If there is traffic from LAN to IP
Alias (Like the traffic from PCa to PCg in Figure 1), the traffic still will be encrypted as VPN
traffic and routed to WAN, you will find their traffic disappears on LAN.

(2) Enter “ipsec swSkipOverlaplp on”:
Not to trigger the tunnel for packets from 1.1.1.33 to 1.1.2.250. Even the tunnel has been built
up, the traffic in this overlapped range still cannot be passed.

[Note]
If you configure arule on the ZyWALL A whose
Local IPAddress Start= 0.0.0.0
Remote IPAddress Start= 1.1.2.240 End = 1.1.2.254

No matter swSkipOverlaplp is on or off, any traffic from any interfaces on the ZyWALL A will match the tunnel. Thus swSkipOverlaplp is not
applicable in this case.

Appendix 6 VPN Local IPAddressLimitation
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There is alimitation when you configure the VPN network policy to use any Local |P address.
When you set the Local address to 0.0.0.0 and the Remote address to include any interface IP of the
ZyWALL at the same time, it may cause the traffic related to remote management or DHCP
between PCs and the ZyWALL to work incorrectly. This is because the traffic will all be encrypted
and sent to WAN.

For example, you configure a VPN rule on the ZyWALL A as below:

Loca IPAddress Start=1.1.1.1 End=1.1.2.254
Remote IPAddress Start=1.1.2.240 End =1.1.2.254

ZyWALL LANIP=1.1.1.10

ZyWALL LAN IPfallsinto the Local Address of this rule, when you want to manage the ZyWALL
A from PCa, you will find that you cannot get a DHCP Client 1P from the ZyWALL anymore. Even
if you set your 1P on PCy as static one, you cannot access the ZyWALL.

Appendix 7 VPN rule swap limitation with VPN Client on XAuth

Example 1:
ZYWALL (WAN)-----nmnmemmmmeaav VPN Client
(1P:1.1.1.1) (IP:1.1.1.2)
ZyWALL VPN Rule: Two IKE rule
» Dynamic IKE rule: » Static IKE rule:
Security Gateway: 0.0.0.0 Security Gateway: 1.1.1.2
X-Auth: Server X-Auth: None
I. Policy one: I. Policy one:
- Name: “Rule_A” - Name: “Rule B”
- Local: 192.168.2.0/24 - Local: 192.168.1.0/24
- Remote: 0.0.0.0 - Remote: 1.1.1.2/32

ZyXEL VPN Client

Security Gateway: 1.1.1.1
Phase one Authentication method: Preshare Key
Remote: 192.168.1.0/24




In example 1, user may wonder why ZyWALL swap to dynamic rule even VPN client only set
authentication method as “Preshare Key” not “Preshare Key+XAuth”. The root cause is that
currently ZyXEL VPN Cient will send XAuth VID no matter what authentication mode that him set.
Because of the XAuth VID, ZyWALL will swap to dynamic rule.

This unexpected rule swap result is a limitation of our design. For ZyWALL, when we got
initiator's XAuth VID in IKE Phase One period, we know initiator can support XAuth. To take
account of security, we will judge that initiator want to do XAuth, and we will search one matched
IKE Phase One rule with XAuth server mode as the top priority. To our rule swap scheme, we
search static rule first then dynamic rule. In example 1, we will find the static rule, named “Rule B”,
to build phase one tunnel at first. After finished IKE phase one negotiation, we known initiator want
to do XAuth. Since Rule_B has no XAuth server mode, we try to search another rule with correct
IKE Phase One parameter and XAuth server mode. The search result will lead us to swap rule to
dynamic rule, named “Rule A”. Thus to build VPN tunnel will fail by Phase Two loca ip
mismatch.

To avoid this scenario, the short-term solution is that we recommend user to set two IKE rule
with different Phase One parameter. The long-term solution isthat VPN Client needs to modify the
XAuth VID behavior. VPN Client should not send XAuth VID when authentication method is
“Preshare key”, but send X Auth VID when authentication method is “ Preshare key+XAuth”.

Appendix 8 The mechanism of GratuitousARP in the ZyWALL
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In the past, if the ZyWALL gets a gratuitous ARP it will not update the sender's MAC

mapping into its ARP table. In current design, if you turn on 'ip arp ackGratuitous active yes, the
ZyWALL will response such packet depends on two case: 'ip arp ackGratuitous forceUpdate on' or
'ip arp ackGratuitous forceUpdate off'. if you turn on forceUpdate, then the ZyWALL gets
gratuitous ARP, it will force to update MAC mapping into the ARP table, otherwise if turn off
forceUpdate, then the ZyWALL gets gratuitous ARP, it will update MAC mapping into the ARP
table only when there is no such MAC mapping in the ARP table.

|
==

Give an example for its purpose, there is a backup gateway on the network as the picture. One
day, the gateway shuts down and the backup gateway is up, the backup gateway is set a static IP as
original gateway's IP, it will broadcast a gratuitous ARP to ask who is using this IP. If ackGratuitous
is on, the ZyWALL receive the gratuitous ARP from the backup gateway, it will also send an ARP
request to ask who is using this IP. Once the ZyWALL gets a reply from backup gateway, it will



update its ARP table so that the ZyWALL can keep a correct gateway ARP entry to forward packets.
If ackGratuitousis off, the ZyWALL will not keep a correct gateway ARP entry to forward packets.

There is one thing need to be noticed: update the ARP entry might still have dangers more or
lessif there is a spoofing attack. So we suggest if you have no opportunity to meet the problem, you
can turn off ackGratuitous. forceUpdate on will be more dangerous than forceUpdate off because it
update ARP table even when ARP entry is existing.

Appendix 9 The mechanism when the ZyWALL receivesa |KE packetswith IC

[RFC 2407]The INITIAL-CONTACT(IC) status message may be used when one side wishesto
inform the other that thisisthe first SA being established with the remote system. The receiver of
this Notification Message might then elect to delete any existing SA's it has for the sending
system under the assumption that the sending system has rebooted and no longer has access to the
original SA's and their associated keying material.

The ZyWALL has two ways to delete SA when it receives I C, it is switched by a global option
'ipsec initContactM ode gateway/tunnel":

(1)ipsec initContactM ode gateway

When the ZyWALL receives alKE packets with IC, it deletes al tunnels with the same secure
gateway IP. It is default option because the ZyWALL issiteto site VPN device. Take the picture 1
as example, there are three VPN tunnels are created between ZWA and ZWB, but ZWA reboots for
some reasons, and after rebooting, the ZWA will send aIKE with IC to the ZWB, then the
ZWB will delete al existing tunnels whose security gateway IP isthe same as this IKE's one and
build anew VPN tunnel for the sender.

Initial Contact
—
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(2)ipsec initContactM ode tunnel

When the ZyWALL receives a IKE packets with IC, it deletes only one existing tunnel,
whose security gateway [P is not only the same as this IKE's one and a so its phase 2 | D(network
policy) should match. It is suitable when your tunnel is created from a VPN peer to ZyWALL and
there are more than two this kind of VPN peers build tunnels behind the same NAT router. Take the
picture 2 as example, PC 1, PC2 and PC3 hasit's own VPN software to create tunnels with ZW.
Suppose that the PC1, PC2 and PC3 separately create different tunnels with ZW for the traffic to
PC4, PC5 and PC6, once the PC1 reboots for some reasons, and after rebooting, the PC1 sends a
IKE with IC to the ZWB, then the ZWB will only delete the tunnel which isused by PC1 and PC4
and build anew VPN tunnel for it. So other tunnels will not be disconnected.



Appendix 10 SIP NAT Traversal

Previously, the ZyWALL supports most of SIP topologies except:

(1) SIPserver onthe ZyWALL's LAN/DMZ/WLAN.

(2) Two SIP clients behind the ZyWALL and talk to each other.

Now we have solved these two problems, all directions of SIP calls can work. You can refer to the
Figure 1, al of the SIP clients in the picture can register to the SIP server behind the ZyWALL and
any two SIP clients can talk to each other.

SIF phone E

7

¥

SIP phone F

SIP phone D

Figure 1.
But there are still some limitations remain that we need to overcome in the future. When you
deploy your SIP server on LAN for SIP service, please make surethat prevent your topology
from any caselisted as below.

(1) When SIPclient ison LAN, do not use NAT lookback on SIP server.

When thereis a SIP server on the LAN, for those SIP clients on WAN, we can set a port forwarding
rule or address mapping rule to let them to use WAN IP to access the SIP server behind the
ZyWALL, but for those SIP clients which is behind the ZyWALL, please just use the SIP server’s
LAN IPand DON’'T use the public IP as their SIP server IP, the ZyWALL doesn’t support such a
loopback case on SIP registration/proxy server.

For instance, in Figure 2, there is a SIP server on LAN, and there are also two SIP phones E and F
on LAN want to talk to each other. Although there is a NAT port forwarding rule for outside SIP
clients to use 211.72.158.200 to connect to SIP server, but please let phone E and F use SIP server’s
LAN 1P 192.168.1.200 to connect to SIP server directly.
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(2) Try not use different global IPsfor SIP client and SIP server on NAT.

Currently, there are still some limitations when use different global IPsfor SIP client and SIP server.
For instance, in Figure 3, SIP server and a SIP client B are on the same LAN. If we use different
global IPfor SIP server and the SIP client, the SIP client A which is behind another NAT router will
fail to communication with SIP client B.

@i Different global IP |

i Full feature J
i One to one NAT rule for SIP server
i 192.168.1.200 & 211.72.158.200

! Many to one for SIP clients i |3 Serverand Clienti
! 192.168.1.33 ~ 50 & 211.72.158.201 : b are onthesame. §

e e e e e e . - i 5P server LAN

n -

another NAT router
in the front i

____________________________________________________

------- Register
= S|P connection

Figure 3.

(3) Wedo not support that SIP client sendsACK directly to a peer client.

For instance, in Figure 4, when SIP phone A want to send ACK request direct to SIP phone B,
because of the limitation, thisACK request will not successfully transmit to SIP phone B. Thus will
be fail on call setup. Thislimitation is SIP client related issue, some SIP clients will send ACK



request direct to the remote clients, some may send through proxy server.
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(4) Wedo not support multiple SIP proxiesin the middle of way.
We haven't implemented or take care on this kind topology (Figure 5), so the result is still

unknown.
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Command ClassList Table

System Related Command

Exit Command

Ethernet Related Command

Configuration Related Command

| P Related Command

Firewall Related Command

New | PSec Related Command

Certificate M anagement (PK1)

Command
System Related Command Home
Command Description
Sys
adjtime retrive date and time from Internet
display display chuf static
callhist
display display call history
remove <index> remove entry from call history
countrycode [countrycode] set country code
date [year month date] set/display date
domainnam display domain name
e
edit <filename> edit a text file
extraphnum maintain extra phone numbersfor outcalls
add <set 1-3> <1<t phone add extra phone numbers
num> [2nd phone num]
display display extra phone numbers
node <num> set all extend phone number to remote node
<num>
remove <set 1-3> remove extra phone numbers
reset reset flag and mask
feature display feature bit
hostname [hosthame] display system hosthame
logs
category
access record the access control logs
[0:none/1:log/2:alert/3:b
oth]
attack record and alert the firewall attack logs

[0:none/1:log/2:alert/3:b
oth]

display

display the category setting

error
[0:none/1:log/2:alert/3:b
oth]

record and alert the system error logs

ipsec record the access control logs
[0:none/1:log/2:alert/3:b

oth]

ike record the access control logs

[0:none/1:log/2:alert/3:b
oth]

mten [0:none/1:log]

record the system maintenance logs

packetfilter record the packet filter logs
[0:none/1:1og]
pki record the pki logs

[0:none/1:log/2:alert/3:b
oth]

tcpreset [0:none/1:1og]

record thetcp reset logs




upnp [0:none/l:log)

record upnp logs

clear clear log
display [accessjattack|error|ipse | display all logsor specify category logs
clikeljavablocked|mten|p
acketfilter |pki|tcpreset|u
rIblocked|urlforward]
errlog
clear display log error
disp clear log error
online turn on/off error log online display
load load the log setting buffer
mail
alertAddr [mail address] | send alertsto this mail address
display display mail setting
logAddr [mail address] send logsto this mail address
schedule display display mail schedule
schedule hour [0-23] hour timeto send thelogs
schedule minute [0-59] minutetimeto send thelogs
schedule policy mail schedule policy
[O:full/1:hourly/2:daily/3
:weekly/4:none]
schedule week weekly timeto send the logs
[0:sun/1:mon/2:tue/3:we
d/4:thu/5:fri/6:sat]
server [domainName/IP] | mail server to send the logs
subject [mail subject] mail subject
save save the log setting buffer
syslog
active[0:no/l:yes| active to enable unix syslog
display display syslog setting
facility [Local ID(1-7)] log the messages to different files
server [domainName/IP] | syslog server to send the logs
updatePeri | <second> set the log table update period
od
updateSvrl | <minute> If thereisone parameter <minute>, it will
P changethednstimer task timeout value.
Otherwise, do dnsresolveto find email log
server and sysog server |P.
consolidate
switch <0:on|1:off> active to enable log consolidation
period consolidation period (seconds)
msglist display the consolidated messages
switch
bmlog <0:no|1:yes> active to enable broadcast/multicast log
display display switch setting
trilog <0:no|l:yes> activeto enabletriangle route log
link link list system mbuf link
pool <id> [typ€][num] list system mbuf pool
status display system mbuf status
disp <address>[10] display mbuf status
pwderrtm [minute] Set or display the password error blocking
timeout value.
rn
load <entry no.> load remote node infor mation

disp

<entry no.>(0:working

display remote node infor mation




buffer)

nat <nonelsualfull_feature> | config remote node nat
nailup <nolyes> config remote node nailup
mtu <value> set remote node mtu
save [entry no.] save remote node information
stdio [second] changeterminal timeout value
time [hour [min [sec]]] display/set system time
tos
display display all runtimeTOS
listPer Host display all host session count
debug [on]off] turn on or off TOS debug message
sessPerHost | <number> configure session per host value
timeout
display display all TOStimeout information
icmp <idle timeout> set idle timeout value
igmp <idle timeout> set idle timeout value
tcpsyn <idle timeout> set idle timeout value
tcp <idletimeout> set idle timeout value
tepfin <idle timeout> set idle timeout value
udp <idletimeout> set idle timeout value
gre <idletimeout> set idle timeout value
esp <idle timeout> set idle timeout value
ah <idletimeout> set idle timeout value
other <idletimeout> set idle timeout value
tempTOSDi display temporal TOS records.
splay
tempTOSTi | [timeout valug] set/display temporal timeout value
meout
tredisp parse, brief, monitor packets
disp
trclog
trcpacket
user Mode
active [yesino] Turn on/off the dual login mode(user mode
and administrator mode) to protect the basic
information page on ZWP1.
user Pass <passwor d> Set the user mode login password. The
default password is 1234.
syslog
server [dest P] set syslog server | P address
facility <FacilityNo> set sysog facility
type [type] set/display sydog type flag
mode [on]off] set syslog mode
version display RAS code and driver version
view <filename> view atext file
wdog
switch [on]off] set on/off wdog
cnt [valug] display watchdog counts value: 0-34463
romreset restore default romfile
access <telnet|ftpjweblicmp|sn set server accesstype
mp|dns> <value>
load load server information
disp display server information
port <telnet|ftp|web|snmp> set server port

<port>




save save server information
secureip <telnet|ftpjweblicmp|sn set server secureip addr
mp|dns> <ip>
certificate <httpg|ssh> [certificate set server certificate
namej
auth_client | <https>[on|off] specifieswhether the server authenticatesthe
client
socket display system socket information
filter
netbios
disp display netbiosfilter status
config <0:Between LAN | config netbiosfilter
and WAN, 3:IPSec
passthrough, 4: Trigger
Dial> <on|off>
roadrunner
debug <level> enable/disable roadrunner service
0: diable <default>
1. enable
display <iface name> display roadrunner information
iface-name: enif0, wanif0
restart <iface name> restart roadrunner
ddns
debug <level> enable/disable ddns service
display <iface name> display ddnsinformation
restart <iface name> restart ddns
logout <iface name> logout ddns
cpu
display display CPU utilization
upnp
active [0:no/1:yes] Activate or deactivate the saved upnp settings
config [O:deny/1:per mit] Allow usersto make configuration changes.
through UPnP
display display upnp infor mation
firewall [O:deny/1: pass| Allow UPnP to passthrough Firewall.
load save upnp infor mation
reserve [0:no/1:yes] Reserve UPNP NAT rulesin flash after system
bootup.
save save upnp information
Exit Command Home
Command Description
exit | | exit smt menu
Ethernet Related Command
Home
Command Description
ether
config display LAN configuration infor mation
driver
cnt
disp <name> display ether driver counters
ioctl <ch name> Uselessin this stage.
status <ch name> see LAN status




version see ethernet device type
edit
load <ether no.> load ether data from spt
mtu <value> set ether data mtu
speed <speed> set ether data speed
save save ether datato spt
dynamicPo
rt
dump display therelation between physical port
and channel.
set <port> <type> set physical port belongsto which channel.
spt display channd setting stored in SPT.
Configuration Related Command Home
Command Description
config The parameters of config are
listed below.
edit firewall active Activate or deactivate the saved
<yes|no> firewall settings
custom-serv | name Configure selected
ice <string> custom-service with name =
<entry#> <string>
ip-protocol Configure IP Protocol Typefor
<icmp | tcp selected custom-service
| udp |
tep/udp |
user-define
d>
port-range When ip-protocol =“tcp | udp |
<start tep/udp “. configure port range
port><end for custom-service entry #. For
port> single port configuration, start
port equalsto end port.
user-define When ip-protocol =
d-ip “user-defined” . Configure user
<1~65535> defined | P protocol.
icmp-type When ip-protocol =“icmp”,
<0~255> configure | CMP type.
icmp-code When ip-protocol =“icmp”,
<0~255> configure | CMP code. Thisfield
isoptional for ICMP.
retrie | firewall Retrieve current saved firewall
ve settings
save | firewall Savethecurrent firewall settings
custom-serv Save the custom service entry
ice specified by <entry#>
<entry#>
all Save all working SPT buffer into
flash.
displ | firewall Displaysall thefirewall settings
ay
set <set#> Display current entries of a set
configuration; including timeout
values, name, default-per mit,
and number of rulesin the set.
set <set#> rule <rule#> Display current entriesof arule




in aset.

attack Display all the attack alert
settingsin PNC
e-mail Display all the e-mail settingsin
PNC
? Display all the available sub
commands
custom-serv Display all configured custom
ice Services.
custom-serv Display custom service <entry #>
ice <entry
#>
edit firewall
e-mail mail-server Edit the mail server IP to send
<mail server the alert
I P>
return-addr Edit the mail addressfor
<e-mail returning an email alert
address>
e-mail-to Edit the mail addressto send the
<e-mail alert
address>
policy <full | Edit email schedule when log is
hourly |daily | full or per hour, day, week.
weekly>
day <sunday | Edit the day to send the log when
monday | the email policy is set to Weekly
tuesday |
wednesday |
thursday |
friday |
saturday>
hour <0~23> Edit the hour to send the log
when the email policy is set to
daily or weekly
minute <0~59> Edit the minuteto send to log
when the email policy is set to
daily or weekly
Subject <mail Edit the email subject
subject>
attack send-alert Activate or deactivatethe
<yesjno> firewall DoS attacks natification

emails

block <yesjno>

Yes. Block thetraffic when
exceeds the tcp-max-incomplete
threshold

No: Delete the oldest half-open
session when exceedsthe
tcp-max-incomplete threshold

block-minute Only valid when sets'Block’ to

<0~255> yes. Theunit isminute

minute-high Thethreshold to start to delete

<0~255> the old half-opened sessionsto
minute-low

minute-low Thethreshold to stop deleting

<0~255> the old half-opened session




max-incomplete
-high <0~255>

Thethreshold to start to delete
the old half-opened sessionsto
max-incomplete-low

max-incomplete

Thethreshold to stop deleting

-low <0~255> the half-opened session
tcp-max-incomp Thethreshold to start executing
lete <0~255> the block field

set <set#> name <desired Edit the namefor a set
name>
default-per mit Edit whether a packet isdropped

<forward|block
>

or allowed when it does not
match the default set

icmp-timeout
<seconds>

Edit thetimeout for an idle
ICMP session beforeit is
terminated

udp-idle-timeou
t <seconds>

Edit the timeout for an idle UDP
session beforeit isterminated

connection-time
out <seconds>

Edit the wait timefor the SYN
TCP sessions beforeit is
ter minated

fin-wait-timeout
<seconds>

Edit thewait timefor FIN in
concluding a TCP session before
it isterminated

tep-idle-timeout

Edit the timeout for an idle TCP

<seconds> session beforeit isterminated

pnc <yes|no> PNC isallowed when 'yes' is set
even thereisaruletoblock PNC

log <yeslno> Switch on/off sending the log for
matching the default per mit

logone <yes|no> Switch on/off for one packet that
create just onelog message.

rule <rulet> action <permit | Edit whether a packet is

drop | reject>

permitted, dropped or reected
when it matchesthisrule

name <string>

Edit/Update rule name with
<string>

active <yesjno>

Edit whether aruleisenabled or
not

protocol <0~255>

Edit the protocol number for a
rule. 1=ICMP, 6=TCP,
17=UDP...

log
<none|match|not-
match|both>

Sending alog for arule when the
packet nonejmatches|not
match|both therule

alert <yeslno>

Activate or deactivatethe
notification when a DoS attack
occursor thereisaviolation of
any alert settings. In case of such
instances, the function will send
an email tothe SMTP
destination addressand log an
alert.

srcaddr-single <ip
address>

Select and edit a sour ce address
of a packet which compliesto
thisrule




srcaddr-subnet
<ip address>
<subnet mask>

Select and edit a source address
and subnet mask if a packet
which compliesto thisrule.

srcaddr-range
<start ip address>
<end ip address>

Select and edit a sour ce address
range of a packet which complies
tothisrule.

destaddr-single
<ip address>

Select and edit a destination
address of a packet which
compliesto thisrule

destaddr-subnet
<ip address>
<subnet mask>

Select and edit a destination
address and subnet mask if a
packet which compliesto this
rule.

destaddr-range
<start ip address>
<end ip address>

Select and edit a destination
addressrange of a packet which
compliestothisrule.

tcp destport-single
<port#>

Select and edit the destination
port of a packet which comply to
thisrule. For non-consecutive
port numbers, the user may
repeat thiscommand lineto
enter the multiple port numbers.

tep destport-range
<start port#>

Select and edit a destination port
range of a packet which comply

<end port#> tothisrule.

udp Select and edit the destination

destport-single port of a packet which comply to

<port#> thisrule. For non-consecutive
port numbers, users may repeat
thiscommand lineto enter the
multiple port numbers.

udp Select and edit a destination port

destport-range
<start port#>
<end port#>

range of a packet which comply
tothisrule.

desport-custom
<desired custom
port name>

Typein thedesired TCP/UDP
custom port name

custom-ip
<desired custom
service name>

Typein thedesired User Defined
I P Protocol custom service.

custom-icmp
<desired custom
Service name>

Typein thedesired ICMP
custom service

delete | firewall e-mail Remove all email alert settings
attack Reset all alert settingsto defaults
set <set#> Remove a specified set from the
firewall configuration
set <set#> rule <rulet> Remove a specified rulein a set
from thefirewall configuration
insert | firewall e-mail Insert email alert settings
attack Insert attack alert settings
set <set#> Insert a specified rule set to the
firewall configuration
set <set#> rule<rulet> Insert a specified rulein a set to

thefirewall configuration




cli Display the choices of command
list.
| P Related Command Home
Command Description
p
address [addr] display host ip address
alg
disp Show AL G enable disable status
enable <ALG_FTP|ALG | EnableALG command
_H323JALG_SIP>
disable <ALG FTPIALG | Disable ALG command
_H323JALG_SIP>
siptimeout <timeout in Configure SI P timeout command
second> or O for
no timeout
arp
status <iface> display ip arp status
attpret <on|off> Switch receive APR from the different
network or not.
force <on|off> Switch thetime out function of the APR.
dhcp <iface>
client
release release DHCP client IP
renew renew DHCPclient IP
release <entry release specific entry of the dhep server pool
num>
status [option] show dhcp status
dns
query
server <primary> set dns server
[secondary]
[third]
stats
Clear clear dnsstatistics
Disp display dns statistics
default <ip> Set default DNS server
system
display display dns system information
edit <0: first|1: edit dnsrecord
second|2: third>
<0:from
| SP|1: usr-def|2:no
ne> [IP addressif
choosing 1]
Httpd
debug [on]off] set http debug flag
icmp
status display icmp statistic counter
discovery <iface> [on|off] set icmp router discovery flag
ifconfig [iface] [ipaddr] configure network interface

[broadcast
<addr> |mtu
<value>|dynamic




]

ping <hostid> ping remote host
route
status [if] display routing table
add <dest_addr|defaul | add route
t>[/<bits>]
<gateway>
[<metric>]
addiface <dest_addr|defaul | add an entry to therouting tableto iface
t>[/<bits>]
<gateway>
[<metric>]
drop <host addr> drop aroute
[/<bits>]
status display ip statistic counters
stroute
display [rule# | buf] display ruleindex or detail messagein rule.
load <rule#> load static routerulein buffer
save saverulefrom buffer to spt.
config
name <sitename> | set namefor static route.
destination <dest | set static route destination address and
addr>[/<bits>] gateway.
<gateway>
[<metric>]
mask <IP subnet set static route subnet mask.
mask>
gateway <IP set static route gateway address.
address>
metric <metric#> | set static route metric number.
private <yesjno> set private mode.
active <yesjno> set static routerule enable or disable.
udp
status display udp status
rip
tcp
status [tcb] [<interval>] | display TCP statistic counters
telnet <host> [port] execute telnet clinet command
tftp
traceroute <host> [ttl] [wait] | send probesto traceroute of aremote host
[queries]
rpt
active [O:lan|l:dmZ][1:ye | activereport
50:noj
start [O:lan|1:dmZ] start report
stop [O:lan]1l:dmZ] stop report
url [O:lan|1:dmZ] top url hit list
[num]
ip [O:lan]1:dmZ] top ip addr list
[num]
SV [O:lan]1:dmZ] top serviceport list
[num]
droplcmp [0]7] todrop ICMP fragment packets

igmp




debug [level] set igmp debug level
forwardall [on]off] turn on/off igmp forward to all interfacesflag
querier [on]off] turn on/off igmp stop query flag
iface
<iface> grouptm set igmp group timeout
<timeout>
<iface> interval set igmp query interval
<interval>
<iface>join join agroup on iface
<group>
<iface> leave leave a group on iface
<group>
<iface> query send query on iface
<iface> rsptime set igmp responsetime
[time]
<iface> start turn on of igmp on iface
<iface> stop turn off of igmp on iface
<iface> ttl set ttl threshold
<threshold>
<iface> vlcompat | turn on/off vicompat on iface
[on]off]
robustness <num> set igmp robustnessvariable
status dump igmp status
New | PSec Related Command Home
Command Description
ipsec
debug type <0:Disable | Turn on|off trace for 1Psec debug infor mation
1:Original on|off |
2:1KE on|off | 3:
| PSec [SPI]|on|off
| 4:XAUTH
on|off | 5:CERT
on|off | 6: All>
level <0:None| 1:User | | Set thedebug level. Higher number means
2:Low | 3:High> mor e detailed.
display Show debugging information, include type
and level.
lan <on|off> After a packet is|PSec processed and will be
sent to LAN side, this switch isto control if
this packet can be applied 1 PSec again.
Remark: Command available since
3.50(WA.3)
wan <on|off> After a packet is|PSec processed and will be
sent to WAN side, thisswitch isto control if
this packet can be applied | PSec again.
show_runti | sa display runtime phase 1 and phase 2 SA
me infor mation
spd When a dynamic rule acceptsarequest and a
tunnel isestablished, aruntime SPD is
created according to peer local | P address.
Thiscommand isto show these runtime SPD.
switch <on|off> Aslong asthere existsone active |PSec rule,

all packetswill run into I PSec processto
check SPD. Thisswitch isto control if a




packet should do this. If it isturned on, even
there exists active | PSec rules, packets will
not run | PSec process.

timer chk_conn. <0~255> - Adjust auto-timer to check if any | Psec
connection has“ only outbound traffic but no
inbound traffic” for certain period. If yes,
system will disconnect it.
- Interval isin minutes
- Default is 2 minuets
- 0 means never timeout
update peer <0~255> - Adjust auto-timer to update | PSec rules
which use domain name asthe secure
gateway | P.
- Interval isin minutes
- Default is 30 minutes
- 0 means never update
chk_input <0~255> - Adjust input timer to check if any | PSec
connection has no inbound traffic for a
certain period. If yes, system will disconnect
it.
- Interval isin minutes
- Default is 2 minuets
- 0 means never timeout
updatePeer For ce system to update | PSec rules which use
Ip domain name asthe secure gateway | P right
away.
dial <ruleindex> Initiate | PSec rule <#> policy <#>from
<policy index> ZyWALL box
ikeDisplay | <rule#> Display IKE rule#, if no rule number
assigned, this command will show current
working buffer. NOTE: If working buffer is
null, it will show error messages. Please ADD
or EDIT an IKE rule beforedisplay.
ikeAdd Create aworking buffer for IKE rule.
ikeEdit <rule#> Edit an existing IKE rule#
ikeSave Save working buffer of IKE ruleto romfile.
ikelList List all IKE rules
ikeDelete <rule#> Delete IKE rule#
ikeConfig name <string> Set rule name (max length is 31)
negotiationMode | <O:Main | Set negotiation mode
1:Aggressive>
natTraversal <Yes| No> Enable NAT traversal or not.
multiPro <Yes|No> Enable multiple proposalsin IKE or not
lcldType <0:IP| 1:DNS| Set local 1D type
2:Email>
IcldContent <string> Set local 1D content
myl pAddr <|P address> Set my | P address
peerldType <0:1P| 1:.DNS| Set peer ID type
2:Email>
peerldContent <string> Set peer 1D content
secureGwAddr <IPaddress| Set secure gateway address or domain name
Domain name>
authM ethod <0:PreSharedKey | Set authentication method in phase1in IKE

| 1:RSASignature
| 2:preShare




Key+XAUTH |
3:RSASignature+

XAUTH>
preShareK ey <ASCII | OXHEX> | Set preshared key in phase1lin IKE
certificate <certificate Set certificatefileif using RSA signature as
name> authentication method.
encryAlgo <0:DES|1:3DES| | Set encryption algorithm in phase1in IKE
2.AES>
authAlgo <0:MD5| Set authentication algorithm in phaselin
1:SHA1> IKE
saLifeTime <seconds> Set salifetimein phase 1in IKE
keyGroup <0:DH1|1:DH2> | Set key groupin phaselinIKE
xauth type <0:Client Set client or server mode.
Moaode | 1: Server
Mode>
username <name> | Set xauth user name
passwor d Set xauth password
<passwor d>
radius Ser radius username and password
<username>
<passwor d>
ipsecDispla | <rule#> Display I PSec rule#, if no rule number
y assigned, this command will show current
working buffer.
NOTE: If working buffer isnull, it will show
error messages. Please ADD or EDIT an
| PSec rule before display.
ipsecAdd Create aworking buffer for IPSecrule.
ipsecEdit <rule#> Edit IPSecrule#
ipsecSave Save working buffer of IPSec ruleto romfile.
ipsecList List all IPSecrules
ipsecDelete | <rule#> Delete |IPSecrule #
ipsecConfig | name <string> Set rule name. (max length is 31)
active <Yes| No> Set active or not
salndex <index> Bind to which IKE rule.
multiPro <Yes| No> Enable multiple proposalsin I PSec or not
nailUp <Yes| No> Enable nailed-up or not
activeProtocol <0:AH | 1.ESP> Set active protocol in 1PSec
encryAlgo <0:Null | 1:DES | Set encryption algorithm in | PSec
2:3DES |3 AES>
encryKeyLen <0:128|1:192 | Set encryption key length in 1PSec
2:256>
authAlgo <0:MD5| Set authentication algorithm in | PSec
1:SHA1>
saLifeTime <seconds> Set salifetimein | PSec
encap <0:Tunnel | set encapsulation in | PSec
1:Transport>
pfs <0:None|1:DH1| | set pfsin phase2in |PSec
2:DH2>
antiReplay <Yes| No> Set anitreplay or not
controlPing <Yes|No> Enable control ping or not
logControlPing <Yes|No> Enablelogging control ping eventsor not
controlPingAddr <IP> Set control ping address

protocol

<IIICMP|6:TCP
| 17:UDP>

Set protocol




[cAddrType <0:single| L:range | Set local addresstype
| 2:subnet>
IcAddr Start <IP> Set local start address
IcAddrEndM ask <IP> Set local end address or mask
IcPortSart <port> Set local start port
IcPortEnd <port> Set local end port
rmAddrType <0:single| 1:range | Set remote addresstype
| 2:subnet>
rmAddr Sart <IP> Set remote start address
rmAddrEndMask | <IP> Set remote end address or mask
rmPortSart <port> Set remote start port
rmPortEnd <port> Set remote end port
policyL ist List all 1PSec policies
manualDisp | <rule#> Display manual rule#
lay
manualAdd Add manual rule
manualEdit | <rule#> Edit manual rule#
manual Sav Save |PSecrules
e
manuallist List all IPSecrule
manualDele | <rule#> Delete IPSecrule#
te
manualCon | name <string> Set rule name
fig
active <Yes| No> Set active or not
myl pAddr <|P address> Set my | P address
secureGwAddr <|P address> Set secur e gateway
protocol <L:ICMP|6:TCP | Set protocol
| 17:UDP>
[cAddrType <0:single| L:range | Set local addresstype
| 2:subnet>
IcAddr Sart <IP> Set local start address
IcAddr EndM ask <IP> Set local end address or mask
IcPortStart <port> Set local start port
IcPortEnd <port> Set local end port
rmAddr Type <0:single| L:range | Set remote addresstype
| 2:subnet>
rmAddr Sart <IP> Set remote start address
rmAddrEndMask | <IP> Set remote end address or mask
rmPortSart <port> Set remote start port
rmPortEnd <port> Set remote end port
activeProtocol <0:AH | 1.ESP> Set active protocol in manual
ah encap <0:Tunnel | | Set encapsulation in ah in manual
1:Transport>

spi <decimal>

Set spi in ah in manual

authAlgo <0:M D5
| 1:SHA1>

Set authentication algorithm in ah in manual

authKey <string>

Set authentication key in ah in manual

esp encap <0:Tunnel | | Set encapsulation in esp in manual
1:Transport>
spi <decimal> Set spiin esp in manual

encryAlgo <0:Null
| 1:DES| 2:3DES>

Set encryption algorithm in esp in manual

encryKey
<string>

Set encryption key in esp in manual




authAlgo <0:M D5
|1:SHA1>

Set authentication algorithm in esp in manual

authKey < string>

Set authentication key in esp in manual

manualPoli List all manual policy

cyList

swSkipOve <on|off> - When aVPN rulewith remoterange

rlaplp overlapswith local range, the switch
decidesif alocal to local packet should
apply thisrule.

- Default valueis* off” which means*“no

skip”.

adjTcpMss <offlautojuser - After atunné isestablished, system will

defined value>

automatically adjust TCPMSS.

After all tunnelsaredrops, the M SSwill
adjust totheoriginal value.

The default valueis auto.

Firewall Related Command

Home

Command

Description

SyS

Firewall

acl

disp

Display specific ACL set # rule#, or
all ACLs.

active

<yesino>

Active firewall or deactivate firewall

clear

Clear firewall log

cnt

disp

Display firewall log type and count.

clear

Clear firewall log count.

disp

Display firewall log

online

Set firewall log online.

dynamicrule

dos

smtp

Set SM TP DoS defender on/off

display

Display SMTP DoS defender setting.

ignore

Set if firewall ignore DoSin
lan/wan/dmz/wlan

ignore

triangle

Set if firewall ignoretriangleroutein
lan/wan/dmz/wlan

schedule

load [ set #
rule#]

Load firewall ACL schedule by rule.

display

Display ACL schedulein buffer.

save

Save buffer date and update runtime
firewall ACL rule.

week

monday [on/off]

Set schedule on or off by day —
Monday.

tuesday [on/off]

Set schedule on or off by day —
Tuesday.

[on/off]

wednesday

Set schedule on or off by day —
Wednesday.

thursday
[on/off]

Set schedule on or off by day —
Thursday.




friday [on/off]

Set schedule on or off by day —
Friday.

saturday
[on/off]

Set schedule on or off by day —
Saturday.

sunday [on/off]

Set schedule on or off by day —
Sunday.

allweek [on/off]

Quick set schedule on or off by week.

timeOfDay Set firewall ACL schedule block time
[always/hh: of day.
mm]

Certificate Management (PK1) Command

Home

Command

Description

certificates

my cert

create

selfsigned
<name>
<subject> [key
size]

Create a self-signed local host
certificate. <name> specifiesa
descriptive name for the generated
certificate. <subject> specifiesa
subject name (required) and
alternative name (required). The
format is

" subject-name-dn;{ip,dns,email}=val
ue". If the name contains spaces,
please put it in quotes. [key siz€]
specifiesthekey size. It hasto bean
integer from 512 to 2048. The default
is1024 bits.

request <name>
<subject>[key
size]

Create a certificaterequest and save
it totherouter for later manual
enrollment. <name> specifiesa
descriptive name for the generated
certification request. <subject>
specifies a subject name (required)
and alternative name (required). The
format is

" subject-name-dn;{ip,dns,email}=val
ue" . If the name contains spaces,
please put it in quotes. [key siz€]
specifiesthekey size. It hasto bean
integer from 512 to 2048. The default
is 1024 bits.

scep_enrall
<name> <CA
addr><CA
cert> <auth
key> <subject>
[key size]

Create a certificate request and
enroll for a certificateimmediately
online using SCEP protocol. <name>
specifies a descriptive namefor the
enrolled certificate. <CA addr>
specifiesthe CA server address. <CA
cert> specifiesthe name of the CA
certificate. <auth key> specifiesthe
key used for user authentication. If
the key contains spaces, please put it
in quotes. To leaveit blank, type"" .
<subject> specifies a subject name




(required) and alter native name
(required). Theformat is

" subject-name-dn;{ip,dns,email}=val
ue" . If the name contains spaces,
please put it in quotes. [key siz€]
specifiesthekey size. It hasto bean
integer from 512 to 2048. The default
is 1024 bits.

cmp_enrall
<name> <CA
addr><CA
cert> <auth
key> <subject>
[key size]

Create a certificate request and
enroll for a certificateimmediately
online using CMP protocol. <name>
specifies a descriptive namefor the
enrolled certificate. <CA addr>
specifiesthe CA server address. <CA
cert> specifiesthe name of the CA
certificate. <auth key> specifiesthe
id and key used for user
authentication. Theformat is
"id:key". Toleavetheid and key
blank, type":" . <subject> specifiesa
subject name (required) and
alternative name (required). The
format is

" subj ect-name-dn;{ip,dns,email}=val
ue". If the name contains spaces,
please put it in quotes. [key siz€]
specifiesthekey size. It hasto bean
integer from 512 to 2048. The default
is 1024 bits.

import [name]

Import the PEM-encoded certificate
from stdin. [name] specifiesthe
descriptive name (optional) aswhich
theimported certificateisto be
saved. For my certificate importation
to be successful, a certification
request corresponding to the
imported certificate must already
exist on ZyWALL . After the
importation, the certification request
will automatically be deleted. If a
descriptive nameisnot specified for
theimported certificate, the
certificate will adopt the descriptive
name of the certification request.

export <name>

Export the PEM-encoded certificate
to stdout for user to copy and paste.
<name> specifiesthe name of the
certificate to be exported.

view <name>

View the information of the specified
local host certificate. <name>
specifiesthe name of the certificateto
be viewed.

verify <name>
[timeout]

Verify the certification path of the
specified local host certificate.
<name> specifies the name of the
certificate to be verified. [timeout]
specifiesthe timeout value in seconds




(optional). The default timeout value
is 20 seconds.

delete <name> Delete the specified local host
certificate. <name> specifiesthe
name of the certificateto be deleted.

list List all my certificate namesand
basic information.

rename<old Renamethe specified my certificate.

name> <new <old name> specifiesthe name of the

name> certificate to be renamed. <new
name> specifiesthe new name as
which the certificateisto be saved.

def_selfsigned Set the specified self-signed

[name] certificate asthe default self-signed

certificate. [name] specifiesthe name
of the certificateto be set asthe
default self-signed certificate. If
[name] is not specified, the name of
the current sdf-signed certificateis
displayed.

ca trusted

import <name>

Import the PEM-encoded certificate
from stdin. <name> specifiesthe
name as which the imported CA
certificateisto be saved.

export <name>

Export the PEM-encoded certificate
to stdout for user to copy and paste.
<name> specifiesthe name of the
certificate to be exported.

view <name>

View the information of the specified
trusted CA certificate. <name>
specifiesthe name of the certificate to
be viewed.

verify <name>
[timeout]

Verify the certification path of the
specified trusted CA certificate.
<name> specifiesthe name of the
certificate to be verified. [timeout]
specifiesthe timeout value in seconds
(optional). The default timeout value
is 20 seconds.

delete <name>

Deletethe specified trusted CA
certificate. <name> specifiesthe
name of the certificateto be deleted.

list

List all trusted CA certificate names
and basic information.

rename <old
name> <new
name>

Renamethe specified trusted CA
certificate. <old name> specifiesthe
name of the certificateto be
renamed. <new name> specifiesthe
new name as which the certificateis
to be saved.

crl_issuer <name>
[on]off]

Specify whether or not the specified
CA issues CRL. <name> specifiesthe
name of the CA certificate. [on|off]
specifieswhether or not the CA issues
CRL. If [on|off] isnot specified, the




current crl issuer statusof the CA.

remote trusted

import <name>

Import the PEM-encoded certificate
from stdin. <name> specifiesthe
name as which the imported remote
host certificateisto be saved.

export <name>

Export the PEM-encoded certificate
to stdout for user to copy and paste.
<name> specifiesthe name of the
certificate to be exported.

view <name>

View the information of the specified
trusted remote host certificate.
<name> specifies the name of the
certificate to be viewed.

verify <name>
[timeout]

Verify the certification path of the
specified trusted remote host
certificate. <name> specifiesthe
name of the certificate to be verified.
[timeout] specifiesthetimeout value
in seconds (optional). The default
timeout valueis 20 seconds.

delete <name>

Delete the specified trusted remote
host certificate. <name> specifiesthe
name of the certificate to be deleted.

list

List all trusted remote host
certificate names and basic
information.

rename <old
name> <new
name>

Renamethe specified trusted remote
host certificate. <old name> specifies
the name of the certificateto be
renamed. <new name> specifiesthe
new name as which the certificateis
to be saved.

dir_service

add <name>
<addr[:port]>
[login:pswd]

Add a new directory service. <name>
specifies a descriptive name aswhich
the added directory server isto be
saved. <addr[:port]> specifiesthe
server address (required) and port
(optional). Theformat is

" server-addresg[:port]" . The default
port is 389. [login:pswd] specifiesthe
login name and password, if
required. Theformat is

" [login:password]" .

delete <name>

Delete the specified directory service.
<name> specifies the name of the
directory server to be deleted.

view <name>

View the specified directory service.
<name> specifies the name of the
directory server to beviewed.

edit <name>
<addr[:port]>
[login:pswd]

Edit the specified directory service.
<name> specifiesthe name of the
directory server to be edited.
<addr[:port]> specifies the server
address (required) and port




(optional). Theformat is

" server-addresg[:port]" . The default
port is 389. [login:pswd] specifiesthe
login name and password, if
required. Theformat is

" [login:password]" .

list List all directory service names and
basic information.

rename<old Renamethe specified directory

name> <new service. <old name> specifiesthe

name> name of the directory server to be

renamed. <new name> specifiesthe
new name as which the directory
server isto be saved.

cert_manager

reinit Reinitialize the certificate manager.

Appendix 5 1PSec | P Overlap Support
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The ZyWALL uses the network policy to decide if the traffic matchesa VPN rule. But if the
ZyWALL findsthat the traffic whose local address overlaps with the remote address range, it will
be confused if it needsto trigger the VPN tunnel or just route this packet.



So we provide a Cl command “ipsec swSkipOverlaplp” to trigger the VPN rule. For example,
you configure aVPN rule on the ZyWALL A as below:

Loca IPAddress Start=1.1.1.1 End=1.1.2.254
Remote IPAddress Start=1.1.2.240 End=1.1.2.254

You can see that the Local IPAddress and the remote | P address overlap in the range from 1.1.2.240
t0 1.1.2.254.

(3) Enter “ipsec swSkipOverlaplp off”:
To trigger the tunnel for packets from 1.1.1.33 t0 1.1.2.250. If there is traffic from LAN to IP
Alias (Like the traffic from PCa to PCg in Figure 1), the traffic still will be encrypted as VPN
traffic and routed to WAN, you will find their traffic disappearson LAN.

(4) Enter “ipsec swSkipOverlaplp on”:
Not to trigger the tunnel for packets from 1.1.1.33 to 1.1.2.250. Even the tunnel has been built
up, the traffic in this overlapped range still cannot be passed.

[Note]
If you configure arule on the ZyWALL A whose
Local IPAddress Start= 0.0.0.0
Remote IPAddress Start=1.1.2.240 End = 1.1.2.254
No matter swSkipOverlaplp is on or off, any traffic from any interfaces on the ZyWALL A will
match the tunnel. Thus swSkipOverlaplp is not applicablein this case.



Appendix 6 VPN Local IPAddressLimitation
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There is alimitation when you configure the VPN network policy to use any Local |P address.
When you set the Local address to 0.0.0.0 and the Remote address to include any interface IP of the
ZyWALL at the same time, it may cause the traffic related to remote management or DHCP
between PCs and the ZyWALL to work incorrectly. Thisis because the traffic will all be encrypted
and sent to WAN.

For example, a user configuresaVPN rule on the ZyWALL A as below:

Loca IPAddress Start=1.1.1.1 End=1.1.2.254
Remote IPAddress Start=1.1.2.240 End=1.1.2.254

ZyWALL LANIP=1.1.1.10
ZyWALL LAN IPfallsinto the Local Address of this rule, when you want manage the ZyWALL A

from PCa you will find that you cannot get a DHCP Client |P from the ZyWALL anymore. Even if
you set your |P on PCy as static one, you cannot access the ZyWALL.



