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Certifications

Federal Communications Commission (FCC) Interference Statement

The device complies with Part 15 of FCC rules. Operation is subject to the following two
conditions:

» Thisdevice may not cause harmful interference.

» Thisdevice must accept any interference received, including interference that may cause
undesired operations.

This device has been tested and found to comply with the limits for a Class B digital device
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in acommercial environment. This device generates,
uses, and can radiate radio frequency energy, and if not installed and used in accordance with
the instructions, may cause harmful interference to radio communications.

If this device does cause harmful interference to radio/tel evision reception, which can be
determined by turning the device off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

1 Reorient or relocate the receiving antenna.

2 Increase the separation between the equipment and the receiver.

3 Connect the equipment into an outlet on acircuit different from that to which the receiver
is connected.

4 Consult the dealer or an experienced radio/TV technician for help.
Notices

Changes or modifications not expressly approved by the party responsible for compliance
could void the user's authority to operate the equipment.

This Class B digital apparatus complies with Canadian |CES-003.
Cet appareil numérique de la classe B est conforme ala norme NMB-003 du Canada.

Viewing Certifications
1 Go to http://www.zyxel.com.

2 Select your product from the drop-down list box on the ZyXEL home page to go to that
product's page.

3 Select the certification you wish to view from this page.
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Safety Warnings

For your safety, be sure to read and follow all warning notices and instructions.

Do NOT use this product near water, for example, in awet basement or near a swimming
pool.

Do NOT expose your device to dampness, dust or corrosive liquids.
Do NOT store things on the device.

Do NOT ingtall, use, or service this device during a thunderstorm. There is aremote risk
of electric shock from lightning.

Connect ONLY suitable accessories to the device.

Do NOT open the device or unit. Opening or removing covers can expose you to
dangerous high voltage points or other risks. ONLY qualified service personnel should
service or disassemble this device. Please contact your vendor for further information.

Make sure to connect the cables to the correct ports.

Place connecting cables carefully so that no one will step on them or stumble over them.
Always disconnect all cables from this device before servicing or disassembling.

Use ONLY an appropriate power adaptor or cord for your device.

Connect the power adaptor or cord to the right supply voltage (for example, 110V ACin
North Americaor 230V AC in Europe).

Do NOT alow anything to rest on the power adaptor or cord and do NOT place the
product where anyone can walk on the power adaptor or cord.

Do NOT use the device if the power adaptor or cord is damaged as it might cause
electrocution.

If the power adaptor or cord is damaged, remove it from the power outlet.

Do NOT attempt to repair the power adaptor or cord. Contact your local vendor to order a
new one.

Do not use the device outside, and make sure al the connections are indoors. Thereisa
remote risk of electric shock from lightning.

CAUTION: RISK OF EXPLOSION IF BATTERY (on the motherboard) ISREPLACED
BY AN INCORRECT TYPE. DISPOSE OF USED BATTERIES ACCORDING TO
THE INSTRUCTIONS. Dispose them at the applicable collection point for the recycling
of electrical and electronic equipment. For detailed information about recycling of this
product, please contact your local city office, your household waste disposal service or
the store where you purchased the product.

Do NOT obstruct the device ventilation slots, as insufficient airflow may harm your
device.

Fuse Warning! Replace a fuse only with a fuse of the same type and rating.

Safety Warnings 5
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This product is recyclable. Dispose of it properly.

6 Safety Warnings
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ZyXEL Limited Warranty

ZyXEL warrants to the original end user (purchaser) that this product is free from any defects
in materials or workmanship for a period of up to two years from the date of purchase. During
the warranty period, and upon proof of purchase, should the product have indications of failure
due to faulty workmanship and/or materials, ZyXEL will, at itsdiscretion, repair or replace the
defective products or components without charge for either parts or labor, and to whatever
extent it shall deem necessary to restore the product or components to proper operating
condition. Any replacement will consist of anew or reemanufactured functionally equivalent
product of equal or higher value, and will be solely at the discretion of ZyXEL. Thiswarranty
shall not apply if the product has been modified, misused, tampered with, damaged by an act
of God, or subjected to abnormal working conditions.

Note

Repair or replacement, as provided under this warranty, is the exclusive remedy of the
purchaser. Thiswarranty isin lieu of all other warranties, express or implied, including any
implied warranty of merchantability or fithess for a particular use or purpose. ZyXEL shall in
no event be held liable for indirect or consequential damages of any kind to the purchaser.

To obtain the services of this warranty, contact ZyXEL's Service Center for your Return
Material Authorization number (RMA). Products must be returned Postage Prepaid. It is
recommended that the unit be insured when shipped. Any returned products without proof of
purchase or those with an out-dated warranty will be repaired or replaced (at the discretion of
ZyXEL) and the customer will be billed for parts and labor. All repaired or replaced products
will be shipped by ZyXEL to the corresponding return address, Postage Paid. This warranty
gives you specific lega rights, and you may also have other rights that vary from country to
country.

Registration

Register your product online to receive e-mail notices of firmware upgrades and information
at www.zyxel.com for global products, or at www.us.zyxel.com for North American products.

ZyXEL Limited Warranty 7
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Customer Support

Please have the following information ready when you contact customer support.

Product model and serial number.
Warranty Information.

Date that you received your device.
Brief description of the problem and the steps you took to solveit.

METHOD | SUPPORT E-MAIL TELEPHONE WEB SITE
REGULAR MAIL
LOCATION SALES E-MAIL FAX FTP SITE
support@zyxel.com.tw | +886-3-578-3942 www.zyxel.com ZyXEL Communications Corp.
CORPORATE www.europe.zyxel.com | 6 Innovation Road Il
HEADQUARTERS Science Park

(WORLDWIDE)

sales@zyxel.com.tw

+886-3-578-2439

ftp.zyxel.com
ftp.europe.zyxel.com

Hsinchu 300
Taiwan

COSTA RICA

soporte@zyxel.co.cr

+506-2017878

www.zyxel.co.cr

sales@zyxel.co.cr

+506-2015098

ftp.zyxel.co.cr

ZyXEL Costa Rica

Plaza Roble Escazu

Etapa El Patio, Tercer Piso
San José, Costa Rica

CZECH REPUBLIC

info@cz.zyxel.com

+420-241-091-350

info@cz.zyxel.com

+420-241-091-359

www.zyxel.cz

ZyXEL Communications
Czech s.r.o.

Modranska 621

143 01 Praha 4 - Modrany
Ceska Republika

support@zyxel.dk

+45-39-55-07-00

www.zyxel.dk

ZyXEL Communications A/S
Columbusvej

DENMARK sales@zyxel.dk +45-39-55-07-07 2860 Soeborg
Denmark
support@zyxel.fi +358-9-4780-8411 www.zyxel.fi ZyXEL Communications Oy
FINLAND - Malminkaari 10
sales@zyxel.fi +358-9-4780 8448 00700 Helsinki
Finland
info@zyxel.fr +33-4-72-52-97-97 www.zyxel.fr ZyXEL France
1 rue des Vergers
FRANCE +33-4-72-52-19-20 Bat.1/C
69760 Limonest
France
support@zyxel.de +49-2405-6909-0 www.zyxel.de ZyXEL Deutschland GmbH.
GERMANY Adenauerstr. 20/A2 D-52146
sales@zyxel.de +49-2405-6909-99 Wuerselen
Germany
support@zyxel.hu +36-1-3361649 www.zyxel.hu ZyXEL Hungary
HUNGARY - 48, Zoldlomb Str.
info@zyxel.hu +36-1-3259100 H-1025, Budapest
Hungary
http://zyxel.kz/support | +7-3272-590-698 www.zyxel.kz ZyXEL Kazakhstan
43, Dostyk ave.,Office 414
KAZAKHSTAN sales@zyxel.kz +7-3272-590-689 Dostyk Business Centre

050010, Almaty
Republic of Kazakhstan

NORTH AMERICA

support@zyxel.com

1-800-255-4101
+1-714-632-0882

WWW. us.zyxel.com

sales@zyxel.com

+1-714-632-0858

ftp.us.zyxel.com

ZyXEL Communications Inc.
1130 N. Miller St.

Anaheim

CA 92806-2001

U.S.A.

Customer Support
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METHOD | SUPPORT E-MAIL TELEPHONE WEB SITE
REGULAR MAIL
LOCATION SALES E-MAIL FAX FTP SITE
support@zyxel.no +47-22-80-61-80 www.zyxel.no ZyXEL Communications A/S
NORWAY Nils Hansens vei 13
sales@zyxel.no +47-22-80-61-81 0667 Oslo
Norway
info@pl.zyxel.com +48 (22) 333 8250 www.pl.zyxel.com ZyXEL Communications
POLAND ul. Okrzei 1A
+48 (22) 333 8251 03-715 Warszawa
Poland
http://zyxel.ru/support | +7-095-542-89-29 www.zyxel.ru ZyXEL Russia
RUSSIA Ostrovityanova 37a Str.
sales@zyxel.ru +7-095-542-89-25 Moscow, 117279
Russia
support@zyxel.es +34-902-195-420 www.zyxel.es ZyXEL Communications
SPAIN Arte, 21 52 planta
sales@zyxel.es +34-913-005-345 28033 Madrid
Spain
support@zyxel.se +46-31-744-7700 www.zyxel.se ZyXEL Communications A/S
SWEDEN Sjoporten 4, 41764 Goteborg
sales@zyxel.se +46-31-744-7701 Sweden
support@ua.zyxel.com | +380-44-247-69-78 www.ua.zyxel.com ZyXEL Ukraine
UKRAINE 13, Pimonenko Str.
sales@ua.zyxel.com +380-44-494-49-32 Kiev, 04050
Ukraine
support@zyxel.co.uk | +44-1344 303044 www.zyxel.co.uk ZyXEL Communications UK
08707 555779 (UK only) Ltd.,11 The Courtyard,
UNITED KINGDOM Eastern Road, Bracknell,
sales@zyxel.co.uk +44-1344 303034 ftp.zyxel.co.uk Berkshire, RG12 2XB,
United Kingdom (UK)

+" isthe (prefix) number you enter to make an international telephone call.

Customer Support




ZyWALL 5/35/70 Series User’'s Guide

10 Customer Support



ZyWALL 5/35/70 Series User’'s Guide

Table of Contents

COPYIIGNTt oo 3
(OFT 4 1 11or=1 4101 2 F= T 4
Safety WarNiNgS ..o 5
ZYXEL LimMited WaAITANTY .....oviiiiiiiiiieiieeeeeee ettt 7
(O Sy (o] 0 01T oYU o o1 0 o PP 8
L= 101 (ST 0 O 0] 21 (=] 4L £ 11
[ ES o) B o UL =P 31
] o) = o] (S 45
=] = 1o 53
Chapter 1
Getting to KNOW YOUT ZYWALL ..ovvviiii e e e e e e anaes 55
1.1 ZyWALL Internet Security Appliance OVEIVIEW .........ccuuviiiiiiiiiiieeeaen i 55
1.2 ZYWALL FEAIUIES ..uuturuiiiiieieie e e e e e e ee et ettt ettt e s s e e s e e e e e e e e e e e e e e e eeaeeeaenennnennnnnn 55
1.2.1 PhYSICAl FEALUIES ....eeiiiiiieiiiiiiitie ettt 56
1.2.2 NON-PhysiCal FEAtUIES .......cccoiiiiiiiiiiiiiiece e e e e s e e e e e s 57
1.3 Applications for the ZYWALL ........oooiiiiiiiiee e 63
1.3.1 Secure Broadband Internet Access via Cable or DSL Modem ................. 63
1.3.2 VPN APPICALION ettt e e e 63
1.3.3 Front Panel LIgNtS ....ccovciiiiiiiiicieiie et e e 64
Chapter 2
Introducing the Web Configurator ... 67
2.1 Web Configurator OVEIVIEW ........cceeeeeiiiiiiiiiiieereeeeeeeesssssntnnseeeeeeeeeeessansansnsnnneees 67
2.2 Accessing the ZyWALL Web Configurator ...t 67
2.3 ReSEttiNg the ZYWALL ...ttt st er e e e e e e e e e ennenes 68
2.3.1 Procedure To Use The ReSEt BULION .........ovviviiiiiiiiiciieceeeeeee e 68
2.3.2 Uploading a Configuration File Via Console POort ...........ccccoovvvecivvvvvnnnnnnn. 69
2.4 Navigating the ZyWALL Web Configurator ............oooooiiiiiiiiiiinieae i 69
o I 111 (ST = - Y 70
2.4.2 MAIN WINAOW ...ttt e e e et e e et e e e et e e et e e eaaaas 71
2.4.3 HOME Screen: ROULEr MOOE  ....ocoieeiee e 71
2.4.4 HOME Screen: Bridge MOUE ......cuuiiiiiiiiiiiieeae et 74

Table of Contents 11



ZyWALL 5/35/70 Series User’'s Guide

2.4.5 Navigation Panel ............uiiiiiiiiii e 78
2.4.6 POrt SEAtISHICS  .iivieiiiei ittt r e e e e e e e 83
2.4.7 Show Statistics: LiN€ Chart..........ccuuiiiiiiiiiieeee e 84
2.4.8 DHCP Table SCreeN  ...ooveeiiiiiiee et 85
2.4.9 VPN SEALUS ©.eeiieiiiiiiiie ettt ettt e e sttt e e e st e e e s nnsaeeeeeannneeee s 86
2.4.10 Bandwidth MONITOT .......ciiiiieiiiiiiieee e 87
Chapter 3
A AT 2= T o ST =] AU o PSPPSR 89
3.1 Wizard Setup OVEIVIEW .......ciiiiiiiiiiiee ittt e et e e e sibae e e e e e 89
3.2 INEIMET ACCESS oo e e e e e e e et e e e s 90
3. 2.1 ISP PArameterS ....coeeuiiiiiiiiiiieae ettt e e e 90
B2 1L EENEINEL .o 90
3.2.1.2 PPPOE ENCapSUlatioNn ..........cooiuiiiiiiiiiiiieiiiiiee e 92
3.2.1.3 PPTP ENCapSUlation .......ccccoiiiiiiiiiiiiiiiiiiiiis s s e e e e e e e e e e e e eeeaeannnnns 93
3.2.2 Internet Access Wizard: Second SCreeN .........ccovevviviiiiiiieeeee e 95
3.2.3 Internet Access Wizard: Registration.................ceuvveiviiiiiiiiiiiiiieieeeeeeeeeeeee 96
3.3 VPN Wizard Gateway SettiNg ........ceeiiiiiiiiiieiiiiiieeeiiiiee e 99
3.4 VPN Wizard Network Setting ...........ooeuuiiiiiiiiiiiii e eee e 101
3.5 VPN Wizard IKE Tunnel Setting (IKE Phase 1) ......ccccccoviiiiiiiiiiiiieeeniiieeeees 103
3.6 VPN Wizard IPSec Setting (IKE Phase 2) .....ccocooieeeiiiiiieeee e 104
3.7 VPN Wizard StatuS SUMMAIY ......coiiiiiiiiieeiiiiiiee ettt e e siieeee e 106
3.8 VPN Wizard Setup COMPIELE ........ovvieeiiiiiiiieii e 109
Chapter 4
LIS L (0] = L PR PPPPRPRPN 111
4.1 Security Settings for VPN TraffiC .........cccooiiiiiiiiiii e, 111
4.1.1 IDP for From VPN Traffic EXample ..........cccoooeiiiiiiiieiiiieee e 111
4.1.2 IDP for To VPN Traffic EXample .........ooevvviiiiiiiiiiiiie e, 113
4.2 Firewall Rule for VPN EXamPIe .....oooiiiiiiiiiii e 114
4.2.1 Configuring the VPN RUIE .......cooiiiiiicses e 115
4.2.2 Configuring the Firewall RUIES ...........ccvviiiiiiiiiiiii e 118
4.2.2.1 Firewall Rule to Allow Access Example .........cccccvvvviiiviviiiiiiiinnnnn, 119
4.2.2.2 Default Firewall Rule to Block Other Access Example .................. 121
Chapter 5
T 0 T3 4 = o ] o PR PRPPP 123
5.1 MYZYyXEL.COM OVEIVIEW .....eeiiiiiiiiiiie ittt ettt e e 123
5.1.1 Subscription Services Available on the ZyWALL ...........oovvviiiiiiiiiiineennn. 123
5.2 REQISIIALION ...viiiiiieiiiiei ettt e e e e e 124
5.3 SBIVICE i a e e e 126

12 Table of Contents



ZyWALL 5/35/70 Series User’'s Guide

Chapter 6

LAN SCIBEINS ..ttt e e et b e e e e e e e e e ennae s 129

6.1 LAN, WAN and the ZYWALL ......ccuvviiiiiiiiiie ettt 129

6.2 IP Address and Subnet Mask ..o 129

6.2.1 Private IP AAreSSES ....coiiiiiiiiiiiiiiie et 130

B.3 DHECP ettt 131

6.3. 1 IP POOI SEIUP ...ttt 131

B.4 RIP SELUD oeiieiiiiiiii ettt 131

B.5 MUITICAST ..ottt e et et e e e e e e e e e e e s bbb e e e e eeaaaeeas 131

B.6 WINS it et e et e e e e s 132

LT A I AN N RSO RRPP 132

6.8 LAN StatiC DHCP .....ciiiiiiiiiiiiiee ettt e e 135

B.9 LAN IP AlIGS  .oiieiiieiiiiiit ittt ettt e st e e e et e e st e e e s nanae s 136

6.10 LAN POt ROIES ...ttt e 139
Chapter 7

Bridge SCIEENS ... 141

4% T = T T [ T o o o PSSR 141

7.2 Spanning Tree ProtoCol (STP) ...cceiiiiiiiiiiii e 142

T7.2. 1 RAPIA STP oottt et et e s enaes 142

7.2.2 STP TErmMiNOIOQY ....eeteeeeiiiieiaeaiai ittt e e e e 142

7.2.3 HOW STP WOTKS ..oiiiiiiiiiiie ittt 142

7.2.4 STP PO SEAES ...etitiieieiiieieee ettt e e e e e e e e e eaeeeeeeenes 143

A T = T [ TR 143

7.4 Bridge POt ROIES oottt a e e 145
Chapter 8

WAIN SCIEEINS ...ttt e e e et et e e e e e e e e e rbaa s 147

8.1 WAN OVEIVIBW ....ttiiiiiiiiaae e ettt e e e e e e e e e ettt e e e e e e e e e e e e e nnbbbnbeeeeaaaeaaeaeas 147

8.2 MUIIPIE WAN ..ottt e e st e e e nnanee s 147

8.3 Load Balancing INtrOAUCHION ..........oiiiiiaiiiiiiiiiieeee e 148

8.4 Load Balancing AIgOrithmS ........oeiieiiio e e e 148

8.4.1 Least LOAd FirSt ........uuiiiiiiiiieiaiii et 148

8. 4. LLEXAMPIE L .oeeeeiiiiiiieie et e e e a e e e e e 149

8.4.1.2 EXAMPIE 2 ..ottt 149

8.4.2 Weighted Round RODIN ......ccooiiiiiiic e 150

8.4.3 SPIIOVET .t 150

8.5 TCP/IP Priority (IMELIIC) .iicuveeieeieeiieeieeeiseiiseiiiieeer e e e eeeee e s s e s snnsanbeearreneeaeeeeeeannns 151

8.6 WAN GENEIAL ...ttt ettt e et e e e e e e e e an 151

8.7 Configuring Load BalanCiNg .......cceeeeieeeiiiiiiiiiiiiiiece e ee e e e e e e s 155

8.7.1 Le@st LOAA FiISt .......uuiiiiiiiiiiee ettt 155

8.7.2 Weighted Round RODIN ......ccooiiiiiic e 156

8.7.3 SPIIOVET .ot a e 157

Table of Contents 13



ZyWALL 5/35/70 Series User’'s Guide

Chapter 9

Chapter 10

8.8 WAN ROULE .t e ittt s e et e e sttt e e s e et e e e s b e e e s nnnaaeee s 157
8.9 WAN IP Address ASSIGNMENT ........eiiiiiiiiiieeiiiiiie ettt 159
8.10 DNS Server Address ASSIGNMENT ........uuuuiiiiiiieieieeeeeee e e 159
8.11 WAN MAC AAAIESS ...coieiiiiiieiieiie et ettt e e e e e e e e s st eeeeaeeaeeaeaanns 160
B.L2 WAN ittt ettt e e e et a e e e e naaeees 160
8.12.1 WAN Ethernet ENCapsulation ..........ccoccveiiiiiiiiiiiiiiiiice e 160
8.12.2 PPPOE ENCAPSUIAtION ...uvvvieiiiiiiie i e e e e e 163
8.12.3 PPTP ENCAPSUIALION ....oiiiiiiiiiiieiiiiiiie e 166
8.13 Traffic REAINECT oo e 170
8.14 Configuring Traffic REAINECT .........ooiiiiiiiiiiii e 170
8.15 Configuring Dial BaCKUP ........ccvviiiiiiieiiiiiss e 171
8.16 Advanced MOdEm SEIUP  ..oeiiiiiiiiiieeiiiiet et 175
8.16.1 AT COomMMAN SHNGS .evvvvrrrriiiiiiieieie e e e eeee e eaaeeaeaeaes 175
8.16.2 DTR SIGNAI i 175
8.16.3 RESPONSE SHINQGS ..evvvvririiiiiiiiiiiieie e e e e e e e e e e e e e e e e e e e e e e aeaeees 175
8.17 Configuring Advanced Modem SEUP ........ocveiviiiiiiiiee e 175
DIMZ SCIEEINS ...ttt e ettt e e e e e et ettt e e e e e e e eeeeanenanas 179
D. L DMZ e e e et a e 179
9.2 ConfIgUIING DIMZ ...t 179
9.3 DMZ StatiC DHCP oottt a e e e e s aeree e e e e e e e e e aenn 182
9.4 DMZ IP ALIBS  eeeeieeeiiiiiee ettt ettt e e e ettt e e st e e e e e nnaaee s 183
9.5 DMZ Public IP Address EXample ... 185
9.6 DMZ Private and Public IP Address Example ...........ccccooiiriiiiieiiicceeee e, 186
9.7 DMZ POt ROIES  .eeeiiiiiieeee ettt ettt e e e et e e e e e e e e e e s 187
WITEIESS LAN .ottt et e et e e e e e e e e eeeeeeeeeeeeeeeeees 189
10.1 Wireless LAN INtrOdUCTION ......cooeeieiiiiiiiiiiiiiee e 189
10.1.1 Additional Installation Requirements for Using 802.1X ............cvvvvvvnnnnn. 189
10.2 Configuring WLAN et 189
10.3 WLAN StatiC DHCP ..ttt e e snnbeeee e 192
L10.4 WLAN TP AlIGS  ooieeeiiei ittt ettt e e e e e e e e et eeaaeaeeeeeeannnnenes 193
10.5 WLAN POt ROIES ..t 195
10.6 WIIEIESS SECUIMLY ..vveeiieiiiiiiee ettt ettt ettt ettt e et e e e st ee e 197
O G 00 =t o Y/ o] 1) o S 198
10.6.2 AULNENTICALION ....uiiiiiiiiiiiie e e e e e 198
10.6.3 RESIICIEA ACCESS ...veiiiiiiieeieiiiite ettt 199
10.6.4 Hide ZYWALL IdENLILY ...ooiiiiiiiieeiiiieeec ittt 199
10.7 Security Parameters SUMMANY .........oovvuuuuiumiiiiisiaiaieeeeeeeeeeeeeseeeeseeannnnnnnnnns 199
10.8 WEP ENCIYPLION ..ttt e e e e e 199
10.9 802.1X OVEIVIEW ..vevieiiiiiiieeeeiitieeeeeitieeeeeesiteeaeeasstbeeeeeaastaeeeeeanbeeeeeesnbeeeeeannnes 200

14

Table of Contents



ZyWALL 5/35/70 Series User’'s Guide

10.9.1 Introduction t0 RADIUS ...t 200
10.9.1.1 Types of RADIUS MESSAJES .....cuvvvvieeiiiiiiieeiiiiiieeessiiieeae s 200
10.9.2 EAP AuthentiCation OVEIVIEW ...........cciiiiiieiiiiiiiiiiiiieeieeeee e 201
10.10 Dynamic WEP Key EXChange .........cc.oooiiiiiiiiiiiiiiciecc e 202
10.11 INtroducCtion 10 WPA .....euieiieiiiee et e 202
10.11.1 User AUtheNtiCAtioN ..........ovvviiiiiiiiiiiiieie e 202
0 2 =t o Y o) £ 202
10.12 WPA-PSK Application EXample ... 203
10.13 Introduction 10 RADIUS ......oooiiiiiiiiiii e 204
10.14 WPA with RADIUS Application EXample ........cccccoiiiiiiiiiiiiniiecee e 204
10.15 Wireless Client WPA SUPPliCaNTS .......cccooiiiiiiiiieiiiiiieis e e ee e 205
10.16 WIrElIESS Card .....oovuviiiiiiiiiii i et e e e e e e e e e e e e e e eee e 205
10.16.1 SEALC WEP ....oiiiiiiiiiiee ettt e e aeee s 207
10.16.2 WPA-PSK .. ittt a e 208
LO.1B.3WPA oottt e e e e e e e a e s 210
10.16.4 IEEE 802.1X + DyNamiC WEP ........ceoviiiiiiiiiiiiiiiieeee e 211
10.16.5 IEEE 802.1X + StatiC WEP .......coiiiiiiiiiieesiiiieee et 212
10.16.6 IEEE 802.1X + NOWEP ...ociiiiiiiiii et 214
10.16.7 No Access 802.1x + Static WEP ..o 215
10.16.8 No Access 802.1X + NOWEP ....coovviiieieiiiiiiieeee e 216
L0.27 MAGC FIEEI oottt e et e e e s st e e e s anbneeeeennes 217
Chapter 11
=T P PPPPPPP 219
11.1 FIreWall OVEIVIEW  .....eeiiiiiiiiiiee ettt e e e e e e e e e e e nneees 219
11.2 Packet DIreCtion MaAtriX ......cccceeiioiieeieiiiiie s s e e e e e e e eeeeeeeaeanaaaes 220
11.3 Packet Direction EXamPles .......cccooiiiiiiiiiiiiiieeeeee e 221
11.3.1 To VPN Packet DIr€CHON ........ccovvviiiiiiiiiiiieie e 222
11.3.2 From VPN Packet DIr€CON .........ueuiiiiiiiiiaiiiiiiiiiiiieeeeee e 224
11.3.3 From VPN To VPN Packet DireCtion .............ccooovviiiiviiiiiiiicieeeee e, 225
11.4 Security CONSIAEIatiONS ....cccciiieeeeiiiee e e e e e e e 226
11.5 Firewall RUleS EXAMPIE ......ccooiiiiiiiiiiiiiie et 227
11.6 ASYmMmMELCal ROULES .....ccoiiiiiiiciccceiceeeee s et 229
11.6.1 Asymmetrical Routes and [P AlIaS ........ccccceeiiiiiiiiiiiiiicceee e 229
11.7 Firewall Default Rule (Router MOdE) ........covvvvviiiiiiiiiiieie e 230
11.8 Firewall Default Rule (Bridge MOde)  .....cooiiiiiiiiiiiieece e 232
11.9 Firewall RUIe SUMMAIY ... 234
11.9.1 Firewall EAit RUIE oo 235
11,20 ANti-ProbinNg  ooveeeiiiii e ———— 238
11.11 Firewall ThreSholdS  ....veueeeiiiiie e 239
11.11.1 Threshold VAlUES ........cooiiiiiiiiie e 240
11.12 TRreShoId SCIrEEN ...uvveiiiiei e e e e e e e e e ee e 240
L1183 SEIVICE  eititiiieiete ettt ettt e e e e e e e e e s e bbb e e e e e e e e e e e e e e aanae 242
Table of Contents 15



ZyWALL 5/35/70 Series User’'s Guide

11.13.1 Firewall Edit CUStOM SEIVICE ......eevviiiiiieiiiiiiiiiiiiieiee et 244

11.14 My Service Firewall Rule EXampPle .........ccccoiiiiiiieiiiiiiieeeiee e 245
Chapter 12

Intrusion Detection and Prevention (IDP) .............ueuueiiiiiieiiiiiiieeiieeiieeeeeeeeeeeeeeee 251

12.2 Introduction 10 IDP oo e e 251

12.1.1 Firewalls and INtrUSIONS .......cccuuiiiiiiieiieeeee e 251

12.1.21IDS and IDP ... 252

L1213 HOSEIDP ettt ettt e e et e e e nnaae e s 252

12.2.4 NEIWOIK IDP ..ot 252

12.1.5 EXample INtrUSIONS .....ovvuieiiiiiieie i e e 253

12.1.5.1 SQL SIammer WO .....ccoiveeeiieiiiiiiiiiiiieeeeee e e e eee e e e 253

12.1.5.2 Blaster W32. WO ......uuuiiiiiiiiiiieeaei et 253

L12.1.5.3 NIMAA ©eveiiiiiiiiieeee ettt e e e e e e e e e aeeeeaeeas 253

D2 BT Y V7 To To 3 H PSPPI 254

12.1.6 ZYWALL IDP ...ttt 254
Chapter 13

ConfiguIiNG IDP ..o 255

R B0 R O 1V =T o S PPPEPRRRR 255

13,11 INtEITACES ..ottt e e 255

13.2 GENETAl SELUP iiiiiiiiie ettt 256

13.3 IDP SIGNATUIES ...vvveeiieiiiieieee et e e ettt e e e e e e e e e e e e e e e e e e e aeaeaeesnrannnnnas 257

13.3.1 AEACK TYPES eeiiiieiiiiiii ettt 257

13.3.2 INtrUSION SEVEIILY ..coieieieeeeeieiieee e e e e e 259

13.3.3 SIgNAtUIE ACLIONS ...eeeiieiiiiiiiee ittt e e e e e 259

13.3.4 Configuring IDP SIigNatures ......ccccoieieiiieeeieiiieieeeeeee e 260

13.3.5 QUETY VIBW ..ttt ettt 262

13.3.5.1 Query EXample 1 ..o 265

13.3.5.2 Query EXample 2 ....ooeeiiiiiii e 266

R U o T = (S 267

13.4.1 MYSECUIIYZOMNE ..iviiiiieiiiieiee ettt 267

13.4.2 Configuring IDP UPate ........uuuiiiiiiiiiiie e 268

13.5 Backup and RESIOME ........ooiiiiiiiiiiieiiiiieie et 269
Chapter 14

N LY 1 PRSPPI 271

14.1 ANtI-VIFUS OVEIVIEW ..ottt e e e e e ettt et e e e e e e s e st aeeeaeeaeeeeeeannnnenes 271

14.1.1 Types of COMPULET VIFUSES  ...vvueiiiii i 271

14.1.2 Computer Virus Infection and Prevention ..........cccccceceviiiieieeniiineeeenns 271

14.1.3 Types of ANti-VIrUS SCANNET .....ovvviiiiiiiiiiiie i 272

14.2 Introduction to the ZyWALL Anti-Virus SCaNNEr .........ccccvveeeiiiieeeeiiiiiiieeeennns 272

14.2.1 How the ZyWALL Anti-Virus Scanner Works ...........cccccvvvvvvvvvvinnnnnnnnnnn, 273

16 Table of Contents



ZyWALL 5/35/70 Series User’'s Guide

14.2.2 Notes About the ZyWALL ANti-VIFUS ......ouieiiiiiiieeeeeeeceeeeee 273
14.3 General ANti-VIrUS SELUD ..oooiiiiiiiieeiiii et 274
14.4 Signature SEArChING .......uuueiiiiiii i e e e e e e e e e e e e e 276

14.4.1 Signature Search EXample ..o 278
14.5 SIgNature UPAte  ...oeeeiiiii i e e e e e e e e e e e e e e 281

14.5.1 MYSECUIMIYZOMNE ..iiiiiiiei ittt ettt 281

14.5.2 Configuring Anti-virus Update ...........ccoeeeiiiiiiiiiieeee e 281
14.6 Backup and RESIOME ........ooiiiiiiiiiieiiiiiee ettt 283

Chapter 15
N LY o = o PP 285
15.1 ANti-SPAM OVEIVIEW  ..eiiiiiiiiiiiiiee ettt e e e e e nibae e e e e e 285
15.1.1 Anti-Spam External Database .............ccccooeiiiiiiiiieeee 285
15.1.1.1 SpamBUlK ENGINE ....cooviiiieiiiiiiee et 286
15.1.1.2 SpamRepute ENQINE .....ccooviiiiiiieeeeeessrs s e e e aaeeaans 286
15.1.1.3 SpamContent ENQINE ........occuveiiiiiiiiiiie et 286
15.1.1.4 SpamTriCKS ENQINE ....cccooeeeiiiiiieeeeeesss s e e e e e e aeaaeeeaes 287

15.1.2 Spam ThreShOld ......eeeeiiiiie e 287

15.1.3 PRISHING .oiiiiiiiiiie sttt e et e e e e e 287

15.12.4 WRIELISE ..t e e e e e e e e e s 288

15.20.5 BIACKIST w.eeieiiiiiiiie ettt et 288

15.1.6 SMTP @nd POP3 ..ot 288

15.1.7 MIME HEAUEIS ..ottt ettt 289
15.2 Anti-Spam GENETal SCIEEN ......ccoiiiiiiiiei ettt 289
15.3 Anti-Spam External DB SCreen ..o 292
15.4 Anti-Spam LISIS SCIrEEN ...ccoiiiiiiiiiiiie et 294
15.5 Anti-Spam Lists Edit SCreeN  .....cccoiiiiieiiiiieeeeeecces e 296

Chapter 16
Content FIltEriNg SCrEENS ...ccoiiiiiiiieiiie e 299
16.1 Content FIltering OVEIVIEW ........ccooiiiiiiiiiiiiie ittt 299

16.1.1 Restrict Web Features ........cccuuiiiiiiiiiiiee et 299

16.1.2 Create a Filter LISt .......ccooiiiiiiiie e 299

16.1.3 Customize WED Sit€ ACCESS ...uvuriiiiiiiieieeeei ettt 299
16.2 Content Filter General SCreeNn .......cooiiiiiiiiiiiiiiii e 299
16.3 Content Filtering with an External Database ............cccoocociiiiiine 302
16.4 Content Filter Categori®S  ....coiiiiieii e e e e e e e e 303
16.5 Content Filter CUStOMIZation  .....ooociiiiiiiiiiiceee e 310
16.6 Customizing Keyword Blocking URL Checking ..........ccccceeeieeiiiiiiiiieiieiiiiiis 312

16.6.1 Domain Name or IP Address URL ChecKing .........ccccceeeiiiiiiieiiiiiiincenns 312

16.6.2 Full Path URL CheCKINg ......coooiiiiiiiieiiiiiiie e 312

16.6.3 File Name URL ChecCKing .......coocuiiiiiiiiiiiieiiieiece e 312
16.7 Content Filtering Cache ... 313

Table of Contents 17



ZyWALL 5/35/70 Series User’'s Guide

Chapter 17
Content Filtering REPOITS ..o 315
17.1 Checking Content Filtering ACtVAtION ...........cooviiiiiiiiiiiiiiiieeee e 315
17.2 Viewing Content Filtering REPOIS .......oeviiiiiiiiiieiiiiiiece et 315
17.3 Web Site SUDMISSION ...uviiiiiiiiiiai ittt e e 320

Chapter 18
IPSEC VPN Lt e e e a e 323
18.1 IPSEC VPN OVEIVIEW  ..eeeiiiiiiiiee ettt ettt e e e e e e e e e e e snneaeeeees 323
18.1.1 IKE SA OVEIVIEW ...vviiieiiiiiiie e s itiiee e e sttt e e e sittee e e ettt e e e s st aee e e s antneeeee s e 324
18.1.1.1 IP Addresses of the ZyWALL and Remote IPSec Router ........... 324
18.2 VPN RUIES (IKE) .etiiiieiiiiiiii ettt ettt e et e e e e e ane 325
L18.3 TKE SA SEIUDP  ooiiiiiiiiie e ittt sttt e ettt e e e e st e e e e st e e e e s anbeeeeeesarbaeeeeeane 327
18.3.1 IKE SA PropOSal ...cccceeeeiiiiiciiiiiiieie et e et a e e e e e nrenae e 327
18.3.1.1 Diffie-Hellman (DH) Key EXChange .........cccccccoiiiiiiiiiiiiiinciianeenn, 328
18.3.1.2 AUthentiCatioN .......oiiiiiiiiie i 328
18.3.1.3 Extended AUthentiCation ...........ccccoviiiiiiiiiiiiiiiiee e 330
18.3.1.4 Negotiation MOUE .......uuviiieiieeeieiiiciiiiieeie e e e e e e e 330
18.3.1.5 VPN, NAT, and NAT Traversal .........coocciiiiiiiiiiiieeeiieeeee 331
18.4 Additional IPSEC VPN TOPICS ..ccoiieiiiiiiiieiiriiieee e e e eessiniteseerea e e e e e e e e s s nenneenneees 332
18.4.1 SA LIfE TIME .ereiiiiiiiiiiie ettt e e e e et e e e s snaneee s 332
18.4.2 IPSec High Availability ..........cccccviiiiiiiieee e 332
18.4.3 Encryption and Authentication Algorithms ............ccccoeiiiiiiiiniiiiiiiiiee, 333
18.5 VPN Rules (IKE) Gateway Policy Edit .........cccceveeeiiiiiiiiiiiieiieeeee e 334
18.6 IPSEC SA OVEIVIEW  ..eeiiiiiiiieiaeaae ettt e e e e e e e e et e e e e e e e e e e e e s anneaneeees 340
18.6.0.1 Local Network and Remote Network ..........ccoccvveveiiiiiieneeniiiinnn. 340
18.6.0.2 ACtIVE ProtOCOI ....ccooiiiiiiiiieeie e 340
18.6.0.3 ENCAPSUIALION ...oeeeeeeeiiccieiieeie e e e 341
18.6.0.4 IPSec SA Proposal and Perfect Forward Secrecy ........c.ccccco...... 341
18.7 VPN Rules (IKE): Network Policy Edit ........ccccceeeeeiiiiiiiiiieeeeeeeee e 342
18.8 VPN Rules (IKE): Network POliCY MOVE  ......oeeiiiiiiiaiiiiiiiiieiieeeeee e 346
18.9 IPSec SA Using Manual KEYS  .....iiiiiiiiiiiiiiee e e e e e 348
18.9.1 IPSec SA Proposal Using Manual KeYs ...........eeevviiiiiiaiiiiiiiiiiiiiiiiieeen, 348
18.9.2 Authentication and the Security Parameter Index (SPI) ........ccccccvvveeeee. 348
18.10 VPN RuUIES (MANUAI) ...eeiiiiiiieiieiie et 348
18.11 VPN Rules (Manual): Edit  ....ooooiiiiiiiice e e e 350
18.12 VPN SA MONIOT  ooieiiiiiiiee s ittt e e ettt e e e st e e e sttt e e e e st e e e e s staeeeeesasneeeeeaanes 353
18.13 VPN GIObal SEHING  ..vvvvviiiiiiiieeiee i e e e s er e e e e e e e e e e e e e nnees 354
18.14 Telecommuter VPN/IPSeC EXamples ...t 355
18.14.1 Telecommuters Sharing One VPN Rule Example ............ccccocvvvvnnnen. 355
18.14.2 Telecommuters Using Unique VPN Rules Example .............cccccceeeeeee. 356
18.15 VPN and Remote ManagemMeNt ...........cuveeeeeeiieiiiiiiiiiiniereeeeeeaeeesssssnsnnsnnnneens 358
18.16 HUb-and-SpoKe VPN ..ot 358

18

Table of Contents



ZyWALL 5/35/70 Series User’'s Guide

18.16.1 Hub-and-spoke VPN EXampIe ..........ouuiiiiiiiiiiiiieeeeececeeeeeeeve i 359

18.16.2 Hub-and-spoke Example VPN Rule AddreSSes ........cccccvvveeviiineeeenns 360

18.16.3 Hub-and-spoke VPN Requirements and Suggestions ............cccceeenn. 361
Chapter 19

(O 4 1} 1T oF= 1T PP TP PR PPPPPPRPRN 363

19.1 CertifiCateS OVEIVIEW .......ueeiiiiieeiieiiiiaiiiiie ettt e et e e e e e e e e e e 363

19.1.1 Advantages of CertifiCates .........ccoveviiiiiiiiiiii e 364

19.2 Self-signed CertifiCates ..........ccciiiiiiiiiiirrr e 364

19.3 Verifying @ CertifiCate .........cooiiuiiiiiiiiiiiie e 364

19.3.1 Checking the Fingerprint of a Certificate on Your Computer ................ 364

19.4 Configuration SUMMEIY .......ocuuiiiiiiiiiiiie ettt e e 365

19.5 MY CertifICAES  ..uvvviuiiiiiie e e e e e e e e e e e e e e 366

19.6 My Certificate DEtailS  ....ccooiiiiiiieiiiiie e 368

19.7 My Certificate EXPOIT .....uueiiiiii i it e e e e e e e e e e e e e e e aeaeenennans 370

19.7.1 Certificate File EXPOrt FOrMALS ........ccceeeiiiiiiiiiiiiiiiiicce i 370

19.8 My Certificate IMPOIt  ....ccoiii i 371

19.8.1 Certificate File FOrMALS .......cccooiiiiiiiiiieie e 372

19.9 My Certificate Create ........cooiiiiiiiiiieere e 374

19.10 TrUSEEA CAS oottt et e e e e e e e e e e s s e et eereaaeeaeeeaeeaannnene 376

19.11 Trusted CA DELaAIlS  .....ueeiiiiieiiie e 378

19.12 Trusted CA IMPOIT ettt e st e e e 381

19.13 Trusted RemMOte HOSIS  ..ooiiiiiiiii it 382

19.14 Trusted Remote HOSES IMPOIT  ..oooiiiiiiiiiiiiee e 384

19.15 Trusted Remote Host Certificate Details  ........cooooviiiiiiiiiiiiie 385

19.16 DIrECIONY SEIVEIS oiiiiiiiee ittt ettt ettt e e e st e e e e s anbn e e e e anes 388

19.17 Directory Server Add or Edit  .......coooiiiiiiie e 389
Chapter 20

AUTNENTICALION SEIVET ..ot e e e e 391

20.1 Authentication SErver OVEIVIEW ...........coouiiiiiiiiiiiiieie e e e e e aee e e 391

20.1.1 Local User Database ..........cccccuiiieiiiiiieieee e a e e e 391

20.1.2 RADIUS ..ottt ettt 391

20.2 LocCal USEr DAtabaSe  ......evviiiiiiiiiiiieeeei ettt e e e e e e e e e e e e e e e 391

20.3 RADIUS oottt e e e 393
Chapter 21

Network Address Translation (NAT) ... 395

21,0 NAT OVEIVIEW  coeiiiiiiiie e ittt e e ettt e e sttt e e ettt e e e s et e e sttt e e e e snnsaeeeeannsteeeens 395

21.1.1 NAT DEfINItIONS ...uuiiiiiiiiiiiiiee et e e e e e e e e e e e snnenes 395

21.1.2 What NAT DOES ..oeeiiuiiiiieeiiiiiiiee ettt e e e ettt e e st ee e e st e e e s et eeesnnneneeas 396

21. 1.3 HOW NAT WOIKS ..eietiiiiiiiiiieeeee e eieiteete et e e e e e e s e e e e e e e ae e e e e e annnenes 396

21.1.4 NAT APPHCALION ...t 397

Table of Contents 19



ZyWALL 5/35/70 Series User’'s Guide

21.1.5 Port Restricted Cone NAT ..o 398

21.1.6 NAT MAPPING TYPES .eeeeeieeiiiiiiie ettt e ettt e s 398

P2 A O 1] g o N A PR 399

21.2.1 SUA (Single User Account) Versus NAT .....cccveiieiiiiiiieeeiiiiee e 399

21.3 NAT OVEIVIEW SCIEEIM ....uuiiiiiiiiieiieete e e e e e e ettt e e e e e e e e s aibeb e e eaaeaeaeaaean 400

21.4 NAT AJAress MapPiNg  .eeeeeeiiiiieeeeiiiiiie ettt e e sbareee e 401

21.4.1 NAT Address Mapping Edit ........ccoooriiiiiiiicces e, 403

21.5 POt FOMWAITING ..eveeiiiiiiiiiee ettt e e sab e e sibaeee e 404

21.5.1 Default Server IP AdAreSS .......oooioiiiiiieiiiiieeee e 405

21.5.2 Port Forwarding: Services and Port NUumbers .........cccccceeviiiiiiiniiinnn. 405

21.5.3 Configuring Servers Behind Port Forwarding (Example) ...................... 405

21.5.4 NAT and MUltiple WAN ... 406

21.5.5 POrt TranSIation .........ooeiiiiioiiiiiiiiie e 406

21.6 Port FOrwarding SCIEEM ........icuuiiiiiiiiiiiie ettt e e 407

3 B = o T A I o o 1= [ o 409
Chapter 22

SEALIC ROULE ...ttt e e e e e e s e e e e e e e e e annes 413

22.1 P StAtiC ROULE oottt e e e e e e 413

22.2 IP StAtIC ROULE ..eeiiiiiieeie ittt e e e e e e e e e e s st aeeeeeeaeeeeeeas 413

22.2.1 IP Static ROULE EdIt ...vvviieiiiiiiiie et 415
Chapter 23

POIICY ROULE .ot e e e e e e as 417

b2 T R w o o VA Lo U1 (= 417

23,2 BENETIS oo a e e e e 417

23.3 ROULING POLICY .eeiiiiiiii et 417

23.4 1P ROULING POJICY SEIUP .vviiiiiiiiiiiee ittt 418

23.5 POlICY ROULE EQIt ...ciiiieiiecc e e e e e 419
Chapter 24

Bandwidth Management ...........ueeiiiii e 423

24.1 Bandwidth Management OVEIVIEW .........oooiiiiiiiiiiiiiiiee e 423

24.2 Bandwidth Classes and Filters .........cooiiiiiiiiiiiiiiiee e 423

24.3 Proportional Bandwidth AlIOCAtION ........coooiiiiiiiiiiiiiiiee e 424

24.4 Application-based Bandwidth Management ..........ccccccovviiieeieniiiieeee e 424

24.5 Subnet-based Bandwidth Management ...........ccccccoeeeeeiiiiiiiieeceeee e, 424

24.6 Application and Subnet-based Bandwidth Management .............ccccecveeeeenns 425

247 SCNEAUIBT ...ttt e e e e e e e 425

24.7.1 Priority-based Scheduler ... 425

24.7.2 Fairness-based Scheduler ... 425

24.7.3 Maximize Bandwidth USage .........ccccceiiiiiiiiiiiiiiiceeieee e 425

24.7.4 Reserving Bandwidth for Non-Bandwidth Class Traffic ....................... 426

20

Table of Contents



ZyWALL 5/35/70 Series User’'s Guide

24.7.5 Maximize Bandwidth Usage Example ..........cccccvvviiiiiiiiiiiiiiiieeeeeeeeeeee, 426
24.7.5.1 Priority-based Allotment of Unused and Unbudgeted Bandwidth 427
24.7.5.2 Fairness-based Allotment of Unused and Unbudgeted Bandwidth ...

427

24.8 Bandwidth BOITOWING ......vveeiiiiiiiiiiee ittt 428

24.8.1 Bandwidth Borrowing EXample ...........cooeviiiiiiiiiiiiiiiiii e, 428

24.9 Maximize Bandwidth Usage With Bandwidth BOrrowing ..........ccccccovvvveeeennnns 429

24.10 Over Allotment of Bandwidth ...........ccccoiiiiiiiiiiii e 429

24.11 ConfiIgUIING SUMIMATY ....uveiieiiiiiieee ettt e st et e e s b e e e e s snbaeeee e 430

24.12 Configuring Class SELUDP  ..ooeeeiiiiiieeeeeeer e 431

24.12.1 Bandwidth Manager Class Configuration .........ccccccccceviviiiiiiiiiiinnnnn. 433

24.12.2 Bandwidth Management StatiStiCS  ........ccccvvviiiiiiiiiieeee e 436

24.13 Bandwidth Manager MONITOr  ......oooiiiiiiiieeiie e 437
Chapter 25

3 ] 1P 439

25.1 DNS OVEIVIEW  coeeiiiiiiieeeie ettt et e e e e e e s et e e e e e e e e e e e s s annsbenseeaeeaaaeeeeeas 439

25.2 DNS Server Address ASSIGNMENT ......vuuiuieiiiiiie i ie e e eeeeeee e 439

25.3 DINS SEIVEIS ittt e e e e e e e e e e e e e e et e e e e e e reab s 439

25.4 AAAresS RECOI ....cooiiiiiiiiiiii e 440

25.4.1 DNS WIlACArd ....ccooiiiiiiiiiiiieeee ettt e e e e e e e e e e e e e enenes 440

25.5 Name Server RECOI .....cooiiiiiiiiiiiiie et a e e 440

25.5.1 Private DNS SEIVEI ....uuiiiiiiiiieeeie ittt e e e e e e e e e ae e e e e s annenes 440

25.6 SYSIEIM SCIEEM ...iiiiiii et e ettt e e et e e e e aeb e e eaaes 441

25.6.1 Adding an AddreSs RECOI ......c.ocuuiiiiiiiiiiiiie et 442

25.6.2 Inserting a Name Server Record ...........cccvvvvvveiiiiiiiiiiiiiinin e 443

25.7 DNS CACRE oottt e e e e e e e e e e s e s eeeeae s 445

25.8 Configure DNS CacChe .........cooiiiiiiiiies e 445

25.9 Configuring DNS DHCP  ...oiiiiiiiiiii et 446

25.10 DYNAmMIC DNS oottt e e 448

25.10.1 DYNDNS WIilACArd ....cceeeeeieiiiiiiiiiieiie et e e 448

25.10.2 High AvaIlability .........cooooiiiiiii e 448

25.11 Configuring DYNamiC DNS .......oiiiiiiiiiie e 448
Chapter 26

Remote ManagemeEnt ... ..ot 451

26.1 Remote Management OVEIVIEW ...........cooiiiiiiieeaiiiiiieeeieiieee e st ee e e nnieeee e 451

26.1.1 Remote Management Limitations .............couvvvveiiiiiiiiiiiiieee e, 451

26.1.2 SYSeM TIMEOUL ...cevitiiiiiiiiiteie ettt 452

26.2 WWW (HTTP and HTTPS) oo 452

26.3 WWWV ettt e e e e e e e e e ettt e e e e e e e e e e e n et treaeaaeaeas 453

26.4 HTTPS EXQMPIE oottt a e e e 455

26.4.1 Internet Explorer Warning MeSSages ........ccvevviiiiieiiiiiiieeeiiiiee e 455

Table of Contents 21



ZyWALL 5/35/70 Series User’'s Guide

26.4.2 Netscape Navigator Warning MeSSagES ..........uuvvvvvrmiiiiiiiiiieieieeeaeeeeenen, 456
26.4.3 Avoiding the Browser Warning MeSSages ........cccceevvvvveeeeniiiieeeeniiinen 457
P4 SR N N o To | IS Yol (== o SRt 457
26,5 S SOH e 459
26.6 HOW SSH WOTKS ..eoieiiiieiiiiieeiee ettt 460
26.7 SSH Implementation on the ZyWALL ... 461
26.7.1 Requirements for UsSing SSH ..o, 461
26.8 CoNfIQUIING SSH. ...eeiiiiii e 461
26.9 Secure Telnet Using SSH EXamMPIES ......uiiiiiiiiiiiiiiieeeeeeceeeee 462
26.9.1 Example 1: MicroSoft WINAOWS ........ccoiiiiiiiiiiiiiiieeiiiiie e 462
26.9.2 EXAMPIE 2: LINUX 1evvviiiiiiiiiiiie i s e et s e s e e e e e e e aeaaaaaeaeanenes 463
26.10 Secure FTP Using SSH EXampPle .........oviiiiiiiiiiiiiieeeee e 464
26.11 TEINEL ettt 465
26.12 Configuring TELNET ....uiiiiiiiiiiiee ettt 465
26,18 F TP ettt 466
26.14 SNIMP e 467
26.14.1 SUPPOIEA MIBS ...covvviiiieiiiiiiiee ettt s e e e e e e e e e aaeaaneens 469
26.14.2 SNMP TIPS ..ttt e e e e 469
26.14.3 REMOTE MANAGEMENT: SNMP .....ooiiiiiiiiiieiiieeiie e 469
26.15 DINS oottt 471
26.16 Introducing Vantage CNM ... 471
26.17 ConfiguriNg CNM ....ciiiiiiiiiie e 472
Chapter 27
U P P ettt 475
27.1 Universal Plug and Play OVEIVIEW  ........oeviiiiiiiiieiiiieeee e 475
27.1.1 How Do | Know If I'm UsSing UPNP? ....cooovviiiiieeeneeee e, 475
A B N B I = 1YY 7= | SRR 475
27.1.3 Cautions WIith UPNP .......coiiiiiiiiiic et 475
27. 1.4 UPNP and ZYXEL ..ooueeiiiiiiiie e 476
27.2 Configuring UPNP ... 476
27.3 Displaying UPNP Port Mapping  ...ooooiiiiiiiiiiieiii e 477
27.4 Installing UPNP in WIindows EXample .......cccccooiiiiiiiiiieiiiiceeeen 478
27.4.1 Installing UPNP in WINAOWS M@ .......oiiiiiiiiiiiiiiiie e 479
27.4.2 Installing UPNP in WINAOWS XP .....oooiiiiiiiiiiiiiiiiiis i e e eeeeanns 480
27.5 Using UPNP in Windows XP EXample ... 480
27.5.1 Auto-discover Your UPnP-enabled Network Device ...........cccccveevinnnnn. 481
27.5.2 Web Configurator EQSY ACCESS .......ccciiiuiriieiiiiiiieesiiiieeeessiiieee e 482
Chapter 28
ALG SCIEN ...t ettt e e e e e s 485
28.1 ALG INrOAUCHION  o.eiiiiiieiie ettt e e e e e e e e e eeeeaeeeeeas 485
28.1.1 ALG AN NAT oottt e e 485

22 Table of Contents



ZyWALL 5/35/70 Series User’'s Guide

28.1.2 ALG and the Firewall ... 485

28.1.3 ALG and MUltiple WAN ... 485

P A e OSSPSR 486

28,3 H 323 it — e e a e aaaaaan 486

PSR I PSSR 486

28.4.1 H.323 ALG DELAIIS ....vvviiiieiiiiiiie ettt 486

28,5 SIP e a et e s naaee s 488

28.5.1 STUN oottt e e e e e e e e e e e aaes 488

28.5.2 SIP ALG DELAIIS ..eeeeiiiiiiiiieiiiiiiii ettt 488

28.5.3 SIP Signaling Session TIMEOUL ..........ccoviiiiiieiiiiiie e 489

28.5.4 SIP Audio SesSioN TIMEOUL .......coooiviiiiiiiiiieee e 489

A Ol I RS Tox (=T o U 489
Chapter 29

Y] o]0 ] £ TP UPUPUTTTR 491

29.1 ConfigurNG REPOIS ..ottt 491

29.2 SysStem REPOITS SCIEEIN  ..uuviiiiiiiiiii et e ees 491

29.2.1 Viewing WeD Site HItS ......coiiiiiiiiiiiiie e 493

29.2.2 Viewing HOSt IP AAIESS ....cooiiiiieiiee e 494

29.2.3 Viewing ProtoCOI/POIT ........cc.uuiiiiiiiiiiie it 495

29.2.4 System Reports SpecifiCations ..........oovvvvieviiiiiiiiiiisie e, 496

29.3 IDP Threat REPOIS SCIrEEN  ...iiiiiiiiiiiiieie et 496

29.4 Anti-Virus Threat REPOIS SCrEEN  .iivivviiiiiiiiciei e 498

29.5 Anti-Spam Threat REPOrts SCrEEN ....ocveeiiiiiiiiiiie it 500
Chapter 30

o Lo LIRS Tod =TT o L T UP PP UPUPTTR 503

30.1 ConfiguriNg VIEW LOQ  uueeeiiiiiiiiiiie e e ettt e et eea e e e e e e e e e anns 503

30.2 Log Description EXAMPIE .....cooiiiiiiiiiiiiiee e 504

30.2.1 About the Certificate NOt Trusted LOgQ ......cceeeveviiiiiiiiiiiiiiiieee e 505

30.3 Configuring LOG SEttNGS  ....ueeeeiiiiiiiiiiiiiiiiiii et e e e 506

30.3.1 LOQ DESCIIPLIONS ..evieiiiiiieeeeie ittt e e e e e e s s ee e e e e e e e e e e nnneeeeeees 509

G100 V£ [T T 1T £ 529
Chapter 31

Y =TT (=T = 1o o] = TP OPUPRRP 531

31.1 MAINLENANCE OVEIVIEW .....uviiiiiiiiiieieeaeee ettt e e e e e e et e e e e e e e e e e e e aeannns 531

31.2 General Setup and System NAME .........oooiiiiiiiiiiiiiiee e 531

31.2.1 GENETAl SELUP oeveveveiiiiee i ettt e e e e e e e e e e e e e e aeaaaaaae 531

31.3 Configuring PASSWOIT ........eeeiiiiiiiiieiiiiiie ettt 532

314 TiME AN DALE ...eeeiiiiiiiiieie ittt e e e a e e e 533

31.5 Pre-defined NTP Time Server POOIS .......ooooiiiiiiiiiiiieeeeee e 536

31.5.1 ReSetting the TIME ......uiiiiiiii i e e e e e e aeaans 536

Table of Contents 23



ZyWALL 5/35/70 Series User’'s Guide

31.5.2 Time Server SYNChronization .............ccovevuivuiiiiiiiiiisieiese e e e e e e eeeeeeeeeeeennns 536

31.6 Introduction To Transparent Bridging .........ccccceeriiiiieeiiiiiieee e 537

31.7 Transparent FIreWallS ..........ccoooiiiiiiiii e 538

31.8 Configuring Device Mode (ROULEI) .......oooiiiiiiieaiiiiiieee ettt 539

31.9 Configuring Device Mode (Bridge) .......ceuvuiiiimiiiiiiiiieee e 540

31.10 F/W UPIOAA SCIrEEN ...ttt 542

31.11 Backup and RESIOIE .......ccceeiiiiiiiiiieeeeee e e e 544

31.11.1 Backup Configuration ...........cccoiiieiiiiiiiiiiiie e 544

31.11.2 Restore Configuration .........ccccooeiiioieeeieieiccee e 545

31.11.3 Back to Factory DefaultS ..........cccceeiiiiiiiiiiiiiiee e 546

31,12 RESEAI SCIEEIN ..ttt e e e e e e et e e e e s 546
Chapter 32

INtrodUCING The SMT L.oeiiiiiiiii e e e e e e eeeeeeeaeeeereeereaeeees 549

32.1 INtroduction t0 the SIMT .......eiiiiiiiiiii e 549

32.2 Accessing the SMT via the Console POrt .......c..oooeiiiiiiiiiiiiiiice e 549

32.2.1 INItIAI SCIEEN ... 549

32.2.2 Entering the PAaSSWOIT ........c.ueiiiiiiiiiieiiiieee et 550

32.3 Navigating the SMT INtErface .........oovvvviiiiiiiiiiie e 550

32.3. 1 MAIN IMENU .ttt e e e e e e et e e e e e e e e e e e e e nnnneeees 551

32.3.2 SMT MENUS OVEIVIEW ....eeiiiiieeeieiiiiiiitiite et e e e e et e e e e e e e e e sneenes 553

32.4 Changing the System PasSWOrd .........cc.eeiiiiiiiiieiiiiiiie e 555

32.5 Resetting the ZYWALL .....coooo i 556
Chapter 33

SMT Menu 1 - GENEral SELUP ....cciiiiiiiiie ettt 557

33.1 Introduction t0 GENEral SEIUP ......ccvviiiiiiiiiiiiiei e 557

33.2 Configuring GENEral SEIUP ......uvviiiiiiiiieeeee it ae e e 557

33.2.1 Configuring Dynamic DNS ........ccoiiiiiiiiiiiiii e 559

33.2.1.1 Editing DDNS HOSLE ...oeeeeiiiiiiiiiieiie e 559
Chapter 34

WAN and Dial BaCKUP SELUP «..veeeeieiiiiiiiiieeeieeeeeee ettt 563

34.1 Introduction to WAN and Dial Backup SetUP .......ccevveeeeeiiiiiiiiiiiiiiieieeeee e 563

B4.2 WAN SEEUD .etiiiiei ittt ettt e e ettt e e sttt e e st e e e e snnseeeeeeannnbeeee s 563

34.3 Dial BACKUD ...ttt 564

34.4 Configuring Dial Backup in MENU 2 ........uuuiiiiiiiiiiie i 564

34.5 AAVANCEAd WAN SEIUP .ueieiiieiiiiiie ettt 565

34.6 Remote Node Profile (BaCKUP ISP) ......uuuuiiiiiiiii i 567

34.7 Editing PPP OPLIONS ....oiiiiiiiiiiiiiiiie ettt 569

34.8 Editing TCP/IP OPLIONS ...iiiiiii e e e e e e e e e e 570

34.9 Editing LOGIN SCIPL ..eeeiiiiiiie ettt 572

34.10 RemMOte NOUE FltEr .......eiiiiiiiiieiie e 574

24

Table of Contents



ZyWALL 5/35/70 Series User’'s Guide

Chapter 35
I NN BT 1 o 575
35.1 INtroduction t0 LAN SEEUD ..eeeeiiiiiiiiaae ittt e e e e e e e 575
35.2 AcCeSSING the LAN IMENUS ...uvviiiiiiiiieiieeee e e s eeeiiiierer e e e e e e e e e s s ssnantenaeneneeaeeeee s 575
35.3 LAN POIt FIlter SEUP ooiieieiii ittt e e 575
35.4 TCP/IP and DHCP Ethernet Setup MENU ......ccvvvviveiiieeeeeiiis it ee e e e e e 576
35.4. 1 IP AlIRS SEIUP oiiiiiiiitit ettt ettt e e e e e e neee 579
Chapter 36
INTEINMEE ACCESS .ottt e e e et e e e e e e e e e e ere s 581
36.1 Introduction to INternet ACCESS SEIUP ....uuvririiiiiiiiaaeaiiieiiiiiiie e e e 581
36.2 Ethernet ENCapSUulation .........ccccvuuiiiiiiiiiie e r e e e e e e 581
36.3 Configuring the PPTP CHENE ......uiiiiiiiiie e 583
36.4 Configuring the PPPOE ClI@Nt .......ccooiiiiiiiiieeeeee e ee e e 583
36.5 BasiCc Setup COMPIELE .....oooiiieiieeeee e 584
Chapter 37
D Y0 =1 1 PN 585
37.1 Configuring DIMZ SEIUP .....uuuueiiiiiieiieaaee ettt e e e e e e e 585
37.2 DMZ POt FIlEr SEIUP oiieieiiiieiieiieeee e e e s ettt et e e e e e e e e s aneen e e e e e e e e e annn 585
G ARC R O o | =T~ (F o RSO RTTTP 585
e T | Yo o [ = PP 586
37.3.2 1P AlIAS SEIUP ittt e e e e e e 587
Chapter 38
ROULE SBEUD -t e e e e e e e eeeeeneaaes 589
38.1 Configuring ROULE SELUP ..cooiiiiiiiiiiie et a e e e 589
38.2 ROULE ASSESSIMENT ...coiiiiiiiie ittt ettt e e e e e e e e aee e e 589
38.3 Traffic REAINECT ....ceiiiiiiieeie e a e 590
38.4 ROULE FAIOVET .ottt e 591
Chapter 39
WITEIESS SEIUP .ttt e e e e e e aeeeeas 593
39.1 WIreleSS LAN SEIUP ..cooeiiiiiieiieiie et e e e e e e e ettt e e e e e e e e s snsantaeaneaneaaaeeeeeennn 593
39.1.1 MAC Address Filter SEUP ...cooeiiiiiiiiieiieeee e 595
K1 B O o | S T= (1 o ST 596
39.2.1 IP AAIESS .ottt a e e e e e 596
39.2.2 IP AlIAS SEIUP oiiiiiei ittt e e e s sttt e e e e e e e e e a e e e e e e e e e annene 597
Chapter 40
REMOLE NOUE SEEUP ..vvvvtiiiiiiiiiiiiiiiiiiiiiiiieeeeeeeee et ee e e e eeeeeeeeeeeeeeeeeeeeeteeeaeeeeeeees 599
40.1 Introduction to Remote NOdEe SEUP .....cceveeeiiiiiiiiiiiiieee e e e 599
40.2 REMOLE NOUE SELUP .eeiiiiiieiiii ittt e e e e e e 599

Table of Contents 25



ZyWALL 5/35/70 Series User’'s Guide

40.3 Remote Node Profile SEtUP .....uueuiiiiiiiie e 600
40.3.1 Ethernet ENCapSUIALION ........ccuviiiiiiiiiieeiiiiiie e 600
40.3.2 PPPOE ENCapsulation ...........cccooiiiiiiiiiiieces s e e ee e 602
40.3.2.1 Outgoing Authentication Protocol ............cccciiiiiiiiiiiiieieeeeeeeees 602
40.3.2.2 Nailed-Up CONNECLION ......uiiiiieiiii e 602
A0.3.2.3 MELIIC 1eeeeeiie ittt ettt e e e e e e e s et r e e e e e e e e e e e 603
40.3.3 PPTP ENcapsulation ............ccooeeiiiiiiiiieess s e e e ee e 603
A0 A EILIP oo e 604
40.5 REMOLE NOAE FilLEI ...oeiiiiiiieiii e 606
40.6 Traffic REAITECT ....uveiiiiiiiee e e e e e e e 607
Chapter 41
[P StatiC ROUTE SEIUP ..eeiiiiiiiiiiii et 609
A1.1 IP StatiC ROULE SEIUP ..eiiiiiiiiiiieiiiiiie ettt 609
Chapter 42
Network Address Translation (NAT) ... e ueeeieiieiiiiiieeiieeieeeeeeeeeeeeeeeeeeeeeeeeeeeee 611
2t L 1= o NN PSRRI 611
42.1.1 SUA (Single User Account) Versus NAT ......ovvvveiiiiiiiieieeeeeeeeeeeeeenenennnns 611
42.1.2 APPIYING NAT ettt e e 611
A2.2 NAT SEUUD .eeieiiiiiiiiie ettt ettt e et e e e et e e e sttt e e s e r b bt e e s e nnbe e e e s annnbeeeeeannnes 613
42.2.1 ADdress Mapping SetS .....ccoiiuiiiiiiiiiiiie e 614
42.2.1.1 SUA Address Mapping Set ......ccoooeveeiiiiiiiieeeeeee 614
42.2.1.2 User-Defined Address Mapping Sets ........ccocceviviiiieiiniiieeeenn 615
42.2.1.3 Ordering YOUr RUIES ........uviiiiiiiiii e 616
42.3 Configuring a Server behind NAT ... 618
42.4 General NAT EXaMPIES ....ooovveiiieiiiiie e e 621
42.4.1 INternet ACCESS ONIY ....viiiiiiiiiiie et 621
42.4.2 Example 2: Internet Access with a Default Server ..............ccccoevivvvneens 623
42.4.3 Example 3: Multiple Public IP Addresses With Inside Servers ............. 623
42.4.4 Example 4: NAT Unfriendly Application Programs ............cccccvvvvvvvnnnns 627
42.5 Trigger Port FOrWarding .........coocueeiieiiiiiiiieiiiiiie e 628
42.5.1 Two Points To Remember About Trigger POrts ..........cccceeeevveiviveeeieinnnns 628
Chapter 43
Introducing the ZyWALL Firewall .........cccoooiiiiiiiiiii e 631
43.1 USING ZYWALL SMT MENUS ...evviiiiiiiiieeiiiiiiee s sitiee e e s siiee e e s e sntieee e s s nnsreeeesanees 631
43.1.1 Activating the Firewall ... 631
Chapter 44
Filter CONFIQUIAtION .....uuiiiiiiiiiiie ettt e e ees 633
44.1 Introduction t0 FIItErS ...cooiiiiieee e 633
44.1.1 The Filter Structure of the ZyWALL ........coiiiiiiiiiiieeeeeis 634

26 Table of Contents



ZyWALL 5/35/70 Series User’'s Guide

44.2 Configuring @ Filter SEt ......oovviiiiieiee e 636
44.2.1 Configuring a Filter RUIE .......cooiiiiii e 637
44.2.2 Configuring a TCP/IP Filter RUIE ...ovvvviviiiiiiieiee e, 638
44.2.3 Configuring a Generic Filter RUlE ... 640
G B = V0 0] ] =N 1 = S 642
A4 .4 Filter TYPES AN NAT ..ottt 644
44.5 Firewall Versus Filters ..o 644
44.5.1 Packet FIltErNG: ....ooeoiiiiiieeeie e 645
44.5.1.1 When To Use Filtering .....ccoeeiiiiiiii e 645
AA.5.2 FIFEWAID ...eeeiiiieeeee ettt e e e e e e st r e e e e e e e e e e e 645
44.5.2.1 When To Use The Firewall ..........cccccviiiiiiiiiiiiiiieee s 645
A4.6 APPIYING @ FIILET oo 646
44.6.1 Applying LAN FIlLEIS .ccciiiiiieeeeeeeee e 646
44.6.2 APPIYING DMZ FiltEIS ...ooeiiiiiiiiiieeee e 646
44.6.3 Applying Remote Node FilterS ..........ovvviiiiiiiiiiiiiie e 647
Chapter 45
SNMP CONTIGUIALION i e e e e e e 649
45.1 SNMP ConfigUratiOn .......cooiiiiiiieiiiiiiee s e e e e e as 649
45.2 SNIMP TFPS .ttt e ettt e e e e e e e e e e e e e e 650
Chapter 46
System Information & DiagnOSiS .....cooeeiiiiii i 651
46.1 Introduction t0 SYStEM SLALUS ......eeviiiiiiiiiiieiiiiii e 651
6.2 SYSIEM SEALUS .oevviiiieiiiiiiie ettt e et e et s e e e e e e e e e e eaabn e e aeeenes 651
46.3 System Information and Console Port Speed ........cccccvvviiiiiiiieniiiiiiee e, 653
46.3.1 System INfOrmation ..........coooiiiiiiiiiii e 653
46.3.2 CONS0IE POt SPEEA ......oviiiiiiiiiie it 654
N R N o To = 1 g [o IR I = To = 655
46.4.1 VIEWING EITON LOQ ooiiiuiiiiieeiiiiiie ettt 655
46.4.2 SYSIOQ LOGUING .ooieieeieeieeeeeeeeeee s e e e e e 656
46.4.3 Call-Triggering Packet ... 659
T T DT Vo [ 101 1 [ SSR 659
46.5.1 WAN DHGCP oot e e e eneeaaanes 660
Chapter 47
Firmware and Configuration File Maintenance ............cccevveveeeiiiiiiieiieeiiieeieeeeee. 663
2t o (o o (0T 1o o P REPPR 663
47.2 Filename CONVENLIONS ....cooiiiiiiiiiiiiiiiie ittt e e e e e 663
47.3 Backup CONfIQUIALION ......coiiiiiiiiiiiiiiite ettt 664
47.3.1 Backup Configuration ............ooeiviiiiiiiiiiiiiiiee e 664
47.3.2 Using the FTP Command from the Command Line .............ccccoeeernnnn 665
47.3.3 Example of FTP Commands from the Command Line ......................... 666

Table of Contents 27



ZyWALL 5/35/70 Series User’'s Guide

47.3.4 GUI-based FTP CHENLS ......ceviiiiiiiiiiiiiiiiiiiee e 666
47.3.5 File Maintenance OVEr WAN .......coooiiiiiiiiiiiiieiiieee e ee e e e e 666
47.3.6 Backup Configuration Using TFTP .......uuviiiiiiiiieieieieeeeeeeeeeeeeeeeeeeeeiiiens 667
47.3.7 TETP Command EXamPle ........ooviiiiiiiiiiiiiiiiee e 667
47.3.8 GUI-based TFTP ClENLS ......ccuiiiiiiiiiiiiiiiieeee e 668
47.3.9 Backup Via ConsOle POIt .......veiiiiiiiiiiieceiiee e 668
47.4 Restore Configuration ............ooooveiiiiiiiiiiiiiii e 669
47.4.1 ReStOre USING FTP i 669
47.4.2 Restore Using FTP Session EXxample ... 671
47.4.3 Restore Via Console POrt ......ccoviiiieiiiiiiieieeee e 671
47.5 Uploading Firmware and Configuration Files ...........cccovvvviiiiiiiiiiiiiiieeeeeeeee, 672
47.5.1 Firmware File UPload .........cooiiiiiiiiiiiiieiie e 672
47.5.2 Configuration File Upload .............coovvviiiiiiiiiiiiiiiie e 673
47.5.3 FTP File Upload Command from the DOS Prompt Example ................ 674
47.5.4 FTP Session Example of Firmware File Upload ................cccoovvevivinnnns 674
A7.5.5 TFETP File UPIOA ...ccooiiiiiieeeee et 674
47.5.6 TFTP Upload Command EXample .......cccoceeeeiiiiiniiiiiieeeeeeceeceeeeeeeeeeiiiins 675
47.5.7 Uploading Via Console POIT ..........oocuiiiiiiiii e 675
47.5.8 Uploading Firmware File Via Console Port ........cccccccoeeeieieiiiiiiiiiceiiin, 675
47.5.9 Example Xmodem Firmware Upload Using HyperTerminal .................. 676
47.5.10 Uploading Configuration File Via Console Port .............ccccoovvvvvevivninnns 676
47.5.11 Example Xmodem Configuration Upload Using HyperTerminal ......... 677
Chapter 48
System Maintenance Menus 810 10 ... 679
48.1 Command Interpreter MOUE .........ccveiiiiiiiiiiee e 679
48.1.1 COMMANA SYNEAX .uvuuiiiiiiiieieeeeeeee e ettt s e s e e e e e e e aeeaeeeeeeeesreraaanas 679
48.1.2 COMMANT USAJE ..ottt 680
48.2 Call CoNtrol SUPPOIT ... 681
48.2.1 Budget ManagemMeNt .........occueiieiiiiiiiiee ettt 681
B - || I 113 (o] U 682
48.3 TIME and Date SEIHNG ....ceeiiiiriieeiiiiiite et 683
Chapter 49
Remote ManagemeEnt ... ..ot 687
49.1 RemOote Man@gQEMENT ..ottt e e e e 687
49.1.1 Remote Management Limitations .........cccceeveieieiiieeeeeieieiiieeeeeevviens 689
Chapter 50
[P POJICY ROULING ...ttt e e e e e e e e 691
50.1 IP Routing POIICY SUMMAIY ......ooiiiiiiieeeee e 691
50.2 IP ROULING POJICY SEIUP ..vveiieiiiiiiiieiiiiiee ettt 692
50.2.1 Applying Policy t0 PACKEetS ..........cccoviiiiiiieiiiiiicis i e e 694

28

Table of Contents



ZyWALL 5/35/70 Series User’'s Guide

50.3 IP Policy Routing EXamPIle ........coooviiiiiiiiiiiiiiis e 695
Chapter 51

Call SCheduling ....covviiiei . 699

51.1 Introduction to Call SCheduling .........oovviviiiii e 699
Chapter 52

TroUBIESNOOTING coevviiiiiieeeeeeee e 703

52.1 Problems Starting Up the ZYWALL .........ociiiiiiiiiiii e 703

52.2 Problems with the LAN INterface ...........oooiiiiiiiiiiiiiieeee e 703

52.3 Problems with the DMZ INterface ...........cooooiiiiiiiiiiii e 704

52.4 Problems with the WAN INterface ..........oooiiiiiiiiiiiieee e 704

52.5 Problems Accessing the ZYWALL .........uuueiiiiiiiie e 705

52.5.1 Pop-up Windows, JavaScripts and Java Permissions ............ccccccueee... 705

52.5.1.1 Internet Explorer Pop-up BIOCKErS .......ccccceeviiiiiiiiiiiiiiieiiiieeiia, 706

52.5.1.2 JAVASCIIPLS oottt 709

52.5.1.3 Java PermiSSIONS .......cooiiiiiiiiiiiiiiie it 711

B52.6 PACKEL FIOW .vviiiiiiii ittt 713

Appendix A
Product SPECITICALIONS ....uuuiiiiiiiiiiiiiiiiiiiiiieeeiee et e e e e e e e e e e e e e aaeaaeeees 715

Appendix B
HardwWare INSTallation ... ....ieeee e ettt e e e e enaees 723

Appendix C
Removing and INStalling @ FUSE ..........uuiiiiiiiiiiiiiiiiiiieieeeeieeeieeseeeseeeseeeeeeeeeeereeeees 727

Appendix D
Setting up Your Computer’'s IP AddreSS ... 729

Appendix E
IP Addresses and SUDNETHING ....uvviiiiiiiiiieeiiieeeeeeeeeeeeeeee e 745

Appendix F
COMIMION SO VI CES ittt ettt ettt et et et e e e e e e e e e e e e reeranns 753

Appendix G
NV T LT I AN AN £ 757

Appendix H
Windows 98 SE/Me Requirements for Anti-Virus Message Display................ 771

Appendix |
R VRS AU o ISP 775

Appendix J

Table of Contents 29



ZyWALL 5/35/70 Series User’'s Guide

IMPOrting CertifiCAteS ....uuuuuiiiiiiiiiiiiiiiiiiiii bbb aeeseessresssessseereeeeees 787

Appendix K
CommaNnd INTEIPIELET .. e 799

Appendix L
FIreWall COMMANTS ...oiieeiiie ettt et e et e e e et e et e e e e e e e e e eeaas 807

Appendix M
NEtBIOS FIlter COMMANGAS ..oieniee et e et et e e e e e e reeeees 813

Appendix N
CertifiCateS COMIMANTS ..ouvuiiieii ettt e et e et r et e e e e e e e e e eetareeareesneeeerreees 817

Appendix O
Brute-Force Password Guessing Protection...............eeueeeeiieiieiiiiiiieiiiiiiiieieeeeee. 821

Appendix P
BOOt COMMANTS .oeiieiiie ettt et e e e et e e e e e e e e e e eaeeeaeeeenas 823

30

Table of Contents



ZyWALL 5/35/70 Series User’'s Guide

List of Figures

Figure 1 Secure Internet Access via Cable, DSL or Wireless Modem ..............ccccevvvvvennnnns 63
Figure 2 VPN APPIICALION ......eiiiiiiiiiiiie ettt 64
Figure 3 ZYWALL 70 Front PAnel ..........uiiiiiiei i e e e e e e e e e e e e 64
Figure 4 ZyWALL 35 Front PAnel ........ocueiiiiiiiiic e 64
Figure 5 ZYWALL 5 Front PAn@l ........uuuiiiiiiiii st e e 64
Figure 6 Change PasSWOrd SCIEEN ........cuiiiiiiiiiiie ittt 68
Figure 7 Replace CertifiCate SCrEEN .....cccciiiiii it 68
Figure 8 Example Xmodem UpPIOad ............oeiiiiiiiiieiiiiiee et 69
FIGQUrE O HOME SCIEEN ....oeiiiiiiiiei e e et ettt e s e e e e e e e e e e e e e et e e e e eeeeeaeaeabnrnnnnnnnns 70
Figure 10 Web Configurator HOME Screen in Router Mode ........cceeeevviiiiiiiiiiiiiieen i, 71
Figure 11 You can use the firewall and VPN in bridge mode.Web Configurator HOME Screen
1 =T o [o = 1Y/ 0T [ S 75
Figure 12 HOME > ShOW SEAtISTICS ...vvciiivvriiieiiiiiit e s it s e e e irre e e e ssane e e e enneeas 83
Figure 13 HOME > Show Statistics > Line Chart .............oovvviiiiiiiiiiiiiii e 85
Figure 14 HOME > DHCP TabIe .....cooiiiiee et a e 86
Figure 15 HOME > VPN SEALUS ....c.vvviiieiiiiiiiie ettt e s saee e e s sntbee e e e e nnnbee e e e e nneees 87
Figure 16 Home > Bandwidth MONIOT ...........cooiiiiiiiiiiiiiie e 88
Figure 17 Wizard Setup WEICOME ......ccoooeiiiiieeeeeeee s e 90
Figure 18 ISP Parameters: Ethernet ENcapsulation ...........cccccceeiiiiiieiiniiiiee e 91
Figure 19 ISP Parameters: PPPOE ENcapsulation ..........ccccccooeoiiiiiiiiiiiieeeeeeeeeceeeeeeeeveiiiiinins 92
Figure 20 ISP Parameters: PPTP Encapsulation ...........ccccvevviiiiiiiiieiiniiicee e 94
Figure 21 Internet Access Wizard: SECONA SCIrEEN ........uvvuviiiiiiiiieeeeeeeeee e et 96
Figure 22 Internet Access Setup COMPIELE .....c.evviiiiiiiiiiee e 96
Figure 23 Internet Access Wizard: RegiStration ..............euuiiiiiiiiiiiieeeeeeeeeeeeeeeeeevevvien 97
Figure 24 Internet Access Wizard: Registration in Progress ..........cccoceevviiiieeiiniiiieee e, 98
Figure 25 Internet ACCESS Wizard: StAtUS ..........cevvuvruiiiiiiiiiiiiiiieieeeeee e e e e e e e eee e 98
Figure 26 Internet Access Wizard: Registration Failed .............ccccccoiiiiiiiiiiic e 99
Figure 27 Internet Access Wizard: Registered DeVICE .........cceeeieiiiiiiieeieeiiiiieeeeeeeiiiinn 99
Figure 28 Internet Access Wizard: Activated ServiCes ........ccccccviiiiiiiiiiiiiieiiiiiiee e 929
Figure 29 VPN Wizard: Gateway Setting ..........oovvviiiiiiiiiiiiiiiiiisi s e eeeeeeee e e e eeeeeeeeareanennnnn 100
Figure 30 VPN Wizard: NetwWork SEtting .........coooueiiioiiiiieeeiiiieee e 102
Figure 31 VPN Wizard: IKE Tunnel SEttiNg ........oovvvviiiiiiiiiiiiiiee e 103
Figure 32 VPN Wizard: IPSEC SENG ....ocuvviiiiiiiiiie ettt 105
Figure 33 VPN Wizard: VPN SEAtUS .......cccooiiiiiiiiiiiiis s e e e e e e e eee e 107
Figure 34 VPN Wizard Setup COMPIELE ......cooiiiiiiiieiiiiiiiie e 109
Figure 35 IDP for From VPN TraffiC ........ccoooiiiiiiiee e 112
Figure 36 IDP Configuration for Traffic From VPN ..o 112
Figure 37 IDP for To VPN TraffiC .....ccceiiiiiei s 113

List of Figures 31



ZyWALL 5/35/70 Series User’'s Guide

Figure 38 IDP Configuration for To VPN TraffiC ..........ccccoiiiiiiiiiiiiieee 114
Figure 39 Firewall RUIE fOr VPN .....uiiiiiiiiie et 115
Figure 40 SECURITY > VPN > VPN RUIES (IKE) ..iiiiiiiiiiiiiiiiee e 115
Figure 41 SECURITY > VPN > VPN Rules (IKE)> Add Gateway Policy —.........cccccvvunnnnen. 116
Figure 42 SECURITY > VPN > VPN Rules (IKE): With Gateway Policy Example ............ 117
Figure 43 SECURITY > VPN > VPN Rules (IKE)> Add Network Policy .......cccccccevviiinenen, 118
Figure 44 SECURITY > FIREWALL > RUIE SUMMAIY ....cooviiiiiiieiiiieniiie e 119
Figure 45 SECURITY > FIREWALL > Rule Summary > Edit: Allow ......ccccceiviiiiiieniiiinen, 120
Figure 46 SECURITY > FIREWALL > Rule Summary: AllOW .......ccccooivieiiiieiiiieiieeenieene 121
Figure 47 SECURITY > FIREWALL > Default Rule: Block From VPN To LAN ................... 121
Figure 48 REGISTRATION ....iiiiiiiiiiiiie ittt et e st e eanee e 124
Figure 49 REGISTRATION: RegiStered DEVICE ........occuveiiiiiiiiiiie et 126
Figure 50 REGISTRATION > SEIVICE ....cuvvieiiieeiiiiiieiiie ittt ettt 126
Figure 51 LAN @nd WAN .ottt 129
Figure 52 NETWORK > LAN ..ottt ettt e e e e nnnee e 133
Figure 53 NETWORK > LAN > StatiC DHCP ......cooiiiiiiiiiiiiiiiicciiee e 136
Figure 54 Physical Network & Partitioned Logical Networks ..........ccccceeeiiiiiiiiiiiieeieiiiiinns 137
Figure 55 NETWORK > LAN > [P AlIGS ...coiiiiiiiiiieiiiiiee et 138
Figure 56 NETWORK > LAN > POrt ROIES .......coovviiiiiiiiiiiie st 140
Figure 57 Port Roles Change COMPIELE .......coiuiiiiiiiiiiiiie e 140
Figure 58 Bridge Loop: Bridge Connected to Wired LAN ......cccooiiiiiiiiiiiiiiieeeeeiiie 141
Figure 59 NETWORK > BIIOQE .....vviiiiiiiiiiiiieiiiiit ettt 144
Figure 60 NETWORK > Bridge > POrt ROIES ......oovvviiiiiiiiiiii i 146
Figure 61 Port Roles Change COMPIELE .......coiuiiiiiiiiiiiiie et 146
Figure 62 Least Load FirSt EXamMPIE .....cccoooiiiiiiiees st 149
Figure 63 Weighted Round Robin Algorithm EXample .........cccccciiiiiniieee e, 150
Figure 64 Spillover Algorithm EXample ........coooviiiiiiiiieie e 151
Figure 65 NETWORK > WAN (GENETAI) ..oieciiiiiiee et eitte ettt nnanae s 152
Figure 66 Load Balancing: Least Load First ... 155
Figure 67 Load Balancing: Weighted Round RODIN ...........cccoiiiiiiiiiiiiece 156
Figure 68 Load Balancing: SPIIOVET ........uuiiieiii i a e e e 157
Figure 69 NETWORK > WAN (ROULE) ...uvviiiieiiiiiiiee ettt itrea e e e e 158
Figure 70 NETWORK > WAN > WAN (Ethernet Encapsulation) —...........cccccoiiiiiiiiiiiiininnns 161
Figure 71 NETWORK > WAN > WAN (PPPOE Encapsulation) .........cccccccoverniiinienininnnn. 164
Figure 72 NETWORK > WAN > WAN (PPTP Encapsulation) .........ccccccceeeieeeeiiiiiiiiiniiiiiinnns 167
Figure 73 Traffic RedireCt WAN SELUD .....vvviiiiiiiiiiiee et 170
Figure 74 Traffic RedireCt LAN SELUD ...ccooiiiiii s 170
Figure 75 NETWORK > WAN > Traffic RedIireCt ...........oveiiiiiiiiiiiiiieece 171
Figure 76 NETWORK > WAN > Dial BaCKUP  ...ovvviiiiiiiiieeciiee e 172
Figure 77 NETWORK > WAN > Dial Backup > Edit .........cccooiiiiiiiiiiiiecc e 176
Figure 78 NETWORK > DMZ .....oiiiiiiiieiiiee ittt ettt 180
Figure 79 NETWORK > DMZ > Static DHCP  ...cooiiiiiiiiiiiieec e 183
Figure 80 NETWORK > DMZ > [P AlIQS  ..eviiiiiiiiiiiiieiiiee ittt 184

32

List of Figures



ZyWALL 5/35/70 Series User’'s Guide

Figure 81 DMZ Public Address EXamPpPle .........oovvvviiiiiiiiiiiiciis e 186
Figure 82 DMZ Private and Public Address EXample ........cccocoiiiiiiiiiiniiiiiiiece s 187
Figure 83 NETWORK > DMZ > POt ROIES ...coovviiiiiiieiiiiiie et 188
Figure 84 NETWORK > WLAN oottt e e e e e e e e e et aeeeeaaaeaeseeannn 190
Figure 85 NETWORK > WLAN > Static DHCP .....coociiiiiiieciieeee e 193
Figure 86 NETWORK > WLAN > [P AlIGS ...cooiiiiiiiiiiiiiiie et 194
Figure 87 WLAN Port Role EXamPIe .....cooooiiiiie e 196
Figure 88 NETWORK > WLAN > POrt ROIES .....oiiiiiiiiiiiiciiiee e 196
Figure 89 NETWORK > WLAN > Port Roles: Change Complete .........ccccoeeeeeiiiiiiiivieeiiinnns 197
Figure 90 ZyWALL Wireless Security LEVEIS .........oviiiiiiiiiii e 198
Figure 91 EAP AUNENTICAtION .....ccieiiii e e e e e e e e e e e e e e e e e e eeaneanannns 201
Figure 92 WPA-PSK AUtNENLICALION ......oiuiiiiiieiiiiiiee et 204
Figure 93 WPA with RADIUS Application EXample .........ccccocieiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeiiins 205
Figure 94 NETWORK > WIRELESS CARD: NO SECUNMLY ....cvvvveeiiiiiiieeiiiiiiee e 206
Figure 95 NETWORK > WIRELESS CARD: Static WEP ........ccccoiiiiiiiiieiiecec e 208
Figure 96 NETWORK > WIRELESS CARD: WPA-PSK ..ottt e e 209
Figure 97 NETWORK > WIRELESS CARD: WPA ...ttt 210
Figure 98 NETWORK > WIRELESS CARD: 802.1x + Dynamic WEP ...........c.cccccveeiinnnnen. 211
Figure 99 NETWORK > WIRELESS CARD: 802.1x + Static WEP ..........cccccceiviiiiiniiiiennn, 213
Figure 100 NETWORK > WIRELESS CARD: 802.1X + NOWEP ......cccvviiiiiiiiiiiieeeeeeeiiens 214
Figure 101 NETWORK > WIRELESS CARD: No Access 802.1x + Static WEP ................. 216
Figure 102 NETWORK > WIRELESS CARD: MAC Address Filter .........ccooocviiiiieiiniiiinnn, 217
Figure 103 Default Firewall ACHON .......uiiiiiieii s e e e e e e e e e e e 219
Figure 104 SECURITY > FIREWALL > Default Rule (Router Mode) ........ccccoecuvveveeinninnnnen, 220
Figure 105 Default Block Traffic From WANL to DMZ Example  ......ccoooeiiiiiiiiiiiiiieeeeies 221
Figure 106 From LAN to VPN EXamMPIe ...oooiiiiiii e 223
Figure 107 Block DMZ to VPN Traffic by Default Example  ......ccccoooiiiiiiiiiiieeees 223
Figure 108 From VPN to LAN EXamMPIE ....oooiiiiiii e 224
Figure 109 Block VPN to LAN Traffic by Default Example — ..........iiiiiiiieiieeeeieeeeeees 225
Figure 110 From VPN to VPN EXaMPIE  ...oooiiiiiiiiiie et 226
Figure 111 Block VPN to VPN Traffic by Default Example — ......ccccooiieiiiiiiiiiees 226
Figure 112 Blocking All LAN to WAN IRC Traffic Example .......cccoooiiiiiiiiiiiien 227
Figure 113 Limited LAN to WAN IRC Traffic Example ............ooviiiiiiiiiiiiiieeeeeeeeeeeeeeeiiies 228
Figure 114 Using IP Alias to Solve the Triangle Route Problem ..........cccccccviiiiiiiiiiniinnn, 230
Figure 115 SECURITY > FIREWALL > Default Rule (Router Mode) ............cccoeevvviivieninnnnns 230
Figure 116 Use this screen to configure general firewall settings when the ZyWALL is set to
bridge mode. SECURITY > FIREWALL > Default Rule (Bridge Mode) ................. 232
Figure 117 SECURITY > FIREWALL > Rule SUMMATY .......cooiiiiiiiiieiiiie e 234
Figure 118 SECURITY > FIREWALL > Rule Summary > Edit .......cccccoviiiiiiiiiiiiiie i, 236
Figure 119 SECURITY > FIREWALL > Anti-Probing .......cccccoeeiiiiiiiiien 238
Figure 120 Three-Way HandShake ... 239
Figure 121 SECURITY > FIREWALL > Threshold ..o 240
Figure 122 SECURITY > FIREWALL > SEIVICE .....ccuuviiiiiiiiiiiie et 243

List of Figures 33



ZyWALL 5/35/70 Series User’'s Guide

Figure 123 Firewall Edit CUSIOM SEIVICE .....ccciviiiiiiiiiiiiiieie et e e 244
Figure 124 My Service Firewall Rule Example: Service .......ccccooiiiiiiiiiiiiiiiiiee e 245
Figure 125 My Service Firewall Rule Example: Edit Custom Service ...........cccccvvvvvivennnnnns 246
Figure 126 My Service Firewall Rule Example: Rule SUMMary ........ccccoocvvveeiiiiiinieniniinenn, 246
Figure 127 My Service Firewall Rule Example: Rule Edit .........ccccoeieiiiiiiiiiieeiiie 247
Figure 128 My Service Firewall Rule Example: Rule Configuration ............ccccoeuvvvieriiinnnn, 248
Figure 129 My Service Firewall Rule Example: Rule SUmMmary ..........ccccoceeeeviiiiiiiiiivieiinnnnns 249
Figure 130 Network INtrUSIONS  ....o..iiiiiieiiie it 251
Figure 131 Applying IDP t0 INtErfaCes .......cooviiiiiiiiiiee e 255
Figure 132 SECURITY > IDP > GENETA ...cccoiuiiiiieiiiiiie et 256
Figure 133 SECURITY > IDP > Signatures: Attack TYPES .......ocuvvvivviiiiiiiiiieee e 258
Figure 134 SECURITY > IDP > Signature: ACHIONS ........cccueiiiiiiiiiiieeiiiiiie e 260
Figure 135 SECURITY > IDP > Signature: Group VIEW .........cceuvuriuiiiiiiiiiieieeeeeeeseseereennnnnnns 261
Figure 136 SECURITY > IDP > Signature: QUENY VIEW ........cccoiiiiuriiieiiiiiiieeeniiiieeeesniiieeens 263
Figure 137 SECURITY > IDP > Signature: Query by Partial Name ...............ccccevvvvviveinnnnns 265
Figure 138 SECURITY > IDP > Signature: Query by Complete ID ........cccvvveviiiiiiieriiiinnnn, 266
Figure 139 Signature Query by AttDULE. .......ccooeeii i 267
Figure 140 SECURITY > IDP > UPAALE ....cocoiiiiiiiiiiiiiiiiee et 268
Figure 141 SECURITY > IDP > Backup & RESIOre ........ccoovviveviiiiiiiiiee e 270
Figure 142 ZyWALL ANti-Virus EXample oo 273
Figure 143 SECURITY > ANTI-VIRUS > General .......cccccoiiiiiiiiieiiec e 275
Figure 144 SECURITY > ANTI-VIRUS > Signature: QUery VIEW .........cccceeeviiiiineeernnininens 277
Figure 145 Query Example Search Criteria .............uuuuvuiiiiiiiiiiiiie e eeeeeeee e 279
Figure 146 Query Example Search RESUILS .......c..eeviiiiiiiiiiiiiic e 280
Figure 147 SECURITY > ANTI-VIRUS > UPdate ........ccoeeiiiiiiiieiiiiiieee i 282
Figure 148 SECURITY > ANTI-VIRUS > Backup and Restore ..........ccccccvvveviiieiiiicniees 283
Figure 149 Anti-spam External Database EXxample ..........oovviiiiiiiiiiii e 287
Figure 150 SECURITY > ANTI-SPAM > GENEral .......ccooiiiiiiiiiiiiiiiiieeiieieeee e 290
Figure 151 SECURITY > ANTI-SPAM > EXternal DB ........ccoccoveiiiiiiiiec e 292
Figure 152 SECURITY > ANTI-SPAM > LISES ...cciiiiiiiiiiiiiiiieie e e 295
Figure 153 SECURITY > ANTI-SPAM > Lists > Edit ....ccoviiiiiieiiiiiiieeeiiicce e 297
Figure 154 SECURITY > CONTENT FILTER > General ......cccccccoevviiiiiiiiiiiiiiiiiecee e 300
Figure 155 Content Filtering LOOKUP ProCeAUIe .........ccooiiiiiiiiiiieeiieiis e e e 302
Figure 156 SECURITY > CONTENT FILTER > Categori€s ........ccvvveeiiiiiiiieiiiiiieeee i 304
Figure 157 SECURITY > CONTENT FILTER > Customization .........cccccocvveinieeeniiiieniinene 310
Figure 158 SECURITY > CONTENT FILTER > CacChe ......cccvvviiiiiiiiiiiiiiiiiiieecee e 313
Figure 159 myZyXEL.COM: LOGIN ...uuuuiiiiiiiie i e e e e e e e cee et s e s e e e e e e e e e e e aeeeeeaeaenenennes 316
Figure 160 myZyXEL.COM: WEICOIME .......ooiiiiiiiiiie ittt 316
Figure 161 myZyXEL.com: Service Management .........ccooviiivviiiiiiuiiiiiiiiisieie e e e e eeeeeeeeeeennnnnns 317
Figure 162 BlUE COat: LOGIN ..ooiiiiiiiiiiiiiiiee ettt 317
Figure 163 Content Filtering Reports Main SCreeN ...........vuvvvuviiiiiiiiiieieieeeeeeeeeeeee e 318
Figure 164 Blue Coat: REPOIt HOME .....oueiiiiiiiiie e 318
Figure 165 Global Report Screen EXample .........ooovviviiiiiiiiiiiiii e 319

34

List of Figures



ZyWALL 5/35/70 Series User’'s Guide

Figure 166 Requested URLS EXAMPIE ......ccoiiiiiiiii i ee e 320
Figure 167 Web Page ReVieW ProCeSS SCIEEN ......c..uviiiiiiiiiiieeiiiieee e 321
Figure 168 VPN: EXAQMPIE ......ovuiiiiiiiiiiiieie i et ettt s s e s e e e e e e e e e e e e e aeeeaaarseernenne 323
Figure 169 VPN: IKE SA and IPSEC SA ..ottt 324
Figure 170 Gateway and Network POIICIES .........oviiviiiiiiccc e 325
Figure 171 IPSec FieldS SUMMAIY ..ot 325
Figure 172 SECURITY > VPN > VPN RuUles (IKE) ....oooiiiiiiiiieiee e 326
Figure 173 IKE SA: Main Negotiation Mode, Steps 1 - 2: IKE SA Proposal ...........cccccuuee.. 327
Figure 174 IKE SA: Main Negotiation Mode, Steps 3 - 4: DH Key Exchange ..................... 328
Figure 175 IKE SA: Main Negotiation Mode, Steps 5 - 6: Authentication ...............ccocuveeee. 328
Figure 176 VPN/NAT EXAMPIE ...ovuriiiiiii ittt e e e e e e e e e e e e e eae e anne e 331
Figure 177 IPSec High AVAIIADIlILY .........cccueiiiiiiiie e 333
Figure 178 SECURITY > VPN > VPN Rules (IKE) > Edit Gateway Policy .........cccccocvene 335
Figure 179 VPN: Transport and Tunnel Mode Encapsulation ............cccoocvvvvieriiiieieeiniinnn. 341
Figure 180 SECURITY > VPN > VPN Rules (IKE) > Edit Network Policy ...........cccccvcuveenne 343
Figure 181 SECURITY > VPN > VPN Rules (IKE) > Move Network Policy ..........cccccuuee.. 347
Figure 182 SECURITY > VPN > VPN Rules (Manual) .......cccooeeiiiiiiiiiiiiieeneee e 349
Figure 183 SECURITY > VPN > VPN Rules (Manual) > Edit .........cccccooviiiiieiiiiiiiieniiee. 350
Figure 184 SECURITY > VPN > SA MONItOI  ...viiiiiiiieiiiee et 353
Figure 185 SECURITY > VPN > Global Setting .......ccccveveiiiiiiiieiiiiieee e 354
Figure 186 Telecommuters Sharing One VPN Rule Example ........ccccccccoeeiiiiiiiiiiiiiiieiiiiiinn, 356
Figure 187 Telecommuters Using Unique VPN Rules Example .........cccccccviiiiiiiiiinniinnen. 357
Figure 188 VPN for Remote Management EXample ........cccccoeiiiiiiiiieieeeeiiiiececeeeeeevinn 358
Figure 189 VPN TOPOIOGIES ...cieiiuiiiiiieiiiiiiee ettt ettt e e eas 359
Figure 190 Hub-and-spoke VPN EXamPIe .........cccoooiiiiiiiiiieeeiiee e e 360
Figure 191 Certificates 0n YOUr COMPULET .....cciiuriiieiiiiiiee ettt e et 364
Figure 192 Certificate DetailS .......ccccoiiiiiiiie i 365
Figure 193 Certificate Configuration OVEIVIEW ...........ceieiiiiiiiieiiiiiiiee e 365
Figure 194 SECURITY > CERTIFICATES > My CertificateS ........cccocovviriiiiiiiieeiiiiciiieene 366
Figure 195 SECURITY > CERTIFICATES > My Certificates > DetailS ...........cccccocovrennnenne 368
Figure 196 SECURITY > CERTIFICATES > My Certificates > EXpPOrt ..........ccccceeevvvvvvinnnnnns 371
Figure 197 SECURITY > CERTIFICATES > My Certificates > Import ............cccvvvveevinnnnn. 373
Figure 198 SECURITY > CERTIFICATES > My Certificates > Import: PKCS#12 .............. 373
Figure 199 SECURITY > CERTIFICATES > My Certificates > Create ...........ccccccevverinnenne 374
Figure 200 SECURITY > CERTIFICATES > Trusted CAS .....ccoviiiieiiieeiiiee e 377
Figure 201 SECURITY > CERTIFICATES > Trusted CAs > DetailS ......ccccccccvveeeeeiiiiiiiinns 379
Figure 202 SECURITY > CERTIFICATES > Trusted CAS > IMPOIt ......ccoocvveiiieeiiiiieiieene 382
Figure 203 SECURITY > CERTIFICATES > Trusted Remote HOStS ........cccccovviiiviiiiininnen. 383
Figure 204 SECURITY > CERTIFICATES > Trusted Remote Hosts > Import .................... 384
Figure 205 SECURITY > CERTIFICATES > Trusted Remote Hosts > Details ................... 386
Figure 206 SECURITY > CERTIFICATES > DireCtOry SEIVErS .....ccccceeveieeeeeeeeeieieieeeieeininnns 388
Figure 207 SECURITY > CERTIFICATES > Directory Server > Add ..........ccoevvvveerinnnnnnn. 389
Figure 208 SECURITY > AUTH SERVER > Local User Database ..................cccevvvvivennnnns 392

List of Figures 35



ZyWALL 5/35/70 Series User’'s Guide

Figure 209 SECURITY > AUTH SERVER > RADIUS ......cciiiiiiiiieee e 393
Figure 210 HOW NAT WOTKS ....coiiiiiiiiiie ittt 396
Figure 211 NAT Application With [P AlIaS .........ccooiiiiiiiieicce e 397
Figure 212 Port Restricted Cone NAT EXaMPIE ......oooiiiiiiiiiiiiiiee e 398
Figure 213 ADVANCED > NAT > NAT OVEIVIEW ...ccoivviiiiiiiieiiieesitieeesiie e e e e e e e 400
Figure 214 ADVANCED > NAT > Address Mapping ........cocouueeeeeiiiiiieeiiiiiee e e 402
Figure 215 ADVANCED > NAT > Address Mapping > Edit ...........cccoeeeeeiiiiiiinicee, 403
Figure 216 Multiple Servers Behind NAT EXampPle ... 406
Figure 217 Port Translation EXamPIe ........ccoeiiiiiiii e e e e e e e 407
Figure 218 ADVANCED > NAT > Port FOrWarding ........cccoooueeiieiiiieieeiiieeee e 408
Figure 219 Trigger Port Forwarding Process: EXample ........cccccceeiiiiiiiiiiiieeeeieccieeeeeeeiiinens 409
Figure 220 ADVANCED > NAT > POIt THOQEMNNG .eeveeiiiiiieeiiiiiiie ettt 410
Figure 221 Example of Static Routing TOPOIOQY ........uvveimeiiiiiiiiiieieeeeeeeeeeeeeeeeeeee 413
Figure 222 ADVANCED > STATIC ROUTE > IP Static ROULE ......c.eevvevviiiiiiieiiiiieee e, 414
Figure 223 ADVANCED > STATIC ROUTE > IP Static Route > Edit .......c...ccccceeevivieiiinenn. 415
Figure 224 ADVANCED > POLICY ROUTE > Policy Route SUMMaArY .......ccccccceeeeeiiiiiinnnns 418
Figure 225 Edit IP POICY ROULE ....uuuiiiiiie i e e e e e e e e e e e e eeee e 420
Figure 226 Subnet-based Bandwidth Management Example ...........cccoooiiiieiiiiiiiieniiinenn, 424
Figure 227 ADVANCED > BW MGMT > SUMMAIY .....cooiiiiieiiiieiiiie i sieee e 430
Figure 228 ADVANCED > BW MGMT > ClaSS SELUP .....coouvvrrieeiiiiiiieeiiiiiie e 432
Figure 229 ADVANCED > BW MGMT > Class Setup > Add Sub-Class ...........cccccevvvvivnnnne 434
Figure 230 ADVANCED > BW MGMT > Class Setup > StatiStiCS .........ccccvverriiviereerniiiinnn, 437
Figure 231 ADVANCED > BW MGMT > MORNITOT  ...cciviiiiiiieiiiie it 438
Figure 232 Private DNS Server EXamPIE ........cooouiiiiiiiiiicieeee e 441
Figure 233 ADVANCED > DNS > System DNS ...t 441
Figure 234 ADVANCED > DNS > Add (Address Record) ........ccccoviuveeieiiiiiiiee e 443
Figure 235 ADVANCED > DNS > Insert (Name Server Record) .........cccceeeeieiiiiiiiiivieeininnns 444
Figure 236 ADVANCED > DNS > CAChE ....coiiiiiiiiiiiiiiiiee et 445
Figure 237 ADVANCED > DNS > DHCP ..oooiiiiiiiiic ettt 447
Figure 238 ADVANCED > DNS > DDNS ....coiiiiiiiii ettt 449
Figure 239 HTTPS IMPIemMentation ............ooovriiiiiiiiiiiiiieis s e e e e e e e e e e ee e 453
Figure 240 ADVANCED > REMOTE MGMT > WWW ... 454
Figure 241 Security Alert Dialog Box (Internet EXPIOrer) ......ccceeeeeviieiiiiiieiiiieieeeeeeeeeiiies 455
Figure 242 Security Certificate 1 (NELSCAPE) ...vevviiiiiiiiiieiiiiiiie et 456
Figure 243 Security Certificate 2 (NEtSCAPE) ......cceeeiieeiiieeeeeeeirr e e e e e e e e 456
Figure 244 Example: Lock Denoting a Secure CONNECHION .........ccuveeiiiiiiiieeeiiiiiieee i 458
Figure 245 Replace CertifiCALe ........uuuuriiiiiiieie e e e e e e e e e e e e e e ee e 458
Figure 246 Device-Specific CertifiCate ..........coiiiiiiiiiiiiiiicii s 459
Figure 247 Common ZyWALL CertifiCate .........coooeiiiiiiiiiieeeesie e 459
Figure 248 SSH Communication EXample ... 460
FIgure 249 HOW SSH WOTKS ....uuiiiiiiiii it s e e e e e e e e e e e e e e e e e eaeaeaeeennnnnnnnas 460
Figure 250 ADVANCED > REMOTE MGMT > SSH ...iiiiiiiiiiiic e 462
Figure 251 SSH Example 1: Store HOSt KEY .......cvvviiiiiiiiiiiii i 463

36

List of Figures



ZyWALL 5/35/70 Series User’'s Guide

Figure 252 SSH EXamPle 2: TESt ..uuiiiiiiii i e e e e e 463
Figure 253 SSH EXample 2: LOG QN .oooiiiiiiiieeiiiiee et 464
Figure 254 Secure FTP: Firmware Upload EXample .........ccccoeeiiiiiiiiiiiieceeeeeeeeeiie 465
Figure 255 Telnet Configuration on a TCP/IP NEtWOIK ........cuevviiiiiiiiieiiiiiiee e 465
Figure 256 ADVANCED > REMOTE MGMT > TeINEt ....ccvoeeiiiiiiiiiee e 466
Figure 257 ADVANCED > REMOTE MGMT > FTP ..ooiiiiiiiiiiie e 467
Figure 258 SNMP Management MOUEl .........ccooiiiiiiiiiiiiiiie e 468
Figure 259 ADVANCED > REMOTE MGMT > SNMP ....ooiiiiiiiiiiiie e 470
Figure 260 ADVANCED > REMOTE MGMT > DNS .....ooiiiiiiiiiciciee e 471
Figure 261 ADVANCED > REMOTE MGMT > CNM ....cooiiiiiiiiiiiee e 472
Figure 262 ADVANCED > UPNP ..ottt ettt 476
Figure 263 ADVANCED > UPNP > POIS ...ccoiiiiiiieiiiiiit et 477
Figure 264 H.323 ALG EXAMPIE ...oviieiiiiiiie e e e e e e e e e e e e e e eeeaenananans 487
Figure 265 H.323 with Multiple WAN 1P AdAreSSeS .......uiiiiiiiiiiieiiiiiee e 487
Figure 266 H.323 Calls from the WAN with Multiple Outgoing Calls ..............ceeveiiivivennnnns 488
Figure 267 SIP ALG EXAQMPIE ..ot 489
Figure 268 ADVANCED > ALG ....oiiiiiiiiiiie ittt 490
Figure 269 REPORTS > SYSTEM REPORTS ....ooiiiiiiiiiiiee e 492
Figure 270 REPORTS > SYSTEM REPORTS: Web Site Hits Example ..........cccccocovvevinene 493
Figure 271 REPORTS > SYSTEM REPORTS: Host IP Address Example ............c.ccee... 494
Figure 272 REPORTS > SYSTEM REPORTS: Protocol/Port Example ...........cccevvvvvvvvninns 495
Figure 273 REPORTS > THREAT REPORTS > IDP  ...ciiiiiiiiiiiiiiie e 496
Figure 274 REPORTS > THREAT REPORTS > IDP > SOUICE  ....cooviviiiiiiiieiiiee it 498
Figure 275 REPORTS > THREAT REPORTS > IDP > Destination ...........cccccceevcvviinnnenne 498
Figure 276 REPORTS > THREAT REPORTS > Anti-VirUS  ...coooiiiieeiiiiieeee e 498
Figure 277 REPORTS > THREAT REPORTS > Anti-Virus > SOUICe ..........ccoceevevviennnenne 499
Figure 278 REPORTS > THREAT REPORTS > Anti-Virus > Destination .............cccc...... 500
Figure 279 REPORTS > THREAT REPORTS > Anti-Spam  ......ccccceiiiiiiiiieiiiiieee e 500
Figure 280 REPORTS > THREAT REPORTS > Anti-Spam > SOUICE ........cccovveriviveeriineenns 502
Figure 281 REPORTS > THREAT REPORTS > Anti-Spam > Score Distribution .............. 502
Figure 282 LOGS > VIEW LOQ  ouvieiiiiiiie ittt s e s e e e e e e e e e e e e e e aeeaaenananennns 503
Figure 283 myZyXEL.com: DOWNIOAd CENLET ........ccciiiiiiiieiiiiiie et 505
Figure 284 myZyXEL.com: Certificate Download ..............ccooovvviiiiiiiiiiiii e 506
Figure 285 LOGS > LOQ SEIINGS ...vvtiiiiiiiiiieeiiiiiie ettt e e 507
Figure 286 MAINTENANCE > General SEtUP .......coooeiiiiiiieeeeeiie e eeee e 532
Figure 287 MAINTENANCE > PASSWOIT ......cooiiuiiiiiiiiiiie ettt 533
Figure 288 MAINTENANCE > Time and DAt .............uuvuiiiiiiiiiiiiiieeeeeeeeeceeeeeeeeeveevn 534
Figure 289 Synchronization iN PrOCESS ........ciiiiiiiiiiiiiiiiiee et 536
Figure 290 Synchronization is SUCCESSTUl .........oovviiiiiiiic e 537
Figure 291 Synchronization Fail ............ooiiviiiiiiii e 537
Figure 292 MAINTENANCE > Device Mode (Router MOde) .......cccceeveveieeeeiiiiiiiiiieeieeiiiiiinens 539
Figure 293 You can use the firewall and VPN in bridge mode.MAINTENANCE > Device Mode

(ST e o TCI1Y, oo 1= ) I PPUEPRRRR 541

List of Figures 37



ZyWALL 5/35/70 Series User’'s Guide

Figure 294 MAINTENANCE > Firmware Upload ..o 542
Figure 295 Firmware Upload [N PrOCESS ........coiiiiiiiiiiiiiie ettt 543
Figure 296 Network Temporarily DISCONNECted ...........ouvuiiiiiiiiiieii e 543
Figure 297 Firmware UPload EITOr ...........euiiiiiiiiiie et 543
Figure 298 MAINTENANCE > Backup and ReStOre ........cccceeveiiiiiiiiiiiieiieiieeeeeeeeeinn 544
Figure 299 Configuration Upload SUCCESSTUl .........cooiiiiiiiiiiiii e 545
Figure 300 Network Temporarily DISCONNECted ...........ouviiiiiiiiiiieiee e 545
Figure 301 Configuration Upload EITOr ..........ccoiuiiiieiiiiiiieeiiiiiee et 546
Figure 302 Reset Warning MESSAQJE .......ccocvviiiiieiieiiiiiiiiiiss s s s s e e e e e e e e e e e e aeeeeeeeeeaeaesennannnnnns 546
Figure 303 MAINTENANCE > RESIAIM .....uviiiiiiiiiiie ettt 547
FIgure 304 INItIAl SCIEEN .....evvviiiieeee et e e e e e e e e e e e e e e e e aaeeaeerneann 550
Figure 305 PaSSWOIT SCIEEN  ....ccciiiiiiiiiiiieeit ettt ettt e e e e e 550
Figure 306 Main Menu (ROULEr MOAE) .......ccoiiiiiiieiiieecie e 552
Figure 307 Main Menu (Bridge MOOE) .......coiiuuiiiiiiiiiiiiee et 552
Figure 308 Menu 23: System PasSWOI ..........ccooiiiiiiiiiiiiiiiiiiiises e e e e e e e e e ae e e eeeeaeeeaaeanannn 556
Figure 309 Menu 1: General Setup (Router MOAE) .........ccoiiuiiiiieiiiiiiiieniiieee e 557
Figure 310 Menu 1: General Setup (Bridge MOdE) ........uuvuviiiiiiiiiiiie e 558
Figure 311 Menu 1.1: Configure Dynamic DNS ..........ccooiiiiiiiiiiiiii e 559
Figure 312 Menu 1.1.1: DDNS HOSt SUMMAIY ....cvvvuiiiiiiiiiiiiieieseeeeeeeeeeeeeeeeeeeeeeeeaeannnnnnnnnnn 560
Figure 313 Menu 1.1.1: DDNS Edit HOSE ......coiiiiiiiiiiiiiiiec e 561
Figure 314 MAC Address Cloning in WAN SEtUD ......ovvvviiiiiiiiiiiiii e ee e ee e ee e 563
Figure 315 Menu 2: Dial BACKUP SEIUDP  ..evviiiiiiiiiiieeiiiiee e 565
Figure 316 Menu 2.1: Advanced WAN SetUD ......coovviiiiiiiiiiiiiiiiiiieie e e e e e e e e e e e e e e eeeeanennennnne 566
Figure 317 Menu 11.3: Remote Node Profile (Backup ISP) .......cccovvviiiiiiiiiiiiiiee i, 568
Figure 318 Menu 11.3.1: Remote Node PPP OPLiONS .......ccvviiiiiiiiiieieieeeeeeeceeeeeeeeeeeeiiiains 570
Figure 319 Menu 11.3.2: Remote Node Network Layer Options .........ccccceveeviiiieeeeriiiinnnn 571
Figure 320 Menu 11.3.3: Remote NOUAE SCIiPt .....oovvviiiiiiiiiiiiiiiieis e e e e e e 573
Figure 321 Menu 11.3.4: Remote NOde Filter ... 574
Figure 322 MenU 3: LAN SEEUP ...ioiieeiiiiiiieieeeee st e e e e e e e e e e e e e e e e e e e e e aennnn s 575
Figure 323 Menu 3.1: LAN Port Filter SEtUP ....c.uveviiiiiiiiiieee e 576
Figure 324 Menu 3: TCP/IP and DHCP SEtUD ....ovvvviiiiiiiiie i 576
Figure 325 Menu 3.2: TCP/IP and DHCP Ethernet Setup .......ccccoviviviiiiiiiieeiiieiee e 577
Figure 326 Menu 3.2.1: 1P AlIaS SELUP ...ieeeiiiiiiiieeeieeir st e e e e e e e e e e e e e e e ee e 579
Figure 327 Menu 4: Internet Access Setup (Ethernet) .........cccccoviiiiiiiiie i, 581
Figure 328 Internet Access Setup (PPTP) .o 583
Figure 329 Internet Access Setup (PPPOE) .....ccuuiiiiiiiiiiiie e 584
Figure 330 MeNU 5: DMZ SEIUP ...uuuiiiiiiii ettt e s e e e e e e e e e e e e e e e e e eeeeae e annennnnn s 585
Figure 331 Menu 5.1: DMZ Port Filter SEIUP .....uvviiiiiiiiiieiiiiiieee e 585
Figure 332 MeNU 5: DMZ SEIUD ..vuuuiiiiiie et s s s e e e e e e e e e e e e e e e e e eeeaaaeeeaenennnannas 586
Figure 333 Menu 5.2: TCP/IP and DHCP Ethernet Setup ........cccccceeviiiiiiiiiiiiccseeeeie 586
Figure 334 Menu 5.2.1: 1P AlIaS SELUP ...oeeeiiiiiieiiieieee st e e e e e e e e e e e e ee e 587
Figure 335 MenU 6: ROULE SELUD ....eeviiiiiiiiiiieiiiiie ettt 589
Figure 336 Menu 6.1: ROULE ASSESSIMENT ........cevviviiiiiiiiiiiiie s s e e e e e e e e e e e e e e e e e eeeeeeeaeeeenne e 589

38

List of Figures



ZyWALL 5/35/70 Series User’'s Guide

Figure 337 Menu 6.2: Traffic REAIFECE .........covviiiiiiee e 590
Figure 338 Menu 6.3: ROULE FAIIOVET .........uviiiiiiiiiic e 591
Figure 339 Menu 7.1: WIreleSS SEIUP .....ccceeiiiiiiieeeiee st e e 593
Figure 340 Menu 7.1.1: WLAN MAC Address Filter ... 595
Figure 341 Menu 7: WLAN SEIUP ...coooiiiiiiiiieeeeeee s s e e e e e e e e e e e e e e e e e anaanean s 596
Figure 342 Menu 7.2: TCP/IP and DHCP Ethernet Setup .......ccccovviiieniiiiiie e, 597
Figure 343 Menu 7.2.1: 1P AlIaS SELUP ...oeeeiiiiiiieeieeeere st e e e e e e e e e e e eee e 598
Figure 344 Menu 11: Remote NOGE SEIUP ..ooieiiiiiiiieiiiiiie ettt 600
Figure 345 Menu 11.1: Remote Node Profile for Ethernet Encapsulation ........................... 600
Figure 346 Menu 11.1: Remote Node Profile for PPPOE Encapsulation .............cccccovvuveee. 602
Figure 347 Menu 11.1: Remote Node Profile for PPTP Encapsulation .............ccccoevvvvvininns 604
Figure 348 Menu 11.1.2: Remote Node Network Layer Options for Ethernet Encapsulation
605

Figure 349 Menu 11.1.4: Remote Node Filter (Ethernet Encapsulation) ..............ccceevvvveees 607
Figure 350 Menu 11.1.4: Remote Node Filter (PPPoE or PPTP Encapsulation) ................ 607
Figure 351 Menu 11.1.5: Traffic RedireCt SEtUP ........oovvviiiiiiiiiiiie e 608
Figure 352 Menu 12: [P Static ROULE SEIUP ....evviiiiiiiiiie it 609
Figure 353 Menu 12. 1: Edit IP StatiCc ROULE .......ovviviiiiiiiiii e 610
Figure 354 Menu 4: Applying NAT for INtErNet ACCESS .....coicvvriiiiiiiiiiieiiiieee e 612
Figure 355 Menu 11.1.2: Applying NAT to the Remote NOde ........ccccooeveiieiiiiiiiiiiiiiiniieiiinns 612
Figure 356 Menu 15: NAT SELUD ....uviiiiiiiiiiiiie ettt bbb 613
Figure 357 Menu 15.1: Address Mapping SetS .......cooviiviiiiiiiiiiiiiiiiie i e e e eeee e e ee e 614
Figure 358 Menu 15.1.255: SUA Address Mapping RUIES ........ccooiiiiiiiiiiiiiieiieee e, 614
Figure 359 MenU 15.1.1: FirSt SEL ..uuuiiiiiii i e e e e e e e 616
Figure 360 Menu 15.1.1.1: Editing/Configuring an Individual Rule in a Set .............cccueee. 617
Figure 361 Menu 15.2: NAT SEIVEIN SELS ....ccoiiiiiiiiieeieiiiiiiriss e e e e e e e e e e e e e e e eee e 618
Figure 362 Menu 15.2.1: NAT SEIVEI SES ...ccoiiiiiiiiiiiiiiie et 619
Figure 363 15.2.1.2: NAT Server Configuration ...........ccccceceeieiiiiiieiieee e 620
Figure 364 Menu 15.2.1: NAT SEerver SELUD ...cueeiioiiiiiiiiei ittt 621
Figure 365 Server Behind NAT EXamMPIE ...coooiiiiiiiiieie e 621
Figure 366 NAT EXAMPIE L ....ooiiiiiiiiieiiiiiit ettt e 622
Figure 367 Menu 4: Internet Access & NAT EXaMPIe ........uvvveiiiiiiiiiiiieeeecieeeeeeeeeeenn 622
Figure 368 NAT EXAMPIE 2 ....ooiiiiiiiiieiiiieet ettt e 623
Figure 369 Menu 15.2.1: Specifying an INSide Server .........cccocceeeiiiiiiiiieeeeeeeieeeeeeians 623
Figure 370 NAT EXAMPIE 3 ..ottt 624
Figure 371 Example 3: MeNU 11.1.2 .....ocioi i s e e e e e e e e e e e e e e e e e e 625
Figure 372 Example 3: Menu 15.1.1.1 ...t 625
Figure 373 Example 3: Final Menu 15.1.1 .. ..o 626
Figure 374 Example 3: MenU 15.2.1 ..ot 626
Figure 375 NAT EXAMPIE 4 ..o s r e e e e e e e e e e e 627
Figure 376 Example 4: Menu 15.1.1.1: Address Mapping RUle .........cccocviiviiiiiiiiiiiniiiinen, 627
Figure 377 Example 4: Menu 15.1.1: Address Mapping RUIES ........cccceeeviiiiieiiiiiiiiiiiiiiiiinins 628
Figure 378 Menu 15.3.1: Trigger POt SELUP .....cvveiiieiiiiiee e 629

List of Figures 39



ZyWALL 5/35/70 Series User’'s Guide

Figure 379 Menu 21: Filter and Firewall SEtUP ..........ooviviiiiiiiiiiiiiiie e 631
Figure 380 Menu 21.2: FireWall SETUD ....c.eeviiiiiiiiiei i 632
Figure 381 Outgoing Packet Filtering ProCeSS ..........ovvvvviiiiiiiiiiiiii i 633
Figure 382 Filter RUIE PrOCESS .....coouuiiiiiiiii ittt 635
Figure 383 Menu 21: Filter and Firewall SEtUP .........cooiiiiiiiiiiiiiiiicie e 636
Figure 384 Menu 21.1: Filter Set Configuration ............cccoiiieiieiiiiiee e 636
Figure 385 Menu 21.1.1.1: TCP/IP Filter RUIE .....ovvvviiiiiieie e 638
Figure 386 EXecuting an [P Filter .........cooiiiiiiiiie e 640
Figure 387 Menu 21.1.1.1: Generic Filter RUIE .........vvviiiiiiiiiii e 641
Figure 388 Telnet Filter EXamPIE ....oooiiiiiiiieie e 642
Figure 389 Example Filter: Menu 21.1.3.1 ....cooiiiiiiiiiiiiiie e 643
Figure 390 Example Filter Rules Summary: Menu 21.1.3 .......oooiiiiiiiiiiiiiiee e 643
Figure 391 Protocol and Device Filter SetS .........ouvviiiiiiiiiiiii e 644
Figure 392 Filtering LAN TraffiC .....evieiiiiiiiieeiieee et 646
Figure 393 Filtering DMZ TraffiC .....coooeiii it 647
Figure 394 Filtering Remote NOode TraffiC ..ot 647
Figure 395 Menu 22: SNMP Configuration ................uuuuiiiiiiiniiis e 649
Figure 396 Menu 24: System MaiNtENANCE ........uvvviiiiiiiiie e 651
Figure 397 Menu 24.1: System Maintenance: StatuS .............euvveriiiiiiiieieeeeeeeeeeeeereeeeeeininnn 652
Figure 398 Menu 24.2: System Information and Console Port Speed ..........cccccvvvveeriiinnenn. 653
Figure 399 Menu 24.2.1: System Maintenance: Information ..o, 654
Figure 400 Menu 24.2.2: System Maintenance: Change Console Port Speed ................... 655
Figure 401 Menu 24.3: System Maintenance: Log and TraCe ........ccccceeevvieieeeeeeeieieereennnnnnns 655
Figure 402 Examples of Error and Information MEeSSAgesS ........coccvvvreeiiiiiiiieeiiiiiieee s 656
Figure 403 Menu 24.3.2: System Maintenance: Syslog Logging ......cccceevvevieeeeiiiviiiivieeiiinnn, 656
Figure 404 Call-Triggering Packet EXamPpPle .......c..ovviiiiiiiiciiie e 659
Figure 405 Menu 24.4: System Maintenance: DiagnOStIC ............uuvviiiiiiiiiieeeeeeeeeceeeeeeiiiinns 660
Figure 406 WAN & LAN DHCP ...oiiiiiiiie ittt e e e e e et eeeeeaeeeeeas 660
Figure 407 Telnet int0 MENU 24.5 ...t e e e e e 665
Figure 408 FTP SeSSioN EXamMPIE ..ot 666
Figure 409 System Maintenance: Backup Configuration ...........cccccoceveiiiiiiiiiiiiiviciceeiiiiiinns 668
Figure 410 System Maintenance: Starting Xmodem Download Screen ..........ccccccevvvveeeen. 668
Figure 411 Backup Configuration EXample .............oveuiiiiiiiiiiiiiiii e 669
Figure 412 Successful Backup Confirmation SCreen ............ccccocvviiiie i 669
Figure 413 TelNet iNt0 MENU 24.6 .......ccooiii e e e e e e e e e e e e e e 670
Figure 414 Restore Using FTP Session EXampPle ... 671
Figure 415 System Maintenance: Restore Configuration ...........ccccceeevviiiiiiieiiiiiiiiieerieiiiinins 671
Figure 416 System Maintenance: Starting Xmodem Download Screen ..........ccccccevveveeen. 671
Figure 417 Restore Configuration EXample ... 671
Figure 418 Successful Restoration Confirmation SCreen ..........ccccvevveiiiiiiieenniiiiee e, 672
Figure 419 Telnet Into Menu 24.7.1: Upload System Firmware ............ccccceeeeeeiviiviieviviinnnnns 673
Figure 420 Telnet Into Menu 24.7.2: System MaintenancCe ..........cccccceviiiveeieiiiiieeen e 673
Figure 421 FTP Session Example of Firmware File Upload ..............cccooeeeiiiiiiiiiiiiieiiiiiinn, 674

40

List of Figures



ZyWALL 5/35/70 Series User’'s Guide

Figure 422 Menu 24.7.1 As Seen Using the Console POort ..........ccccceeeeeeeiiiviviveeee, 676
Figure 423 Example Xmodem UpIoad ... 676
Figure 424 Menu 24.7.2 As Seen Using the Console Port .......ccccooeiiiiiiiiiiiiiceeeeiie 677
Figure 425 Example Xmodem Upload ...t 677
Figure 426 Command Mode iN MENU 24 .........oiiiiiiiii et e e e e e e e e e 679
Figure 427 Valid COMMANGS ......ouviiiiiiiiiiiie et e e 680
Figure 428 Call CONIOI .....oveiiiiiiicice e e e e e e e e e e e e e e e e e e b s 681
Figure 429 Budget ManagemENL .........ocuuiiiiiiiiiiiie ettt 682
FIQUIE 430 Call HISTOMY ..vvvviiiiiieiiiiiiiis e e ettt s e e e e e e e e e e e e e eeeeeeeeasaaernnannnnans 683
Figure 431 Menu 24: System MaiNtENANCE .......c.uvviiiiiiiiiee et 684
Figure 432 Menu 24.10 System Maintenance: Time and Date Setting ...............cceevvvvvvnnnns 684
Figure 433 Menu 24.11 — Remote Management CONtrol ..........ccccveveiiniiiiiieiiiiiieee e 688
Figure 434 Menu 25: Sample IP Routing Policy SUMMary .........ccccceeveiiiieeeeiiiiiiieieeeiiiinnns 691
Figure 435 Menu 25.1: IP Routing POlICY SETUDP .....ccoiiiiiiiiiiiiiiceeiee e 693
Figure 436 Menu 25.1.1: IP Routing POIICY SEtUP ......uvvviiiiiiiiiiii e 695
Figure 437 Example of IP POlICY ROULING ......cooiiiiiiiiiiiiiiie e 696
Figure 438 IP Routing Policy EXample 1 .......ccoooiiiiiiiiiiieeeiis e 697
Figure 439 IP Routing Policy EXamMPIE 2 .......c.uviiiiiiiiiiiiee et 698
FIgure 440 SChEAUIE SELUP ....vvvueiiiiie i e e e e e e e e e e e e e e e e e e e aae e e 699
Figure 441 Schedule SEt SEIUP .....eiiiiiiiiiee it 700
Figure 442 Applying Schedule Set(s) to a Remote Node (PPPOE) ...........ccccoovvviviviviiinnnnnns 701
Figure 443 Applying Schedule Set(s) to a Remote Node (PPTP) .......coocoiiiieiiiiiiieeniiieeen, 702
Figure 444 Pop-Up BIOCKET .......uueiiiiiiie i e e e e e e e e e e e e e 706
Figure 445 Internet OPtioNS: PrIVACY .......cuuviiiiiiiiiiie ittt 707
Figure 446 Internet OPtioNS: PrIVACY ......cccociiiiiiiiiieiiiis s s e e e e e e e e e e e e e e e 708
Figure 447 Pop-up BlOCKEr SEiNGS ....c.vvviiiiiiiiiie it 709
Figure 448 Internet OPtioNS: SECUILY ......ccciiiiiiiiiiiiieiers e e e e e e e e e e e e 710
Figure 449 Security Settings - Java SCHPLNG ....evveiiiiiiiieeiiiiie e 711
Figure 450 Security SettiNGS = JAVA ...cccoiieiii et e e e e 712
FIGUIE 451 JAVA (SUN) 1.eeiiiiiiiiiti ettt ettt e et e e s et bt e e e e b e e e e e 713
Figure 452 WLAN Card INStallation ............cooiiiiiiiiiiiiie e e 720
Figure 453 Console/Dial Backup Port Pin LAYOUL ..........ccooiiiiiiiiiiiiiiiiesiiiiicee e 720
Figure 454 Ethernet Cable Pin ASSIGNMENTS .......cccoiieiiiiie e e e e e e 721
Figure 455 Attaching RUDDEr FEEL .......ooiiiiiiiiie s 724
Figure 456 Attaching Mounting Brackets and SCreWs ........cccccevvviiiiiieiiiiiiiiiieeceeen 725
Figure 457 RaACK MOUNTING ....eviiiiiiiiiiieiiiiee ettt 725
Figure 458 Windows 95/98/Me: Network: Configuration ..........ccccoeeveiiieieeiiiiiiiiiieeeeeiiinns 730
Figure 459 Windows 95/98/Me: TCP/IP Properties: IP Address .........ccoocvvveiiiiiieienininnnn, 731
Figure 460 Windows 95/98/Me: TCP/IP Properties: DNS Configuration .............cccceevvvvnnns 732
Figure 461 WINdows XP: StArt MENU .......ooiiiiiiiiiiieiiiiec et 733
Figure 462 Windows XP: Control Panel ..o 733
Figure 463 Windows XP: Control Panel: Network Connections: Properties .............cccee.... 734
Figure 464 Windows XP: Local Area Connection Properties ......ccccveveeeeeeeieiiieieieeeiiiiiinnns 734

List of Figures 41



ZyWALL 5/35/70 Series User’'s Guide

Figure 465 Windows XP: Internet Protocol (TCP/IP) Properties .......cccccceveeeeeeieeieieieieiiiinnns 735
Figure 466 Windows XP: Advanced TCP/IP Properties ........ccccccuuurriieiiiiieeeeiiiieee e 736
Figure 467 Windows XP: Internet Protocol (TCP/IP) Properties .......ccccoeeeeeeeeeieeveiieeieeiinnnns 737
Figure 468 Macintosh OS 8/9: APPIE MENU ......cueuiiiiiiiiiiiie e 738
Figure 469 Macintosh OS 8/9: TCP/IP .....uoiiii i 738
Figure 470 Macintosh OS X: APPIE MENU ......uuviiiiiiiiiiiie it 739
Figure 471 Macintosh OS X: NEIWOIK .....uuuiiiieiiie e e e e e e e e e 740
Figure 472 Red Hat 9.0: KDE: Network Configuration: DeviCes .........cccccvvveriiiiiiieniiinnn. 741
Figure 473 Red Hat 9.0: KDE: Ethernet Device: General .........cccccceeeeiiiiiiiiiiieeien, 741
Figure 474 Red Hat 9.0: KDE: Network Configuration: DNS .........ccccccoiiiiiiieniiiiiee i, 742
Figure 475 Red Hat 9.0: KDE: Network Configuration: Activate ............cccccevvivvvvviviiiinnnnn, 742
Figure 476 Red Hat 9.0: Dynamic IP Address Setting in ifconfig-ethO .........c.occvvvieriiinnn. 743
Figure 477 Red Hat 9.0: Static IP Address Setting in ifconfig-ethO  .............cccoiirnnis 743
Figure 478 Red Hat 9.0: DNS Settings in resolV.CONf  .......oeviiiiiiiiiiiiie e 743
Figure 479 Red Hat 9.0: Restart Ethernet Card .........oovvvviiiiiiiiiiiii e 744
Figure 480 Red Hat 9.0: Checking TCP/IP Properties .......ccccccceiiieiieniniieieeiiiieeee e 744
Figure 481 Peer-to-Peer Communication in an Ad-hoc Network ...............cccviiviviiiiiiiininn, 757
FIgure 482 BaSIC SEIVICE SEL ...ccoiiiiiiiii ittt 758
Figure 483 INfrastruCture WLAN ......cccoiiiiiiiiie s e e e e e e e e e e e e e e 759
FIGUIE 484 RTS/CTS .oeiiii ettt ettt e et e bbbt e e e bbb e e e anneeas 760
Figure 485 EAP AUTNENTICALION .....coiiiii e e e e 763
Figure 486 WEP AUthentiCation STEPS .....c.uvviiiiiiiiiie et 766
Figure 487 ROAmMING EXAMPIE ......vvuuiiieiiiiiii it s e e e e e e e e e e e e eeaeeeaeenneanns 769
Figure 488 WiIiNndows 98 SE: WINPOPUPD  ...coiuiiiiiiiiiiiiii ettt 771
Figure 489 Windows 98 SE: Program Task Bar .........cccccceeeiiiiiiiiiieeeeieeececeeeeeeeevvn 771
Figure 490 Windows 98 SE: Task Bar PropertiesS ..o 772
Figure 491 WIindows 98 SE: StartUp  ...ccoooeiii i e e 772
Figure 492 Windows 98 SE: Startup: Create ShOrtCut — ........ccccoviiiveeieiiiiiiie e 773
Figure 493 Windows 98 SE: Startup: Select a Title for the Program ..............ccccovvviiiniinns 773
Figure 494 Windows 98 SE: Startup: SNOMCUL  ........occuviiiiiiiiiiiieiiiieieee e 774
FIQUIE 495 VPN RUIES .....ooviiiieiiiieie oot e e e e e e e e e e e e e e e e s 776
Figure 496 Headquarters Gateway POIICY Edit ..........cccoviiiiiiiiiiiiiiiic e 777
Figure 497 Branch Office Gateway POliCy Edit .............oovviiiiiiiiiiiiiii e 778
Figure 498 Headquarters VPN RUIE .........oooiiiiiiiiiiiiiiii ettt 779
Figure 499 Branch Office VPN RUIE ......iiiiiii e 779
Figure 500 Headquarters Network Policy Edit ...........ccccoiiiiiiiiiiiiiec e 780
Figure 501 Branch Office Network Policy Edit ............cocoieiiiiiiiiiiiie e 781
Figure 502 VPN RuUle CONFIGUIET .......ooiiiiiiiiiie it 782
FIGUIE 503 VPN DAl ..eeeiiiiiiiiiiiie ettt e e et e e e et e e e e e ntaae e e e e enneeas 782
Figure 504 VPN Tunnel EStabliSNed ..o 782
Figure 505 VPN LOg EXQMPIE .....vuviiiiiiiiii oot e e e e e e e e e e ee e 784
Figure 506 IKE/IPSec Debug EXamPIE .......occiiiiiiiiiiiiie et 785
Figure 507 Security CertifilCate ........ccoeiiiiiiiiii e e e e e e e e e e e e e e e 787

42

List of Figures



ZyWALL 5/35/70 Series User’'s Guide

FIQUre 508 LOQIN SCIEEN ....vvviiiiiiiis i et e et e e e e e ettt s s e e e e e e e e e e e e e e aeaeeeeeeaaeaearnennnnnnns 788
Figure 509 Certificate General Information before Import ...........coocovviiiiiii e, 788
Figure 510 Certificate IMport Wizard 1 .........oooooiiiiiiiiiiiiiiii s 789
Figure 511 Certificate IMPort Wizard 2 ..ot 789
Figure 512 Certificate IMport Wizard 3 ........ooovriiiiiiiiice e 790
Figure 513 ROOt CertifiCate STOIE .......cciiiiiiiiiiiiii e 790
Figure 514 Certificate General Information after Import ..............cocvviiiiiiiii e, 791
Figure 515 ZyWALL TruSted CA SCIEEN ......ccuuiiiiiiiiiiiie ettt 792
Figure 516 CA Certificate EXamPIE ......uuiiiiiiiiii e e e e e e e e e 793
Figure 517 Personal Certificate ImMport Wizard 1 .........ccccoeoiiiiiiiiiiiiieeeeiiee e 794
Figure 518 Personal Certificate IMport Wizard 2 ...........cveiiiiiiiiiiiee e 794
Figure 519 Personal Certificate ImMport Wizard 3 ........cccooveiiiiiiieiiieciiee e 795
Figure 520 Personal Certificate IMport Wizard 4 ...........ieiiiiiiiiiiieeeeeeeeeeeeeeeeeee 795
Figure 521 Personal Certificate ImMport Wizard 5 ........ccceeiiiiiiiiiiiiiiee e 796
Figure 522 Personal Certificate IMport Wizard 6 ...........ccccceeeeiiiiiiiiiieeeeeeeeececeeeeeeen 796
Figure 523 Access the ZyWALL VIia HTTPS ... 796
Figure 524 SSL Client AUtNENtICAtION ......cccooiiiiii e 797
Figure 525 ZyWALL Secure LOGIN SCIEEN ......ccuuiiiiiiiiiiiiee ettt 797
Figure 526 Displaying Log Categories EXample ..........ooovvviiiiiiiiiiiiiiiiie e 800
Figure 527 Displaying Log Parameters EXample ...........cccccoiiiiiiiiiiieiie e 800
Figure 528 Routing Command EXamPple ..........oooviiiiiiiiiiiiiiiiiis e 802
Figure 529 BaCKUP GAIEWAY ......coiuuvriiiiiiiiiiiee ittt e bt e e s et e e e e anneeas 803
Figure 530 Managing the Bandwidth of an IPSeC SA ......cccccoeiiiiiiiiiin 804
Figure 531 Managing the Bandwidth of an IKE SA ... 804
Figure 532 Routing Command EXamPple ..........oooeriimiiiiiiiiie e 805
Figure 533 Option to Enter DEbUg MOAE ........ooviiiiiiiiiiiiiiice e 823
Figure 534 Boot Module COMMANAS .......cccoeiiiiiiiie e 824

List of Figures 43



ZyWALL 5/35/70 Series User’'s Guide

44 List of Figures



ZyWALL 5/35/70 Series User’'s Guide

List of Tables

Table 1 ZyWALL Model Specific FEAtUIES  .......uuuviiiiiiii i e e e e e e e e aaeeanes 55
Table 2 Front Panel LIGNTS ....eeeiiiie et 64
Table 3 Title Bar: Web Configurator ICONS .........uuieiiiiiiie i a e 70
Table 4 Web Configurator HOME Screen in Router MOAE ........covvvvveeeeeiiiiiiiiiiiiiiiieeeeeeene 71
Table 5 Web Configurator HOME Screen in Bridge Mode ...........cooovvvviiiiiiiiiiiice e 75
Table 6 Bridge and Router Mode FeaturesS COMPAriSON .........ccveeeeiiiiiieeeeniiiiieeesniieeeeenaes 78
Table 7 SCreeNS SUMMATY ...ccciiiiiieieeeeei s s e s e e e e e e e e et et e e et a e s e e eeaeeaeaaaaeeerenenenes 79
Table 8 HOME > ShOW SEAtISHICS  ..vvveeiiiiieeeeiiiiiiiiiiiieiiie e e e e e e e e e e e e snneneeeeee s 84
Table 9 HOME > Show Statistics > Line Chart ...t 85
Table 10 HOME > DHCP TabIe .....cciiiiiiieiiiiiie ettt e e nnaaeaa e 86
Table 11 HOME > VPN SEALUS ...eeiiiiiiiiiieesiiiiiee e siiieee e e sttt e e e s st ee e e st ee e e s snbaeeeasssnbaeeeeeanes 87
Table 12 ISP Parameters: Ethernet ENcapsulation ............ccccoiiiiiiiiiiiiieniieee e 91
Table 13 ISP Parameters: PPPOE Encapsulation ...........cccccvviiiiiiiiiiiiiiiiieie e 92
Table 14 ISP Parameters: PPTP Encapsulation ..........ccccccciiiiiiiiiiiiiiiic e 94
Table 15 Internet Access Wizard: RegiStration ...........ccooeieiiiiiiiiiciciicces e e e e e aeeeaens 97
Table 16 VPN Wizard: Gateway SettiNg ......c.eveieiiiiiiiiiiiiiiiie ettt 100
Table 17 VPN Wizard: Network SEettiNg ........uuuviriiiiiiiiie e 102
Table 18 VPN Wizard: IKE Tunnel SEttiNG ....ccooiiiiiiiiiiiie e 104
Table 19 VPN Wizard: IPSEC SENG  ...vvveveieiiiiiiiiiie i e et e e e e e e e e e e aaeaanenes 105
Table 20 VPN Wizard: VPN StAtUS ...occooeiiiiiiiiiiiieeee et e e e e e e s snieeneeeeeaeae s 107
Table 21 REGISTRATION ittt et e e e s st e e e st e e e s snbeeeeeessnbaeeeeeaans 125
Table 22 REGISTRATION > SEIVICE .iiiiiiiiiiiiiiiiiiieiieet e e e e s et ee e e e e e e e e e s e nnnneanaeeeeeeas 127
Table 23 NETWORK > LAN oottt e ettt e e e st e e e s snbaee e e e s snbaeeaeeaaes 133
Table 24 NETWORK > LAN > Static DHCP  .....viiiiiiiiiiiieee e 136
Table 25 NETWORK > LAN > [P AlIS  ..oiiiviiiiie ittt et e e ntaeee e e 138
Table 26 NETWORK > LAN > POt ROIES  ....uviiiiiiiiiiieeee ettt 140
Table 27 STP Path COSIS ...t 142
Table 28 STP POt SEAIES  ...iiiiieiiiiiiiii et e e e e e e e s e e e e e e e e e e e e e s annnnnneaeeeeees 143
Table 29 NETWORK > BIHOQE ...cciiiiiiiiiiiieiiiiisis et et e e e ettt ettt s s s e e e e e e e aaaaaaaeannnanes 144
Table 30 NETWORK > Bridge > POrt ROIES .....ocuvviiiiiiiiiie it 146
Table 31 Least Load First: EXamMPIe 1 ....oooeeiiiiiiiiiiiie e e e e e e e e e e aaenenes 149
Table 32 Least Load First: EXample 2 ... 149
Table 33 NETWORK > WAN (GENETAI) ..oevvviiiiiiiiiiiiie et a e e e e e e aa e 153
Table 34 Load Balancing: Least Load FirSt .........ccccciiiiiiiiiiiiiiiiiiiiieceee e 155
Table 35 Load Balancing: Weighted Round RODIN .......ccccooiiiiiiiiiiii e 156
Table 36 Load Balancing: SPIllOVEL .......ooiiiiiiiiiiii e 157
Table 37 NETWORK > WAN (ROULE) ..eiiiiiiiiiiie ittt ettt ee e siteee e e etaeee e e 158
Table 38 Private IP AdAreSS RANGES  ...cooiiiiiiiiiiitiie et 159

List of Tables 45



ZyWALL 5/35/70 Series User’'s Guide

Table 39 Example of Network Properties for LAN Servers with Fixed IP Addresses ......... 160
Table 40 NETWORK > WAN > WAN (Ethernet Encapsulation) ..........cccoccoveeiiniiiineennnnn 161
Table 41 NETWORK > WAN > WAN (PPPoE Encapsulation) .........ccccccceveiiiiiiiiiiiieeeeennnnn, 165
Table 42 NETWORK > WAN > WAN (PPTP Encapsulation) ........cccccceiiiiiieeenniiiineeeee 168
Table 43 NETWORK > WAN > Traffic REAIr€Ct .........ccooiiiiiiiiiiiiiiieee e 171
Table 44 NETWORK > WAN > Dial BACKUP ...ccooiiiiiiiiiiiiiiiccic e 173
Table 45 NETWORK > WAN > Dial Backup > Edit ..........ccooeeviiiiiiie e 176
Table 46 NETWORK > DMZ ...ttt ettt e s e e e e e e e e e e e e eeeaaeeaes 180
Table 47 NETWORK > DMZ > Static DHCP  ....ocviiiiiiiciiecceee et 183
Table 48 NETWORK > DMZ > IP AlIGS  ..ocoiiiiiiiiieeieeee ettt e e 184
Table 49 NETWORK > DMZ > POrt ROIES  ...ooiiiiiiiiiii it 188
Table 50 NETWORK > WLAN .. ittt e s e e e e e e e e e eaaeaeeeeeeaes 190
Table 51 NETWORK > WLAN > Static DHCP .....oooiiiiiiiiiieeeie e 193
Table 52 NETWORK > WLAN > [P AlIBS ..t e e seneeeeeee e 194
Table 53 NETWORK > WLAN > POt ROIES ....ccciiiiiiiiiiiiiiiie e 197
Table 54 Wireless Security Relational MatriX ..o 199
Table 55 NETWORK > WIRELESS CARD: NO SECUIMLY ...cveeiiiiiiiieeiiiiiiee et siiee e 206
Table 56 NETWORK > WIRELESS CARD: Static WEP ..o, 208
Table 57 NETWORK > WIRELESS CARD: WPA-PSK  ....oiiiiiiiiiieeeiieee e 209
Table 58 NETWORK > WIRELESS CARD: WPA ..ot 210
Table 59 NETWORK > WIRELESS CARD: 802.1x + Dynamic WEP .........cccccciiiiiveennnnn 212
Table 60 NETWORK > WIRELESS CARD: 802.1x + Static WEP  ......ooovviviiiiiiiiiieeee, 213
Table 61 NETWORK > WIRELESS CARD: 802.1X + NOWEP ..o 215
Table 62 NETWORK > WIRELESS CARD: No Access 802.1x + Static WEP ................... 216
Table 63 NETWORK > WIRELESS CARD: MAC Address Filter .......ccccccovviiiiiiiiiieeeeen 217
Table 64 Blocking All LAN to WAN IRC Traffic Example .........cccccoiiiiiiiiniiiieeee 227
Table 65 Limited LAN to WAN IRC Traffic EXample .........ccccoeiiiiiiiieeeiee e 228
Table 66 SECURITY > FIREWALL > Default Rule (Router Mode) ........ccccvveeeiiiiiieeennnn 231
Table 67 SECURITY > FIREWALL > Default Rule (Bridge Mode) .......cccccccvveeiiiiiiiieennnnnne 233
Table 68 SECURITY > FIREWALL > Rule SUMMAIY ......oooiiiiiiiiiiiiiieeeeiieeee e 234
Table 69 SECURITY > FIREWALL > Rule Summary > Edit ........ooooveeeiiiiiiieeeiieee e 237
Table 70 SECURITY > FIREWALL > Anti-Probing ... 239
Table 71 SECURITY > FIREWALL > Threshold .........ccccciiiiiiiiiieeee e 241
Table 72 SECURITY > FIREWALL > SEIVICE  ...uviiiiiiiiieieiiiiiiiiiiiieet e eiieaveeee e e 243
Table 73 SECURITY > FIREWALL > Service > Add ....c.cooeiiiiiiiieeeiie e 244
Table 74 SECURITY > IDP > General SEIUP ....ooooiiiiiiiie e 256
Table 75 SECURITY > IDP > Signature: Attack TYPES ....cooeeeeiiiiiieeeeeiee e 258
Table 76 SECURITY > IDP > Signature: INtrusion SEVErity ........ccccovvieeeiiiiinieniiiieee e 259
Table 77 SECURITY > IDP > Signature: ACHONS .....cciiiiiiiie e e 260
Table 78 SECURITY > IDP > Signature: Group VIEW .......ccoociiiieeiiiiiiieeeeiiiee e 261
Table 79 SECURITY > IDP > Signature: QUErY VIEW ....ccciiieeeiiiiiiieeeeeeee e 263
Table 80 SECURITY > IDP > UPUALE ....ccoiviiiiiiiiiiiiie ettt 268
Table 81 Common COMPULET VIFUS TYPES  ovevviiiiieieiiiiiieie i e eeeeeeee et eeee e s e e e aaeaaaaeaes 271

46

List of Tables



ZyWALL 5/35/70 Series User’'s Guide

Table 82 SECURITY > ANTI-VIRUS > General .......cccceiiiiieiiiieiiee e 275
Table 83 SECURITY > ANTI-VIRUS > Signature: QUery VIEW .......cccceeviiiiieeeiiiiiieeeeein 277
Table 84 SECURITY > ANTI-SPAM > General .......ccccceeiiiiiiiiiiiieee e 290
Table 85 SECURITY > ANTI-SPAM > External DB .........ccoociiiiiiiiiiiieee e 293
Table 86 SECURITY > ANTI-SPAM > LISIS ..oiiiiiiiiiiiiiiiiiie ettt e e 295
Table 87 SECURITY > ANTI-SPAM > Lists > Edit ....ccooeeiiiiiiiiiiiiiieineeceee e 297
Table 88 SECURITY > CONTENT FILTER > GENEral ......coocovuvveeiiiiiiiee e 300
Table 89 SECURITY > CONTENT FILTER > Categori€S ......cccccevviviiieeiiiiieee e 304
Table 90 SECURITY > CONTENT FILTER > CUStOMIZAtION .....ccviviieiiiiieiiiie e 311
Table 91 SECURITY > CONTENT FILTER > Cache ......ccoociiiiiiiiiiiiee e 314
Table 92 SECURITY > VPN > VPN RUIES (IKE) ..oiiiiiiiiiiieeiiiiie et 326
Table 93 VPN Example: Matching ID Type and COontent .........cccooovviieeiiiiiiieeeeiiee e 329
Table 94 VPN Example: Mismatching ID Type and Content ..........ccccoevvvviviiiiiiiiniei e, 329
Table 95 SECURITY > VPN > VPN Rules (IKE) > Edit Gateway Policy .........cc.cccccvveernnnn 336
Table 96 SECURITY > VPN > VPN Rules (IKE) > Edit Network Policy ...........ccccovivveennnnn. 344
Table 97 SECURITY > VPN > VPN Rules (IKE) > Move Network Policy ..........cccceeeennne 347
Table 98 SECURITY > VPN > VPN Rules (Manual) ........cccccooiiiiiiiiiicecece e 349
Table 99 SECURITY > VPN > VPN Rules (Manual) > Edit ........cccoooviiiiiiiiiiecice e 351
Table 100 SECURITY > VPN > SA MONITON ..cooiiiiiiiiieiiiiiee et siiie e e e sieeee e e snitneee e e 353
Table 101 SECURITY > VPN > Global Setting  ......ccooviiiiiiiiiiiieecceiece e 354
Table 102 Telecommuters Sharing One VPN Rule Example ..........cccccovviiiiiiiiiiiiieeeeeeeeee, 356
Table 103 Telecommuters Using Unique VPN Rules Example .........cccccovviiiiieniniiieeeenne, 357
Table 104 SECURITY > CERTIFICATES > My CertifiCateS ......ccccoevvvveeiiiiiiieeesiiiieee e 366
Table 105 SECURITY > CERTIFICATES > My Certificates > Details ............cccoecvvvveeennne 369
Table 106 SECURITY > CERTIFICATES > My Certificates > EXpOrt ........c.cccocevevviveenninn. 371
Table 107 SECURITY > CERTIFICATES > My Certificates > Import ..........ccccoecvvieeennnnnn. 373
Table 108 SECURITY > CERTIFICATES > My Certificates > Import: PKCS#12 ............... 374
Table 109 SECURITY > CERTIFICATES > My Certificates > Create ............cccceevvvveeeennne 375
Table 110 SECURITY > CERTIFICATES > Trusted CAS .....ccviviieiiiiiee et 377
Table 111 SECURITY > CERTIFICATES > Trusted CAs > Details ...........cccccvvvvviiieeenenenn. 379
Table 112 SECURITY > CERTIFICATES > Trusted CAS IMPOrt ......ccccceevvivieeeeniiieeeeeee 382
Table 113 SECURITY > CERTIFICATES > Trusted Remote HOStS ..........coociviviiiiiinnennnnn. 383
Table 114 SECURITY > CERTIFICATES > Trusted Remote Hosts > Import ..................... 385
Table 115 SECURITY > CERTIFICATES > Trusted Remote Hosts > Details .................... 386
Table 116 SECURITY > CERTIFICATES > DireCtory SEIVEIS .........oceevvvvivieiiiiiiiiiieieeeeannnn 389
Table 117 SECURITY > CERTIFICATES > Directory Server > Add ..........cccccvvveinieennennnnn. 390
Table 118 SECURITY > AUTH SERVER > Local User Database .............cccccviviiiieeininnnnn. 393
Table 119 SECURITY > AUTH SERVER > RADIUS ..., 394
Table 120 NAT DEefiNITIONS ...oooiiiiiiiiiee et e e e e e e e e e aeb e 395
Table 121 NAT MapPPINg TYPES  .ooeeiiiiiiieei ittt ettt e e e e et e e e s abreeeeesanes 399
Table 122 ADVANCED > NAT > NAT OVEIVIEW ....vviiiiiiiiiiie et 400
Table 123 ADVANCED > NAT > Address Mapping ......cccocoveerieeiniiie e 402
Table 124 ADVANCED > NAT > Address Mapping > Edit ..........ooviviiiiiiicieie e, 404

List of Tables 47



ZyWALL 5/35/70 Series User’'s Guide

Table 125 Services and Port NUMDEIS ..o 405
Table 126 ADVANCED > NAT > Port FOrWarding .......cccueeeeeiiiiireeniiiie e 408
Table 127 ADVANCED > NAT > Port THQQEINNG ..vuueiieieieieieeeeeeeee e e e e e e e 410
Table 128 ADVANCED > STATIC ROUTE > IP Static ROUtE .......oovvvvviiiiiiiicieie e 414
Table 129 ADVANCED > STATIC ROUTE > IP Static Route > Edit ........ccccocveeviiiiineeeenee 415
Table 130 ADVANCED > POLICY ROUTE > Policy Route Summary ........cccccccecevveeeeenennn. 419
Table 131 ADVANCED > POLICY ROUTE > Edit ...ccoovcviiieiiiiiii e 420
Table 132 Application and Subnet-based Bandwidth Management Example .................... 425
Table 133 Maximize Bandwidth Usage EXample ..., 426
Table 134 Priority-based Allotment of Unused and Unbudgeted Bandwidth Example ....... 427
Table 135 Fairness-based Allotment of Unused and Unbudgeted Bandwidth Example .... 427
Table 136 Bandwidth Borrowing EXample ..........cceeeiiiiiiiiiiiiiii e 428
Table 137 Over Allotment of Bandwidth EXample ... 429
Table 138 ADVANCED > BW MGMT > SUMMAIY  ..cooiiiiiiieiiiiiie e 430
Table 139 ADVANCED > BW MGMT > Class SEIUP  ..cvvvveeiiiiiiieeeiiiiie et 432
Table 140 ADVANCED > BW MGMT > Class Setup > Add Sub-Class ........cccccocvvveennnnnn 434
Table 141 Services and Port NUMDEIS ... 436
Table 142 ADVANCED > DNS > Add (Address Record) ......ccccoevviiiiieeinniiiiee i 443
Table 143 ADVANCED > REMOTE MGMT > WWW .oviiiiiiiiiece et 454
Table 144 ADVANCED > REMOTE MGMT > SSH ..o 462
Table 145 ADVANCED > REMOTE MGMT > TeINEL ...cvvvviiiiiiiiieee et 466
Table 146 ADVANCED > REMOTE MGMT > FTP  coiiiiiiii et 467
Table 147 SNIMP TIaPS  oiiieeiiiiiiii et e e e e e e e e e e e e et et e e et e e et e aeseaeaaeaaaaaaeeeeannnnes 469
Table 148 ADVANCED > REMOTE MGMT > SNMP  ..oveniiiiiiieeeeeeee e 470
Table 149 ADVANCED > REMOTE MGMT > DNS ..ot 471
Table 150 ADVANCED > REMOTE MGMT > CNM ..ot 472
Table 151 ADVANCED > UPNP ..ottt ettt e e tteee e e s taeee e e 476
Table 152 ADVANCED > UPNP > POMS ..oooviiiiiiiiiiieie e 478
Table 153 ADVANCED > ALG ..oiiiiiiiiiiiiee ettt ettt e e e sttt e e e s snbe e e e e s snbaeeeeeanes 490
Table 154 REPORTS > SYSTEM REPORTS ...t 492
Table 155 REPORTS > SYSTEM REPORTS: Web Site Hits Report .........cccccceevviivveennnnee 493
Table 156 REPORTS > SYSTEM REPORTS: Host IP AddreSs .....uevvvvveeeeeiiiiiiiiiiieieeeennn 494
Table 157 REPORTS > SYSTEM REPORTS: Protocol/ Port ........cccccoceeviiiiieiiiiiieeeee 495
Table 158 Report SPECIfiCAtIONS ......c.vveiiiiiiiiiii e 496
Table 159 REPORTS > THREAT REPORTS > IDP ...cocuiiiiiiiiiiiiee ettt 497
Table 160 REPORTS > THREAT REPORTS > ANti-VIrUS  .ooviiiiiiiiieiiieee e 499
Table 161 REPORTS > THREAT REPORTS > Anti-Spam .......c.ccoovviieieiiiiieee e 500
Table 162 LOGS > VIEW LOQ ..vvveieeiiiiiiieesiiitiee e e ettt e e e e sttt e e e e s st e e e e s sntaaaeaessnbaaaeeesansaaaaeeans 504
Table 163 Log Description EXamPpPIe .......oovevieiiiiiiie s 504
Table 164 LOGS > LOQ SEIINGS  ..ooiiviiiieiiiiiiiee ettt e e sbee e e e e 508
Table 165 System MaintenancCe LOGS ....ooovvveiiiiiiiiiiiieis e e e e e e e e ae e 509
Table 166 SYSIEM ErTOr LOUS ...veiiiiiiiiiiie ittt e e 511
Table 167 ACCESS CONLIOI LOGS ...coiiiiiiiiieeiiieitiee s s s e e e e e ettt a e e e e e e e e e e e aeaaeeanes 511
48 List of Tables



ZyWALL 5/35/70 Series User’'s Guide

Table 168 TCP RESEE LOUS .iiiiiiiiiiiiiiieeeeee s e e e e e e e e e e e s e s e e e e e e e aaaaeeees 512
Table 169 PaCKet FIltEr LOGS ...vueiiiiiiiiiiieei ittt ettt ettt e e 513
TabIE 170 ICMP LOGS ittt iieeiiiiitee et s e e e e e e e e e e et et ettt ae ettt a e s e e e e e e eeeaeaeaeeeasenennens 513
TADIE 171 CDR LOUS ooiiiitiiiieiiite itttk ettt e e sttt e e e sttt e e e s nbbaeeeeeane 513
Lo (I 2 e i e T PRSP 514
TaDIE 173 UPNP LOGS  itieiiieiitiiie ettt ettt ettt ettt e et e e e et e e e e s nbbaeeeeean 514
Table 174 Content FILErNNG LOGS  ...ccoiiiiiiieeieieiiiiie i e e e e s e a e e e e e e e e e e 514
Table 175 ALEACK LOGS ..iiiiiiiiiiiiiie ettt ettt e et e e e e e e e e 515
Table 176 Remote Management LOGS ...oovvviieiiiiiiiiiiiiie e e e e e e e e e e 516
TaDIE 177 WIFEIESS LOGS  ..eeiieittiiiie ittt ettt ettt ettt et e e e e e e e s bb e e e e e e 517
TADIE 178 IPSEC LOUS  iiiiieeiiiiiiie ettt s s e e e et e e e e e e e e et et e ettt e s e s e e aeaeeaeaaeaaeeeneenes 517
TADIE 179 TKE LOUS  .oiiiiitiiiie ettt ettt ettt e et e et e e e e e e e 518
Q=L o] (00 o I G 10T 1 521
TabIE 181 802.1X LOGS  -treeeeeeiuttiiieeiiititie e ettt e e e e skttt e e e e sttt e e e et et e e e anba et e e e s aabe e e e e e s anbbeeeeeaaes 522
Table 182 ACL Setting NOLES ....coevviiiiiiiiiiiiiiieis e ettt s e s e e e e e e e aaaaaeaeeeeennes 523
Table 183 ICMP NOLES .oiiieiiiiieeieeee ettt e e e e e e e e e ettt e e e e aeeeaeesansnnnbenbeeeneeeeeas 524
Lol (a0 c 7 A 0 o To 1 P 525
TADIE 185 AV LOGS  ..eiieiiuiiiiiee ittt ettt ettt e e e e e e e st e e e e et e e e e e e e 526
TADIE 186 AS LOOS ciiiiiiii e i e eeiiie et r s et e e e e e e e e e e e e e e e e e e e e e e aaaaaaan 527
TabIE 187 SYSIOQ LOGS  .eteeeiieitiiiiie ittt ettt ettt e e e st e e e s bt e e e s abbeeeae s e 529
Table 188 RFC-2408 ISAKMP Payload TYPES ....ueevieiiiiiiieeeiiiiiee et e e siiee e 530
Table 189 MAINTENANCE > General SEtUP ....cooeviiiiiiiiiieaiiiie et 532
Table 190 MAINTENANCE > PaSSWOIT  ...veviiiiiiiiiiee ettt et siiee e e s sniaee e e 533
Table 191 MAINTENANCE > Time and Date .........cccoovvviiiiiiiiiiie et 534
Table 192 MAC-address-to-port Mapping Table ........ccccoiiiiiiiiiiiiiie e 537
Table 193 MAINTENANCE > Device Mode (Router MOde) ........ooccvvveeiiiiiiieeeiiiieeee e 539
Table 194 MAINTENANCE > Device Mode (Bridge Mode) .........cccoovviviviiiiiiiiiiiiiiieeee e, 541
Table 195 MAINTENANCE > Firmware Upload ..........cccccoiiiiiiiiiiiiiie e 542
Table 196 Restore Configuration ...............uuuieiiiiiiiiiiie e e e e e e e e e e aeeeaeenes 545
Table 197 Main Menu COMMANAS  ...oooeeiiiiiiiiiiiiiie e e e e e e e e e e e aeeeeeeeeeeas 550
Table 198 Main MenuU SUMMAIY  ......ooiiiiiiieiiiiiiiee s ie e e e e e e e e e e e e e e e s e e e e e aaaeaaaeees 552
Table 199 SMT MENUS OVEIVIEW  ...ccviiieeeiie ittt e e e e e e e e e ae ettt e e e aaeeeaeesaasnnneenreeeeeeaeeas 553
Table 200 Menu 1: General Setup (Router MOE) ......ocovviiiiiiiiieiiiiccie s e e e e e 557
Table 201 Menu 1: General Setup (Bridge Mode) ........cooiiiiiiiiiiiiiiiiiiiiieee e 558
Table 202 Menu 1.1: Configure DynamiC DNS .......oiiiiiiiiiii e 559
Table 203 Menu 1.1.1: DDNS HOSt SUMMAIY ....ooiiiiiiiiiiieeeiiieie et 560
Table 204 Menu 1.1.1: DDNS Edit HOSE ...vviiiiiiiiiieeecciie e 561
Table 205 MAC Address Cloning in WAN SEtUD ......eeiiiiiiiiieeiiiiiee et 564
Table 206 Menu 2: Dial BaCKUP SEIUP ..ovveeeiiiiiiiieis e a e 565
Table 207 Advanced WAN Port Setup: AT Commands Fields .........ccccooviiiiiiiiiiiecinnn, 566
Table 208 Advanced WAN Port Setup: Call Control Parameters ..........ccccceeveeiiiiiiiereeeeeenn. 567
Table 209 Menu 11.3: Remote Node Profile (Backup ISP) .....ccccoeiiiiiiiiiiieeieceee 568
Table 210 Menu 11.3.1: Remote Node PPP OptioNS .........coovvvviiiiiiiiiiiciiie s 570

List of Tables 49



ZyWALL 5/35/70 Series User’'s Guide

Table 211 Menu 11.3.2: Remote Node Network Layer OptionS ..........cccccveviiiiiiiieieeeeeeeeeeen, 571
Table 212 Menu 11.3.3: Remote NOde SCHPL  ..oooiiiiiiiieiiiiiie e 574
Table 213 Menu 3.2: DHCP Ethernet Setup FieldS ......cccooooiiiiiieiiiic e, 577
Table 214 Menu 3.2: LAN TCP/IP Setup FieldS ........ooooiiiiiiiiiiiicceeee e 578
Table 215 Menu 3.2.1: [P AlIaS SEIUP ...cveveieieiiiiiiiee e e e e e e 579
Table 216 Menu 4: Internet Access Setup (Ethernet) ... 582
Table 217 New Fields in Menu 4 (PPTP) SCIrEEN .....uuciiiiiiiii e 583
Table 218 New Fields in Menu 4 (PPPOE) SCIEEN  .....cooiiiiiiiiiiiiie it 584
Table 219 Menu 6.1: ROULE ASSESSMENT  ....uutiiiiiiiiiiieeeeie ittt e e e e e ea e e e 590
Table 220 Menu 6.2: Traffic REAIrECt ......oooiiie e 590
Table 221 Menu 6.3: ROULE FAIIOVEI ...t 591
Table 222 Menu 7.1: WIreleSS SEIUD  .oooiiiiiiieeiiie ettt 594
Table 223 Menu 7.1.1: WLAN MAC Address Filter .......coccoiiiiiiiiiiiieeeeeeee e 595
Table 224 Menu 11.1: Remote Node Profile for Ethernet Encapsulation ............ccccccceeeee. 601
Table 225 Fields in Menu 11.1 (PPPoE Encapsulation Specific) ........ccccvvvvviiiiiiiiiiiieeeenn, 603
Table 226 Menu 11.1: Remote Node Profile for PPTP Encapsulation ............cccccceveennnnn 604
Table 227 Remote Node Network Layer Options Menu Fields ............cccvviiiiiiiiiiiiine e, 605
Table 228 Menu 11.1.5: Traffic RedIireCt SEIUP ....ocvvviiieiiiiii e 608
Table 229 Menu 12. 1: Edit IP StatiC ROULE ........coviiiiiiiiiiiiiiieeeee e 610
Table 230 Applying NAT in MeNUS 4 & 11.1.2 ..oociiiiiiiiiie et 613
Table 231 SUA Address Mapping RUIES .......ovviiiiiiiiii et 615
Table 232 Fields iN MENU 15.1.1 ..ot e e e e e e e s eeeeeeeas 616
Table 233 Menu 15.1.1.1: Editing/Configuring an Individual Rule in a Set ...............c........ 617
Table 234 15.2.1.2: NAT Server Configuration ...........cccceeiiiiiiiiieiniiiee e 620
Table 235 Menu 15.3.1: Trigger POrt SEUP  ..coooeeieieeieeeeeeeeee s e e e e e e 629
Table 236 Abbreviations Used in the Filter Rules Summary Menu ..........ccccceevviviineinnnnn, 637
Table 237 Rule Abbreviations USEd ..........ccuuiiiiiiiiiiiii e 637
Table 238 Menu 21.1.1.1: TCP/IP Filter RUIE ....ccoviiiieiiiiiiee e 638
Table 239 Generic Filter Rule Menu FieldS ... 641
Table 240 SNMP Configuration Menu FieldS ... 649
Table 241 SNIMP TIaPS  oiiieeeiiiiiei et e e e e e e e e e e e et et e et e e e ae e e aesaeaaaeaaaaaaeeeeeenenes 650
Table 242 System Maintenance: Status Menu FieldS ..., 652
Table 243 Fields in System Maintenance: Information ............cccooovviviiiiiiiiii e, 654
Table 244 System Maintenance Menu Syslog Parameters .........cccoccveeeiiiineeninieeee e 656
Table 245 System Maintenance Menu DiagnoStiC ........ccceeeeieiiieeiieiiiieeee e 661
Table 246 Filename CONVENLIONS  .....ciiiiiiiieeeii it e e e e e e e e e e e e neeneeneeees 664
Table 247 General Commands for GUI-based FTP ClientS ........ccceeveeiiieiiiiiiiiiiiiieeeeeeen 666
Table 248 General Commands for GUI-based TFTP ClientS ........cccocovevieiiiiiiieiiniiieeeens 668
Table 249 Valid COMMANTAS  .....uuiiiiiiiiiiieee et e e e e e s ee e e e e s 680
Table 250 Budget ManagemMent ..........oooiiiiiiiiiiiiiiie et 682
Table 251 Call HISTOIY ..ot s s e e e e e e e e e e e e e e e aeeeaes 683
Table 252 Menu 24.10 System Maintenance: Time and Date Setting .........ccccoovcvvvveennnnn 685
Table 253 Menu 24.11 — Remote Management Control ...........ccccceeeiviiivieeiiiiciceee e 688

50

List of Tables



ZyWALL 5/35/70 Series User’'s Guide

Table 254 Menu 25: Sample IP Routing Policy SUMMaAry ..........c.cevvviivieiiiiiiiiiiieieeeeeeeeeee, 691
Table 255 IP RoUtiNg POJICY SEIUDP ..vviiiiiiiiiiiiee e 692
Table 256 Menu 25.1: IP Routing PoliCy Setup ......ccoooiiiiiiiieeiciie e 693
Table 257 Menu 25.1.1: IP Routing PoliCY SEtUP .....oooviiiiiiiiice e 695
Table 258 Schedule Set SELUD ...ooviiiieeeiieer e e e e e e e e e e e e e e eraaaaaans 700
Table 259 Troubleshooting the Start-Up of Your ZyWALL ........ccooiiiiiiiiiiiiiieiee e 703
Table 260 Troubleshooting the LAN INterface .......cccccooiiiiiiiiiiiiiiiceieer e 703
Table 261 Troubleshooting the DMZ INterface ... 704
Table 262 Troubleshooting the WAN INterface ........ccccooiiiiiiiiiiiiiiiiiceee e 704
Table 263 Troubleshooting Accessing the ZYWALL ... 705
Table 264 Device SPECIfICAtIONS .......ovviuiieiiiiiiiieis e e e e e e e e e e e e aeeaeeanes 715
Table 265 PEIrfOrMANCE .......cooiiiiiiiiiiii ettt e e e e e e e e e e e e e e e e e e s neneaeeeeees 716
Table 266 FirMWAre FEAIUINES  .......oeiiiiiiieiii ittt e e e e e e e eeeeaeeee s 716
Table 267 Feature SPecCifiCatiONS  ........oooiiiiiiiiiiii e 718
Table 268 Compatible ZyXEL WLAN Cards and Security Features .........ccccceveevieieneeennnnn. 719
Table 269 Console/Dial Backup Port Pin ASSIGNMENTS ......ocvviiieiiiiiiieeeeiiieee e 721
Table 270 Classes Of IP AAAIESSES  ....oooiiiiiiiieie et 746
Table 271 Allowed IP Address Range By Class ..o 746
Table 272 “NatUral” MASKS  ......uuiiiiiiiiiiiiieee e e e e e 747
Table 273 Alternative Subnet Mask NOtatioN  ...........ooeveiiiiiiiiiiiiiiiee e 747
Table 274 TWO SUBbNEtS EXAMPIE ....coovieeieeeeee s e e e e e e e 748
Table 275 SUDNETL L oot e e e e e e s e e s et e e e e e aeee e s e e a e nbaeaeeeeees 748
Table 276 SUDNETL 2 ..ot e e e e e e e e e e as 749
Table 277 SUDNETL L oottt e e e e e e e e e et e e e e e aeeeeae s e nenbeeaeeeeeeas 749
Table 278 SUDNETL 2 ..ot e e e e e e e s 750
Table 279 SUDNET 3 oo e e e e e e s e e s et e e e e e e e e e e e e e e e r e e eeees 750
Table 280 SUDNETL 4 ..ottt e e e e e e e s e ea s 750
Table 281 Eight SUDNEIS  ....ooiiiiiiiiei ettt 751
Table 282 Class C Subnet PIanning ........c.ouuuuiiiiiiiiiiieiei e e e e e e 751
Table 283 Class B SUDNEt PIANNINg ......cooiiiiiiiiiiiieceic e 752
Table 284 CommONIY USEA SEIVICES ....ovvviiiiiiiiiiiiieie e e e e et ee et a e e e e e e e aeeees 753
Table 285 IEEEBD2.100 ...ciiiiiiiieiiiiiiiieiiiette e e e e e s e e ettt eeeeae e e e e s senstabae e eeaaeeeeessaannsrnnneeeeeaaeens 761
Table 286 Comparison of EAP Authentication TYPES ......coovivivviviiiiiiiiiiie e 767
Table 287 Wireless Security Relational MatriX ..........ccccoiiuiiiiiiiiiiiieeiiiecee e 768
Table 288 Firewall COMMANGS  .......oiiiiiiiiiiiiiii e 807
Table 289 NetBIOS Filter Default SEttiNGS ....ccooiiviiiiiiiiiiee e 814
Table 290 CertificateS COMMEANAS  ....oooiiiiiiiiiiite e ee e e e 817
Table 291 Brute-Force Password Guessing Protection Commands .........cccccceevvvvereennnnnne 821

List of Tables 51



ZyWALL 5/35/70 Series User’'s Guide

52 List of Tables



ZyWALL 5/35/70 Series User’'s Guide

Preface

Congratulations on your purchase of the ZyWALL.

Note: Register your product online to receive e-mail notices of firmware upgrades and
information at www.zyxel.com for global products, or at www.us.zyxel.com for
North American products.

Your ZyWALL iseasy toinstal and configure.

About This User's Guide

This manual is designed to guide you through the configuration of your ZyWALL for its
various applications. The web configurator parts of this guide contain background information
on features configurable by web configurator. The SMT parts of this guide contain
background information solely on features not configurable by web configurator.

Note: Use the web configurator, System Management Terminal (SMT) or command
interpreter interface to configure your ZyWALL. Not all features can be
configured through all interfaces.

Related Documentation

» Supporting Disk
Refer to the included CD for support documents.
* Quick Start Guide

The Quick Start Guide is designed to help you get up and running right away. It contains
connection information and instructions on getting started.

Web Configurator Online Help

Embedded web help for descriptions of individual screens and supplementary
information.

« ZyXEL Web Site

Please go to http://www.zyxel.com for product news, firmware, updated documents, and
other support materials.

User Guide Feedback

Help us help you. E-mail all User Guide-related comments, questions or suggestions for
improvement to techwriters@zyxel.com.tw or send regular mail to The Technical Writing
Team, ZyXEL Communications Corp., 6 Innovation Road |1, Science-Based Industrial Park,
Hsinchu, 300, Taiwan. Thank you!

Preface
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Syntax Conventions

» “Enter” meansfor you to type one or more characters. “ Select” or “Choose” means for
you to use one predefined choices.

* The SMT menu titles and labels are in Bold Times New Roman font. Predefined field
choicesarein Bold Arial font. Command and arrow keys are enclosed in square
brackets. [ENTER] meansthe Enter, or carriage return key; [ESC] means the Escape key
and [SPACE BAR] means the Space Bar.

» Mouse action sequences are denoted using a comma. For example, “1n Windows, click
Sart, Settings and then Control Panel” meansfirst click the Start button, then point
your mouse pointer to Settings and then click Control Panel.

* “e.g.,” isashorthand for “for instance”, and “i.e.,” means “that is’ or “in other words’.

Graphics Icons Key

ZyWALL Computer Notebook computer
= — N
Server DSLAM Firewall
& (I
1]
Telephone Switch Router

"
{ ’ ‘f,"

L |

Wireless Signal
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CHAPTER 1
Getting to Know Your ZyWALL

This chapter introduces the main features and applications of the ZyWALL.

1.1 ZyWALL Internet Security Appliance Overview

The ZyWALL isloaded with security featuresincluding VPN, firewall, content filtering, anti-
spam, IDP (Intrusion Detection and Prevention), anti-virus and certificates. The ZyWALL’s
De-Militarized Zone (DMZ) increases LAN security by providing separate ports for
connecting publicly accessible servers. The ZyWALL 70 and ZyWALL 35 are designed for
small and medium sized business that need the increased throughput and reliability of dual
WAN ports and load balancing. The ZyWALL 35 and ZyWALL 5 provide the option to
change port roles from LAN to DMZ.

You can also deploy the ZyWALL as atransparent firewall in an existing network with
minimal configuration.

The ZyWALL provides bandwidth management, NAT, port forwarding, policy routing (not
available for the ZyWALL 5), DHCP server and many other powerful features.

You can add a |lEEE 802.11b/g-compliant wireless LAN by either inserting awireless LAN
card into the PCMCIA/CardBus slot or connecting an access point (AP) to an Ethernet port in
aWLAN port role. If you insert awireless LAN card to add aWLAN, the ZyWALL offers
highly secured wireless connectivity to your wired network with |EEE 802.1x, WEP data
encryption, WPA (Wi-Fi Protected Access) and MAC addressfiltering. You can use the
wireless card as part of the LAN, DMZ or WLAN.

1.2 ZyWALL Features

The following table lists model specific features.

Note: See the product specifications in the appendix for detailed features and
standards support.

Table 1 ZyWALL Model Specific Features

MODEL #
FEATURE 70 35 S
Multiple WAN (0] (0]
Load Balancing (0] (0]
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Table 1 ZyWALL Model Specific Features

MODEL #
FEATURE 70 35 5
Changing Port Roles between the LAN and DMZ (@) (@)
Policy Route (0] (0]

Table Key: An O in amode's column shows that the device mode has the specified feature.
Theinformation in this table was correct at the time of writing, athough it may be subject to
change.

1.2.1 Physical Features

LAN Port

The 10/100 Mbps auto-negotiating Ethernet LAN port(s) allows the ZyWALL to detect the
speed of incoming transmissions and adjust appropriately without manual intervention. It
allows data transfers of either 10 Mbps or 100 Mbpsin either half-duplex or full-duplex mode
depending on your Ethernet network. The ports are also auto-crossover (MDI/MDI-X)
meaning they automatically adjust to either a crossover or straight-through Ethernet cable.

DMZ Ports

Public servers (Web, FTP, etc.) attached to a DeMilitarized Zone (DM Z) port are visible to the
outside world (while still being protected from DoS (Denia of Service) attacks such as SYN
flooding and Ping of Death) and can a so be accessed from the secure LAN.

The 10/100 M bps auto-negotiating Ethernet ports allow the ZyWALL to detect the speed of
incoming transmissions and adjust appropriately without manual intervention. They allow data
transfers of either 10 Mbps or 100 Mbps in either half-duplex or full-duplex mode depending
on your Ethernet network. The ports are also auto-crossover (MDI/MDI-X) meaning they
automatically adjust to either a crossover or straight-through Ethernet cable.

WLAN Ports

You can set some of the Ethernet portsto a WLAN port role. This alows you to connect
wireless LAN Access Points (APs) to extend the ZyWALL’swireless LAN coverage area.

Dual Auto-negotiating 10/100 Mbps Ethernet WAN (Single on the ZyWALL 5)
The Ethernet WAN ports connect to the Internet via broadband modem or router. You can use

a second connection for load sharing to increase overall network throughput or as a backup to
enhance network reliability.
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The 10/100 Mbps auto-negotiating Ethernet ports allow the ZyWALL to detect the speed of
incoming transmissions and adjust appropriately without manual intervention. They allow data
transfers of either 10 Mbps or 100 Mbps in either half-duplex or full-duplex mode depending
on your Ethernet network. The ports are also auto-crossover (MDI/MDI-X) meaning they
automatically adjust to either a crossover or straight-through Ethernet cable.

Dial Backup WAN

Thedial backup port can be used in reserve as atraditional dial-up connection when/if ever the
WAN, (or WAN 1, 2) and traffic redirect connections fail.

Time and Date
The ZyWALL allows you to get the current time and date from an external server when you

turn on your ZyWALL. You can also set the time manually. The Real Time Chip (RTC) keeps
track of the time and date.

Reset Button
Use the reset button to restore the factory default password to 1234; I P addressto 192.168.1.1,

subnet mask to 255.255.255.0 and DHCP server enabled with a pool of 32 | P addresses
starting at 192.168.1.33.

Dual PCMCIA and CardBus Slot

The dual PCMCIA and CardBus slot provides the option of awireless LAN. You can
aternatively insert aZyWALL Turbo Card to use the anti-virus and IDP features.

IEEE 802.11 b/g Wireless LAN
The optional wireless LAN card provides mobility and afast network environment for small

and home offices. Users can connect to the local area network without any wiring efforts and
enjoy reliable high-speed connectivity.

1.2.2 Non-Physical Features

Load Balancing

The ZyWALL improves quality of service and maximizes bandwidth utilization by dividing
traffic loads between the two WAN interfaces (or ports).

Transparent Firewall

Transparent firewall is also known as a bridge firewall. The ZyWALL can act as a bridge and
till have the capability of filtering and inspecting the packets between arouter and the LAN,
or two routers. You do not need to do any other changes to your existing network.
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SIP Passthrough

The ZyWALL includes a SIP Application Layer Gateway (ALG). It allows Vol P calls to pass
through NAT by examining and translating | P addresses embedded in the data stream.

STP (Spanning Tree Protocol) / RSTP (Rapid STP)

When the ZyWALL is set to bridge mode, (R)STP detects and breaks network loops and
provides backup links between switches, bridges or routers. It allows a bridge to interact with
other (R)STP -compliant bridges in your network to ensure that only one path exists between
any two stations on the network.

Bandwidth Management
Bandwidth management allows you to allocate network resources according to defined

policies. This policy-based bandwidth allocation hel ps your network to better handle real-time
applications such as Voice-over-1P (VoI P).

IPSec VPN Capability
Establish a Virtual Private Network (VPN) to connect with business partners and branch
offices using data encryption and the Internet to provide secure communications without the

expense of leased site-to-site lines. The ZyWALL VPN is based on the |PSec standard and is
fully interoperable with other |PSec-based VPN products.

X-Auth (Extended Authentication)

X-Auth provides added security for VPN by requiring each VPN client to use a username and
password.

Certificates
The ZyWALL can use certificates (also called digital 1Ds) to authenticate users. Certificates

are based on public-private key pairs. Certificates provide away to exchange public keys for
use in authentication.

SSH

The ZyWALL uses the SSH (Secure Shell) secure communication protocol to provide secure
encrypted communication between two hosts over an unsecured network.

HTTPS
HyperText Transfer Protocol over Secure Socket Layer, or HTTP over SSL is aweb protocol

that encrypts and decryptsweb sessions. Use HTTPS for secure web configurator accessto the
ZyWALL
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Firewall

The ZyWALL isastateful inspection firewall with DoS (Denial of Service) protection. By
default, when the firewall is activated, al incoming traffic from the WAN to the LAN is
blocked unlessit isinitiated from the LAN. The ZyWALL firewall supports TCP/UDP
inspection, DoS detection and prevention, real time alerts, reports and logs.

Content Filtering

The ZyWALL can block web features such as ActiveX controls, Java applets and cookies, as
well as disable web proxies. The ZyWALL can block or allow access to web sites that you
specify. The ZyWALL can also block access to web sites containing keywords that you
specify. You can define time periods and days during which content filtering is enabled and
include or exclude arange of users on the LAN from content filtering.

You can also subscribe to category-based content filtering that allows your ZyWALL to check
web sites against an external database of dynamically updated ratings of millions of web sites.

Anti-Spam
The ZyWALL'’s anti-spam feature helps detect and mark or discard junk e-mail (spam). he
ZyWALL hasawhitelist for identifying legitimate e-mail and a blacklist for identifying spam
email. You can also subscribe to an anti-spam external database service that checks e-mail
against more than amillion know spam patterns.

Anti-Virus Scanner
With the anti-virus packet scanner, your ZyWALL scans files transmitting through the enabled

interfaces into the network. The ZyWALL helps stop threats at the network edge before they
reach the local host computers.

Intrusion Detection and Prevention (IDP)
IDP can detect and take actions on malicious or suspicious packets and traffic flows.
ZyWALL Turbo Card
ZyWALL Turbo Card is a co-processor accelerator that is used in conjunction with your
ZyWALL for fast, efficient IDP (Intrusion Detection and Prevention) and AV (Anti Virus)
traffic inspection.
Universal Plug and Play (UPnP)
Using the standard TCP/IP protocol, the ZyWALL and other UPnP-enabled devices can

dynamically join a network, obtain an |P address and convey its capabilities to other devices
on the network.
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RADIUS (RFC2138, 2139)

The ZyWALL can work with aRADIUS (Remote Authentication Dial In User Service) server
for user authentication, authorization and accounting.

IEEE 802.1x for Network Security
The ZyWALL supportsthe |EEE 802.1x standard that works with the |EEE 802.11 to enhance
user authentication. With the local user profile, the ZyWALL allows you to configure user
profiles without a network authentication server. In addition, centralized user and accounting
management is possible on an optional network authentication server.

Wi-Fi Protected Access
Wi-Fi Protected Access (WPA) is a subset of the IEEE 802.11i security specification draft.
Key differences between WPA and WEP are user authentication and improved data
encryption.

Wireless LAN MAC Address Filtering

Your ZyWALL can check the MAC addresses of wireless stations against alist of allowed or
denied MAC addresses.

WEP Encryption

WEP (Wired Equivaent Privacy) encrypts data frames before transmitting over the wireless
network to help keep network communications private.

Packet Filtering

The packet filtering mechanism blocks unwanted traffic from entering/leaving your network.
Call Scheduling

Configure call time periodsto restrict and allow access for users on remote nodes.
PPPoE

PPPoE facilitates the interaction of a host with an Internet modem to achieve access to high-
speed data networks viaa familiar "dial-up networking" user interface.

PPTP Encapsulation

Point-to-Point Tunneling Protocol (PPTP) is anetwork protocol that enables secure transfer of
datafrom aremote client to a private server, creating a Virtual Private Network (VPN) using a
TCP/1P-based network.
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PPTP supports on-demand, multi-protocol and virtual private networking over public
networks, such asthe Internet. The ZyWALL supports one PPTP server connection at any
given time.

Dynamic DNS Support

With Dynamic DNS (Domain Name System) support, you can have a static hostname alias for
adynamic IP address, allowing the host to be more easily accessible from variouslocations on
the Internet. You must register for this service with a Dynamic DNS service provider.

IP Multicast

Deliver IP packets to a specific group of hosts using IP multicast. IGMP (Internet Group
Management Protocol) is the protocol used to support multicast groups. The latest version is
version 2 (see RFC 2236); the ZyWALL supports both versions 1 and 2.

IP Alias

IP Alias adlows you to partition a physical network into logical networks over the same
Ethernet interface. The ZyWALL supportsthreelogical LAN, WLAN and/or DMZ interfaces
viaits single physical Ethernet LAN, WLAN and/or DMZ interface with the ZyWALL itself
asthe gateway for each network.

IP Policy Routing

IP Policy Routing provides a mechanism to override the default routing behavior and alter
packet forwarding based on the policies defined by the network administrator.

Central Network Management

Central Network Management (CNM) allows an enterprise or service provider network
administrator to manage your ZyWALL. The enterprise or service provider network
administrator can configure your ZyWALL, perform firmware upgrades and do
troubleshooting for you.

SNMP

SNMP (Simple Network Management Protocol) is a protocol used for exchanging
management information between network devices. SNMP is a member of the TCP/IP
protocol suite. Your ZyWALL supports SNMP agent functionality, which allows a manager
station to manage and monitor the ZyWALL through the network. The ZyWALL supports
SNMP version one (SNMPv1).
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Network Address Translation (NAT

Network Address Translation (NAT) allows the translation of an Internet protocol address
used within one network (for example a private |P address used in alocal network) to a
different IP address known within another network (for example a public |P address used on
the Internet).

Traffic Redirect

Traffic Redirect forwards WAN traffic to a backup gateway on the LAN when the ZyWALL
cannot connect to the Internet, thus acting as an auxiliary backup when your regular WAN
connection fails.

Port Forwarding

Use this feature to forward incoming service reguests to a server on your local network. You
may enter a single port number or arange of port numbers to be forwarded, and the local IP
address of the desired server.

DHCP (Dynamic Host Configuration Protocol)

DHCP (Dynamic Host Configuration Protocol) alows the individual client computersto
obtain the TCP/IP configuration at start-up from a centralized DHCP server. The ZyWALL
has built-in DHCP server capability, enabled by default, which means it can assign IP
addresses, an | P default gateway and DNS serversto all systemsthat support the DHCP client.
The ZyWALL can also act as a surrogate DHCP server (DHCP Relay) whereit relays 1P
address assignment from the actual real DHCP server to the clients.

Full Network Management
The embedded web configurator is an all-platform web-based utility that allows you to easily
access the ZyWALL’s management settings and configure the firewall. Most functions of the
ZyWALL are aso software configurable viathe SMT (System Management Terminal)

interface. The SMT is amenu-driven interface that you can access from aterminal emulator
through the console port or over atelnet connection.

RoadRunner Support

In addition to standard cable modem services, the ZyWALL supports Time Warner’s
RoadRunner Service.

Logging and Tracing
Built-in message logging and packet tracing.

Syslog facility support.
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Upgrade ZyWALL Firmware via LAN
The firmware of the ZyWALL can be upgraded viathe LAN.
Embedded FTP and TFTP Servers

The ZyWALL’s embedded FTP and TFTP Servers enable fast firmware upgrades as well as
configuration file backups and restoration.

1.3 Applications for the ZyWALL

Here are some examples of what you can do with your ZyWALL.

1.3.1 Secure Broadband Internet Access via Cable or DSL Modem

You can connect a cable modem, DSL or wireless modem to the ZyWALL for broadband
Internet access via Ethernet or wireless port on the modem. The ZyWALL guarantees not only

high speed Internet access, but secure internal network protection and traffic management as
well.

Figure 1 Secure Internet Access via Cable, DSL or Wireless Modem

WAN

e Internet

s

1.3.2 VPN Application

ZyWALL VPN isanidea cost-effective way to connect branch offices, business partners and
telecommuters over the Internet without the need (and expense) for leased lines between sites.
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Figure 2 VPN Application
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1.3.3 Front Panel Lights

Figure 3 ZyWALL 70 Front Panel
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The following table describes the lights.

Table 2 Front Panel Lights

LED COLOR |STATUS |DESCRIPTION
PWR Off The ZyWALL is turned off.
Green On The ZyWALL is turned on.
Red On The power to the ZyWALL is too low.
SYS Green Off The ZyWALL is not ready or has failed.
On The ZyWALL is ready and running.
Flashing | The ZyWALL is restarting.
ACT Green Off The backup port is not connected.
Flashing | The backup port is sending or receiving packets.
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Table 2 Front Panel Lights (continued)

LED COLOR |STATUS |DESCRIPTION
CARD Green Off The wireless LAN is not ready, or has failed.
On The wireless LAN is ready.
Flashing | The wireless LAN is sending or receiving packets.
LAN 10/100 off The LAN/DMZ is not connected.
E)ZnBI/;\/,;/ALL 70 Green On The ZyWALL has a successful 10Mbps Ethernet connection.
Flashing | The 10M LAN is sending or receiving packets.
Orange |On The ZyWALL has a successful 100Mbps Ethernet
connection.

Flashing | The 100M LAN is sending or receiving packets.

WAN1/2 10/100 Off The WAN connection is not ready, or has failed.
or Green On The ZyWALL has a successful 10Mbps WAN connection.
WAN 107100 Flashing | The 10M WAN is sending or receiving packets.
Orange |On The ZyWALL has a successful 100Mbps WAN connection.
Flashing | The 100M WAN is sending or receiving packets.
DMZ 10/100 Off The LAN/DMZ is not connected.
E)Zn%)\,/)VALL 70 Green On The ZyWALL has a successful 10Mbps Ethernet connection.
Flashing | The 10M LAN is sending or receiving packets.
Orange |On The ZyWALL has a successful 100Mbps Ethernet
connection.
Flashing | The 100M LAN is sending or receiving packets.
LAN/DMZ 10/ Off The LAN/DMZ is not connected.
(1203(/)WALL . Green On The ZyWALL has a successful 10Mbps Ethernet connection.
and ZyWALL 5) Flashing | The 10M LAN is sending or receiving packets.
Orange |On The ZyWALL has a successful 100Mbps Ethernet
connection.

Flashing | The 100M LAN is sending or receiving packets.
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CHAPTER 2

Introducing the Web
Configurator

This chapter describes how to access the ZyWALL web configurator and provides an
overview of its screens.

2.1 Web Configurator Overview

The web configurator is an HTML-based management interface that allows easy ZyWALL
setup and management via Internet browser. Use Internet Explorer 6.0 and later or Netscape
Navigator 7.0 and later versions. The recommended screen resolution is 1024 by 768 pixels.

In order to use the web configurator you need to allow:

» Web browser pop-up windows from your device. Web pop-up blocking is enabled by
default in Windows XP SP (Service Pack) 2.

 JavaScripts (enabled by default).
» Javapermissions (enabled by default).

See the Troubleshooting chapter if you want to make sure these functions are allowed in
Internet Explorer or Netscape Navigator.

2.2 Accessing the ZyWALL Web Configurator

Note: By default, the packets from WLAN to WLAN/ZyWALL are dropped and users
cannot configure the ZyWALL wirelessly.

1 Make sureyour ZyWALL hardware is properly connected and prepare your computer/
computer network to connect to the ZyWALL (refer to the Quick Start Guide).

2 Launch your web browser.
3 Type"192.168.1.1" asthe URL.

4 Type"1234" (default) as the password and click L ogin. In some versions, the default
password appears automatically - if thisisthe case, click L ogin.

5 You should see a screen asking you to change your password (highly recommended) as
shown next. Type a new password (and retype it to confirm) and click Apply or click
Ignore.
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Figure 6 Change Password Screen

Use this screen to change the password.

New Password: - S
Retype to Confirm:

6 Click Apply in the Replace Certificate screen to create a certificate using your
ZyWALL’s MAC address that will be specific to this device.

Note: If you do not replace the default certificate here or in the CERTIFICATES
screen, this screen displays every time you access the web configurator.

Figure 7 Replace Certificate Screen

Replace Factory Default Certificate

The factory default certificate is common to all
ZyWALL models. Click Apply to create a certificate
using your ZyWALL's MAC address that will be
specific to this device.

7 You should now seethe HOM E screen (see Figure 10 on page 71).

Note: The management session automatically times out when the time period set in
the Administrator Inactivity Timer field expires (default five minutes). Simply
log back into the ZyWALL if this happens to you.

2.3 Resetting the ZyWALL

If you forget your password or cannot access the web configurator, you will need to reload the
factory-default configuration file or use the RESET button on the back of the ZyWALL.
Uploading this configuration file replaces the current configuration file with the factory-
default configuration file. This means that you will lose al configurations that you had
previously and the speed of the console port will be reset to the default of 9600bps with 8 data
bit, no parity, one stop bit and flow control set to none. The password will be reset to 1234,
also.

2.3.1 Procedure To Use The Reset Button

Make surethe SYS LED is on (not blinking) before you begin this procedure.
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1 Pressthe RESET button for ten seconds, and then release it. If the SYS LED beginsto
blink, the defaults have been restored and the ZyWALL restarts. Otherwise, go to step 2.

2 Turnthe ZyWALL off.
3 While pressing the RESET button, turn the ZyWALL on.

4 Continue to hold the RESET button. The SY S LED will begin to blink and flicker very
quickly after about 20 seconds. Thisindicates that the defaults have been restored and the
ZyWALL isnow restarting.

5 Releasethe RESET button and wait for the ZyWALL to finish restarting.

2.3.2 Uploading a Configuration File Via Console Port

1 Download the default configuration file from the ZyXEL FTP site, unzip it and saveitin
afolder.

2 Turn off the ZyWALL, begin aterminal emulation software session and turn on the
ZyWALL again. When you see the message "Press Any key to enter Debug Mode within
3 seconds’, press any key to enter debug mode.

3 Enter "y" at the prompt below to go into debug mode.
4 Enter "atlc" after "Enter Debug Mode" message.

5 Wait for "Starting XMODEM upload" message before activating X modem upload on
your terminal. Thisis an example Xmodem configuration upload using HyperTerminal.

Figure 8 Example Xmodem Upload

: Send File - el - - - -
2] Type the configuration file’s location,
Folder: C:%Program Files or click Browse to search for it.

Filename: j/

C:AProducticonfig.rom Browsze...

! - | Choose the Xmodem protocol. ‘
/

Protocal:
//I Then click Send. ‘

<]

IXmodem

Send LCloze Cancel |

6 After successful firmware upload, enter "atgo" to restart the router.

2.4 Navigating the ZyWALL Web Configurator

The following summarizes how to navigate the web configurator from the HOM E screen.
This guide usesthe ZyWALL 70 screenshots as an example. The screens may vary dlightly for
different ZyWALL models.
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Figure 9 HOME Screen
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Asillustrated above, the main screen is divided into these parts:

A - title bar

* B - navigation panel
e C - main window

D - status bar

2.4.1 Title Bar

Thetitle bar provides some iconsin the upper right corner.
Theicons provide the following functions.

Table 3 Title Bar: Web Configurator Icons

ICON DESCRIPTION
Wizards: Click this icon to open one of the web configurator wizards. See Chapter 3
on page 89 for more information.

Help: Click this icon to open the help page for the current screen.
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2.4.2 Main Window

The main window shows the screen you select in the navigation panel. It is discussed in more
detail in the rest of this document.

Right after you log in, the HOM E screen is displayed. The screen varies according to the
device mode you select in the MAINTENANCE > Device M ode screen.

2.4.3 HOME Screen: Router Mode

The following screen displays when the ZyWALL is set to router mode. This screen displays
general statusinformation about the ZyWALL. The ZyWALL is set to router mode by default.
Not all fields are available on al models.

Figure 10 Web Configurator HOME Screen in Router Mode
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 System Resources .- P Top 5 Intrusion & Yirus Detections

Flash . 9/16 MB ‘Rank Intrusion Detected Virus Detected
i — T R - :
SRETeaE [ ] 1s9/10000 || pestalerts

[:11] l:l 190 DatefTime Message

2006-06-12 17:20:10

Interfaces Status IPfNetmask IP Assignment Renew 2006-06-12 17:29:48 ping of death, ICMP(Echo Reply)
a1 100M/Full 192,168.105.27/ Static ZO06-06-12 17:29:146 Receive IPSec packet, but no corresponding
255,255, 255.0 tunnel exists (Repeated: 4)
WAN 2 100M/Full 172,22 40,109/ DHCP dient ZO06-06-12 17:29:44 Receive IPSec packet, but no correzponding
255,255, 255.0 tunnel exists (Repeated: 19)
Dial Backup Cown 0.0.0,0/ 0.0,0.0 i A Z006-06-12 17:29:27 Reacaive IPSec packet, but no corresponding
tunnel exists (Repeated: 27)
LM 100mM/Full 192,168, 70,250/ DHCP server  MiA
Zo2i2on a0l System Status
W LA 100mM/Full 0.0,0.0/ 0.0.0.0 Static Mf 2
[ Portstatistics || DHCPTable || %¥PN |[ EBandwidth
DMz 100M/Full 192,168, 66,1/ Static (IR

235.255,255.0

The following table describes the |abels in this screen.

Table 4 Web Configurator HOME Screen in Router Mode

LABEL DESCRIPTION

Automatic Refresh | Select a number of seconds or None from the drop-down list box to update all
Interval screen statistics automatically at the end of every time interval or to not update the
screen statistics.

Refresh Click this button to update the status screen statistics immediately.

System Information
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Table 4 Web Configurator HOME Screen in Router Mode (continued)

LABEL

DESCRIPTION

System Name

This is the System Name you enter in the MAINTENANCE > General screen. Itis
for identification purposes. Click the field label to go to the screen where you can
specify a name for this ZyWALL.

Model

This is the model name of your ZyWALL.

Bootbase Version

This is the bootbase version and the date created.

Firmware Version

This is the ZyNOS Firmware version and the date created. ZyNOS is ZyXEL's
proprietary Network Operating System design. Click the field label to go to the
screen where you can upload a new firmware file.

Up Time

This field displays how long the ZyWALL has been running since it last started up.
The ZyWALL starts up when you turn it on, when you restart it (MAINTENANCE >
Restart), or when you reset it (see Section 2.3 on page 68).

System Time

This field displays your ZyWALL's present date (in yyyy-mm-dd format) and time
(in hh:mm:ss format) along with the difference from the Greenwich Mean Time
(GMT) zone. The difference from GMT is based on the time zone. Itis also
adjusted for Daylight Saving Time if you set the ZyWALL to use it. Click the field
label to go to the screen where you can modify the ZyWALL'’s date and time
settings.

Device Mode

This displays whether the ZyWALL is functioning as a router or a bridge. Click the
field label to go to the screen where you can configure the ZyWALL as a router or
a bridge.

Firewall

This displays whether or not the ZyWALL's firewall is activated. Click the field
label to go to the screen where you can turn the firewall on or off.

System Resources

Flash

The first number shows how many megabytes of the flash the ZyWALL is using.

Memory

The first number shows how many megabytes of the heap memory the ZyWALL is
using. Heap memory refers to the memory that is not used by ZyNOS (ZyXEL
Network Operating System) and is thus available for running processes like NAT,
VPN and the firewall.

The second number shows the ZyWALL's total heap memory (in megabytes).

The bar displays what percent of the ZyWALL's heap memory is in use. The bar
turns from green to red when the maximum is being approached.

Sessions

The first number shows how many sessions are currently open on the ZyWALL.
This includes all sessions that are currently traversing the ZyWALL, terminating at
the ZyWALL or Initiated from the ZyWALL

The second number is the maximum number of sessions that can be open at one
time.

The bar displays what percent of the maximum number of sessions is in use. The
bar turns from green to red when the maximum is being approached.

CPU

This field displays what percentage of the ZyWALL'’s processing ability is currently
used. When this percentage is close to 100%, the ZyWALL is running at full load,
and the throughput is not going to improve anymore. If you want some
applications to have more throughput, you should turn off other applications (for
example, using bandwidth management.

Interfaces

This is the port type.
Click "+" to expand or "-" to collapse the IP alias drop-down lists.
Hold your cursor over an interface’s label to display the interface’s MAC Address.

Click an interface’s label to go to the screen where you can configure settings for
that interface.
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Table 4 Web Configurator HOME Screen in Router Mode (continued)

LABEL

DESCRIPTION

Status

For the LAN, DMZ and WLAN ports, this displays the port speed and duplex
setting. Ethernet port connections can be in half-duplex or full-duplex mode. Full-
duplex refers to a device's ability to send and receive simultaneously, while half-
duplex indicates that traffic can flow in only one direction at a time. The Ethernet
port must use the same speed or duplex mode setting as the peer Ethernet port in
order to connect.

For the WAN and Dial Backup ports, it displays the port speed and duplex setting
if you're using Ethernet encapsulation and Down (line is down or not connected),
Idle (line (ppp) idle), Dial (starting to trigger a call) or Drop (dropping a call) if
you're using PPPoE encapsulation.

For the WLAN card, it displays the transmission rate when a wireless LAN card is
inserted and WLAN is enabled or Down when a wireless LAN card is not inserted
or WLAN is disabled.

IP/Netmask

This shows the port’s IP address and subnet mask.

IP Assignment

For the WAN, if the ZyWALL gets its IP address automatically from an ISP, this
displays DHCP client when you're using Ethernet encapsulation and IPCP Client
when you're using PPPoE or PPTP encapsulation. Static displays if the WAN port
is using a manually entered static (fixed) IP address.

For the LAN, WLAN or DMZ, DHCP server displays when the ZyWALL is set to
automatically give IP address information to the computers connected to the LAN.
DHCP relay displays when the ZyWALL is set to forward IP address assignment
requests to another DHCP server. Static displays if the LAN port is using a
manually entered static (fixed) IP address. In this case, you must have another
DHCP server on your LAN, or else the computers must be manually configured.

For the dial backup port, this shows N/A when dial backup is disabled and IPCP
client when dial backup is enabled.

Renew

If you are using Ethernet encapsulation and the WAN port is configured to get the
IP address automatically from the ISP, click Renew to release the WAN port’s
dynamically assigned IP address and get the IP address afresh. Click Dial to dial
up the PPTP, PPPOE or dial backup connection. Click Drop to disconnect the
PPTP, PPPoE or dial backup connection.

Security Services

Turbo Card

This field displays whether or not a ZyWALL Turbo Card is installed.

Note: The ZyWALL must have a Turbo Card installed and a valid
service subscription to use the IDP and anti-virus features.

IDP/Anti-Virus
Definitions

This is the version number of the signatures set that the ZyWALL is using and the
date and time that the set was released. Click the field label to go to the screen
where you can update the signatures. N/A displays when there is no Turbo Card
installed or the service subscription has expired.

IDP/Anti-Virus
Expiration Date

This is the date the IDP/anti-virus service subscription expires. Click the field label
to go to the screen where you can update your service subscription.

Anti-Spam
Expiration Date

This is the date the anti-spam service subscription expires. Click the field label to
go to the screen where you can update your service subscription.

Content Filter
Expiration Date

This is the date the category-based content filtering service subscription expires.
Click the field label to go to the screen where you can update your service
subscription.

Intrusion Detected

This displays how many intrusions the ZyWALL has detected since it last started
up. N/A displays when there is no Turbo Card installed or the service subscription
has expired.
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2.4.4 HOME Screen:

Table 4 Web Configurator HOME Screen in Router Mode (continued)

LABEL

DESCRIPTION

Virus Detected

This displays how many virus-infected files the ZyWALL has detected since it last
started up. It also displays the percentage of virus-infected files out of the total
number of files that the ZyWALL has scanned (since it last started up). N/A
displays when there is no Turbo Card installed or the service subscription has
expired.

Spam Mail
Detected

This displays how many spam e-mails the ZyWALL has detected since it last
started up. It also displays the percentage of spam e-mail out of the total number
of e-mails that the ZyWALL has scanned (since it last started up). N/A displays
when the service subscription has expired.

Web Site Blocked

This displays how many web site hits the ZyWALL has blocked since it last started
up. N/A displays when the service subscription has expired.

Top 5 Intrusion &
Virus Detections

The following is a list of the five intrusions or viruses that the ZyWALL has most
frequently detected since it last started up.

Rank

This is the ranking number of an intrusion or virus. This is an intrusion’s or virus’s
place in the list of most common intrusions or viruses.

Intrusion Detected

This is the name of a signature for which the ZyWALL has detected matching
packets. The number in brackets indicates how many times the signature has
been matched.

Click the hyperlink for more detailed information on the intrusion.

Virus Detected

This is the name of the virus that the ZyWALL has detected.

Latest Alerts

This table displays the five most recent alerts recorded by the ZyWALL. You can
see more information in the View Log screen, such as the source and destination
IP addresses and port numbers of the incoming packets.

Date/Time

This is the date and time the alert was recorded.

Message

This is the reason for the alert.

System Status

Port Statistics Click Port Statistics to see router performance statistics such as the number of
packets sent and number of packets received for each port.

DHCP Table Click DHCP Table to show current DHCP client information.

VPN Click VPN to display the active VPN connections.

Bandwidth Click Bandwidth to view the ZyWALL'’s bandwidth usage and allotments.

Bridge Mode

The following screen displays when the ZyWALL is set to bridge mode. In bridge mode, the
ZyWALL functions as a transparent firewall (also known as abridge firewall). The ZyWALL
bridges traffic traveling between the ZyWALL's interfaces and still filters and inspects
packets. You do not need to change the configuration of your existing network.

In bridge mode, the ZyWALL cannot get an IP address from a DHCP server. The LAN, WAN,
DMZ and WLAN interfaces all have the same (static) IP address and subnet mask. You can
configure the ZyWALL's IP address in order to access the ZyWALL for management. If you
connect your computer directly to the ZyWALL, you aso need to assign your computer a
static | P address in the same subnet as the ZyWALL's | P address in order to access the

ZyWALL.
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Figure 11 You can use the firewall and VPN in bridge mode.Web Configurator HOME
Screen in Bridge Mode

Automatic Refresh Interval G
System Information Security Services
System Mame ZW 7 0_Stanley Turbo Card Installed
Model ZyWaALL 70 IDP/ Anti-Virus Definiions wl.186 (MN/A)
Boothase ¥Wersion W1.08 | 07/04/2005 IDP/Anti-¥irus Expiration Date 2006-08-06
Firmware Yersion W4, 010wWM.0B2_0612_1 | 06/12/2006 Anti-Spam Expiration Date 2006-08-06
Up Time 000735 Content Filter Expiration Date 2006&-06-07
System Time 2006-06-13 03:50:35 GMT et d g
: : Virus Detected 2 (50% of 4)
Device Mode Bridge
: Spam Mail Detected 0 (0% of 2]
Firewall Enablad
Web Site Blocked a
System Resources Top 5 Intrusion & ¥irus Detections
Ela=h l:l 9/16 ME ‘Rank Intrusion Detected ¥irus Detected
Memory l:l 36/64 MB 1 5 Urkrown Signature!
cPU l:l 194 DatefTime Message

2006-06-12 03:50:02 HTTP Virus infected - ID:1262,Email-
Wormn, Win3Z2 Bagle, z /virus/ 30001,

Z006-06-13 03:49:59 HTTF Wirus infected -

Network Status

IP /Netmask Address 192.168.70.214/ 255.255.255.0 ID:574,Virus WinSx CIH, 1230,/ virus/ 30002, tf!
Gateway IP Address 192,162, 70,250
Rapid Spanning Tree Protocol  Disabled System Status

Bridge Priority 32768 [ Pportstatistics || vPN ||  Bandwidth |

Bridge Hello Time 2 second( =)

Bridge Max Age 20 second( =)

Forward Delay 15 sacond(s]

The following table describes the labels in this screen.

Table 5 Web Configurator HOME Screen in Bridge Mode

LABEL DESCRIPTION

Automatic Select a number of seconds or None from the drop-down list box to update all
Refresh Interval | screen statistics automatically at the end of every time interval or to not update the
screen statistics.

Refresh Click this button to update the screen’s statistics immediately.

System
Information

System Name This is the System Name you enter in the MAINTENANCE > General screen. It is
for identification purposes. Click the field label to go to the screen where you can
specify a name for this ZyWALL.

Model This is the model name of your ZyWALL.

Bootbase Version | This is the bootbase version and the date created.

Firmware Version | This is the ZyNOS Firmware version and the date created. ZyNOS is ZyXEL's
proprietary Network Operating System design. Click the field label to go to the
screen where you can upload a new firmware file.

Up Time This field displays how long the ZyWALL has been running since it last started up.
The ZyWALL starts up when you turn it on, when you restart it (MAINTENANCE >
Restart), or when you reset it (see Section 2.3 on page 68).

System Time This field displays your ZyWALL'’s present date (in yyyy-mm-dd format) and time (in
hh:mm:ss format) along with the difference from the Greenwich Mean Time (GMT)
zone. The difference from GMT is based on the time zone. It is also adjusted for
Daylight Saving Time if you set the ZyWALL to use it. Click the field label to go to
the screen where you can modify the ZyWALL'’s date and time settings.
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Table 5 Web Configurator HOME Screen in Bridge Mode (continued)

LABEL

DESCRIPTION

Device Mode

This displays whether the ZyWALL is functioning as a router or a bridge. Click the
field label to go to the screen where you can configure the ZyWALL as a router or a
bridge.

Firewall

This displays whether or not the ZyWALL's firewall is activated. Click the field label
to go to the screen where you can turn the firewall on or off.

System
Resources

Flash

The first number shows how many megabytes of the flash the ZyWALL is using.

Memory

The first number shows how many megabytes of the heap memory the ZyWALL is
using. Heap memory refers to the memory that is not used by ZyNOS (ZyXEL
Network Operating System) and is thus available for running processes like NAT,
VPN and the firewall.

The second number shows the ZyWALL's total heap memory (in megabytes).

The bar displays what percent of the ZyWALL's heap memory is in use. The bar
turns from green to red when the maximum is being approached.

Sessions

The first number shows how many sessions are currently open on the ZyWALL.
This includes all sessions that are currently traversing the ZyWALL, terminating at
the ZyWALL or initiated from the ZyWALL

The second number is the maximum number of sessions that can be open at one
time.

The bar displays what percent of the maximum number of sessions is in use. The
bar turns from green to red when the maximum is being approached.

CPU

This field displays what percentage of the ZyWALL'’s processing ability is currently
used. When this percentage is close to 100%, the ZyWALL is running at full load,
and the throughput is not going to improve anymore. If you want some applications
to have more throughput, you should turn off other applications (for example, using
bandwidth management.

Network Status

IP/Netmask This is the IP address and subnet mask of your ZyWALL in dotted decimal notation.
Address

Gateway IP This is the gateway IP address.

Address

Rapid Spanning
Tree Protocol

This shows whether RSTP (Rapid Spanning Tree Protocol) is active or not. The
following labels or values relative to RSTP do not apply when RSTP is disabled.

Bridge Priority

This is the bridge priority of the ZyWALL. The bridge (or switch) with the lowest
bridge priority value in the network is the root bridge (the base of the spanning tree).

Bridge Hello Time

This is the interval of BPDUs (Bridge Protocol Data Units) from the root bridge.

Bridge Max Age

This is the predefined interval that a bridge waits to get a Hello message (BPDU)
from the root bridge.

Forward Delay

This is the forward delay interval.

Bridge Port

This is the port type. Port types are: WAN (or WAN1, WAN2), LAN, Wireless Card,
DMZ and WLAN Interface.

Port Status

For the WAN, LAN, DMZ, and WLAN Interfaces, this displays the port speed and
duplex setting. For the WAN port, it displays Down when the link is not ready or has
failed. For the wireless card, it displays the transmission rate when a wireless LAN
card is inserted and WLAN is enabled or Down when a wireless LAN is not inserted
or WLAN is disabled.

RSTP Status

This is the RSTP status of the corresponding port.
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Table 5 Web Configurator HOME Screen in Bridge Mode (continued)

LABEL

DESCRIPTION

RSTP Active

This shows whether or not RSTP is active on the corresponding port.

RSTP Priority

This is the RSTP priority of the corresponding port.

RSTP Path Cost

This is the cost of transmitting a frame from the root bridge to the corresponding
port.

Security Services

Turbo Card

This field displays whether or not a ZyWALL Turbo Card is installed.

Note: The ZyWALL must have a Turbo Card installed and a valid
service subscription to use the IDP and anti-virus features.

IDP/Anti-Virus
Definitions

This is the version number of the signatures set that the ZyWALL is using and the
date and time that the set was released. Click the field label to go to the screen
where you can update the signatures. N/A displays when there is no Turbo Card
installed or the service subscription has expired.

IDP/Anti-Virus
Expiration Date

This is the date the IDP/anti-virus service subscription expires. Click the field label
to go to the screen where you can update your service subscription.

Anti-Spam
Expiration Date

This is the date the anti-spam service subscription expires. Click the field label to go
to the screen where you can update your service subscription.

Content Filter
Expiration Date

This is the date the category-based content filtering service subscription expires.
Click the field label to go to the screen where you can update your service
subscription.

Intrusion
Detected

This displays how many intrusions the ZyWALL has detected since it last started
up. N/A displays when there is no Turbo Card installed or the service subscription
has expired.

Virus Detected

This displays how many virus-infected files the ZyWALL has detected since it last
started up. It also displays the percentage of virus-infected files out of the total
number of files that the ZyWALL has scanned (since it last started up). N/A displays
when there is no Turbo Card installed or the service subscription has expired.

Spam Mail
Detected

This displays how many spam e-mails the ZyWALL has detected since it last
started up. It also displays the percentage of spam e-mail out of the total number of
e-mails that the ZyWALL has scanned (since it last started up). N/A displays when
the service subscription has expired.

Web Site Blocked

This displays how many web site hits the ZyWALL has blocked since it last started
up. N/A displays when the service subscription has expired.

Top 5 Intrusion &
Virus Detections

The following is a list of the five intrusions or viruses that the ZyWALL has most
frequently detected since it last started up.

Rank

This is the ranking number of an intrusion or virus. This is an intrusion’s or virus’s
place in the list of most common intrusions or viruses.

Intrusion
Detected

This is the name of a signature for which the ZyWALL has detected matching
packets. The number in brackets indicates how many times the signature has been
matched.

Click the hyperlink for more detailed information on the intrusion.

Virus Detected

This is the name of the virus that the ZyWALL has detected.

Latest Alerts

This table displays the five most recent alerts recorded by the ZyWALL. You can
see more information in the View Log screen, such as the source and destination
IP addresses and port numbers of the incoming packets.

Date/Time

This is the date and time the alert was recorded.

Message

This is the reason for the alert.
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Table 5 Web Configurator HOME Screen in Bridge Mode (continued)

LABEL DESCRIPTION

System Status

Port Statistics Click Port Statistics to see router performance statistics such as the number of
packets sent and number of packets received for each port.

VPN Click VPN to display the active VPN connections.

Bandwidth Click Bandwidth to view the ZyWALL'’s bandwidth usage and allotments.

2.4.5 Navigation Panel

After you enter the password, use the sub-menus on the navigation panel to configure

ZyWALL features.

The following table lists the features available for each device mode. Not all ZyWALLs have

al featureslisted in thistable.

Table 6 Bridge and Router Mode Features Comparison

FEATURE

BRIDGE MODE

ROUTER MODE

Internet Access Wizard

VPN Wizard

DHCP Table

System Statistics

Registration

LAN

WAN

DMZ

oO|lO0|O0|O|O|O|0O|O

Bridge

o

WLAN

Wireless Card

Firewall

IDP

Anti-Virus

Anti-Spam

Content Filter

VPN

Certificates

Authentication Server

O0O|0|O0|0O|O|O|0O|O]|O

NAT

Static Route

Policy Route

Bandwidth Management

oO|l0|O0|O|O|O|O|O|O|O|0O|0O|O|O
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Table 6 Bridge and Router Mode Features Comparison

FEATURE BRIDGE MODE ROUTER MODE
DNS 0]
Remote Management (0] (0]
UPNP 0]
ALG 0] 0]
Logs (0] (0]
Maintenance @) ®)

Table Key: An O in amode’s column shows that the device mode has the specified feature.
Theinformation in this table was correct at the time of writing, athough it may be subject to

change.

The following table describes the sub-menus.

Table 7 Screens Summary

LINK TAB

FUNCTION

HOME

This screen shows the ZyWALL'’s general device and network
status information. Use this screen to access the wizards, statistics
and DHCP table.

REGISTRATION | Registration

Use this screen to register your ZyWALL and activate the trial
service subscriptions.

Service Use this to manage and update the service status and license
information.

NETWORK

LAN LAN Use this screen to configure LAN DHCP and TCP/IP settings.
Static DHCP Use this screen to assign fixed IP addresses on the LAN.
IP Alias Use this screen to partition your LAN interface into subnets.
Port Roles Use this screen to change the LAN/DMZ/WLAN port roles.
(ZyWALL 5
and ZyWALL
35)

BRIDGE Bridge Use this screen to change the bridge settings on the ZyWALL.
Port Roles Use this screen to change the DMZ/WLAN port roles on the

ZyWALL 70 or the LAN/DMZ/WLAN port roles on the ZyWALL 5 or
ZyWALL 35.

Chapter 2 Introducing the Web Configurator

79



ZyWALL 5/35/70 Series User’'s Guide

Table 7 Screens Summary (continued)

LINK TAB FUNCTION
WAN General This screen allows you to configure load balancing, route priority
and traffic redirect properties.
Route This screen allows you to configure route priority.
(ZyWALL 5
only)
WAN (ZyWALL | Use this screen to configure the WAN port for internet access.
5 only)
WAN1 Use this screen to configure the WANL1 port for Internet access.
(ZyWALL 35
and ZyWALL
70)
WAN2 Use this screen to configure the WAN2 port for Internet access.
(ZyWALL 35
and ZyWALL
70)
Traffic Redirect | Use this screen to configure your traffic redirect properties and
parameters.
Dial Backup Use this screen to configure the backup WAN dial-up connection.
DMz DMz Use this screen to configure your DMZ connection.
Static DHCP Use this screen to assign fixed IP addresses on the DMZ.
IP Alias Use this screen to partition your DMZ interface into subnets.
Port Roles Use this screen to change the DMZ/WLAN port roles on the
ZyWALL 70 or the LAN/DMZ/WLAN port roles on the ZyWALL 5 or
ZyWALL 35.
WLAN WLAN Use this screen to configure your WLAN connection.
Static DHCP Use this screen to assign fixed IP addresses on the WLAN.
IP Alias Use this screen to partition your WLAN interface into subnets.
Port Roles Use this screen to change the DMZ/WLAN port roles on the
ZyWALL 70 or the LAN/DMZ/WLAN port roles on the ZyWALL 5 or
ZyWALL 35.
WIRELESS Wireless Card | Use this screen to configure the wireless LAN settings and WLAN
CARD authentication/security settings.
MAC Filter Use this screen to change MAC filter settings on the ZyWALL
SECURITY
FIREWALL Default Rule Use this screen to activate/deactivate the firewall and the direction
of network traffic to which to apply the rule
Rule Summary | This screen shows a summary of the firewall rules, and allows you
to edit/add a firewall rule.
Anti-Probing Use this screen to change your anti-probing settings.
Threshold Use this screen to configure the threshold for DoS attacks.
Service Use this screen to configure custom services.

80

Chapter 2 Introducing the Web Configurator



ZyWALL 5/35/70 Series User’'s Guide

Table 7 Screens Summary (continued)

LINK TAB FUNCTION
IDP General Use this screen to enable IDP on the ZyWALL and choose what
interface(s) you want to protect from intrusions.

Signature Use these screens to view signatures by attack type or search for
signatures by signature name, ID, severity, target operating
system, action etc. You can also configure signature actions here.

Update Use this screen to download new signature downloads. It is
important to do this as new intrusions evolve.

Backup & Use this screen to back up, restore or revert to the default

Restore signhatures’ actions.

ANTI-VIRUS General Use this screen to activate AV scanning on the interface(s) and
specify actions when a virus is detected.

Signature Use these screens to search for signatures by signature name or
attributes and configure how the ZyWALL uses them.

Update Use this screen to view the version number of the current
sighatures and configure the signature update schedule.

Backup & Use this screen to back up, restore or revert to the default

Restore signatures’ actions.

ANTI-SPAM General Use this screen to turn the anti-spam feature on or off and set how
the ZyWALL treats spam.

External DB Use this screen to enable or disable the use of the anti-spam
external database.

Lists Use this screen to configure the whitelist to identify legitimate e-
mail and configure the blacklist to identify spam e-mail.

CONTENT General This screen allows you to enable content filtering and block certain
FILTER web features.

Categories Use this screen to select which categories of web pages to filter
out, as well as to register for external database content filtering and
view reports.

Customization |Use this screen to customize the content filter list.

Cache Use this screen to view and configure the ZyWALL'’s URL caching.

VPN VPN Rules Use this screen to configure VPN connections using IKE key

(IKE) management and view the rule summary.

VPN Rules Use this screen to configure VPN connections using manual key

(Manual) management and view the rule summary.

SA Monitor Use this screen to display and manage active VPN connections.

Global Setting

Use this screen to configure the IPSec timer settings.

CERTIFICATES

My Certificates

Use this screen to view a summary list of certificates and manage
certificates and certification requests.

Trusted CAs

Use this screen to view and manage the list of the trusted CAs.

Trusted
Remote Hosts

Use this screen to view and manage the certificates belonging to
the trusted remote hosts.

Directory
Servers

Use this screen to view and manage the list of the directory
servers.
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Table 7 Screens Summary (continued)

LINK TAB FUNCTION
AUTH SERVER | Local User Use this screen to configure the local user account(s) on the
Database ZyWALL.
RADIUS Configure this screen to use an external server to authenticate
wireless and/or VPN users.
ADVANCED
NAT NAT Overview | Use this screen to enable NAT.

Address Use this screen to configure network address translation mapping
Mapping rules.

Port Use this screen to configure servers behind the ZyWALL.
Forwarding

Port Triggering

Use this screen to change your ZyWALL'’s port triggering settings.

STATIC ROUTE

IP Static Route

Use this screen to configure IP static routes.

POLICY ROUTE | Policy Route Use this screen to view a summary list of all the policies and
Summary configure policies for use in IP policy routing.
BW MGMT Summary Use this screen to enable bandwidth management on an interface.
Class Setup Use this screen to set up the bandwidth classes.
Monitor Use this screen to view the ZyWALL'’s bandwidth usage and
allotments.
DNS System Use this screen to configure the address and name server records.
Cache Use this screen to configure the DNS resolution cache.
DHCP Use this screen to configure LAN/DMZ/WLAN DNS information.
DDNS Use this screen to set up dynamic DNS.

REMOTE MGMT | WWW Use this screen to configure through which interface(s) and from
which IP address(es) users can use HTTPS or HTTP to manage
the ZyWALL.

SSH Use this screen to configure through which interface(s) and from
which IP address(es) users can use Secure Shell to manage the
ZyWALL.

TELNET Use this screen to configure through which interface(s) and from
which IP address(es) users can use Telnet to manage the
ZyWALL.

FTP Use this screen to configure through which interface(s) and from
which IP address(es) users can use FTP to access the ZyWALL.

SNMP Use this screen to configure your ZyWALL's settings for Simple
Network Management Protocol management.

DNS Use this screen to configure through which interface(s) and from
which IP address(es) users can send DNS queries to the ZyWALL.

CNM Use this screen to configure and allow your ZyWALL to be
managed by the Vantage CNM server.

UPnP UPnP Use this screen to enable UPnP on the ZyWALL.

Ports Use this screen to view the NAT port mapping rules that UPnP
creates on the ZyWALL.

ALG ALG Use this screen to allow certain applications to pass through the
ZyWALL.

REPORTS
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Table 7 Screens Summary (continued)

LINK TAB FUNCTION
SYSTEM Reports Use this screen to have the ZyWALL record and display network
REPORTS usage reports.
THREAT IDP Use this screen to collect and display statistics on the intrusions
REPORTS that the ZyWALL has detected.
Anti-Virus Use this screen to collect and display statistics on the viruses that
the ZyWALL has detected.
Anti-Spam Use this screen to collect and display statistics on spam mail that
the ZyWALL has detected.
LOGS View Log Use this screen to view the logs for the categories that you

selected.

Log Settings

Use this screen to change your ZyWALL's log settings.

MAINTENANCE

General

This screen contains administrative.

Password

Use this screen to change your password.

Time and Date

Use this screen to change your ZyWALL'’s time and date.

Device Mode | Use this screen to configure and have your ZyWALL work as a
router or a bridge.

F/W Upload Use this screen to upload firmware to your ZyWALL

Backup & Use this screen to backup and restore the configuration or reset

Restore the factory defaults to your ZyWALL.

Restart This screen allows you to reboot the ZyWALL without turning the

power off.

LOGOUT

Click this label to exit the web configurator.

2.4.6 Port Statistics

Click Port Satisticsin the HOME screen. Read-only information here includes port status
and packet specific statistics. The Poll Interval(s) field is configurable. Not all items
described are available on all models.

Figure 12 HOME > Show Statistics

= Up Time ¢

Automatic Refresh Interval 5 seconds ¥ |
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The following table describes the label s in this screen.

Table 8 HOME > Show Statistics

LABEL DESCRIPTION

Click the icon to display the chart of throughput statistics.

Port These are the ZyWALL's interfaces.

Status For the WAN and dial backup ports, this displays the port speed and duplex setting if
you're using Ethernet encapsulation and Down (line is down), Idle (line (ppp) idle),
Dial (starting to trigger a call) or Drop (dropping a call) if you're using PPPoE
encapsulation. Dial backup is not available in bridge mode.
For the LAN, DMZ and WLAN ports, this displays the port speed and duplex setting.
For the WLAN card, this displays the transmission rate when a wireless LAN card is
inserted and WLAN is enabled or Down when a wireless LAN is not inserted or
WLAN is disabled.

TxPkts This is the number of transmitted packets on this port.

RxPkts This is the number of received packets on this port.

Tx Bls This displays the transmission speed in bytes per second on this port.

Rx B/s This displays the reception speed in bytes per second on this port.

Up Time This is the total amount of time the line has been up.

System Up Time

This is the total time the ZyWALL has been on.

Automatic
Refresh Interval

Select a number of seconds or None from the drop-down list box to update all
screen statistics automatically at the end of every time interval or to not update the
screen statistics.

Refresh

Click this button to update the screen’s statistics immediately.

2.4.7 Show Statistics: Line Chart

Click theicon in the Show Statistics screen. This screen shows you aline chart of each port’'s
throughput statistics.
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Figure 13 HOME > Show Statistics > Line Chart
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The following table describes the label s in this screen.

Table 9 HOME > Show Statistics > Line Chart

LABEL

DESCRIPTION

Click the icon to go back to the Show Statistics screen.

Port

Select the check box(es) to display the throughput statistics of the corresponding
port(s).

B/s

Specify the direction of the traffic for which you want to show throughput statistics in
this table.

Select Tx to display transmitted traffic throughput statistics and the amount of traffic
(in bytes). Select Rx to display received traffic throughput statistics and the amount
of traffic (in bytes).

Throughput
Range

Set the range of the throughput (in B/s, KB/s or MB/s) to display.
Click Set Range to save this setting back to the ZyWALL.

2.4.8 DHCP Table Screen

DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows individual
clients to obtain TCP/IP configuration at start-up from a server. You can configure the
ZyWALL asaDHCP server or disableit. When configured as a server, the ZyWALL provides
the TCP/IP configuration for the clients. If DHCP service is disabled, you must have another
DHCP server on your LAN, or else the computer must be manually configured.

Click Show DHCP Table in the HOM E screen when the ZyWALL is set to router mode.
Read-only information here relates to your DHCP status. The DHCP table shows current
DHCP client information (including | P Address, Host Name and MAC Address) of all
network clients using the ZyWALL’s DHCP server.
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Figure 14 HOME > DHCP Table
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The following table describes the |abels in this screen.

Table 10 HOME > DHCP Table

LABEL DESCRIPTION

Interface Select LAN, DMZ or WLAN to show the current DHCP client information for the
specified interface.

# This is the index number of the host computer.

IP Address This field displays the IP address relative to the # field listed above.

Host Name This field displays the computer host name.

MAC Address | The MAC (Media Access Control) or Ethernet address on a LAN (Local Area Network)
is unique to your computer (six pairs of hexadecimal notation).

A network interface card such as an Ethernet adapter has a hardwired address that is
assigned at the factory. This address follows an industry standard that ensures no
other adapter has a similar address.

Reserve Select the check box in the heading row to automatically select all check boxes or
select the check box(es) in each entry to have the ZyWALL always assign the
selected entry(ies)’s IP address(es) to the corresponding MAC address(es) (and host
name(s)). You can select up to 128 entries in this table. After you click Apply, the
MAC address and IP address also display in the corresponding LAN, DMZ or WLAN
Static DHCP screen (where you can edit them).

Refresh Click Refresh to reload the DHCP table.

2.4.9 VPN Status

Click VPN in the HOME screen when the ZyWALL is set to router mode. This screen
displaysread-only information about the active VPN connections. The Poll I nterval(s) fieldis
configurable. A Security Association (SA) isthe group of security settings related to a specific

VPN tunnel.

86

Chapter 2 Introducing the Web Configurator



ZyWALL 5/35/70 Series User’'s Guide

Figure 15 HOME > VPN Status

Automatic Refresh Interval = seconds %

The following table describes the |abels in this screen.

Table 11 HOME > VPN Status

LABEL DESCRIPTION
# This is the security association index number.
Name This field displays the identification name for this VPN policy.

Local Network This field displays the IP address of the computer using the VPN IPSec feature of
your ZyWALL.

Remote Network | This field displays IP address (in a range) of computers on the remote network
behind the remote IPSec router.

Encapsulation This field displays Tunnel or Transport mode.

IPSec Algorithm | This field displays the security protocols used for an SA.

Both AH and ESP increase ZyWALL processing requirements and communications
latency (delay).

Automatic Select a number of seconds or None from the drop-down list box to update all
Refresh Interval |screen statistics automatically at the end of every time interval or to not update the
screen statistics.

Refresh Click this button to update the screen’s statistics immediately.

2.4.10 Bandwidth Monitor

Click Bandwidth in the HOM E screen to display the bandwidth monitor. This screen displays
the device's bandwidth usage and allotments.
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Figure 16 Home > Bandwidth Monitor
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The following table describes the |abels in this screen.

LABEL

DESCRIPTION

Interface

Select an interface from the drop-down list box to view the bandwidth usage of
its bandwidth classes.

Class

This field displays the name of the bandwidth class.

A Default Class automatically displays for all the bandwidth in the Root
Class that is not allocated to bandwidth classes. If you do not enable
maximize bandwidth usage on an interface, the ZyWALL uses the bandwidth
in this default class to send traffic that does not match any of the bandwidth
classes.?

Budget (kbps)

This field displays the amount of bandwidth allocated to the bandwidth class.

Current Usage (kbps)

This field displays the amount of bandwidth that each bandwidth class is
using.

Automatic Refresh

Select a number of seconds or None from the drop-down list box to update all

Interval screen statistics automatically at the end of every time interval or to not update
the screen statistics.
Refresh Click this button to update the screen’s statistics immediately.

a.lf you allocate all the root class’s bandwidth to the bandwidth classes, the default class still displays a
budget of 2 kbps (the minimum amount of bandwidth that can be assigned to a bandwidth class).
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CHAPTER 3
Wizard Setup

This chapter provides information on the Wizard Setup screensin the web configurator. The
Internet access wizard is only applicable when the ZyWALL isin router mode.

3.1 Wizard Setup Overview

The web configurator's setup wizards help you configure Internet and VPN connection
settings.

Inthe HOME screen, click the Wizard icon ’{" to open the Wizard Setup Welcome screen.
The following summarizes the wizards you can Select:

* Internet Access Setup

Click thislink to open awizard to set up an Internet connection for WAN1 on a
ZyWALL with multiple WAN ports or the WAN port on aZyWALL with asingle WAN
port.

« VPN Setup

Use VPN SETUP to configure aVVPN connection that uses a pre-shared key. If you want
to set the rule to use a certificate, please go to the VPN screens for configuration. See
Section 3.3 on page 99.
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Figure 17 Wizard Setup Welcome

Welcome to the ZyWALL Wizard Setup

#* Internet Access Setup
(helps user quickly configure the ZyWaLL 70 to secure Internet

connection)

* VPN Setup
(helps user quickly configure the ZyWaLL 70 to secure WPH

connection)

Cloze |

3.2 Internet Access

The Internet access wizard screen has three variations depending on what encapsulation type
you use. Refer to information provided by your ISP to know what to enter in each field. Leave

afield blank if you don’t have that information.

3.2.1 ISP Parameters
The ZyWALL offers three choices of encapsulation. They are Ether net, PPTP or PPPOE.

The wizard screen varies according to the type of encapsulation that you select in the
Encapsulation field.

3.2.1.1 Ethernet

For ISPs (such as Telstra) that send UDP heartbeat packets to verify that the customer is still
online, please create a WAN-to-WAN/ZyWALL firewall rule for those packets. Contact your

ISP to find the correct port number.

Choose Ether net when the WAN port is used as aregular Ethernet.
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Figure 18

ISP Parameters: Ethernet Encapsulation

ethernet,

Tou can select ethernet, PPPoE or PPTP according to in which the network vou are. If you
don't know, please ask your netwark administrator, The most popular type of network is

|E‘lherne‘f vI

Encapsulation

IF Address Assignment

My WAN IP Address o .o .0 . 0
My WAN IP SubnetMask [ o . o . o . 0
Gateway IP Address | o ., o . o . 0
First DNS Server o .o .0 . 0
Second DNS Server | o . o . o . @

Back | Apply

The following table describes the |abels in this screen.

Table 12

ISP Parameters: Ethernet Encapsulation

LABEL

DESCRIPTION

ISP Parameters
for Internet
Access

Encapsulation

You must choose the Ethernet option when the WAN port is used as a regular
Ethernet. Otherwise, choose PPPoE or PPTP for a dial-up connection.

WAN IP Address

Assignment
IP Address Select Dynamic If your ISP did not assign you a fixed IP address. This is the
Assignment default selection.
Select Static If the ISP assigned a fixed IP address.
The fields below are available only when you select Static.
My WAN IP Enter your WAN IP address in this field.
Address
My WAN IP Enter the IP subnet mask in this field.

Subnet Mask

Gateway IP Enter the gateway IP address in this field.

Address

First DNS Server | Enter the DNS server's IP address(es) in the field(s) to the right.

Second DNS Leave the field as 0.0.0.0 if you do not want to configure DNS servers. If you do not
Server configure a DNS server, you must know the IP address of a machine in order to

access it.
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Table 12 ISP Parameters: Ethernet Encapsulation

LABEL DESCRIPTION
Back Click Back to return to the previous wizard screen.
Apply Click Apply to save your changes and go to the next screen.

3.2.1.2 PPPoE Encapsulation

Point-to-Point Protocol over Ethernet (PPPOE) functions as a dial-up connection. PPPoE is an
IETF (Internet Engineering Task Force) standard specifying how a host personal computer
interacts with a broadband modem (for example DSL, cable, wireless, etc.) to achieve access
to high-speed data networks.

Figure 19 ISP Parameters: PPPoE Encapsulation

vou can select ethernet, PPPoE or PPTP according to in which the network vou are, If you
don't know, please ask your netwaorlk adrinistratar, The most popular type of networlk is

EREEEEEE

ethernet,

Encapsulation IPPP over Ethernet vI

Service Name I {(Optional)
User Marme I

Password I********

Retype to Confirm
™ Mailed-Up

Idle Timeout |'IDD (Seconds)

IF Address Assignrment

My WAN IP Address o . 0
First DNS Server EEETE TR
Second DNS Server | 0 0 0 0

Back |

The following table describes the labelsin this screen.

Table 13 ISP Parameters: PPPoE Encapsulation

LABEL DESCRIPTION

ISP Parameter for
Internet Access

Encapsulation Choose an encapsulation method from the pull-down list box. PPP over Ethernet
forms a dial-up connection.
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Table 13

ISP Parameters: PPPoE Encapsulation (continued)

LABEL

DESCRIPTION

Service Name

Type the name of your service provider.

User Name

Type the user name given to you by your ISP.

Password

Type the password associated with the user name above.

Retype to Confirm

Type your password again for confirmation.

Nailed-Up

Select Nailed-Up if you do not want the connection to time out.

Idle Timeout

Type the time in seconds that elapses before the router automatically disconnects
from the PPPOE server. The default time is 100 seconds.

WAN IP Address

Assignment
IP Address Select Dynamic If your ISP did not assign you a fixed IP address. This is the
Assignment default selection.
Select Static If the ISP assigned a fixed IP address.
The fields below are available only when you select Static.
My WAN IP Enter your WAN IP address in this field.
Address
First DNS Server | Enter the DNS server's IP address(es) in the field(s) to the right.
Second DNS Leave the field as 0.0.0.0 if you do not want to configure DNS servers. If you do not
Server configure a DNS server, you must know the IP address of a machine in order to
access it.
Back Click Back to return to the previous wizard screen.
Apply Click Apply to save your changes and go to the next screen.

3.2.1.3 PPTP Encapsulation

Point-to-Point Tunneling Protocol (PPTP) is a network protocol that enables transfers of data
from aremote client to a private server, creating a Virtual Private Network (VPN) using TCP/
| P-based networks.

PPT P supports on-demand, multi-protocol, and virtual private networking over public
networks, such as the Internet.
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Note: The ZyWALL supports one PPTP server connection at any given time.

Figure 20 ISP Parameters: PPTP Encapsulation
WIZARD - Internet Access

ISP Parameters for Internet Access

PPTP Configuration

WAN IP Address Assignment

The following table describes the label s in this screen.

Table 14 ISP Parameters: PPTP Encapsulation

LABEL DESCRIPTION

ISP Parameters for

Internet Access

Encapsulation Select PPTP from the drop-down list box. To configure a PPTP client, you must
configure the User Name and Password fields for a PPP connection and the
PPTP parameters for a PPTP connection.

User Name Type the user name given to you by your ISP.

Password Type the password associated with the User Name above.

Retype to Confirm | Type your password again for confirmation.

Nailed-Up Select Nailed-Up if you do not want the connection to time out.

Idle Timeout Type the time in seconds that elapses before the router automatically disconnects
from the PPTP server.
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Table 14

ISP Parameters: PPTP Encapsulation

LABEL

DESCRIPTION

PPTP Configuration

My IP Address

Type the (static) IP address assigned to you by your ISP.

My IP Subnet Mask

Type the subnet mask assigned to you by your ISP (if given).

Server IP Address

Type the IP address of the PPTP server.

Connection ID/
Name

Enter the connection ID or connection name in this field. It must follow the "c:id"
and "n:name" format. For example, C:12 or N:My ISP.
This field is optional and depends on the requirements of your xXDSL modem.

WAN IP Address

Assignment
IP Address Select Dynamic If your ISP did not assign you a fixed IP address. This is the
Assignment default selection.
Select Static If the ISP assigned a fixed IP address.
The fields below are available only when you select Static.
My WAN IP Enter your WAN IP address in this field.
Address
First DNS Server Enter the DNS server's IP address(es) in the field(s) to the right.
Second DNS Leave the field as 0.0.0.0 if you do not want to configure DNS servers. If you do
Server not configure a DNS server, you must know the IP address of a machine in order
to access it.
Back Click Back to return to the previous wizard screen.
Apply Click Apply to save your changes and go to the next screen.

3.2.2 Internet Access Wizard: Second Screen

Click Next to go to the screen where you can register your ZyWALL and activate the free
content filtering, anti-spam, anti-virus and IDP trial applications. Otherwise, click Skip to
display the congratulations screen and click Close to complete the Internet access setup.

Note: Make sure you have installed the ZyWALL Turbo Card before you activate the
IDP and anti-virus subscription services.

Turn the ZyWALL off before you install or remove the ZyWALL Turbo Card.
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Figure 21 Internet Access Wizard: Second Screen

INTERNET ACCESS

Product registration and service activation for free

Figure 22 Internet Access Setup Complete
INTERNET ACCESS

3.2.3 Internet Access Wizard: Registration

If you clicked Next in the previous screen (see Figure 21 on page 96), the following screen
displays.

Use this screen to register the ZyWALL with myZyXEL.com. You must register your
ZyWALL before you can activate trial applications of services like content filtering, anti-
spam, anti-virus and IDP.

Note: If you want to activate a standard service with your iCard’s PIN number (license
key), use the REGISTRATION > Service screen.
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Figure 23 Internet Access Wizard: Registration

Password
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The following table describes the labels in this screen.

Table 15 Internet Access Wizard: Registration

LABEL

DESCRIPTION

Device Registration

If you select Existing myZyXEL.com account, only the User Name and
Password fields are available.

New myZyXEL.com
account

If you haven't created an account at myZyXEL.com, select this option and
configure the following fields to create an account and register your ZyWALL.

Existing myZyXEL.com

If you already have an account at myZyXEL.com, select this option and enter

account your user name and password in the fields below to register your ZyWALL.

User Name Enter a user name for your myZyXEL.com account. The name should be
from six to 20 alphanumeric characters (and the underscore). Spaces are not
allowed.

Check Click this button to check with the myZyXEL.com database to verify the user
name you entered has not been used.

Password Enter a password of between six and 20 alphanumeric characters (and the

underscore). Spaces are not allowed.

Confirm Password

Enter the password again for confirmation.

E-Mail Address

Enter your e-mail address. You can use up to 80 alphanumeric characters
(periods and the underscore are also allowed) without spaces.

Country Select your country from the drop-down box list.
Back Click Back to return to the previous screen.
Next Click Next to continue.

After you fill in the fields and click Next, the following screen shows indicating the
registration isin progress. Wait for the registration progress to finish.
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Figure 24 Internet Access Wizard: Registration in Progress
INTERNET ACCESS

Click Close to |eave the wizard screen when the registration and activation are done.

Figure 25 Internet Access Wizard: Status
INTERNET ACCESS

Thefollowing screen appearsif the registration was not successful. Click Retur n to go back to
the Device Registration screen and check your settings.
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Figure 26 Internet Access Wizard: Registration Failed
INTERNET ACCESS

If the ZyWALL has been registered, the Device Registration screen isread-only and the
Service Activation screen appears indicating what trial applications are activated after you
click Next.

Figure 27 Internet Access Wizard: Registered Device
INTERNET ACCESS

Device Registration

Figure 28 Internet Access Wizard: Activated Services
INTERNET ACCESS

Service Activation

3.3 VPN Wizard Gateway Setting

Use this screen to name the VPN gateway policy (IKE SA) and identify the IPSec routers at
either end of the VPN tunnel.
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Click VPN Setup in the Wizard Setup Welcome screen (Figure 17 on page 90) to open the
VPN configuration wizard. The first screen displays as shown next.

Figure 29 VPN Wizard: Gateway Setting

My ZyWaALL jnooo

Remote Gateway Address ID.D.D.D

Back | ﬂl

The following table describes the |abels in this screen.

Table 16 VPN Wizard: Gateway Setting

LABEL DESCRIPTION

Gateway Policy

Property

Name Type up to 32 characters to identify this VPN gateway policy. You may use any
character, including spaces, but the ZyWALL drops trailing spaces.

My ZyWALL When the ZyWALL is in router mode, enter the WAN IP address or the domain name

of your ZyWALL or leave the field set to 0.0.0.0.

For a ZyWALL with multiple WAN ports, the following applies if the My ZyWALL field
is configured as 0.0.0.0:

When the WAN port operation mode is set to Active/Passive, the ZyWALL uses the
IP address (static or dynamic) of the WAN port that is in use.

When the WAN port operation mode is set to Active/Active, the ZyWALL uses the IP
address (static or dynamic) of the primary (highest priority) WAN port to set up the
VPN tunnel as long as the corresponding WAN1 or WAN2 connection is up. If the
corresponding WAN1 or WAN2 connection goes down, the ZyWALL uses the IP
address of the other WAN port.

If both WAN connections go down, the ZyWALL uses the dial backup IP address for
the VPN tunnel when using dial backup or the LAN IP address when using traffic
redirect. See the chapter on WAN for details on dial backup and traffic redirect.

A ZyWALL with a single WAN port uses its current WAN IP address (static or
dynamic) in setting up the VPN tunnel if you leave this field as 0.0.0.0. If the WAN
connection goes down, the ZyWALL uses the dial backup IP address for the VPN
tunnel when using dial backup or the LAN IP address when using traffic redirect.

The VPN tunnel has to be rebuilt if this IP address changes.

When the ZyWALL is in bridge mode, this field is read-only and displays the
ZyWALL'’s IP address.
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Table 16 VPN Wizard: Gateway Setting

LABEL DESCRIPTION

Remote Enter the WAN IP address or domain name of the remote IPSec router (secure

Gateway gateway) in the field below to identify the remote IPSec router by its IP address or a

Address domain name. Set this field to 0.0.0.0 if the remote IPSec router has a dynamic WAN
IP address.

Back Click Back to return to the previous screen.

Next Click Next to continue.

3.4 VPN Wizard Network Setting

Use this screen to name the VPN network policy (IPSec SA) and identify the devices behind
the IPSec routers at either end of a VPN tunnel.

Two active SAs cannot have the local and remote | P address(es) both the same. Two active
SAs can have the same local or remote | P address, but not both. You can configure multiple
SAs between the same local and remote | P addresses, aslong as only oneis active at any time.
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Figure 30 VPN Wizard: Network Setting
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The following table describes the labelsin this screen.

Table 17 VPN Wizard: Network Setting

LABEL DESCRIPTION

Network Policy

Property

Active If the Active check box is selected, packets for the tunnel trigger the ZyWALL to build
the tunnel.
Clear the Active check box to turn the network policy off. The ZyWALL does not apply
the policy. Packets for the tunnel do not trigger the tunnel.

Name Type up to 32 characters to identify this VPN network policy. You may use any

character, including spaces, but the ZyWALL drops trailing spaces.

Network Policy
Setting

Local Network

Local IP addresses must be static and correspond to the remote IPSec router's
configured remote IP addresses.

Select Single for a single IP address. Select Range IP for a specific range of IP
addresses. Select Subnet to specify IP addresses on a network by their subnet mask.

Subnet Mask

Starting IP When the Local Network field is configured to Single, enter a (static) IP address on

Address the LAN behind your ZyWALL. When the Local Network field is configured to Range
IP, enter the beginning (static) IP address, in a range of computers on the LAN behind
your ZyWALL. When the Local Network field is configured to Subnet, this is a (static)
IP address on the LAN behind your ZyWALL.

Ending IP When the Local Network field is configured to Single, this field is N/A. When the

Address/ Local Network field is configured to Range IP, enter the end (static) IP address, in a

range of computers on the LAN behind your ZyWALL. When the Local Network field
is configured to Subnet, this is a subnet mask on the LAN behind your ZyWALL.
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Table 17 VPN Wizard: Network Setting

LABEL DESCRIPTION

Remote Remote IP addresses must be static and correspond to the remote IPSec router's

Network configured local IP addresses.
Select Single for a single IP address. Select Range IP for a specific range of IP
addresses. Select Subnet to specify IP addresses on a network by their subnet mask.

Starting IP When the Remote Network field is configured to Single, enter a (static) IP address

Address on the network behind the remote IPSec router. When the Remote Network field is
configured to Range IP, enter the beginning (static) IP address, in a range of
computers on the network behind the remote IPSec router. When the Remote
Network field is configured to Subnet, enter a (static) IP address on the network
behind the remote IPSec router

Ending IP When the Remote Network field is configured to Single, this field is N/A. When the

Address/ Remote Network field is configured to Range IP, enter the end (static) IP address, in

Subnet Mask |a range of computers on the network behind the remote IPSec router. When the
Remote Network field is configured to Subnet, enter a subnet mask on the network
behind the remote IPSec router.

Back Click Back to return to the previous screen.

Next Click Next to continue.

3.5 VPN Wizard IKE Tunnel Setting (IKE Phase 1)

Use this screen to specify the authentication, encryption and other settings needed to negotiate
aphase 1 IKE SA.

Figure 31 VPN Wizard: IKE Tunnel Setting

Megotiation Made ' Main Mode { Agaressive Mode
Encryption Algorithm {“ pEs { aEs [ 3DES
Authentication Algorithm  © sHa1 & MDsS
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The following table describes the label s in this screen.

Table 18 VPN Wizard: IKE Tunnel Setting

LABEL

DESCRIPTION

Negotiation Mode

Select Main Mode for identity protection. Select Aggressive Mode to allow
more incoming connections from dynamic IP addresses to use separate
passwords.

Note: Multiple SAs (security associations) connecting through a
secure gateway must have the same negotiation mode.

Encryption Algorithm

When DES is used for data communications, both sender and receiver must
know the same secret key, which can be used to encrypt and decrypt the
message or to generate and verify a message authentication code. The DES
encryption algorithm uses a 56-bit key. Triple DES (3DES) is a variation on DES
that uses a 168-bit key. As a result, 3DES is more secure than DES. It also
requires more processing power, resulting in increased latency and decreased
throughput. This implementation of AES uses a 128-bit key. AES is faster than
3DES.

Authentication

MD5 (Message Digest 5) and SHA1 (Secure Hash Algorithm) are hash

Algorithm algorithms used to authenticate packet data. The SHA1 algorithm is generally
considered stronger than MD5, but is slower. Select MD5 for minimal security
and SHA-1 for maximum security.

Key Group You must choose a key group for phase 1 IKE setup. DH1 (default) refers to
Diffie-Hellman Group 1 a 768 bit random number. DH2 refers to Diffie-Hellman
Group 2 a 1024 bit (1Kb) random number.

SA Life Time Define the length of time before an IKE SA automatically renegotiates in this

(Seconds) field. The minimum value is 180 seconds.

A short SA Life Time increases security by forcing the two VPN gateways to
update the encryption and authentication keys. However, every time the VPN
tunnel renegotiates, all users accessing remote resources are temporarily
disconnected.

Pre-Shared Key

Type your pre-shared key in this field. A pre-shared key identifies a
communicating party during a phase 1 IKE negotiation. It is called "pre-shared"
because you have to share it with another party before you can communicate
with them over a secure connection.

Type from 8 to 31 case-sensitive ASCII characters or from 16 to 62 hexadecimal
("0-9", "A-F") characters. You must precede a hexadecimal key with a "0x (zero
x), which is not counted as part of the 16 to 62 character range for the key. For

example, in "0x0123456789ABCDEF", Ox denotes that the key is hexadecimal

and 0123456789ABCDEEF is the key itself.

Both ends of the VPN tunnel must use the same pre-shared key. You will
receive a PYLD_MALFORMED (payload malformed) packet if the same pre-
shared key is not used on both ends.

Back

Click Back to return to the previous screen.

Next

Click Next to continue.

3.6 VPN Wizard IPSec Setting (IKE Phase 2)

Use this screen to specify the authentication, encryption and other settings needed to negotiate

aphase 2 IPSec SA.
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Figure 32 VPN Wizard: IPSec Setting
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The following table describes the labelsin this screen.

Table 19 VPN Wizard: IPSec Setting

LABEL

DESCRIPTION

Encapsulation Mode

Tunnel is compatible with NAT, Transport is not.

Tunnel mode encapsulates the entire IP packet to transmit it securely. A Tunnel
mode is required for gateway services to provide access to internal systems.
Tunnel mode is fundamentally an IP tunnel with authentication and encryption.
Transport mode is used to protect upper layer protocols and only affects the
data in the IP packet. In Transport mode, the IP packet contains the security
protocol (AH or ESP) located after the original IP header and options, but before
any upper layer protocols contained in the packet (such as TCP and UDP).

IPSec Protocol

Select the security protocols used for an SA.

Both AH and ESP increase ZyWALL processing requirements and
communications latency (delay).

Encryption Algorithm

When DES is used for data communications, both sender and receiver must
know the same secret key, which can be used to encrypt and decrypt the
message or to generate and verify a message authentication code. The DES
encryption algorithm uses a 56-bit key. Triple DES (3DES) is a variation on DES
that uses a 168-bit key. As a result, 3DES is more secure than DES. It also
requires more processing power, resulting in increased latency and decreased
throughput. This implementation of AES uses a 128-hit key. AES is faster than
3DES. Select NULL to set up a tunnel without encryption. When you select
NULL, you do not enter an encryption key.

Authentication

MD5 (Message Digest 5) and SHA1 (Secure Hash Algorithm) are hash

Algorithm algorithms used to authenticate packet data. The SHA1 algorithm is generally
considered stronger than MD5, but is slower. Select MD5 for minimal security
and SHA-1 for maximum security.

SA Life Time Define the length of time before an IKE SA automatically renegotiates in this

(Seconds) field. The minimum value is 180 seconds.

A short SA Life Time increases security by forcing the two VPN gateways to
update the encryption and authentication keys. However, every time the VPN
tunnel renegotiates, all users accessing remote resources are temporarily
disconnected.
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Table 19 VPN Wizard: IPSec Setting (continued)

LABEL DESCRIPTION
Perfect Forward Perfect Forward Secret (PFS) is disabled (None) by default in phase 2 IPSec
Secret (PFS) SA setup. This allows faster IPSec setup, but is not so secure.

Select DH1 or DH2 to enable PFS. DH1 refers to Diffie-Hellman Group 1 a 768
bit random number. DH2 refers to Diffie-Hellman Group 2 a 1024 bit (1Kb)
random number (more secure, yet slower).

Back Click Back to return to the previous screen.

Next Click Next to continue.

3.7 VPN Wizard Status Summary

This read-only screen shows the status of the current VPN setting. Use the summary tableto
check whether what you have configured is correct.
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Figure 33 VPN Wizard: VPN Status

WIZARD - VPN

Status

The following table describes the label s in this screen.

Table 20 VPN Wizard: VPN Status

LABEL

DESCRIPTION

Gateway Policy
Property

Name

This is the name of this VPN gateway policy.

Gateway Policy
Setting

My ZyWALL

This is the WAN IP address or the domain name of your ZyWALL in router mode
or the ZyWALL'’s IP address in bridge mode.

Remote Gateway

This is the IP address or the domain name used to identify the remote IPSec

Address router.

Network Policy

Property

Active This displays whether this VPN network policy is enabled or not.
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Table 20 VPN Wizard: VPN Status (continued)

LABEL

DESCRIPTION

Name

This is the name of this VPN network policy.

Network Policy
Setting

Local Network

Starting IP Address

This is a (static) IP address on the LAN behind your ZyWALL.

Ending IP Address/
Subnet Mask

When the local network is configured for a single IP address, this field is N/A.
When the local network is configured for a range IP address, this is the end
(static) IP address, in a range of computers on the LAN behind your ZyWALL.
When the local network is configured for a subnet, this is a subnet mask on the
LAN behind your ZyWALL.

Remote Network

Starting IP Address

This is a (static) IP address on the network behind the remote IPSec router.

Ending IP Address/
Subnet Mask

When the remote network is configured for a single IP address, this field is N/A.
When the remote network is configured for a range IP address, this is the end
(static) IP address, in a range of computers on the network behind the remote
IPSec router. When the remote network is configured for a subnet, this is a
subnet mask on the network behind the remote IPSec router.

IKE Tunnel Setting
(IKE Phase 1)

Negotiation Mode

This shows Main Mode or Aggressive Mode. Multiple SAs connecting through
a secure gateway must have the same negotiation mode.

Encryption Algorithm

This is the method of data encryption. Options can be DES, 3DES or AES.

Authentication

MD5 (Message Digest 5) and SHA1 (Secure Hash Algorithm) are hash

Algorithm algorithms used to authenticate packet data.

Key Group This is the key group you chose for phase 1 IKE setup.

SA Life Time This is the length of time before an IKE SA automatically renegotiates.
(Seconds)

Pre-Shared Key

This is a pre-shared key identifying a communicating party during a phase 1 IKE
negotiation.

IPSec Setting (IKE
Phase 2)

Encapsulation Mode

This shows Tunnel mode or Transport mode.

IPSec Protocol

ESP or AH are the security protocols used for an SA.

Encryption Algorithm

This is the method of data encryption. Options can be DES, 3DES, AES or
NULL.

Authentication

MD5 (Message Digest 5) and SHA1 (Secure Hash Algorithm) are hash

Algorithm algorithms used to authenticate packet data.
SA Life Time This is the length of time before an IKE SA automatically renegotiates.
(Seconds)

Perfect Forward

Perfect Forward Secret (PFS) is disabled (None) by default in phase 2 IPSec SA

Secret (PFS) setup. Otherwise, DH1 or DH2 are selected to enable PFS.
Back Click Back to return to the previous screen.
Finish Click Finish to complete and save the wizard setup.
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3.8 VPN Wizard Setup Complete

Congratulations! You have successfully set up the VPN rulefor your ZyWALL. If you already
had VPN rules configured, the wizard adds the new VPN rule after the last existing VPN rule.

Figure 34 VPN Wizard Setup Complete
WIZARD - VPN
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CHAPTER 4
Tutorial

This chapter describes how to apply security settingsto VPN traffic.

4.1 Security Settings for VPN Traffic

The ZyWALL can apply the firewall, IDP, anti-virus, anti-spam and content filtering to the
traffic going to or from the ZyWALL’s VPN tunnels. The ZyWAL L applies the security
settings to the traffic before encrypting VPN traffic that it sends out or after decrypting
received VPN traffic.

Note: The security settings apply to VPN traffic going to or from the ZyWALL'’s VPN
tunnels. They do not apply to other VPN traffic for which the ZyWALL is not one
of the gateways (VPN pass-through traffic).

You can turn on content filtering for all of the ZyWALL’s VPN traffic (regardless of its
direction of travel). You can apply firewall, IDP, anti-virus and anti-spam security to VPN
traffic based on its direction of travel. The following examples show how you do thisfor IDP
and the firewall.

4.1.1 IDP for From VPN Traffic Example

You can apply security settings to the From VPN packet direction to protect your network
from attacks, intrusions, viruses and spam that may come in through a VPN tunnel. For
example, you can use IDP to protect your LAN from intrusions that might come in through
any of the VPN tunnels or interfaces.
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Figure 35 IDP for From VPN Traffic
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Here is how you would configure this example.

1 Click SECURITY > IDP > General.

2 Select the To LAN column’sfirst check box (with the interface label) to select al of the
To LAN packet directions.

3 Click Apply.

Figure 36 IDP Configuration for Traffic From VPN
INTRUSION DETECTION AND PREVENTION

Signature Update Backup & Restore

General Setup
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4.1.2 IDP for To VPN Traffic Example

You can also apply security settings to the To VPN packet direction to protect the remote
networks from attacks, intrusions, viruses and spam originating from your own network. For
example, you can use IDP to protect the remote networks from intrusions that might comein

through your ZyWALL’s VPN tunnels.

Figure 37 IDP for To VPN Traffic
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Hereis how you would configure this example.

1 Click SECURITY > IDP > General.

2 Select the To VPN column’s first check box (with the interface label) to select al of the

To VPN packet directions.
3 Click Apply.
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Figure 38 IDP Configuration for To VPN Traffic
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4.2 Firewall Rule for VPN Example

The firewall provides even more fine-tuned control for VPN tunnels. You can configure
default and custom firewall rules for VPN packets.

Take the following example. You have aLAN FTP server with | P address 192.168.1.4 behind
device A. You could configure a VPN rule to allow the network behind device B to access
your LAN FTP server through a VPN tunnel. Now, if you don’'t want other services like chat
or e-mail going to the FTP server, you can configure firewall rulesthat allow only FTP traffic
to come from VPN tunnelsto the FTP server. Furthermore, you can configure the firewall rule
so that only the network behind device B can access the FTP server through aV PN tunnel (not
other remote networks that have VPN tunnels with the ZyWALL).
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Figure 39 Firewall Rule for VPN
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4.2.1 Configuring the VPN Rule

This section shows how to configure a VPN rule on device A to let the network behind B
access the FTP server. You would also have to configure a corresponding rule on device B.

1 Click Security > VPN to open the following screen. Click the Add Gateway Policy icon

Figure 40 SECURITY > VPN > VPN Rules (IKE)

SA Maonitor Global Setting

Internet '

2 Usethis screen to set up the connection between the routers. Configure the fields that are
circled asfollows and click Apply.
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Figure 41 SECURITY > VPN > VPN Rules (IKE)> Add Gateway Policy
VPN - GATEWAY POLICY - EDIT
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3 Click the Add Network Poalicy icon.
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Figure 42 SECURITY > VPN > VPN Rules (IKE): With Gateway Policy Example
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4 Use this screen to specify which computers behind the routers can use the VPN tunnel.
Configure the fields that are circled asfollows and click Apply. You may notice that the
example does not specify the port numbers. Thisis due to the following reasons.

» While FTP uses a control session on port 20, the port for the data session is not
fixed. So this example uses the firewall’s FTP application layer gateway (ALG) to
handle thisinstead of specifying port numbersin this VPN network policy.

» Thefirewall provides better security because it operates at layer 4 and checkstraffic
sessions. The VPN network policy only operates at layer 3 and just checks IP
addresses and port numbers.
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Figure 43 SECURITY > VPN > VPN Rules (IKE)> Add Network Policy
VPN - NETWORK POLICY - EDIT
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4.2.2 Configuring the Firewall Rules

Suppose you have several VPN tunnels but you only want to allow device B’s network to
access the FTP server. You aso only want FTP traffic to go to the FTP server, so you want to
block all other traffic types (like chat, e-mail, web and so on). The following sections show
how to configure firewall rulesto enforce these restrictions.
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4.2.2.1 Firewall Rule to Allow Access Example
Configure afirewall rule that alows FTP access from the VPN tunnel to the FTP server.
1 Click Security > Firewall > Rule Summary.

2 Select VPN to LAN asthe packet direction and click Insert.

Figure 44 SECURITY > FIREWALL > Rule Summary
FIREWALL

Default Rule Rule Summary Anti-Probing Threshold Service

Rule Summary

PN to LAN

|_# [Namelactive|Source Address|Destination Address|Service Type|action|Sch.[Log] Modify |

3 Configure the rule as follows and click Apply. The source addresses are the VPN rule’s
remote network and the destination addressisthe LAN FTP server.
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Figure 45 SECURITY > FIREWALL > Rule Summary > Edit: Allow
FIREWALL - EDIT RULE

Edit Source Address

Any Address | 19216621 - 192166225 |

Edit Destination Address

Any Address | 19216614

Edit Service

FTR(TCR20,21)

Edit Schedule

v

R

Actions When Matched

4 Theruledisplaysin the summary list of VPN to LAN firewall rules.

120 Chapter 4 Tutorial



ZyWALL 5/35/70 Series User’'s Guide

Figure 46 SECURITY > FIREWALL > Rule Summary: Allow
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4.2.2.2 Default Firewall Rule to Block Other Access Example

Now you configure the default firewall rule to block all VPN to LAN traffic. This blocks any
other types of access from VPN tunnelsto the LAN FTP server. This means that you need to
configure more firewall rulesif you want to allow any other VPN tunnels to access the LAN.

1 Click SECURITY > FIREWALL > Default Rule.
2 Configure the screen as follows and click Apply.

Figure 47 SECURITY > FIREWALL > Default Rule: Block From VPN To LAN
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CHAPTER 5
Registration

5.1 myZyXEL.com overview

myZyXEL.com is ZyXEL’s online services center where you can register your ZyWALL and
manage subscription services available for the ZyWALL.

Note: You need to create an account before you can register your device and activate
the services at myZyXEL.com.

You can directly create amyZyXEL .com account, register your ZyWALL and activate a
service using the REGISTRATION screen. Alternatively, go to http://www.myZyXEL.com
with the ZyWALL’s serial number and LAN MAC address to register it. Refer to the web
site’'s on-line help for details.

Note: To activate a service on a ZyWALL, you need to access myZyXEL.com via that
ZyWALL.

5.1.1 Subscription Services Available on the ZyWALL

At the time of writing, the ZyWALL can use content filtering, anti-spam, anti-virus and IDP
(Intrusion Detection and Prevention) subscription services.

Content filtering allows or blocks access to web sites. Subscribe to category-based content
filtering to block access to categories of web sites based on content. Your ZyWALL accesses
an external database that has millions of web sites categorized based on content. You can have
the ZyWALL block, block and/or log access to web sites based on these categories.

Anti-spam identifies and marks or discards spam e-mail. An anti-spam subscription lets the
ZyWALL check e-mail with an external anti-spam server.

Anti-virus allows the ZyWALL to scan packets for computer viruses and del etes the infected
packets.

IDP alowsthe ZyWALL to detect malicious or suspicious packets and respond immediately.
The ID&P and anti-virus features use the same signature files on the ZyWALL to detect and

scan for viruses. After the service is activated, the ZyWALL downloads the up-to-date
signature files from the update server (http://myupdate.zywall.zyxel.com).
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You will get automatic e-mail notification of new signature rel eases from mySecurityZone
after you activate the IDP/Anti-virus service. You can aso check for new signature or virus
updates at http://mysecurity.zyxel.com.

See the chapters about content filtering, anti-virus, anti-spam and IDP for more information.
Note: To update the signature file or use a subscription service, you have to register

and activate the corresponding service at myZyXEL.com (through the
ZyWALL).

5.2 Registration

To register your ZyWALL with myZyXEL .com and activate a service, such as content
filtering, anti-spam or anti-virus, click REGISTRATION in the navigation panel to open the
screen as shown next.

Note: Make sure you have installed the ZyWALL Turbo extension card before you
activate the IDP and anti-virus subscription services.

Turn the ZyWALL off before you install or remove the ZyWALL Turbo Card.
See the ZyWALL Turbo Card guide for more information.

Figure 48 REGISTRATION

| Registration | Service

& Mew myZy<EL.com account " Existing my 2y <EL.com account

User Name |zl check |

Password I aaaaaaa [Type username and password fram & to 20
characters.]

Confirm Password I *******

E-Mail Address Itest@zyxel.com

Country |Taiwan ;I

¥ Caontent Filtering 1-month Trial
¥ Anti Spam 3-month Trial
I 1oP/av 3-rnonth Trial

Mote: For rore device services rmanagerent, please go to myZyXEL.com

Apply | Reszet |
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The following table describes the labelsin this screen.

Table 21 REGISTRATION

LABEL

DESCRIPTION

Device Registration

If you select Existing myZyXEL.com account, only the User Name and
Password fields are available.

New myZyXEL.com
account

If you haven't created an account at myZyXEL.com, select this option and
configure the following fields to create an account and register your ZyWALL.

Existing myZyXEL.com
account

If you already have an account at myZyXEL.com, select this option and enter
your user name and password in the fields below to register your ZyWALL.

User Name Enter a user name for your myZyXEL.com account. The name should be
from six to 20 alphanumeric characters (and the underscore). Spaces are not
allowed.

Check Click this button to check with the myZyXEL.com database to verify the user
name you entered has not been used.

Password Enter a password of between six and 20 alphanumeric characters (and the

underscore). Spaces are not allowed.

Confirm Password

Enter the password again for confirmation.

E-Mail Address

Enter your e-mail address. You can use up to 80 alphanumeric characters
(periods and the underscore are also allowed) without spaces.

Country

Select your country from the drop-down box list.

Service Activation

You can try trial service subscription. After the trial expires, you can buy an
iCard and enter the license key in the REGISTRATION Service screen to
extend the service.

Content Filtering 1-
month Trial

Select the check box to activate a trial. The trial period starts the day you
activate the trial.

Anti Spam 3-month Trial

Select the check box to activate a trial. The trial period starts the day you
activate the trial.

IDP/AV 3-month Trial

Select the check box to activate a trial. The trial period starts the day you
activate the trial.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.

Note: If the ZyWALL is registered already, this screen is read-only and indicates
whether trial services are activated. Use the Service screen to update your
service subscription status.
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Figure 49 REGISTRATION: Registered Device
REGISTRATION

Device Registration
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5.3 Service

After you activate atrial, you can al so use the Service screen to register and enter your iCard’s

PIN number (license key). Click REGISTRATION > Service to open the screen as shown
next.

Note: If you restore the ZyWALL to the default configuration file or upload a different

configuration file after you register, click the Service License Refresh button
to update license information.

Figure 50 REGISTRATION > Service
REGISTRATION

Registration

Service Management

Registration Type Expiration Da

License Upgrade
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The following table describes the labelsin this screen.

Table 22 REGISTRATION > Service

LABEL DESCRIPTION

Service Management

Service This field displays the service name available on the ZyWALL.
Status This field displays whether a service is activated (Active) or not (Inactive).
Registration Type This field displays whether you applied for a trial application (Trial) or

registered a service with your iCard’s PIN number (Standard).

Expiration Day This field displays the date your service expires.

License Upgrade

License Key Enter your iCard’s PIN number and click Update to activate or extend a
standard service subscription.

If a standard service subscription runs out, you need to buy a new iCard
(specific to your ZyWALL) and enter the new PIN number to extend the
service.

Service License Refresh | Click this button to renew service license information (such as the license
key, registration status and expiration day).
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CHAPTER 6
LAN Screens

This chapter describes how to configure LAN settings. This chapter is only applicable when

the ZyWALL isin router mode. The LAN Port Roles screen is available on the ZyWALL 5
and ZyWALL 35.

6.1 LAN, WAN and the ZyWALL

A network is a shared communication system to which many computers are attached.

The Local AreaNetwork (LAN) includes the computers and networking devicesin your home
or office that you connect to the ZyWALL’s LAN ports.

The Wide Area Network (WAN) is another network (most likely the Internet) that you connect

to the ZyWALL’'s WAN port. See Chapter 8 on page 147 for how to use the WAN screens to
set up your WAN connection.

The LAN and the WAN are two separate networks. The ZyWALL controls the traffic that
goes between them. The following graphic gives an example.

Figure 51 LAN and WAN

LAN WAN
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! /Internet
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6.2 IP Address and Subnet Mask

Similar to the way houses on a street share a common street name, so too do computers on a
LAN share one common network number.
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Where you abtain your network number depends on your particular situation. If the ISP or
your network administrator assigns you a block of registered 1P addresses, follow their
instructions in selecting the | P addresses and the subnet mask.

If the ISP did not explicitly give you an IP network number, then most likely you have asingle
user account and the ISP will assign you a dynamic | P address when the connection is
established. If thisisthe case, it is recommended that you select a network number from
192.168.0.0 to 192.168.255.0 and you must enable the Network Address Translation (NAT)
feature of the ZyWALL. The Internet Assigned Number Authority (IANA) reserved this block
of addresses specifically for private use; please do not use any other number unless you are
told otherwise. If you select 192.168.1.0 as the network number; it covers 254 individual
addresses, from 192.168.1.1 to 192.168.1.254 (zero and 255 are reserved). In other words, the
first three numbers specify the network number while the last number identifies an individual
computer on that network.

Once you have decided on the network number, pick an IP address that is easy to remember,
for instance, 192.168.1.1, for your ZyWALL, but make sure that no other device on your
network is using that |P address.

The subnet mask specifies the network number portion of an IP address. Your ZyWALL will
compute the subnet mask automatically based on the IP address that you entered. You don't
need to change the subnet mask computed by the ZyWALL unless you are instructed to do
otherwise.

6.2.1 Private IP Addresses

Every machine on the Internet must have a unique address. If your networks are isolated from
the Internet, for example, only between your two branch offices, you can assign any 1P
addresses to the hosts without problems. However, the Internet Assigned Numbers Authority
(IANA) has reserved the following three blocks of | P addresses specifically for private
networks:

* 10.0.0.0 — 10.255.255.255
» 1721600 — 172.31.255.255
* 192.168.0.0 — 192.168.255.255

You can obtain your |P address from the IANA, from an ISP or it can be assigned from a
private network. If you belong to a small organization and your Internet access is through an
ISP, the ISP can provide you with the Internet addresses for your local networks. On the other
hand, if you are part of amuch larger organization, you should consult your network
administrator for the appropriate |P addresses.

Note: Regardless of your particular situation, do not create an arbitrary IP address;
always follow the guidelines above. For more information on address
assignment, please refer to RFC 1597, Address Allocation for Private Internets
and RFC 1466, Guidelines for Management of IP Address Space.
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6.3 DHCP

The ZyWALL can use DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC
2132) to automatically assign IP addresses subnet masks, gateways, and some network
information like the | P addresses of DNS servers to the computers on your LAN. You can
alternatively have the ZyWALL relay DHCP information from another DHCP server. If you
disable the ZyWALL’s DHCP service, you must have another DHCP server on your LAN, or
€l se the computers must be manually configured.

6.3.1 IP Pool Setup

The ZyWALL is pre-configured with a pool of 1P addresses for the computers on your LAN.
See Appendix A on page 715 for the default 1P pool range. Do not assign your LAN
computers static | P addresses that are in the DHCP pool.

6.4 RIP Setup

RIP (Routing Information Protocol, RFC 1058 and RFC 1389) allows arouter to exchange
routing information with other routers. RIP Direction controls the sending and receiving of
RIP packets. When set to Both or Out Only, the ZyWALL will broadcast its routing table
periodically. When set to Both or In Only, it will incorporate the RIP information that it
receives; when set to None, it will not send any RIP packets and will ignore any RIP packets
received.

RIP Version controls the format and the broadcasting method of the RIP packets that the
ZyWALL sends (it recognizes both formats when receiving). RIP-1 is universally supported;
but RIP-2 carries more information. RIP-1 is probably adequate for most networks, unlessyou
have an unusual network topology.

Both RIP-2B and RIP-2M send routing data in RIP-2 format; the difference being that RI P-
2B uses subnet broadcasting while RIP-2M uses multicasting. Multicasting can reduce the
load on non-router machines since they generally do not listen to the RIP multicast address
and so will not receive the RIP packets. However, if one router uses multicasting, then all
routers on your network must use multicasting, also.

By default, RIP Direction is set to Both and RIP Version to RIP-1.

6.5 Multicast

Traditionally, IP packets are transmitted in one of either two ways - Unicast (1 sender - 1
recipient) or Broadcast (1 sender - everybody on the network). Multicast delivers | P packetsto
agroup of hosts on the network - not everybody and not just 1.
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IGMP (Internet Group Multicast Protocol) is a network-layer protocol used to establish
membership in aMulticast group - it is not used to carry user data. IGMP version 2 (RFC
2236) isan improvement over version 1 (RFC 1112) but IGMP version Lisstill inwide use. If
you would like to read more detailed information about interoperability between IGMP
version 2 and version 1, please see sections 4 and 5 of RFC 2236. The class D IP addressis
used to identify host groups and can bein the range 224.0.0.0 to 239.255.255.255. The address
224.0.0.0 is not assigned to any group and is used by |P multicast computers. The address
224.0.0.1 is used for query messages and is assigned to the permanent group of al IP hosts
(including gateways). All hosts must join the 224.0.0.1 group in order to participate in IGMP.
The address 224.0.0.2 is assigned to the multicast routers group.

The ZyWALL supports both IGMP version 1 (IGM P-v1) and IGMP version 2 (IGMP-v2). At
start up, the ZyWALL queries all directly connected networks to gather group membership.
After that, the ZyWALL periodically updates this information. 1P multicasting can be enabled/
disabled on the ZyWALL LAN and/or WAN interfaces in the web configurator (L AN;

WAN). Select None to disable IP multicasting on these interfaces.

6.6 WINS

WINS (Windows Internet Naming Service) is a Windows implementation of NetBIOS Name
Server (NBNS) on Windows. It keeps track of NetBIOS computer names. It stores a mapping
table of your network’s computer names and | P addresses. The table is dynamically updated
for 1P addresses assigned by DHCP. This helps reduce broadcast traffic since computers can
guery the server instead of broadcasting a request for a computer name’s | P address. In this
way WINS issimilar to DNS, although WINS does not use a hierarchy (unlike DNS). A
network can have more than one WINS server. Samba can aso serve asa WINS server.

6.7 LAN

Click NETWORK > LAN to open the LAN screen. Use this screen to configure the
ZyWALL's |P address and other LAN TCP/IP settings as well as the built-in DHCP server
capability that assigns | P addresses and DNS serversto systems that support DHCP client

capability.
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Figure 52 NETWORK > LAN

LAN

LAN TCP/IP

DHCP Setup

Windows Networking (NetBIOS over TCP/IP)

Static DHCP IP alias

The following table describes the labelsin this screen.

Table 23 NETWORK > LAN

LABEL DESCRIPTION
LAN TCP/IP
IP Address Type the IP address of your ZyWALL in dotted decimal notation. 192.168.1.1 is the

factory default. Alternatively, click the right mouse button to copy and/or paste the
IP address.

IP Subnet Mask

The subnet mask specifies the network number portion of an IP address. Your
ZyWALL automatically calculates the subnet mask based on the IP address that
you assign. Unless you are implementing subnetting, use the subnet mask
computed by the ZyWALL.

RIP Direction

RIP (Routing Information Protocol, RFC1058 and RFC 1389) allows a router to
exchange routing information with other routers. The RIP Direction field controls
the sending and receiving of RIP packets. Select the RIP direction from Both/In
Only/Out Only/None. When set to Both or Out Only, the ZyWALL will broadcast
its routing table periodically. When set to Both or In Only, it will incorporate the RIP
information that it receives; when set to None, it will not send any RIP packets and
will ignore any RIP packets received. Both is the default.
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Table 23 NETWORK > LAN (continued)

LABEL

DESCRIPTION

RIP Version

The RIP Version field controls the format and the broadcasting method of the RIP
packets that the ZyWALL sends (it recognizes both formats when receiving). RIP-1
is universally supported but RIP-2 carries more information. RIP-1 is probably
adequate for most networks, unless you have an unusual network topology. Both
RIP-2B and RIP-2M sends the routing data in RIP-2 format; the difference being
that RIP-2B uses subnet broadcasting while RIP-2M uses multicasting.
Multicasting can reduce the load on non-router machines since they generally do
not listen to the RIP multicast address and so will not receive the RIP packets.
However, if one router uses multicasting, then all routers on your network must use
multicasting, also. By default, RIP direction is set to Both and the Version set to
RIP-1.

Multicast

Select IGMP V-1 or IGMP V-2 or None. IGMP (Internet Group Multicast Protocol) is
a network-layer protocol used to establish membership in a Multicast group - it is
not used to carry user data. IGMP version 2 (RFC 2236) is an improvement over
version 1 (RFC 1112) but IGMP version 1 is still in wide use. If you would like to
read more detailed information about interoperability between IGMP version 2 and
version 1, please see sections 4 and 5 of RFC 2236.

DHCP Setup

DHCP

DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows
individual clients (workstations) to obtain TCP/IP configuration at startup from a
server. Unless you are instructed by your ISP, leave this field set to Server. When
configured as a server, the ZyWALL provides TCP/IP configuration for the clients.
When set as a server, fill in the IP Pool Starting Address and Pool Size fields.

Select Relay to have the ZyWALL forward DHCP requests to another DHCP
server. When set to Relay, fill in the DHCP Server Address field.
Select None to stop the ZyWALL from acting as a DHCP server. When you select

None, you must have another DHCP server on your LAN, or else the computers
must be manually configured.

IP Pool Starting

This field specifies the first of the contiguous addresses in the IP address pool.

Address

Pool Size This field specifies the size, or count of the IP address pool.

DHCP Server Type the IP address of the DHCP server to which you want the ZyWALL to relay

Address DHCP requests. Use dotted decimal notation. Alternatively, click the right mouse
button to copy and/or paste the IP address.

DHCP WINS Type the IP address of the WINS (Windows Internet Naming Service) server that

Server 1, 2 you want to send to the DHCP clients. The WINS server keeps a mapping table of
the computer names on your network and the IP addresses that they are currently
using.

Windows NetBIOS (Network Basic Input/Output System) are TCP or UDP packets that

Networking enable a computer to connect to and communicate with a LAN. For some dial-up

(NetBIOS over services such as PPPoE or PPTP, NetBIOS packets cause unwanted calls.

TCP/IP) However it may sometimes be necessary to allow NetBIOS packets to pass

through to the WAN in order to find a computer on the WAN.

Allow between
LAN and WAN1

Select this check box to forward NetBIOS packets from the LAN to WAN port 1and
from WAN port 1 to the LAN. If your firewall is enabled with the default policy set to
block WAN port 1 to LAN traffic, you also need to enable the default WAN port 1 to
LAN firewall rule that forwards NetBIOS traffic.

Clear this check box to block all NetBIOS packets going from the LAN to WAN port
1 and from WAN port 1 to the LAN.
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Table 23 NETWORK > LAN (continued)

LABEL

DESCRIPTION

Allow between
LAN and WAN2

Select this check box to forward NetBIOS packets from the LAN to WAN port 2 and
from WAN port 2 to the LAN. If your firewall is enabled with the default policy set to
block WAN port 2 to LAN traffic, you also need to enable the default WAN port 2 to
LAN firewall rule that forwards NetBIOS traffic.

Clear this check box to block all NetBIOS packets going from the LAN to WAN port
2 and from WAN port 2 to the LAN.

Allow between
LAN and DMZ

Select this check box to forward NetBIOS packets from the LAN to the DMZ and
from the DMZ to the LAN. If your firewall is enabled with the default policy set to
block DMZ to LAN traffic, you also need to enable the default DMZ to LAN firewall
rule that forwards NetBIOS traffic.

Clear this check box to block all NetBIOS packets going from the LAN to the DMZ
and from the DMZ to the LAN.

Allow between
LAN and WLAN

Select this check box to forward NetBIOS packets from the LAN to the WLAN and
from the WLAN to the LAN.

Clear this check box to block all NetBIOS packets going from the LAN to the WLAN
and from the WLAN to the LAN.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.

6.8 LAN Static DHCP

Thistable allows you to assign IP addresses on the LAN to specific individual computers
based on their MAC Addresses.

Every Ethernet device has aunique MAC (Media Access Control) address. The MAC address
is assigned at the factory and consists of six pairs of hexadecimal characters, for example,
00:A0:C5:00:00:02.

To change your ZyWALL'’s static DHCP settings, click NETWORK > LAN > Satic DHCP.
The screen appears as shown.
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Figure 53 NETWORK > LAN > Static DHCP
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The following table describes the labelsin this screen.

Table 24 NETWORK > LAN > Static DHCP

LABEL DESCRIPTION

# This is the index number of the Static IP table entry (row).

MAC Address Type the MAC address of a computer on your LAN.

IP Address Type the IP address that you want to assign to the computer on your LAN.
Alternatively, click the right mouse button to copy and/or paste the IP address.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

6.9 LAN IP Alias

IP dlias allows you to partition a physical network into different logical networks over the
same Ethernet interface.
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The ZyWALL hasasingle LAN interface. Even though more than one of ports 1~4 may bein
the LAN port role, they are all still part of asingle physical Ethernet interface and all use the
same | P address.

The ZyWALL supports three logical LAN interfaces viaits single physical LAN Ethernet
interface. The ZyWALL itself is the gateway for each of the logical LAN networks.

When you use IP dlias, you can aso configure firewall rulesto control access between the
LAN'slogical networks (subnets).

Note: Make sure that the subnets of the logical networks do not overlap.
The following figure shows a LAN divided into subnets A, B, and C.

Figure 54 Physical Network & Partitioned Logical Networks

A: 192.168.1.1 - 192.168.1.24

B: 192.168.2.1 - 192.168.2.24 |  quun
X _%7 | S

C: 192.168.3.1 - 192.168.3.24

>

To change your ZyWALL's IP aias settings, click NETWORK >LAN > IP Alias. The
screen appears as shown.
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Figure 55 NETWORK > LAN > IP Alias
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The following table describes the labelsin this screen.

Table 25 NETWORK > LAN > IP Alias

LABEL

DESCRIPTION

Enable IP Alias 1,
2

Select the check box to configure another LAN network for the ZyWALL.

IP Address

Enter the IP address of your ZyWALL in dotted decimal notation.
Alternatively, click the right mouse button to copy and/or paste the IP address.

IP Subnet Mask

Your ZyWALL will automatically calculate the subnet mask based on the IP
address that you assign. Unless you are implementing subnetting, use the subnet
mask computed by the ZyWALL.

RIP Direction

RIP (Routing Information Protocol, RFC 1058 and RFC 1389) allows a router to
exchange routing information with other routers. The RIP Direction field controls
the sending and receiving of RIP packets. Select the RIP direction from Both/In
Only/Out Only/None. When set to Both or Out Only, the ZyWALL will broadcast
its routing table periodically. When set to Both or In Only, it will incorporate the
RIP information that it receives; when set to None, it will not send any RIP packets
and will ignore any RIP packets received.

RIP Version

The RIP Version field controls the format and the broadcasting method of the RIP
packets that the ZyWALL sends (it recognizes both formats when receiving). RIP-1
is universally supported but RIP-2 carries more information. RIP-1 is probably
adequate for most networks, unless you have an unusual network topology. Both
RIP-2B and RIP-2M sends the routing data in RIP-2 format; the difference being
that RIP-2B uses subnet broadcasting while RIP-2M uses multicasting.
Multicasting can reduce the load on non-router machines since they generally do
not listen to the RIP multicast address and so will not receive the RIP packets.
However, if one router uses multicasting, then all routers on your network must
use multicasting, also. By default, RIP direction is set to Both and the Version set
to RIP-1.
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Table 25 NETWORK > LAN > IP Alias

LABEL DESCRIPTION
Apply Click Apply to save your changes back to the ZyWALL.
Reset Click Reset to begin configuring this screen afresh.

6.10 LAN Port Roles

Use the Port Roles screen to set ports as part of the LAN, DMZ and/or WLAN interface.

Ports 1~4 on the ZyWALL 5 and ZyWALL 35 ports can be part of the LAN, DMZ or WLAN
interface. The ZyWALL 70 has a separate (dedicated) LAN port, so ports 1~4 can be set as
part of the DMZ and/or WLAN interface.

Note: Do the following if you are configuring from a computer connected to a LAN,
DMZ or WLAN port and changing the port's role:

1 A port's |P address varies as its role changes, make sure your computer's P addressisin
the same subnet asthe ZyWALL'sLAN, DMZ or WLAN IP address.
2 Usethe appropriate LAN, DMZ or WLAN IP address to access the ZyWALL.

To change your ZyWALL’s port role settings, click NETWORK > LAN > Port Roles. The
Screen appears as shown.

The radio buttons correspond to Ethernet ports on the front panel of the ZyWALL. On the
ZyWALL 70, ports 1 to 4 areal DMZ ports by default. On the ZyWALL 5 or ZyWALL 35,
ports 1to 4 are all LAN ports by default.

Note: Your changes are also reflected in the DMZ Port Roles and WLAN Port Roles
screens.
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Figure 56 NETWORK > LAN > Port Roles
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The following table describes the labels in this screen.

Table 26  NETWORK > LAN > Port Roles

LABEL DESCRIPTION

LAN Select a port’'s LAN radio button to use the port as part of the LAN. The port will
use the ZyWALL's LAN IP address and MAC address.

DMZ Select a port's DMZ radio button to use the port as part of the DMZ. The port will
use the ZyWALL’s DMZ IP address and MAC address.

WLAN Select a port's WLAN radio button to use the port as part of the WLAN.
The port will use the ZyWALL’'s WLAN IP address and MAC address.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

After you change the LAN/DMZ/WLAN port roles and click Apply, please wait for few
seconds until the following screen appears. Click Return to go back to the Port Roles screen.

Figure 57 Port Roles Change Complete
LAN
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CHAPTER 7/
Bridge Screens

This chapter describes how to configure bridge settings. This chapter is only applicable when
the ZyWALL isin bridge mode.

7.1 Bridge Loop

The ZyWALL can act as a bridge between a switch and awired LAN or between two routers.

Be careful to avoid bridge loops when you enable bridging in the ZyWALL. Bridge loops
cause broadcast traffic to circle the network endlessly, resulting in possible throughput
degradation and disruption of communications. The following example shows the network
topology that can lead to this problem:

 If your ZyWALL (in bridge mode) is connected to awired LAN while communicating
with another bridge or a switch that is a'so connected to the same wired LAN as shown
next.

Figure 58 Bridge Loop: Bridge Connected to Wired LAN
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To prevent bridge loops, ensure that your ZyWALL is not set to bridge mode while connected
to two wired segments of the same LAN or you enable RSTP in the Bridge screen.
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7.2 Spanning Tree Protocol (STP)

STP detects and breaks network loops and provides backup links between switches, bridges or
routers. It allows a bridge to interact with other STP-compliant bridges in your network to
ensure that only one route exists between any two stations on the network.

7.2.1 Rapid STP

The ZyWALL uses |IEEE 802.1w RSTP (Rapid Spanning Tree Protocol) that allow faster
convergence of the spanning tree (while also being backwards compatible with STP-only
aware bridges). Using RSTP, topology change information does not have to propagate to the
root bridge and unwanted learned addresses are flushed from the filtering database. In RSTR,
the port states are Discarding, Learning, and Forwarding.

7.2.2 STP Terminology

Theroot bridge is the base of the spanning tree.

Path cost is the cost of transmitting a frame from the root bridge to that port. It is assigned
according to the speed of the link to which aport is attached. The slower the media, the higher
the cost - see the next table.

Table 27 STP Path Costs

(I speEp |TECOUNENDED |RECOMNENDED [ oveD
Path Cost |4Mbps 250 100 to 1000 1 to 65535
Path Cost | 10Mbps 100 50 to 600 1 to 65535
Path Cost | 16Mbps 62 40 to 400 1 to 65535
Path Cost | 100Mbps 19 10 to 60 1to 65535
Path Cost | 1Gbps 4 3to 10 1 to 65535
Path Cost | 10Gbps 2 1to5 1 to 65535

On each bridge, the root port isthe port through which this bridge communicates with the root.
It isthe port on this switch with the lowest path cost to the root (the root path cost). If thereis
no root port, then this bridge has been accepted as the root bridge of the spanning tree network.

For each LAN segment, a designated bridge is selected. This bridge has the lowest cost to the
root among the bridges connected to the LAN.

7.2.3 How STP Works

After a bridge determines the lowest cost-spanning tree with STR, it enables the root port and
the ports that are the designated ports for connected LANS, and disables all other ports that
participate in STP. Network packets are therefore only forwarded between enabled ports,
eliminating any possible network loops.
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STP-aware bridges exchange Bridge Protocol Data Units (BPDUSs) periodically. When the
bridged LAN topology changes, a new spanning tree is constructed.

Once a stable network topology has been established, all bridgeslisten for Hello BPDUs
(Bridge Protocol Data Units) transmitted from the root bridge. If a bridge does not get aHello
BPDU after a predefined interval (Max Age), the bridge assumes that the link to the root
bridge is down. This bridge then initiates negotiations with other bridges to reconfigure the
network to re-establish avalid network topology.

7.2.4 STP Port States

STP assigns five port states (see next table) to eliminate packet looping. A bridge port is not
alowed to go directly from blocking state to forwarding state so as to eliminate transient
loops.

Table 28 STP Port States

PORT STATE DESCRIPTION

Disabled STP is disabled (default).

Blocking Only configuration and management BPDUSs are received and processed.

Listening All BPDUs are received and processed.

Learning All BPDUs are received and processed. Information frames are submitted to the
learning process but not forwarded.

Forwarding All BPDUs are received and processed. All information frames are received and
forwarded.

7.3 Bridge

Select Bridge and click Apply in the MAINTENANCE Device M ode screen to have the
ZyWALL function as a bridge.

In bridge mode, the ZyWALL functions as atransparent firewall (also known as a bridge
firewall). The ZyWALL bridges traffic traveling between the ZyWALL's interfaces and still
filters and inspects packets. You do not need to change the configuration of your existing
network.

You can use the firewall and VPN in bridge mode.Click NETWORK > BRIDGE to display
the screen shown next. Use this screen to configure bridge and RSTP (Rapid Spanning Tree
Protocol) settings.
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Figure 59 NETWORK > Bridge
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The following table describes the |abels in this screen.

Table 29 NETWORK > Bridge

LABEL

DESCRIPTION

Bridge IP Address Setup

IP Address

Type the IP address of your ZyWALL in dotted decimal notation.

IP Subnet Mask

The subnet mask specifies the network number portion of an IP address.

Gateway IP Address

Enter the gateway IP address.

First/Second/Third DNS
Server

DNS (Domain Name System) is for mapping a domain name to its
corresponding IP address and vice versa. The DNS server is extremely
important because without it, you must know the IP address of a machine
before you can access it. The ZyWALL uses a system DNS server (in the
order you specify here) to resolve domain names for content filtering, the
time server, etc.

If you have the IP address(es) of the DNS server(s), enter the DNS server's
IP address(es) in the field(s) to the right.
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Table 29 NETWORK > Bridge (continued)

LABEL

DESCRIPTION

Rapid Spanning Tree
Protocol Setup

Enable Rapid Spanning
Tree Protocol

Select the check box to activate RSTP on the ZyWALL.

Bridge Priority

Enter a number between 0 and 61440 as bridge priority of the ZyWALL.

Bridge priority is used in determining the root switch, root port and
designated port. The switch with the highest priority (lowest numeric value)
becomes the root. If multiple devices have the lowest priority, the device
with the lowest MAC address becomes the root.

The lower the numeric value you assign, the higher the priority for this
bridge.

Bridge Priority determines the root bridge, which in turn determines Hello
Time, Max Age and Forward Delay.

Bridge Hello Time

Enter an interval (between 1 and 10) in seconds that the root bridge
waits before sending a hello packet.

Bridge Max Age

Enter an interval (between 6 and 40) in seconds that a bridge waits to
get a Hello BPDU from the root bridge.

Forward Delay

Enter the length of time (between 4 and 30) in seconds that a bridge
remains in the listening and learning port states. The default is 15 seconds.

Bridge Port

This is the bridge port type.

RSTP Active

Select the check box to enable RSTP on the corresponding port.

RSTP Priority
O(Highest)~240(Lowest)

Enter a number between 0 and 240 as RSTP priority for the corresponding
port. 0 is the highest.

RSTP Path Cost
1(Lowest)~65535(Highes

B

Enter a number between 1 and 65535 as RSTP path cost for the
corresponding port. 65535 is the highest.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.

7.4 Bridge Port Roles

Use the Port Roles screen to set ports as part of the LAN, DMZ and/or WLAN interface.

Ports 1~4 on the ZyWALL 5 and ZyWALL 35 ports can be part of the LAN, DMZ or WLAN
interface. The ZyWALL 70 has a separate (dedicated) LAN port, so ports 1~4 can be set as
part of the DMZ and/or WLAN interface.

To change your ZyWALL'’s port role settings, click NETWORK > BRIDGE > Port Roles.
The screen appears as shown.

The radio buttons correspond to Ethernet ports on the front panel of the ZyWALL. Onthe
ZyWALL 70, ports 1 to 4 are all DMZ ports by default. On the ZyWALL 5 or ZyWALL 35,
ports1to 4 areall LAN ports by default.
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Figure 60 NETWORK > Bridge > Port Roles

BRIDGE

Bridge

Port Roles Setup

The following table describes the labels in this screen.

Table 30 NETWORK > Bridge > Port Roles

LABEL

DESCRIPTION

LAN

Select a port’'s LAN radio button to use the port as part of the LAN.

DMz

Select a port's DMZ radio button to use the port as part of the DMZ.

WLAN

Select a port's WLAN radio button to use the port as part of the WLAN.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.

After you change the LAN/DMZ/WLAN port roles and click Apply, please wait for few
seconds until the following screen appears. Click Return to go back to the Port Roles screen.

Figure 61 Port Roles Change Complete

BRIDGE
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CHAPTER 8
WAN Screens

This chapter describes how to configure WAN settings. Multiple WAN and load balancing are
not available on the ZyWALL 5.

8.1 WAN Overview

» Usethe WAN General screen to configure load balancing, route priority and traffic
redirect properties for the ZyWALL 70 and ZyWALL 35.

» Usethe WAN Route screen to configure route priority for the ZyWALL 5.

» Usethe WANL1 screen to configure the WANL port for Internet access on the ZyWALL
70 and ZyWALL 35.

» Usethe WANZ2 screen to configure the WAN2 port for Internet access on the ZyWALL
70 and ZyWALL 35.

» Usethe WAN screen to configure the WAN port for Internet access on the ZyWALL 5.

» Usethe Traffic Redirect screen to configure your traffic redirect properties and
parameters.

» Usethe Dial Backup screen to configure the backup WAN dial-up connection.

8.2 Multiple WAN

You can use a second connection for load sharing to increase overall network throughput or as
a backup to enhance network reliability.

The ZyWALL has two WAN ports. You can connect one port to one | SP (or network) and
connect the other to a second ISP (or network).

The ZyWALL can balance the load between the two WAN ports (see Section 8.3 on page
148).

You can use policy routing to specify the WAN port that specific services go through. An ISP
may give traffic from certain (more expensive) connections priority over the traffic from other
accounts. You could route delay intolerant traffic (like voice over IP calls) through thiskind of
connection. Other traffic could be routed through a cheaper broadband Internet connection that
does not provide priority service. If one WAN port's connection goes down, the ZyWALL can
automatically send its traffic through the other WAN port. See Chapter 23 on page 417 for
details.

The ZyWALL's NAT feature allows you to configure sets of rules for one WAN port and
separate sets of rules for the other WAN port. Refer to Chapter 21 on page 395 for details.
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You can select through which WAN port you want to send out traffic from UPnP-enabled
applications (see Chapter 27 on page 475).

The ZyWALL's DDNS lets you select which WAN interface you want to use for each
individual domain name. The DDNS high availability feature lets you have the ZyWALL use
the other WAN interface for a domain name if the configured WAN interface's connection
goes down. See Section 25.10.2 on page 448 for details.

When configuring a VPN rule, you have the option of selecting one of the ZyWALL's domain
namesin the My Addressfield.

8.3 Load Balancing Introduction

Onthe ZyWALL, load balancing is the process of dividing traffic |oads between the two
WAN interfaces (or ports). This allows you to improve quality of services and maximize
bandwidth utilization.

See a'so policy routing to provide quality of service by dedicating aroute for a specific traffic
type and bandwidth management to specify a set amount of bandwidth for a specific traffic
type on an interface.

8.4 Load Balancing Algorithms

The ZyWALL uses three load balancing methods (least load first, weighted round robin and
spillover) to decide which WAN port the traffic for asession! (from the LAN) should use.

The following sections describe each load balancing method. The available bandwidth you
configure on the ZyWALL refers to the actual bandwidth provided by the ISP and the
measured bandwidth refers to as the bandwidth an interface is currently using.

8.4.1 Least Load First

The least load first algorithm uses the current (or recent) outbound and/or inbound bandwidth
utilization of each WAN interface as the load balancing index(es) when making decisions
about to which WAN interface a new LAN-originated session isto be distributed. The
outbound bandwidth utilization is defined as the measured outbound throughput over the
available outbound bandwidth and the inbound bandwidth utilization is defined as the
measured inbound throughput over the available inbound bandwidth.

1. Inthe load balancing section, a session may refer to normal connection-oriented, UDP and
SNMP2 traffic.
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8.4.1.1 Example 1

The following figure depicts an example where both the WAN ports on the ZyWALL are
connected to the Internet. The configured available outbound bandwidths for WAN 1 and
WAN 2 are 512K and 256K respectively.

Figure 62 Least Load First Example

WAN1
312K —m—»
8000K <——

_ = Ak
I: I L. nterne
WAN2 = \_/\_./

256K @ ——»
2000K 4+——

If the outbound bandwidth utilization is used as the load balancing index and the measured
outbound throughput of WAN 1is412K and WAN 2is 198K, the ZyWALL calculates the
load balancing index as shown in the table below.

Since WAN 2 has asmaller load balancing index (meaning that it is less utilized than WAN 1),
the ZyWALL will send the subsequent new session traffic through WAN 2.

Table 31 Least Load First: Example 1

QU LOAD BALANCING INDEX
INTERFACE A
AVAILABLE (A) MEASURED (M) (M/A)
WAN 1 512 K 412 K 0.8
WAN 2 256 K 198 K 0.77

8.4.1.2 Example 2

This example uses the same network scenario asin Figure 62 on page 149, but uses both the
outbound and inbound bandwidth utilization in calculating the load balancing index. If the
measured inbound stream throughput for both WAN 1 and WAN 2 is 1600K, the ZyWALL
calculates the average load balancing indices as shown in the table bel ow.

Since WAN 1 has asmaller load balancing index (meaning that it is less utilized than WAN 2),
the ZyWALL will send the next new session traffic through WAN 1.

Table 32 Least Load First: Example 2

OUTBOUND INBOUND AVERAGE LOAD
INTERFACE | AVAILABLE | MEASURED | AVAILABLE | MEASURED | BALANCING INDEX
(oR) OM) 5 Y (OM/OA +IM/IA)/2
WAN 1 512 K 412 K 8000 K 1600 K (08+0.2)/2=05
WAN 2 256 K 198 K 2000 K 1600 K (0.77+0.8)/2=0.79
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8.4.2 Weighted Round Robin

Similar to the Round Robin (RR) algorithm, the Wei ghted Round Robin (WRR) algorithm sets
the ZyWALL to send traffic through each WAN interface in turn. In addition, the WAN
interfaces are assigned weights. An interface with alarger weight gets more of the traffic than
an interface with a smaller weight.

Thisagorithm is best suited for situations when the bandwidths set for the two WAN
interfaces are different.

For example, in the figure below, the configured available bandwidth of WANL1 is 1M and
WANZ2 is512K. You can set the ZyWAL L to distribute the network traffic between the two
interfaces by setting the weight of WAN1 and WAN2 to 2 and 1 respectively. The ZyWALL
assigns the traffic of two sessions to WANL1 for every session's traffic assigned to WAN2.

Figure 63 Weighted Round Robin Algorithm Example

WAN1

™

D ———
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I — l k. Internet

WAN2 .
512K \)
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—_—

8.4.3 Spillover

With the spillover load balancing algorithm, the ZyWALL sends network traffic to the
primary interface until the maximum allowable load is reached, then the ZyWALL sends the
excess network traffic of new sessions to the secondary WAN interface. Configure the Route
Priority metricsin the WAN General screen to determine the primary and secondary WANS.

In cases where the primary WAN interface uses an unlimited access Internet connection and
the secondary WAN uses a per-use timed access plan, the ZyWALL will only use the
secondary WAN interface when the traffic load reaches the upper threshold on the primary
WAN interface. This alowsyou to fully utilize the bandwidth of the primary WAN interface
while avoiding overloading it and reducing Internet connection fees at the same time.

In the following example figure, the upper threshold of the primary WAN interfaceis set to
800K. The ZyWALL sends network traffic of new sessions that exceeds this limit to the
secondary WAN interface.
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Figure 64 Spillover Algorithm Example
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8.5 TCP/IP Priority (Metric)

The metric represents the "cost of transmission”. A router determines the best route for
transmission by choosing a path with the lowest "cost". RIP routing uses hop count as the
measurement of cost, with a minimum of "1" for directly connected networks. The number
must be between "1" and "15"; a number greater than "15" meansthe link is down. The
smaller the number, the lower the "cost".

1 The metric sets the priority for the ZyWALL's routes to the Internet. Each route must
have a unique metric.

2 The priorities of the WAN port routes must always be higher than the dial-backup and
traffic redirect route priorities.

Take a ZyWALL with multiple WAN ports as an example, lets say that you have the WAN
operation mode set to active/passive and the WAN 1 route has a metric of "2", the WAN 2
route has a metric of "3", the traffic-redirect route has a metric of "14" and the dial-backup
route has a metric of "15". In this case, the WAN 1 route acts as the primary default route. If
the WAN 1 route fails to connect to the Internet, the ZyWALL triesthe WAN 2 route next. If
the WAN 2 route fails, the ZyWALL tries the traffic-redirect route. In the same manner, the
ZyWALL usesthe dial-backup route if the traffic-redirect route also fails.

For aZyWALL with asingle WAN port, if the WAN port route has ametric of "1" and the
traffic-redirect route has ametric of "2" and dial-backup route has a metric of "3", then the
WAN port route acts as the primary default route. If the WAN port route fails to connect to the
Internet, the ZyWALL tries the traffic-redirect route next. In the same manner, the ZyWALL
uses the dial-backup route if the traffic-redirect route also fails.

The dial-backup or traffic redirect routes cannot take priority over the WAN (or WAN 1 and
WAN 2) routes.

8.6 WAN General

Click NETWORK >WAN to open the General screen. Use this screen to configure load
balancing, route priority and traffic redirect properties.
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Figure 65 NETWORK > WAN (General)
WAN

Operation Mode

Route Priority

Connectivity Check
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Windows Networking {NetBIOS over TCPfIP)
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The following table describes the label s in this screen.

Table 33 NETWORK > WAN (General)

LABEL

DESCRIPTION

Active/Passive
(Fail Over) Mode

Select the Active/Passive (fail over) operation mode to have the ZyWALL use the
second highest priority WAN port as a back up. This means that the ZyWALL will
normally use the highest priority (primary) WAN port (depending on the priorities
you configure in the Route Priority fields). The ZyWALL will switch to the
secondary (second highest priority) WAN port when the primary WAN port's
connection fails.

Fall Back to
Primary WAN
When Possible

This field determines the action the ZyWALL takes after the primary WAN port fails
and the ZyWALL starts using the secondary WAN port.

Select this check box to have the ZyWALL change back to using the primary WAN
port when the ZyWALL can connect through the primary WAN port again.

Clear this check box to have the ZyWALL continue using the secondary WAN port,
even after the ZyWALL can connect through the primary WAN port again. The
ZyWALL continues to use the secondary WAN port until it's connection fails (at
which time it will change back to using the primary WAN port if its connection is up.

Active/Active
Mode

Select Active/Active Mode to have the ZyWALL use both of the WAN ports at the
same time and allow you to enable load balancing.

Load Balancing
Algorithm

Select Least Load First, Weighted Round Robin or Spillover to activate load
balancing and set the related fields. Otherwise, select None.

Refer to Section 8.7 on page 155 for load balancing configuration.

Route Priority

WAN1 The default WAN connection is "1' as your broadband connection via the WAN port

WAN2 should always be your preferred method of accessing the WAN. The ZyWALL

Traffic Redi switches from WAN port 1 to WAN port 2 if WAN port 1's connection fails and then

r.a ic Redirect back to WAN port 1 when WAN port 1's connection comes back up. The default

Dial Backup priority of the routes is WAN 1, WAN 2, Traffic Redirect and then Dial Backup:
You have three choices for an auxiliary connection (WAN 2, Traffic Redirect and
Dial Backup) in the event that your regular WAN connection goes down. If Dial
Backup is preferred to Traffic Redirect, then type "14" in the Dial Backup Priority
(metric) field (and leave the Traffic Redirect Priority (metric) at the default of
"15").
The Dial Backup field is available only when you enable the corresponding dial
backup feature in the Dial Backup screen.

Connectivity

Check

Check Period

The ZyWALL tests a WAN connection by periodically sending a ping to either the
default gateway or the address in the Ping this Address field.

Type a number of seconds (5 to 300) to set the time interval between checks. Allow
more time if your destination IP address handles lots of traffic.

Check Timeout

Type the number of seconds (1 to 10) for your ZyWALL to wait for a response to the
ping before considering the check to have failed. This setting must be less than the
Check Period. Use a higher value in this field if your network is busy or congested.

Check Fail
Tolerance

Type how many WAN connection checks can fail (1-10) before the connection is
considered "down" (not connected). The ZyWALL still checks a "down" connection
to detect if it reconnects.
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Table 33 NETWORK > WAN (General) (continued)

LABEL DESCRIPTION
Check WAN1/2 Select the check box to have the ZyWALL periodically test the respective WAN
Connectivity port's connection.
Select Ping Default Gateway to have the ZyWALL ping the WAN port's default
gateway IP address.
Select Ping this Address and enter a domain name or IP address of a reliable
nearby computer (for example, your ISP's DNS server address) to have the
ZyWALL ping that address. For a domain name, use up to 63 alphanumeric
characters (hyphens, periods and the underscore are also allowed) without spaces.
Check Traffic Select the check box to have the ZyWALL periodically test the traffic redirect
Redirection connection.
Connectivity Select Ping Default Gateway to have the ZyWALL ping the backup gateway's IP
address.
Select Ping this Address and enter a domain name or IP address of a reliable
nearby computer (for example, your ISP's DNS server address) to have the
ZyWALL ping that address. For a domain name, use up to 63 alphanumeric
characters (hyphens, periods and the underscore are also allowed) without spaces.
Windows NetBIOS (Network Basic Input/Output System) are TCP or UDP packets that
Networking enable a computer to connect to and communicate with a LAN. For some dial-up
(NetBIOS over services such as PPPoE or PPTP, NetBIOS packets cause unwanted calls.
TCP/IP):

Allow between
WAN1 and LAN

Select this check box to forward NetBIOS packets from the WANL1 port to the LAN
port and from the LAN port to WANL. If your firewall is enabled with the default
policy set to block WAN port 1 to LAN traffic, you also need to enable the default
WANT1 to LAN firewall rule that forwards NetBIOS traffic.

Clear this check box to block all NetBIOS packets going from the WAN1 port to the
LAN port and from LAN port to WAN1.

Allow between
WAN1 and DMZ

Select this check box to forward NetBIOS packets from the WANL1 port to the DMZ
port and from the DMZ port to WAN1.

Clear this check box to block all NetBIOS packets going from the WANL1 port to the
DMZ port and from DMZ port to WAN1.

Allow between
WAN1 and WLAN

Select this check box to forward NetBIOS packets from the WANL1 port to the
WLAN port and from the WLAN port to WANL1.

Clear this check box to block all NetBIOS packets going from the WANL1 port to the
WLAN port and from WLAN port to WAN1.

Allow between
WAN2 and LAN

Select this check box to forward NetBIOS packets from the WAN2 port to the LAN
port and from the LAN port to WANZ2. If your firewall is enabled with the default
policy set to block WAN port 2 to LAN traffic, you also need to enable the default
WANZ2 to LAN firewall rule that forwards NetBIOS traffic.

Clear this check box to block all NetBIOS packets going from the WAN2 port to the
LAN port and from LAN port to WAN2.

Allow between
WAN2 and DMZ

Select this check box to forward NetBIOS packets from the WAN2 port to the DMZ
port and from the DMZ port to WAN2.

Clear this check box to block all NetBIOS packets going from the WAN2 port to the
DMZ port and from DMZ port to WAN2.

Allow between
WAN1 and WLAN

Select this check box to forward NetBIOS packets from the WAN2 port to the
WLAN port and from the WLAN port to WAN2.

Clear this check box to block all NetBIOS packets going from the WAN2 port to the
WLAN port and from WLAN port to WAN2.

Allow Trigger Dial

Select this option to allow NetBIOS packets to initiate calls.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.
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8.7 Configuring Load Balancing

To configure load balancing on the ZyWALL, click NETWORK >WAN in the navigation
panel. The WAN General screen displays by default. Select Active/Active M ode under
Operation M ode to enable |oad balancing on the ZyWALL.

The WAN General screen varies depending on what you select in the L oad Balancing

Algorithm field.

8.7.1 Least Load First

To configure Least Load First, select Least Load First inthe L oad Balancing Algorithm

field.

Figure 66 Load Balancing: Least Load First

General

" Active/Passive (Fail Over) Mode
¥ Fall Back to Primary WAN When Possible
' Active/Active Mode

Load Balancing Algorithm Least Load First |
Time Frame |EDD 10(Secands] = BO0(Seconds)
Load Balancing Index(es) |Outb0und Only j

Available Inbound Bandwidth Available Outhound Bandwidth

m| |1SC! Kbps I1DIJ Kbps

VAN 1 WAN 2 Traffic Redirect Dial Backup

The following table describes the related fields in this screen.

Table 34 Load Balancing: Least Load First

LABEL DESCRIPTION

Active/Active Select Active/Active Mode and set the related fields to enable load balancing on the
Mode ZyWALL.

Load Balancing | Select a load balancing method to use from the drop-down list box.

Algorithm

Time Frame You can set the ZyWALL to get the measured bandwidth using the average

bandwidth in the specified time interval.
Enter the time interval between 10 and 600 seconds.

Load Balancing

Specify the direction of the traffic utilization you want the ZyWALL to use in

Index(es) calculating the load balancing index.
Select Outbound Only, Inbound Only or Outbound + Inbound.
Interface | This field displays the name of the WAN interface (WAN1 and WANZ2).
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Table 34 Load Balancing: Least Load First (continued)

LABEL

DESCRIPTION

Available
Inbound
Bandwidth

This field is applicable when you select Outbound + Inbound or Inbound Only in
the Load Balancing Index(es) field.

Specify the inbound (or downstream) bandwidth (in kilo bites per second) for the
interface. This should be the actual downstream bandwidth that your ISP provides.

Available
Outbound
Bandwidth

This field is applicable when you select Outbound + Inbound or Outbound Only in
the Load Balancing Index(es) field.

Specify the outbound (or upstream) bandwidth (in kilo bites per second) for the
interface. This should be the actual upstream bandwidth that your ISP provides.

8.7.2 Weighted Round Robin

To load bal ance using the weighted round robin method, select Weighted Round Robin in the
L oad Balancing Algorithm field.

Figure 67 Load Balancing: Weighted Round Robin

General

Operation Mode

" Active/Passive (Fail Over) Mode
I Fall Back to Primary WAN When Possible
&+ ActiverActive Mode

Load Balancing Algorithm IWeighted Found-Fokin j

| Interface | Ratio |
KX F oo

.

WAN 1 WAN 2 Traffic Redirect  Dial Backup

e
Priarife fmetricy1 AHighest] =~ 15( Lowest)

The following table describes the related fields in this screen.

Table 35 Load Balancing: Weighted Round Robin

LABEL

DESCRIPTION

Active/Active
Mode

Select Active/Active Mode and set the related fields to enable load balancing on the
ZyWALL.

Load Balancing
Algorithm

Select a load balancing method to use from the drop-down list box.

Interface

This field displays the name of the WAN interface (WAN1 and WAN?2).

Ratio

Specify the weighted ration for the interface. Enter 0 to set the ZyWALL not to send
traffic load to the interface.
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8.7.3 Spillover

To load balance using the spillover method, select Spillover in the L oad Balancing

Algorithm field.

Configure the Route Priority metricsin the WAN Gener al screen to determine the primary
and secondary WANSs. By default, WAN1 is the primary WAN and WANZ2 is the secondary

WAN.

Figure 68 Load Balancing: Spillover

General

Time Frame

WAN 1 WAN 2 Traffic Redirect Dial Backup
" Active/Passive (Fail Over) Mode
¥ Fall Back to Primary WAN When Possible
* Active/Active Mode
Load Balancing Algorithm ISpiIIover :_I

IEUU 10¢Second=) ~ B00(Seconds)

Send traffic to secondary WAN when primary WAN bandwidth exceeds !1 000 Kbps

The following table describes the related fields in this screen.

Table 36 Load Balancing: Spillover

LABEL DESCRIPTION
Active/Active Select Active/Active Mode and set the related fields to enable load balancing on the
Mode ZyWALL.
Load Balancing | Select a load balancing method to use from the drop-down list box.
Algorithm
Time Frame | You can set the ZyWALL to get the measured bandwidth using the average

bandwidth in the specified time interval.
Enter the time interval between 10 and 600 seconds.

Send traffic to
secondary WAN
when primary
WAN bandwidth
exceeds

Specify the maximum allowable bandwidth on the primary WAN. Once this maximum
bandwidth is reached, the ZyWALL sends the new session traffic that exceeds this
limit to the secondary WAN. The ZyWALL continues to send traffic of existing
session to the primary WAN.

8.8 WAN Route

Click NETWORK >WAN to open the Route screen. Use this screen to configure the
priorities of the ZyWALL’s routes and settings for Windows Networking traffic.
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Figure 69 NETWORK > WAN (Route)

Route

WA

R EE

Traffic Redirect
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Allow between WanN and LAN
Allow between WaN and DMZ
Allow between Wan and WLAN
Allow Trigger Dial

Mote: vou also need to create a Firewall rule,

WaN Traffic Redirect Dial Backup

Priority (metric)’1 1iHighest) ~ 15({Lowest)
Priority (metric)l14 LiHighest) ~ 15(Lawest)
Priority (metric)!15 1(Highest) ~ 15(Lawest]

Apply | Reset |

The following table describes the labelsin this screen.

Table 37 NETWORK > WAN (Route)

LABEL

DESCRIPTION

Route Priority

WAN The default WAN connection is "1' as your broadband connection via the WAN port
Traffic Redirect | Should always be your preferred method of accessing the WAN. The default priority
Dial Backup of the routes is WAN, Traffic Redirect and then Dial Backup:
You have two choices for an auxiliary connection (Traffic Redirect and Dial
Backup) in the event that your regular WAN connection goes down. If Dial Backup
is preferred to Traffic Redirect, then type "14" in the Dial Backup Priority (metric)
field (and leave the Traffic Redirect Priority (metric) at the default of "15").
The Dial Backup field is available only when you enable the corresponding dial
backup feature in the Dial Backup screen.
Windows NetBIOS (Network Basic Input/Output System) are TCP or UDP packets that
Networking enable a computer to connect to and communicate with a LAN. For some dial-up
(NetBIOS over services such as PPPoE or PPTP, NetBIOS packets cause unwanted calls.
TCP/IP):
Allow between Select this check box to forward NetBIOS packets from the LAN to the WAN and
WAN and LAN from the WAN to the LAN. If your firewall is enabled with the default policy set to

block WAN to LAN traffic, you also need to enable the default WAN to LAN firewall
rule that forwards NetBIOS traffic.

Clear this check box to block all NetBIOS packets going from the LAN to the WAN
and from the WAN to the LAN.

Allow between
WAN and DMZ

Select this check box to forward NetBIOS packets from the WAN to the DMZ and
from the DMZ to the WAN.

Clear this check box to block all NetBIOS packets going from the WAN to the DMZ
and from the DMZ to the WAN.
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Table 37 NETWORK > WAN (Route) (continued)

LABEL DESCRIPTION

Allow between Select this check box to forward NetBIOS packets from the WLAN to the WAN and
WAN and WLAN | from the WAN to the WLAN.

Clear this check box to block all NetBIOS packets going from the WLAN to the
WAN and from the WAN to the WLAN.

Allow Trigger Dial | Select this option to allow NetBIOS packets to initiate calls.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

8.9 WAN IP Address Assignment

Every computer on the Internet must have a unique I P address. If your networks are isolated
from the Internet, for instance, only between your two branch offices, you can assign any |IP
addresses to the hosts without problems. However, the Internet Assigned Numbers Authority
(IANA) has reserved the following three blocks of |P addresses specifically for private
networks.

Table 38 Private IP Address Ranges

10.0.0.0 - 10.255.255.255
172.16.0.0 - 172.31.255.255
192.168.0.0 - 192.168.255.255

You can obtain your |1P address from the IANA, from an ISP or have it assigned by a private
network. If you belong to a small organization and your Internet accessis through an ISP, the
I SP can provide you with the Internet addresses for your local networks. On the other hand, if
you are part of amuch larger organization, you should consult your network administrator for
the appropriate 1P addresses.

Note: Regardless of your particular situation, do not create an arbitrary IP address;
always follow the guidelines above. For more information on address
assignment, please refer to RFC 1597, Address Allocation for Private Internets
and RFC 1466, Guidelines for Management of IP Address Space.

8.10 DNS Server Address Assignment

Use DNS (Domain Name System) to map a domain name to its corresponding | P address and
vice versg, for instance, the |P address of www.zyxel.com is 204.217.0.2. The DNS server is
extremely important because without it, you must know the I P address of a computer before
yOu can access it.

The ZyWALL can get the DNS server addresses in the following ways.
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1 The ISP tellsyou the DNS server addresses, usually in the form of an information sheet,
when you sign up. If your ISP gives you DNS server addresses, manually enter them in

the DNS server fields.

2 If your ISP dynamically assigns the DNS server | P addresses (along with the ZyWALL’s
WAN [P address), set the DNS server fields to get the DNS server address from the ISP,

3 You can manually enter the IP addresses of other DNS servers. These servers can be
public or private. A DNS server could even be behind a remote | PSec router (see Section

25.5.1 on page 440).

8.11 WAN MAC Address

Every Ethernet device has a unique MAC (Media Access Control) address. The MAC address
isassigned at the factory and consists of six pairs of hexadecimal characters, for example,
00:A0:C5:00:00:02.

You can configure the WAN port's MAC address by either using the factory default or cloning
the MAC address from a computer on your LAN. Onceit is successfully configured, the
address will be copied to the "rom"” file (ZyNOS configuration file). It will not change unless
you change the setting or upload a different "rom" file.

Table 39 Example of Network Properties for LAN Servers with Fixed IP Addresses

Choose an IP address 192.168.1.2-192.168.1.32; 192.168.1.65-192.168.1.254.
Subnet mask 255.255.255.0
Gateway (or default route) 192.168.1.1(ZyWALL LAN IP)

8.12 WAN

To change your ZyWALL'sWAN ISP, IP and MAC settings, click NETWORK >WAN and
then the WAN > WAN1 or WANZ2. The screen differs by the encapsul ation.

Note: The WAN1 and WAN2 IP addresses of a ZyWALL with multiple WAN ports
must be on different subnets.

8.12.1 WAN Ethernet Encapsulation
For ISPs (such as Telstra) that send UDP heartbeat packets to verify that the customer is still
online, please create a WAN-to-WAN/ZyWALL firewall rule for those packets. Contact your
ISP to find the correct port number.

The screen shown next is for Ether net encapsulation.
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Figure 70 NETWORK > WAN > WAN (Ethernet Encapsulation)

WAN

v

Traffic Redirect Dial Backup

ISP Parameters for Internet Access

Advanced Setup

The following table describes the labelsin this screen.

Table 40 NETWORK > WAN > WAN (Ethernet Encapsulation)

LABEL

DESCRIPTION

ISP Parameters
for Internet
Access

Encapsulation

You must choose the Ethernet option when the WAN port is used as a regular
Ethernet.

Service Type Choose from Standard, Telstra (RoadRunner Telstra authentication method), RR-
Manager (Roadrunner Manager authentication method), RR-Toshiba (Roadrunner
Toshiba authentication method) or Telia Login.
The following fields do not appear with the Standard service type.

User Name Type the user name given to you by your ISP.

Password Type the password associated with the user name above.
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Table 40 NETWORK > WAN > WAN (Ethernet Encapsulation) (continued)

LABEL

DESCRIPTION

Retype to Confirm

Type your password again to make sure that you have entered is correctly.

Login Server IP
Address

Type the authentication server IP address here if your ISP gave you one.
This field is not available for Telia Login.

Login Server
(Telia Login only)

Type the domain name of the Telia login server, for example loginl.telia.com.

Relogin
Every(min)
(Telia Login only)

The Telia server logs the ZyWALL out if the ZyWALL does not log in periodically.
Type the number of minutes from 1 to 59 (30 default) for the ZyWALL to wait
between logins.

WAN IP Address
Assignment

Get automatically
from ISP

Select this option If your ISP did not assign you a fixed IP address. This is the
default selection.

Use Fixed IP Select this option If the ISP assigned a fixed IP address.

Address

My WAN IP Enter your WAN IP address in this field if you selected Use Fixed IP Address.
Address

My WAN IP Enter the IP subnet mask (if your ISP gave you one) in this field if you selected Use
Subnet Mask Fixed IP Address.

Gateway IP Enter the gateway IP address (if your ISP gave you one) in this field if you selected
Address Use Fixed IP Address.

Advanced Setup

Enable NAT
(Network Address
Translation)

Network Address Translation (NAT) allows the translation of an Internet protocol
address used within one network (for example a private IP address used in a local
network) to a different IP address known within another network (for example a
public IP address used on the Internet).

Select this check box to enable NAT.

RIP Direction

RIP (Routing Information Protocol) allows a router to exchange routing information
with other routers. The RIP Direction field controls the sending and receiving of
RIP packets.

Choose Both, None, In Only or Out Only.

When set to Both or Out Only, the ZyWALL will broadcast its routing table
periodically.

When set to Both or In Only, the ZyWALL will incorporate RIP information that it
receives.

When set to None, the ZyWALL will not send any RIP packets and will ignore any
RIP packets received.

By default, RIP Direction is set to Both.
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Table 40 NETWORK > WAN > WAN (Ethernet Encapsulation) (continued)

LABEL

DESCRIPTION

RIP Version

The RIP Version field controls the format and the broadcasting method of the RIP
packets that the ZyWALL sends (it recognizes both formats when receiving).

Choose RIP-1, RIP-2B or RIP-2M.

RIP-1 is universally supported; but RIP-2 carries more information. RIP-1 is
probably adequate for most networks, unless you have an unusual network
topology. Both RIP-2B and RIP-2M sends the routing data in RIP-2 format; the
difference being that RIP-2B uses subnet broadcasting while RIP-2M uses
multicasting. Multicasting can reduce the load on non-router machines since they
generally do not listen to the RIP multicast address and so will not receive the RIP
packets. However, if one router uses multicasting, then all routers on your network
must use multicasting, also. By default, the RIP Version field is set to RIP-1.

Enable Multicast

Select this check box to turn on IGMP (Internet Group Multicast Protocol). IGMP is
a network-layer protocol used to establish membership in a Multicast group - it is
not used to carry user data.

Multicast Version

Choose None (default), IGMP-V1 or IGMP-V2. IGMP (Internet Group Multicast
Protocol) is a session-layer protocol used to establish membership in a Multicast
group — it is not used to carry user data. IGMP version 2 (RFC 2236) is an
improvement over version 1 (RFC 1112) but IGMP version 1 is still in wide use. If
you would like to read more detailed information about interoperability between
IGMP version 2 and version 1, please see sections 4 and 5 of RFC 2236.

Spoof WAN MAC
Address

You can use the factory assigned default MAC Address or cloning the MAC
address from a computer on your LAN.

Otherwise, select the check box next to Spoof WAN MAC Address and enter the
IP address of the computer on the LAN whose MAC you are cloning. Once it is
successfully configured, the address will be copied to the rom file (ZyNOS
configuration file). It will not change unless you change the setting or upload a
different ROM file.

Clone the Enter the IP address of the computer on the LAN whose MAC you are cloning.
computer’s MAC | |t is recommended that you clone the MAC address prior to hooking up the WAN
address — IP port.

Address

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

8.12.2 PPPoE Encapsulation

The ZyWALL supports PPPoE (Point-to-Point Protocol over Ethernet). PPPOE isan IETF
standard (RFC 2516) specifying how a personal computer (PC) interacts with a broadband
modem (DSL, cable, wireless, etc.) connection. The PPPoE optionisfor adia-up connection

using PPPoE.

For the service provider, PPPoE offers an access and authentication method that works with
existing access control systems (for example RADIUS).

One of the benefits of PPPOE isthe ability to let you access one of multiple network services,
afunction known as dynamic service selection. This enables the service provider to easily
create and offer new |P services for individuals.
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Operationally, PPPoE saves significant effort for both you and the ISP or carrier, asit requires
no specific configuration of the broadband modem at the customer site.

By implementing PPPOE directly on the ZyWALL (rather than individual computers), the
computers on the LAN do not need PPPoE software installed, since the ZyWALL does that
part of the task. Furthermore, with NAT, all of the LANS computers will have access.

The screen shown next is for PPPoE encapsul ation.

Figure 717 NETWORK > WAN > WAN (PPPoE Encapsulation)
WAN

General } AN Traffic Redirect Dial Backup

ISP Parameters for Internet Access

WAN IP Address Assignment
e 1}
o

Advanced Setup

¥ Ei
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The following table describes the label s in this screen.

Table 41 NETWORK > WAN > WAN (PPPoE Encapsulation)

LABEL

DESCRIPTION

ISP Parameters
for Internet
Access

Encapsulation

The PPPOE choice is for a dial-up connection using PPPoE. The router supports
PPPOE (Point-to-Point Protocol over Ethernet). PPPoE is an IETF standard (RFC
2516) specifying how a personal computer (PC) interacts with a broadband modem
(i.e. DSL, cable, wireless, etc.) connection. Operationally, PPPoE saves significant
effort for both the end user and ISP/carrier, as it requires no specific configuration of
the broadband modem at the customer site. By implementing PPPoE directly on the
router rather than individual computers, the computers on the LAN do not need
PPPOE software installed, since the router does that part of the task. Further, with
NAT, all of the LAN's computers will have access.

Service Name

Type the PPPOE service name provided to you. PPPOE uses a service hame to
identify and reach the PPPOE server.

User Name Type the user name given to you by your ISP.
Password Type the password associated with the user name above.
Retype to Type your password again to make sure that you have entered is correctly.
Confirm
Authentication Use the drop-down list box to select an authentication protocol for outgoing calls.
Type Options are:
CHAP/PAP - Your ZyWALL accepts either CHAP or PAP when requested by this
remote node.
CHAP - Your ZyWALL accepts CHAP only.
PAP - Your ZyWALL accepts PAP only.
Nailed-Up Select Nailed-Up if you do not want the connection to time out.
Idle Timeout This value specifies the time in seconds that elapses before the ZyWALL

automatically disconnects from the PPPOE server.

WAN IP Address
Assignment

Get automatically
from ISP

Select this option If your ISP did not assign you a fixed IP address. This is the
default selection.

Use Fixed IP Select this option If the ISP assigned a fixed IP address.

Address

My WAN IP Enter your WAN IP address in this field if you selected Use Fixed IP Address.
Address

Advanced Setup

Enable NAT
(Network
Address
Translation)

Network Address Translation (NAT) allows the translation of an Internet protocol
address used within one network (for example a private IP address used in a local
network) to a different IP address known within another network (for example a
public IP address used on the Internet).

Select this checkbox to enable NAT.

For more information about NAT see Chapter 21 on page 395.
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Table 41 NETWORK > WAN > WAN (PPPoE Encapsulation) (continued)

LABEL DESCRIPTION

RIP Direction RIP (Routing Information Protocol) allows a router to exchange routing information
with other routers. The RIP Direction field controls the sending and receiving of RIP
packets.
Choose Both, None, In Only or Out Only.
When set to Both or Out Only, the ZyWALL will broadcast its routing table
periodically.
When set to Both or In Only, the ZyWALL will incorporate RIP information that it
receives.
When set to None, the ZyWALL will not send any RIP packets and will ignore any
RIP packets received.
By default, RIP Direction is set to Both.

RIP Version The RIP Version field controls the format and the broadcasting method of the RIP

packets that the ZyWALL sends (it recognizes both formats when receiving).
Choose RIP-1, RIP-2B or RIP-2M.

RIP-1 is universally supported; but RIP-2 carries more information. RIP-1 is
probably adequate for most networks, unless you have an unusual network
topology. Both RIP-2B and RIP-2M sends the routing data in RIP-2 format; the
difference being that RIP-2B uses subnet broadcasting while RIP-2M uses
multicasting. Multicasting can reduce the load on non-router machines since they
generally do not listen to the RIP multicast address and so will not receive the RIP
packets. However, if one router uses multicasting, then all routers on your network
must use multicasting, also. By default, the RIP Version field is set to RIP-1.

Enable Multicast

Select this check box to turn on IGMP (Internet Group Multicast Protocol). IGMP is
a network-layer protocol used to establish membership in a Multicast group - it is
not used to carry user data.

Multicast Version

Choose None (default), IGMP-V1 or IGMP-V2. IGMP (Internet Group Multicast
Protocol) is a session-layer protocol used to establish membership in a Multicast
group — it is not used to carry user data. IGMP version 2 (RFC 2236) is an
improvement over version 1 (RFC 1112) but IGMP version 1 is still in wide use. If
you would like to read more detailed information about interoperability between
IGMP version 2 and version 1, please see sections 4 and 5 of RFC 2236.

Spoof WAN MAC
Address

You can use the factory assigned default MAC Address or cloning the MAC address
from a computer on your LAN.

Otherwise, select the check box next to Spoof WAN MAC Address and enter the
IP address of the computer on the LAN whose MAC you are cloning. Once it is
successfully configured, the address will be copied to the rom file (ZyNOS
configuration file). It will not change unless you change the setting or upload a
different ROM file.

Clone the Enter the IP address of the computer on the LAN whose MAC you are cloning.
computer's MAC ||t is recommended that you clone the MAC address prior to hooking up the WAN
address - IP port.

Address

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

8.12.3 PPTP Encapsulation

Point-to-Point Tunneling Protocol (PPTP) is anetwork protocol that enables secure transfer of
data from aremote client to a private server, creating a Virtual Private Network (VPN) using
TCP/IP-based networks.
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PPTP supports on-demand, multi-protocol and virtual private networking over public
networks, such asthe Internet. The screen shown next is for PPTP encapsulation.

Figure 72 NETWORK > WAN > WAN (PPTP Encapsulation)
WAN

WAN2 Traffic Redirect Dial Backup

ISP Parameters for Internet Access

-

PPTP Configuration

WAN IP Address Assignment

+
£ L

Advanced Setup

i
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The following table describes the label s in this screen.

Table 42 NETWORK > WAN > WAN (PPTP Encapsulation)

LABEL

DESCRIPTION

ISP Parameters for
Internet Access

Encapsulation

Point-to-Point Tunneling Protocol (PPTP) is a network protocol that enables
secure transfer of data from a remote client to a private server, creating a Virtual
Private Network (VPN) using TCP/IP-based networks. PPTP supports on-
demand, multi-protocol, and virtual private networking over public networks, such
as the Internet. The ZyWALL supports only one PPTP server connection at any
given time. To configure a PPTP client, you must configure the User Name and
Password fields for a PPP connection and the PPTP parameters for a PPTP
connection.

User Name

Type the user name given to you by your ISP.

Password

Type the password associated with the user name above.

Retype to Confirm

Type your password again to make sure that you have entered is correctly.

Authentication Use the drop-down list box to select an authentication protocol for outgoing calls.
Type Options are:
CHAP/PAP - Your ZyWALL accepts either CHAP or PAP when requested by this
remote node.
CHAP - Your ZyWALL accepts CHAP only.
PAP - Your ZyWALL accepts PAP only.
Nailed-up Select Nailed-Up if you do not want the connection to time out.
Idle Timeout This value specifies the time in seconds that elapses before the ZyWALL
automatically disconnects from the PPTP server.
PPTP
Configuration

My IP Address

Type the (static) IP address assigned to you by your ISP.

My IP Subnet Mask

Your ZyWALL will automatically calculate the subnet mask based on the IP
address that you assign. Unless you are implementing subnetting, use the subnet
mask computed by the ZyWALL.

Server IP Address

Type the IP address of the PPTP server.

Connection ID/
Name

Type your identification name for the PPTP server.

WAN IP Address
Assignment

Get automatically
from ISP

Select this option If your ISP did not assign you a fixed IP address. This is the
default selection.

Use Fixed IP Select this option If the ISP assigned a fixed IP address.

Address

My WAN IP Enter your WAN IP address in this field if you selected Use Fixed IP Address.
Address

Advanced Setup
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Table 42 NETWORK > WAN > WAN (PPTP Encapsulation) (continued)

Translation)

LABEL DESCRIPTION
Enable NAT Network Address Translation (NAT) allows the translation of an Internet protocol
(Network Address | address used within one network (for example a private IP address used in a local

network) to a different IP address known within another network (for example a
public IP address used on the Internet).

Select this checkbox to enable NAT.
For more information about NAT see Chapter 21 on page 395.

RIP Direction RIP (Routing Information Protocol) allows a router to exchange routing information
with other routers. The RIP Direction field controls the sending and receiving of
RIP packets.
Choose Both, None, In Only or Out Only.
When set to Both or Out Only, the ZyWALL will broadcast its routing table
periodically.
When set to Both or In Only, the ZyWALL will incorporate RIP information that it
receives.
When set to None, the ZyWALL will not send any RIP packets and will ignore any
RIP packets received.
By default, RIP Direction is set to Both.

RIP Version The RIP Version field controls the format and the broadcasting method of the RIP

packets that the ZyWALL sends (it recognizes both formats when receiving).

Choose RIP-1, RIP-2B or RIP-2M.

RIP-1 is universally supported; but RIP-2 carries more information. RIP-1 is
probably adequate for most networks, unless you have an unusual network
topology. Both RIP-2B and RIP-2M sends the routing data in RIP-2 format; the
difference being that RIP-2B uses subnet broadcasting while RIP-2M uses
multicasting. Multicasting can reduce the load on non-router machines since they
generally do not listen to the RIP multicast address and so will not receive the RIP
packets. However, if one router uses multicasting, then all routers on your network
must use multicasting, also. By default, the RIP Version field is set to RIP-1.

Enable Multicast

Select this check box to turn on IGMP (Internet Group Multicast Protocol). IGMP is
a network-layer protocol used to establish membership in a Multicast group - it is
not used to carry user data.

Multicast Version

Choose None (default), IGMP-V1 or IGMP-V2. IGMP (Internet Group Multicast
Protocol) is a session-layer protocol used to establish membership in a Multicast
group — it is not used to carry user data. IGMP version 2 (RFC 2236) is an
improvement over version 1 (RFC 1112) but IGMP version 1 is still in wide use. If
you would like to read more detailed information about interoperability between
IGMP version 2 and version 1, please see sections 4 and 5 of RFC 2236.

Spoof WAN MAC

You can use the factory assigned default MAC Address or cloning the MAC

Address address from a computer on your LAN.
Otherwise, select the check box next to Spoof WAN MAC Address and enter the
IP address of the computer on the LAN whose MAC you are cloning. Once it is
successfully configured, the address will be copied to the rom file (ZyNOS
configuration file). It will not change unless you change the setting or upload a
different ROM file.

Clone the Enter the IP address of the computer on the LAN whose MAC you are cloning.

computer's MAC | 1t js recommended that you clone the MAC address prior to hooking up the WAN

address — IP port.

Address

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.
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8.13 Traffic Redirect

Traffic redirect forwards WAN traffic to a backup gateway when the ZyWALL cannot
connect to the Internet through its normal gateway. Connect the backup gateway on the WAN
so that the ZyWALL still provides firewall protection for the LAN.

Figure 73 Traffic Redirect WAN Setup

L
==
WAN Gateway
= ) “— /
\|_/ N m— Internet
Backup Gateway

IP alias allows you to avoid triangle route security issues when the backup gateway is
connected to the LAN or DMZ. Use IP alias to configure the LAN into two or three logical
networks with the ZyWALL itself as the gateway for each LAN network. Put the protected
LAN in one subnet (Subnet 1 in the following figure) and the backup gateway in another
subnet (Subnet 2). Configure aLAN to LAN/ZyWALL firewall rule that forwards packets
from the protected LAN (Subnet 1) to the backup gateway (Subnet 2).

Figure 74 Traffic Redirect LAN Setup
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192.168.1.0- 192.168.1.24 WAN

[ NN Internet

Backup Gateway

LAN

: Subnet 2
: 192.168.2.0 - 192.168.2.24

8.14 Configuring Traffic Redirect

To change your ZyWALL’s traffic redirect settings, click NETWORK > WAN > Traffic
Redirect. The screen appears as shown.
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Figure 75 NETWORK > WAN > Traffic Redirect
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The following table describes the labels in this screen.

Table 43 NETWORK > WAN > Traffic Redirect

LABEL DESCRIPTION

Active Select this check box to have the ZyWALL use traffic redirect if the normal WAN
connection goes down.

Backup Type the IP address of your backup gateway in dotted decimal notation. The ZyWALL

Gateway IP automatically forwards traffic to this IP address if the ZyWALL's Internet connection

Address terminates.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

8.15 Configuring Dial Backup

Click NETWORK >WAN > Dial Backup to display the Dial Backup screen. Use this
screen to configure the backup WAN dial-up connection.
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Figure 76 NETWORK > WAN > Dial Backup
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The following table describes the label s in this screen.

Table 44 NETWORK > WAN > Dial Backup

LABEL

DESCRIPTION

Dial Backup Setup

Enable Dial Backup

Select this check box to turn on dial backup.

Basic Settings

Login Name

Type the login name assigned by your ISP.

Password

Type the password assigned by your ISP.

Retype to Confirm

Type your password again to make sure that you have entered is correctly.

Authentication Type

Use the drop-down list box to select an authentication protocol for outgoing calls.
Options are:

CHAP/PAP - Your ZyWALL accepts either CHAP or PAP when requested by this
remote node.

CHAP - Your ZyWALL accepts CHAP only.
PAP - Your ZyWALL accepts PAP only.

Primary/ Secondary
Phone Number

Type the first (primary) phone number from the ISP for this remote node. If the
Primary Phone number is busy or does not answer, your ZyWALL dials the
Secondary Phone number if available. Some areas require dialing the pound sign
# before the phone number for local calls. Include a # symbol at the beginning of
the phone numbers as required.

Dial Backup Port
Speed

Use the drop-down list box to select the speed of the connection between the Dial
Backup port and the external device. Available speeds are: 9600, 19200, 38400,
57600, 115200 or 230400 bps.

AT Command Initial
String

Type the AT command string to initialize the WAN device. Consult the manual of
your WAN device connected to your Dial Backup port for specific AT commands.

Advanced Modem
Setup

Click Edit to display the Advanced Setup screen and edit the details of your dial
backup setup.

TCP/IP Options

Get IP Address
Automatically from
Remote Server

Type the login name assigned by your ISP for this remote node.

Used Fixed IP Select this check box if your ISP assigned you a fixed IP address, then enter the
Address IP address in the following field.

My WAN IP Leave the field set to 0.0.0.0 (default) to have the ISP or other remote router
Address dynamically (automatically) assign your WAN IP address if you do not know it.

Type your WAN IP address here if you know it (static). This is the address
assigned to your local ZyWALL, not the remote router.

Remote IP Subnet
Mask

Leave this field set to 0.0.0.0 (default) to have the ISP or other remote router
dynamically send its subnet mask if you do not know it. Type the remote
gateway's subnet mask here if you know it (static).

Remote Node IP
Address

Leave this field set to 0.0.0.0 (default) to have the ISP or other remote router
dynamically (automatically) send its IP address if you do not know it. Type the
remote gateway's IP address here if you know it (static).

Enable NAT
(Network Address
Translation)

Network Address Translation (NAT) allows the translation of an Internet protocol
address used within one network to a different IP address known within another
network.

Select the check box to enable NAT. Clear the check box to disable NAT so the
ZyWALL does not perform any NAT mapping for the dial backup connection.
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Table 44 NETWORK > WAN > Dial Backup (continued)

LABEL

DESCRIPTION

Enable RIP

Select this check box to turn on RIP (Routing Information Protocol), which allows
a router to exchange routing information with other routers.

RIP Version

The RIP Version field controls the format and the broadcasting method of the
RIP packets that the ZyWALL sends (it recognizes both formats when receiving).

Choose RIP-1, RIP-2B or RIP-2M.

RIP-1 is universally supported; but RIP-2 carries more information. RIP-1 is
probably adequate for most networks, unless you have an unusual network
topology. Both RIP-2B and RIP-2M sends the routing data in RIP-2 format; the
difference being that RIP-2B uses subnet broadcasting while RIP-2M uses
multicasting. Multicasting can reduce the load on non-router machines since they
generally do not listen to the RIP multicast address and so will not receive the
RIP packets. However, if one router uses multicasting, then all routers on your
network must use multicasting, also.

RIP Direction

RIP (Routing Information Protocol) allows a router to exchange routing
information with other routers. The RIP Direction field controls the sending and
receiving of RIP packets.

Choose Both, In Only or Out Only.

When set to Both or Out Only, the ZyWALL will broadcast its routing table
periodically.

When set to Both or In Only, the ZyWALL will incorporate RIP information that it
receives.

Broadcast Dial
Backup Route

Select this check box to forward the backup route broadcasts to the WAN.

Enable Multicast

Select this check box to turn on IGMP (Internet Group Multicast Protocol). IGMP
is a network-layer protocol used to establish membership in a Multicast group - it
is not used to carry user data.

Multicast Version

Select IGMP-v1 or IGMP-v2. IGMP version 2 (RFC 2236) is an improvement
over version 1 (RFC 1112) but IGMP version 1 is still in wide use. If you would
like to read more detailed information about interoperability between IGMP
version 2 and version 1, please see sections 4 and 5 of RFC 2236.

PPP Options

PPP Encapsulation

Select CISCO PPP from the drop-down list box if your dial backup WAN device
uses Cisco PPP encapsulation, otherwise select Standard PPP.

Enable Select this check box to turn on stac compression.

Compression

Budget

Always On Select this check box to have the dial backup connection on all of the time.

Configure Budget

Select this check box to have the dial backup connection on during the time that
you select.

Allocated Budget

Type the amount of time (in minutes) that the dial backup connection can be used
during the time configured in the Period field. Set an amount that is less than the
time period configured in the Period field.

Period Type the time period (in hours) for how often the budget should be reset. For
example, to allow calls to this remote node for a maximum of 10 minutes every
hour, set the Allocated Budget to 10 (minutes) and the Period to 1 (hour).

Idle Timeout Type the number of seconds of idle time (when there is no traffic from the

ZyWALL to the remote node) for the ZyWALL to wait before it automatically
disconnects the dial backup connection. This option applies only when the
ZyWALL initiates the call. The dial backup connection never times out if you set
this field to "0" (it is the same as selecting Always On).
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Table 44 NETWORK > WAN > Dial Backup (continued)

LABEL DESCRIPTION
Apply Click Apply to save your changes back to the ZyWALL.
Reset Click Reset to begin configuring this screen afresh.

8.16 Advanced Modem Setup

8.16.1 AT Command Strings

For regular telephone lines, the default Dial string tells the modem that the line uses tone
dialing. ATDT isthe command for a switch that requirestone dialing. If your switch requires
pulse dialing, change the string to ATDP.

For ISDN lines, there are many more protocols and operational modes. Please consult the
documentation of your TA. You may need additional commandsin both Dial and Init strings.

8.16.2 DTR Signal
The majority of WAN devices default to hanging up the current call when the DTR (Data
Termina Ready) signal is dropped by the DTE. When the Drop DTR When Hang Up check

box is selected, the ZyWALL uses this hardware signal to force the WAN device to hang up,
in addition to issuing the drop command ATH.

8.16.3 Response Strings
The response strings tell the ZyWALL the tags, or labels, immediately preceding the various

call parameters sent from the WAN device. The response strings have not been standardized,
please consult the documentation of your WAN device to find the correct tags.

8.17 Configuring Advanced Modem Setup

Click the Edit button in the Dial Backup screen to display the Advanced Setup screen.

Note: Consult the manual of your WAN device connected to your dial backup port for
specific AT commands.
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Figure 77 NETWORK > WAN > Dial Backup > Edit
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The following table describes the labels in this screen.

Table 45 NETWORK > WAN > Dial Backup > Edit

LABEL DESCRIPTION

AT Command

Strings

Dial Type the AT Command string to make a call.

Drop Type the AT Command string to drop a call. "~" represents a one second wait, for
example, "~~~+++~~ath" can be used if your modem has a slow response time.

Answer Type the AT Command string to answer a call.

Drop DTR When | Select this check box to have the ZyWALL drop the DTR (Data Terminal Ready)

Hang Up signal after the "AT Command String: Drop" is sent out.

AT Response

Strings

CLID Type the keyword that precedes the CLID (Calling Line Identification) in the AT
response string. This lets the ZyWALL capture the CLID in the AT response string
that comes from the WAN device. CLID is required for CLID authentication.

Called ID Type the keyword preceding the dialed number.

Speed Type the keyword preceding the connection speed.

Call Control
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Table 45 NETWORK > WAN > Dial Backup > Edit (continued)

LABEL

DESCRIPTION

Dial Timeout (sec)

Type a number of seconds for the ZyWALL to try to set up an outgoing call before
timing out (stopping).

Retry Count

Type a number of times for the ZyWALL to retry a busy or no-answer phone
number before blacklisting the number.

Retry Interval
(sec)

Type a number of seconds for the ZyWALL to wait before trying another call after a
call has failed. This applies before a phone number is blacklisted.

Drop Timeout
(sec)

Type the number of seconds for the ZyWALL to wait before dropping the DTR
signal if it does not receive a positive disconnect confirmation.

Call Back Delay

Type a number of seconds for the ZyWALL to wait between dropping a callback

(sec) request call and dialing the corresponding callback call.
Apply Click Apply to save your changes back to the ZyWALL.
Cancel Click Cancel to exit this screen without saving.
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CHAPTER 9
DMZ Screens

This chapter describes how to configure the ZyWALL’'s DMZ.

9.1 DMZ

The DeMilitarized Zone (DM Z) provides away for public servers (Web, e-mail, FTP, etc.) to
be visible to the outside world (while still being protected from DoS (Denial of Service)
attacks such as SY N flooding and Ping of Death). These public servers can aso till be
accessed from the secure LAN.

By default the firewall allows traffic between the WAN and the DMZ, traffic from the DMZ to
the LAN isdenied, and traffic from the LAN to the DMZ is alowed. Internet users can have
access to host servers on the DMZ but no access to the LAN, unless special filter rules
allowing access were configured by the administrator or the user is an authorized remote user.

It is highly recommended that you connect all of your public servers to the DMZ port(s).

Itisalso highly recommended that you keep all sensitive information off of the public servers
connected to the DMZ port. Store sensitive information on LAN computers.

9.2 Configuring DMZ

The DMZ and the connected computers can have private or public |P addresses.

When the DMZ uses public | P addresses, the WAN and DMZ ports must use public IP
addresses that are on separate subnets. See Appendix E on page 745 for information on IP
subnetting. If you do not configure SUA NAT or any full feature NAT mapping rules for the
public IP addresses on the DMZ, the ZyWALL will route traffic to the public | P addresses on
the DM Z without performing NAT. This may be useful for hosting serversfor NAT unfriendly
applications (see Chapter 21 on page 395 for more information).

If the DMZ computers use private | P addresses, use NAT if you want to make them publicly
accessible.

Likethe LAN, the ZyWALL can also assign TCP/IP configuration via DHCP to computers
connected to the DMZ ports.

From the main menu, click NETWORK >DMZ to open the DM Z screen. The screen appears
as shown next.
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Figure 78 NETWORK > DMZ
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The following table describes the labels in this screen.

Table 46 NETWORK > DMZ

LABEL DESCRIPTION
DMZ TCP/IP
IP Address Type the IP address of your ZyWALL'’s DMZ port in dotted decimal notation.

Note: Make sure the IP addresses of the LAN, WAN, WLAN and
DMZ are on separate subnets.

IP Subnet Mask The subnet mask specifies the network number portion of an IP address. Your

ZyWALL will automatically calculate the subnet mask based on the IP address

that you assign. Unless you are implementing subnetting, use the subnet mask
computed by the ZyWALL 255.255.255.0.

RIP Direction RIP (Routing Information Protocol, RFC1058 and RFC 1389) allows a router to
exchange routing information with other routers. The RIP Direction field controls
the sending and receiving of RIP packets. Select the RIP direction from Both/In
Only/Out Only/None. When set to Both or Out Only, the ZyWALL will broadcast
its routing table periodically. When set to Both or In Only, it will incorporate the
RIP information that it receives; when set to None, it will not send any RIP
packets and will ignore any RIP packets received. Both is the default.
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Table 46 NETWORK > DMZ (continued)

LABEL

DESCRIPTION

RIP Version

The RIP Version field controls the format and the broadcasting method of the
RIP packets that the ZyWALL sends (it recognizes both formats when receiving).
RIP-1 is universally supported but RIP-2 carries more information. RIP-1 is
probably adequate for most networks, unless you have an unusual network
topology. Both RIP-2B and RIP-2M sends the routing data in RIP-2 format; the
difference being that RIP-2B uses subnet broadcasting while RIP-2M uses
multicasting. Multicasting can reduce the load on non-router machines since they
generally do not listen to the RIP multicast address and so will not receive the RIP
packets. However, if one router uses multicasting, then all routers on your
network must use multicasting, also. By default, RIP direction is set to Both and
the Version set to RIP-1.

Multicast

Select IGMP V-1 or IGMP V-2 or None. IGMP (Internet Group Multicast Protocol)
is a network-layer protocol used to establish membership in a Multicast group - it
is not used to carry user data. IGMP version 2 (RFC 2236) is an improvement
over version 1 (RFC 1112) but IGMP version 1 is still in wide use. If you would like
to read more detailed information about interoperability between IGMP version 2
and version 1, please see sections 4 and 5 of RFC 2236.

DHCP Setup

DHCP

DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows
individual clients (workstations) to obtain TCP/IP configuration at startup from a
server. Unless you are instructed by your ISP, leave this field set to Server. When
configured as a server, the ZyWALL provides TCP/IP configuration for the clients.
When set as a server, fill in the IP Pool Starting Address and Pool Size fields.

Select Relay to have the ZyWALL forward DHCP requests to another DHCP
server. When set to Relay, fill in the DHCP Server Address field.

Select None to stop the ZyWALL from acting as a DHCP server. When you select
None, you must have another DHCP server on your LAN, or else the computers
must be manually configured.

IP Pool Starting

This field specifies the first of the contiguous addresses in the IP address pool.

Address

Pool Size This field specifies the size, or count of the IP address pool.

DHCP Server Type the IP address of the DHCP server to which you want the ZyWALL to relay

Address DHCP requests. Use dotted decimal notation. Alternatively, click the right mouse
button to copy and/or paste the IP address.

DHCP WINS Type the IP address of the WINS (Windows Internet Naming Service) server that

Server 1, 2 you want to send to the DHCP clients. The WINS server keeps a mapping table of
the computer names on your network and the IP addresses that they are currently
using.

Windows

Networking

(NetBIOS over

TCP/IP)

Allow between DMZ
and LAN

Select this check box to forward NetBIOS packets from the LAN to the DMZ and
from the DMZ to the LAN. If your firewall is enabled with the default policy set to
block DMZ to LAN traffic, you also need to configure a DMZ to LAN firewall rule
that forwards NetBIOS traffic.

Clear this check box to block all NetBIOS packets going from the LAN to the DMZ
and from the DMZ to the LAN.

Allow between DMZ
and WAN 1

Select this check box to forward NetBIOS packets from the DMZ to WAN port
land from WAN port 1 to the DMZ.

Clear this check box to block all NetBIOS packets going from the DMZ to WAN
port 1 and from WAN port 1 to the DMZ.

Chapter 9 DMZ Screens

181



ZyWALL 5/35/70 Series User’'s Guide

Table 46 NETWORK > DMZ (continued)

LABEL

DESCRIPTION

Allow between DMZ
and WAN 2

Select this check box to forward NetBIOS packets from the DMZ to WAN port 2
and from WAN port 2 to the DMZ.

Clear this check box to block all NetBIOS packets going from the DMZ to WAN
port 2 and from WAN port 2 to the DMZ.

Allow between DMZ

Select this check box to forward NetBIOS packets from the WLAN to the DMZ

and WLAN and from the DMZ to the WLAN. If your firewall is enabled with the default policy
set to block DMZ to WLAN traffic and WLAN to DMZ traffic, you also need to
configure DMZ to WLAN and WLAN to DMZ firewall rules that forward NetBIOS
traffic.
Clear this check box to block all NetBIOS packets going from the WLAN to the
DMZ and from the DMZ to the WLAN.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

9.3 DMZ Static DHCP

Thistable allows you to assign IP addresses on the DMZ to specific individual computers
based on their MAC Addresses.

Every Ethernet device has aunique MAC (Media Access Control) address. The MAC address
is assigned at the factory and consists of six pairs of hexadecimal characters, for example,

00:A0:C5:00:00:02.

To change your ZyWALL’s static DHCP settings on the DMZ, click NETWORK >DMZ >
Satic DHCP. The screen appears as shown.
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Figure 79 NETWORK > DMZ > Static DHCP
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The following table describes the labels in this screen.

Table 47 NETWORK > DMZ > Static DHCP

LABEL DESCRIPTION

# This is the index number of the Static IP table entry (row).

MAC Address Type the MAC address of a computer on your DMZ.

IP Address Type the IP address that you want to assign to the computer on your DMZ.
Alternatively, click the right mouse button to copy and/or paste the IP address.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

9.4 DMZ IP Alias

IP alias allows you to partition a physical network into different logical networks over the
same Ethernet interface.
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The ZyWALL hasasingle DMZ interface. Even though more than one of ports 1~4 may bein
the DMZ port role, they are al till part of asingle physical Ethernet interface and all use the

same | P address.

The ZyWALL supports three logical DMZ interfaces viaits single physical DMZ Ethernet
interface. The ZyWALL itself is the gateway for each of the logical DMZ networks.

The IP dias IP addresses can be either private or public regardless of whether the physical
DMZ interfaceis set to use aprivate or public IP address. Use NAT if you want to make DMZ
computers with private | P addresses publicly accessible (see Chapter 21 on page 395 for more
information). When you use IP alias, you can have the DMZ use both public and private IP
addresses at the same time.

Note: Make sure that the subnets of the logical networks do not overlap.

To change your ZyWALL’sIP alias settings, click NETWORK >DMZ > |IP Alias. The
screen appears as shown.

Figure 80 NETWORK > DMZ > IP Alias
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The following table describes the labels in this screen.

Table 48 NETWORK > DMZ > IP Alias

LABEL

DESCRIPTION

Enable IP Alias 1,
2

Select the check box to configure another DMZ network for the ZyWALL.

IP Address

Enter the IP address of your ZyWALL in dotted decimal notation.

Note: Make sure the IP addresses of the LAN, WAN, WLAN and
DMZ are on separate subnets.
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Table 48 NETWORK > DMZ > IP Alias (continued)

LABEL

DESCRIPTION

IP Subnet Mask

Your ZyWALL will automatically calculate the subnet mask based on the IP
address that you assign. Unless you are implementing subnetting, use the subnet
mask computed by the ZyWALL.

RIP Direction

RIP (Routing Information Protocol, RFC1058 and RFC 1389) allows a router to
exchange routing information with other routers. The RIP Direction field controls
the sending and receiving of RIP packets. Select the RIP direction from Both/In
Only/Out Only/None. When set to Both or Out Only, the ZyWALL will broadcast
its routing table periodically. When set to Both or In Only, it will incorporate the
RIP information that it receives; when set to None, it will not send any RIP packets
and will ignore any RIP packets received.

RIP Version

The RIP Version field controls the format and the broadcasting method of the RIP
packets that the ZyWALL sends (it recognizes both formats when receiving). RIP-1
is universally supported but RIP-2 carries more information. RIP-1 is probably
adequate for most networks, unless you have an unusual network topology. Both
RIP-2B and RIP-2M sends the routing data in RIP-2 format; the difference being
that RIP-2B uses subnet broadcasting while RIP-2M uses multicasting.
Multicasting can reduce the load on non-router machines since they generally do
not listen to the RIP multicast address and so will not receive the RIP packets.
However, if one router uses multicasting, then all routers on your network must
use multicasting, also. By default, RIP direction is set to Both and the Version set
to RIP-1.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.

9.5 DMZ Public IP Address Example

The following figure shows a simple network setup with public | P addresses on the WAN and
DMZ and private | P addresses on the LAN. Lower case |etters represent public IP addresses
(like a.b.c.d for example). The LAN port and connected computers (A through C) use private
I P addresses that are in one subnet. The DMZ port and connected servers (D through F) use
public IP addresses that are in another subnet. The public |P addresses of the DMZ and WAN
ports are in separate subnets.
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Figure 81 DMZ Public Address Example
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9.6 DMZ Private and Public IP Address Example

The following figure shows a network setup with both private and public | P addresses on the
DMZ. Lower case letters represent public | P addresses (like a.b.c.d for example). The LAN
port and connected computers (A through C) use private | P addresses that are in one subnet.
The DMZ port and server F use private | P addresses that are in one subnet. The private IP
addresses of the LAN and DMZ are on separate subnets. The DMZ port and connected servers
(D and E) use public IP addresses that are in one subnet. The public I P addresses of the DMZ

and WAN are on separate subnets.

Configure one subnet (either the public or the private) in the Network > DM Z screen (see
Figure 9.2 on page 179) and configure the other subnet in the Network > DM Z > | P Alias
screen (see Figure 9.4 on page 183) to use this kind of network setup. You also need to
configure NAT for the private DMZ P addresses.
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Figure 82 DMZ Private and Public Address Example
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9.7 DMZ Port Roles

Use the Port Roles screen to set ports as part of the LAN, DMZ and/or WLAN interface.

Ports 1~4 on the ZyWALL 5 and ZyWALL 35 ports can be part of the LAN, DMZ or WLAN
interface. The ZyWALL 70 has a separate (dedicated) LAN port, so ports 1~4 can be set as
part of the DMZ and/or WLAN interface.

Note: Do the following if you are configuring from a computer connected to a LAN,
DMZ or WLAN port and changing the port's role:

1 A port's |P address varies as its role changes, make sure your computer's P addressisin
the same subnet asthe ZyWALL's LAN, DMZ or WLAN IP address.
2 Usethe appropriate LAN, DMZ or WLAN IP address to access the ZyWALL.

To change your ZyWALL’s port role settings, click NETWORK >DMZ > Port Roles. The
screen appears as shown.

The radio buttons correspond to Ethernet ports on the front panel of the ZyWALL. Onthe
ZyWALL 70, ports 1 to 4 are all DMZ ports by default. On the ZyWALL 5 or ZyWALL 35,
ports1to 4 are all LAN ports by default.

Note: Your changes are also reflected in the LAN and/or WLAN Port Roles screens.
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Figure 83 NETWORK > DMZ > Port Roles
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The following table describes the labels in this screen.

Table 49 NETWORK > DMZ > Port Roles

LABEL DESCRIPTION

LAN Select a port’s LAN radio button to use the port as part of the LAN. The port will
use the ZyWALL'’s LAN IP address and MAC address.

DMZ Select a port's DMZ radio button to use the port as part of the DMZ. The port will
use the ZyWALL's DMZ IP address and MAC address.

WLAN Select a port's WLAN radio button to use the port as part of the WLAN.
The port will use the ZyWALL’'s WLAN IP address and MAC address.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.
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CHAPTER 10
Wireless LAN

This chapter discusses how to configure wireless LAN on the ZyWALL.

10.1 Wireless LAN Introduction

A wireless LAN can be as simple as two computers with wireless LAN adapters
communicating in a peer-to-peer network or as complex as a number of computers with
wireless LAN adapters communicating through access points which bridge network traffic to
thewired LAN. To add awireless network to the ZyWALL, you can either install aWLAN
card or connect an Access Point to a port in the WLAN role.

Note: See Appendix A on page 715 for how to install a WLAN card.

See the WLAN appendix for more detailed information on WLANS.

10.1.1 Additional Installation Requirements for Using 802.1x

» A computer with an |EEE 802.11b wireless LAN card.
» A computer equipped with aweb browser (with JavaScript enabled) and/or Telnet.

» A wireless station must be running |EEE 802.1x-compliant software. Currently, thisis
offered in Windows XP.

An optional network RADIUS server for remote user authentication and accounting.

10.2 Configuring WLAN

Do one of the following to add wireless functionality to the ZyWALL.

Note: Turn the ZyWALL off before you install or remove the wireless LAN card. See
the product specifications appendix for a table of compatible ZyXEL WLAN
cards (and the WLAN security features each card supports) and how to install a
WLAN card.

* Insert acompatible wirelessLAN card and enable the card in the Wireless Card screen
(see Figure 94 on page 206).

» Usethe Port Roles screen (see Figure 88 on page 196) to set a port to be part of the
WLAN and connect an access point (AP) to the WLAN interface to extend the
ZyWALL swireless LAN coverage.
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Click NETWORK, > WLAN to open the WL AN screen to configure the I P address for
ZyWALL'sWLAN interface, other TCP/IP and DHCP settings.

Figure 84 NETWORK > WLAN
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The following table describes the |abels in this screen.

Table 50 NETWORK > WLAN

LABEL DESCRIPTION
WLAN TCP/IP
IP Address Type the IP address of your ZyWALL's WLAN interface in dotted decimal notation.

Alternatively, click the right mouse button to copy and/or paste the IP address.

Note: Make sure the IP addresses of the LAN, WAN, WLAN and
DMZ are on separate subnets.

IP Subnet Mask | The subnet mask specifies the network number portion of an IP address. Your
ZyWALL automatically calculates the subnet mask based on the IP address that
you assign. Unless you are implementing subnetting, use the subnet mask

computed by the ZyWALL.

RIP Direction

RIP (Routing Information Protocol, RFC1058 and RFC 1389) allows a router to
exchange routing information with other routers. The RIP Direction field controls
the sending and receiving of RIP packets. Select the RIP direction from Both/In
Only/Out Only/None. When set to Both or Out Only, the ZyWALL will broadcast
its routing table periodically. When set to Both or In Only, it will incorporate the RIP
information that it receives; when set to None, it will not send any RIP packets and
will ignore any RIP packets received. Both is the default.
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Table 50 NETWORK > WLAN (continued)

LABEL

DESCRIPTION

RIP Version

The RIP Version field controls the format and the broadcasting method of the RIP
packets that the ZyWALL sends (it recognizes both formats when receiving). RIP-1
is universally supported but RIP-2 carries more information. RIP-1 is probably
adequate for most networks, unless you have an unusual network topology. Both
RIP-2B and RIP-2M sends the routing data in RIP-2 format; the difference being
that RIP-2B uses subnet broadcasting while RIP-2M uses multicasting.
Multicasting can reduce the load on non-router machines since they generally do
not listen to the RIP multicast address and so will not receive the RIP packets.
However, if one router uses multicasting, then all routers on your network must use
multicasting, also. By default, RIP direction is set to Both and the Version set to
RIP-1.

Multicast

Select IGMP V-1 or IGMP V-2 or None. IGMP (Internet Group Multicast Protocol) is
a network-layer protocol used to establish membership in a Multicast group - it is
not used to carry user data. IGMP version 2 (RFC 2236) is an improvement over
version 1 (RFC 1112) but IGMP version 1 is still in wide use. If you would like to
read more detailed information about interoperability between IGMP version 2 and
version 1, please see sections 4 and 5 of RFC 2236.

DHCP Setup

DHCP

DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows
individual clients (workstations) to obtain TCP/IP configuration at startup from a
server. Unless you are instructed by your ISP, leave this field set to Server. When
configured as a server, the ZyWALL provides TCP/IP configuration for the clients.
When set as a server, fill in the IP Pool Starting Address and Pool Size fields.

Select Relay to have the ZyWALL forward DHCP requests to another DHCP
server. When set to Relay, fill in the DHCP Server Address field.

Select None to stop the ZyWALL from acting as a DHCP server. When you select
None, you must have another DHCP server on your WLAN, or else the computers
must be manually configured.

IP Pool Starting

This field specifies the first of the contiguous addresses in the IP address pool.

Address

Pool Size This field specifies the size, or count of the IP address pool.

DHCP Server Type the IP address of the DHCP server to which you want the ZyWALL to relay

Address DHCP requests. Use dotted decimal notation. Alternatively, click the right mouse
button to copy and/or paste the IP address.

DHCP WINS Type the IP address of the WINS (Windows Internet Naming Service) server that

Server 1, 2 you want to send to the DHCP clients. The WINS server keeps a mapping table of
the computer names on your network and the IP addresses that they are currently
using.

Windows NetBIOS (Network Basic Input/Output System) are TCP or UDP packets that

Networking enable a computer to connect to and communicate with a LAN. For some dial-up

(NetBIOS over services such as PPPoE or PPTP, NetBIOS packets cause unwanted calls.

TCP/IP) However it may sometimes be necessary to allow NetBIOS packets to pass

through to the WAN in order to find a computer on the WAN.

Allow between
WLAN and LAN

Select this check box to forward NetBIOS packets from the WLAN to the LAN and
from the LAN to the WLAN.

Clear this check box to block all NetBIOS packets going from the LAN to the WLAN
and from the WLAN to the LAN.

Allow between
WLAN and WAN
1

Select this check box to forward NetBIOS packets from the WLAN to WAN port 1
and from WAN port 1 to the WLAN.

Clear this check box to block all NetBIOS packets going from the WLAN to WAN
port 1 and from WAN port 1 to the WLAN.

Chapter 10 Wireless LAN

191



ZyWALL 5/35/70 Series User’'s Guide

Table 50 NETWORK > WLAN (continued)

LABEL

DESCRIPTION

Allow between
WLAN and WAN
2

Select this check box to forward NetBIOS packets from the WLAN to WAN port 2
and from WAN port 2 to the WLAN.

Clear this check box to block all NetBIOS packets going from the WLAN to WAN
port 2 and from WAN port 2 to the WLAN.

Allow between
WLAN and DMZ

Select this check box to forward NetBIOS packets from the WLAN to the DMZ and
from the DMZ to the WLAN. If your firewall is enabled with the default policy set to
block WLAN to DMZ traffic and DMZ to WLAN traffic, you also need to configure
WLAN to DMZ and DMZ to WLAN firewall rules that forward NetBIOS traffic.

Clear this check box to block all NetBIOS packets going from the WLAN to the DMZ
and from the DMZ to the WLAN.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.

10.3 WLAN Static DHCP

This table allows you to assign | P addresses on the WLAN to specific individual computers
based on their MAC addresses.

Every Ethernet device hasa unique MAC (Media Access Control) address. The MAC address
isassigned at the factory and consists of six pairs of hexadecimal characters, for example,
00:A0:C5:00:00:02.

To change your ZyWALL’'s WLAN static DHCP settings, click NETWORK >WLAN >
Satic DHCP. The screen appears as shown.
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Figure 85 NETWORK > WLAN > Static DHCP
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The following table describes the labels in this screen.
Table 51 NETWORK > WLAN > Static DHCP
LABEL DESCRIPTION
# This is the index number of the Static IP table entry (row).
MAC Address Type the MAC address of a computer on your WLAN.
IP Address Type the IP address that you want to assign to the computer on your WLAN.
Alternatively, click the right mouse button to copy and/or paste the IP address.
Apply Click Apply to save your changes back to the ZyWALL.
Reset Click Reset to begin configuring this screen afresh.

10.4 WLAN IP Alias

IP alias allows you to partition aphysical network into different logical networks over the
same Ethernet interface.
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The ZyWALL hasasingle WLAN interface. Even though more than one of ports 1~4 may be
inthe WLAN port role, they are al still part of asingle physical Ethernet interface and all use
the same I P address.

The ZyWALL supportsthreelogical WLAN interfaces viaits single physical WLAN Ethernet
interface. The ZyWALL itself isthe gateway for each of the logical WLAN networks.

When you use IP dlias, you can aso configure firewall rulesto control access between the
WLAN'slogica networks (subnets).

Note: Make sure that the subnets of the logical networks do not overlap.

To change your ZyWALL’s IP alias settings, click NETWORK >WLAN > |P Alias. The
Screen appears as shown.

Figure 86 NETWORK > WLAN > IP Alias
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The following table describes the label s in this screen.

Table 52 NETWORK > WLAN > IP Alias

LABEL DESCRIPTION

Enable IP Alias 1, | Select the check box to configure another WLAN network for the ZyWALL.
2

IP Address Enter the IP address of your ZyWALL in dotted decimal notation.
Alternatively, click the right mouse button to copy and/or paste the IP address.

IP Subnet Mask Your ZyWALL will automatically calculate the subnet mask based on the IP
address that you assign. Unless you are implementing subnetting, use the subnet

mask computed by the ZyWALL.
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Table 52 NETWORK > WLAN > IP Alias (continued)

LABEL DESCRIPTION

RIP Direction RIP (Routing Information Protocol, RFC 1058 and RFC 1389) allows a router to
exchange routing information with other routers. The RIP Direction field controls
the sending and receiving of RIP packets. Select the RIP direction from Both/In
Only/Out Only/None. When set to Both or Out Only, the ZyWALL will broadcast
its routing table periodically. When set to Both or In Only, it will incorporate the
RIP information that it receives; when set to None, it will not send any RIP packets
and will ignore any RIP packets received.

RIP Version The RIP Version field controls the format and the broadcasting method of the RIP
packets that the ZyWALL sends (it recognizes both formats when receiving). RIP-1
is universally supported but RIP-2 carries more information. RIP-1 is probably
adequate for most networks, unless you have an unusual network topology. Both
RIP-2B and RIP-2M sends the routing data in RIP-2 format; the difference being
that RIP-2B uses subnet broadcasting while RIP-2M uses multicasting.
Multicasting can reduce the load on non-router machines since they generally do
not listen to the RIP multicast address and so will not receive the RIP packets.
However, if one router uses multicasting, then all routers on your network must
use multicasting, also. By default, RIP direction is set to Both and the Version set

to RIP-1.
Apply Click Apply to save your changes back to the ZyWALL.
Reset Click Reset to begin configuring this screen afresh.

10.5 WLAN Port Roles

Use the Port Roles screen to set ports as part of the LAN, DMZ and/or WLAN interface.

Ports 1~4 on the ZyWALL 5 and ZyWALL 35 ports can be part of the LAN, DMZ or WLAN
interface. The ZyWALL 70 has a separate (dedicated) LAN port, so ports 1~4 can be set as
part of the DMZ and/or WLAN interface.

Connect wireless LAN Access Points (APs) to WLAN interfacesto extend the ZyWALL's
wireless LAN coverage. The WLAN port role allows the ZyWALL’s firewall to treat traffic
from connected APs as part of the ZyWALL’s WLAN. You can specify firewall rulesfor
traffic going to or from the WLAN. The WLAN includes the ZyWALL’s own WLAN and the
Ethernet portsin the WLAN port role.

The following figure shows the ZyWALL with awireless card installed and an AP connected
to an Ethernet port in the WLAN port role.
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Figure 87 WLAN Port Role Example

Note: Do the following if you are configuring from a computer connected to a LAN,
DMZ or WLAN port and changing the port's role:

1 A port's |P address varies as its role changes, make sure your computer's |P addressisin
the same subnet asthe ZyWALL's LAN, DMZ or WLAN IP address.

2 Usethe appropriate LAN, DMZ or WLAN IP address to access the ZyWALL.

To change your ZyWALL’s port role settings, click NETWORK >WLAN > Port Roles. The
screen appears as shown.

The radio buttons correspond to Ethernet ports on the front panel of the ZyWALL. On the
ZyWALL 70, ports 1 to 4 are al DMZ ports by default. On the ZyWALL 5 or ZyWALL 35,
ports1to 4 are all LAN ports by default.

Note: Your changes are also reflected in the LAN and/or DMZ Port Roles screen.

Figure 88 NETWORK > WLAN > Port Roles
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The following table describes the labelsin this screen.

Table 53 NETWORK > WLAN > Port Roles

LABEL DESCRIPTION

LAN Select a port’'s LAN radio button to use the port as part of the LAN. The port will
use the LAN IP address.

DMZ Select a port's DMZ radio button to use the port as part of the DMZ. The port will
use the DMZ IP address.

WLAN Select a port’'s WLAN radio button to use the port as part of the WLAN.
The port will use the WLAN IP address.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

After you change the LAN/DMZ/WLAN port roles and click Apply, please wait for few
seconds until the following screen appears. Click Return to go back to the Port Roles screen.

Figure 89 NETWORK > WLAN > Port Roles: Change Complete

Port Role Hardware Reconfiguration Complete

Please click on Return to go to the Port Roles screen,

Return |

10.6 Wireless Security

Wireless security isvital to your network to protect wireless communication between wireless
stations, access points and other wireless.

The figure below shows the possible wireless security levels on your ZyWALL. EAP
(Extensible Authentication Protocol) is used for authentication and utilizes dynamic WEP key
exchange. It requires interaction with a RADIUS (Remote Authentication Dial-In User
Service) server either on the WAN or your LAN to provide authentication service for wireless
stations.
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Figure 90 ZyWALL Wireless Security Levels
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If you do not enable any wireless security on your ZyWALL, your network is accessible to any
wireless networking device that is within range.

Usethe ZyWALL web configurator to set up your wireless LAN security settings. Refer to the
chapter on using the ZyWALL web configurator to see how to access the web configurator.

10.6.1 Encryption

» Use WPA security if you have WPA-aware wireless clients and a RADIUS server. WPA
has user authentication and improved data encryption over WEP.

* Use WPA-PSK if you have WPA-aware wireless clients but no RADIUS server.

* If you don’t have WPA-aware wireless clients, then use WEP key encrypting. A higher
bit key offers better security at athroughput trade-off. You can use Passphrase to
automatically generate 64-bit or 128-bit WEP keys or manually enter 64-bit, 128-bit or
256-bit WEP keys.

10.6.2 Authentication

Use aRADIUS server with WPA or |EEE 802.1x key management protocol. You can also
configure |EEE 802.1x to use the built-in database (Local User Database) to authenticate

wireless clients before joining your network.

» Use RADIUS authentication if you have aRADIUS server. See the appendices for
information on protocols used when a client authenticates with aRADIUS server viathe
ZyWALL.

» Usethe Local User Database if you have less than 32 wireless clients in your network.
The ZyWALL uses MD5 encryption when a client authenticates with the Local User
Database
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10.6.3 Restricted Access

The MAC Filter screen alows you to configure the AP to give exclusive access to devices
(Allow Association) or exclude them from accessing the AP (Deny Association).

10.6.4 Hide ZyWALL Identity

If you hidethe ESSID, then the ZyWALL cannot be seen when awireless client scansfor local
APs. The trade-off for the extra security of “hiding” the ZyWALL may be inconvenience for

some valid WLAN clients.

10.7 Security Parameters Summary

Refer to thistable to see what other security parameters you should configure for each
authentication method/ key management protocol type. You enter manual keys when using
WEP encryption or WPA-PSK. MAC address filters are not dependent on how you configure

these security features.

Table 54 Wireless Security Relational Matrix

VETHODI KEY ENCRYPTION |ENTER | gop 1

MANAGEMENT PROTOCOL

Open None No Disable

Enable without Dynamic WEP Key

Open WEP No Enable with Dynamic WEP Key
Yes Enable without Dynamic WEP Key
Yes Disable

Shared WEP No Enable with Dynamic WEP Key
Yes Enable without Dynamic WEP Key
Yes Disable

WPA TKIP No Enable

WPA-PSK TKIP Yes Enable

10.8 WEP Encryption

WEP (Wired Equivalent Privacy) as specified in the IEEE 802.11 standard provides methods
for both data encryption and wireless station authentication. WEP provides a mechanism for
encrypting data using encryption keys. Both the AP and the wireless stations must use the
same WEP key to encrypt and decrypt data. Your ZyWALL allows you to configure up to four
64-bit or 128-hit WEP keys, but only one key can be used at any one time.
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10.9 802.1x Overview

The IEEE 802.1x standard outlines enhanced security methods for both the authentication of
wireless stations and encryption key management. Authentication can be done using the local
user database internal to the ZyWALL (authenticate up to 32 users) or an external RADIUS
server for an unlimited number of users.

10.9.1 Introduction to RADIUS

A RADIUS (Remote Authentication Dial In User Service) server enables user authentication,
authorization and accounting. RADIUS is based on a client-sever model that supports
authentication and accounting, where access point is the client and the server isthe RADIUS
server. The RADIUS server handles the following tasks among others:
» Authentication
Determines the identity of the users.
» Accounting

Keepstrack of the client’s network activity.
RADIUS user is a simple package exchange in which your ZyWALL acts as a message relay

between the wireless station and the network RADIUS server. See RFC 2138 and RFC 2139
for more on RADIUS.

10.9.1.1 Types of RADIUS Messages

The following types of RADIUS messages are exchanged between the access point and the
RADIUS server for user authentication:
* Access-Request
Sent by an access point requesting authentication.
» Access-Reect
Sent by a RADIUS server rejecting access.
* Access-Accept
Sent by a RADIUS server allowing access.
» Access-Challenge

Sent by a RADIUS server requesting more information in order to allow access. The
access point sends a proper response from the user and then sends another Access-
Request message.

The following types of RADIUS messages are exchanged between the access point and the
RADIUS server for user accounting:

» Accounting-Request
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Sent by the access point requesting accounting.
» Accounting-Response
Sent by the RADIUS server to indicate that it has started or stopped accounting.
In order to ensure network security, the access point and the RADIUS server use a shared
secret key, which is a password, they both know. The key is not sent over the network. In

addition to the shared key, password information exchanged is also encrypted to protect the
network from unauthorized access.

10.9.2 EAP Authentication Overview

EAP (Extensible Authentication Protocol) is an authentication protocol that runs on top of the
|EEE 802.1x transport mechanism in order to support multiple types of user authentication. By
using EAP to interact with an EAP-compatible RADIUS server, the access point helps a
wireless station and a RADIUS server perform authentication.

The type of authentication you use depends on the RADIUS server or the AP.

Your ZyWALL supports EAP-MD5 (Message-Digest Algorithm 5) with the local user
database.

Thefollowing figure shows an overview of authentication when you specify aRADIUS server
0N your access point.

Figure 91 EAP Authentication

m
| J) RADIUS

The details below provide a genera description of how |EEE 802.1x EAP authentication
works.

» The wireless station sends a start message to the ZyWALL.

» The ZyWALL sends arequest identity message to the wireless station for identity
information.

» Thewireless station replies with identity information, including user name and password.

» The RADIUS server checks the user information against its user profile database and
determines whether or not to authenticate the wireless station.
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10.10 Dynamic WEP Key Exchange

The AP maps a unique key that is generated with the RADIUS server. This key expires when
the wireless connection times out, disconnects or reauthentication times out. A new WEP key
is generated each time reauthentication is performed.

If thisfeature is enabled, it is not necessary to configure a default encryption key in the
Wireless Card screen (see Section 10.16.4 on page 211). You may still configure and store
keys here, but they will not be used while dynamic WEP is enabled.

To use dynamic WER, enable and configure dynamic WEP key exchange in the Wireless
Card screen and configure RADIUS server settingsin the AUTH SERVER RADIUS screen
(see Section 20.3 on page 393). Ensure that the wireless station's EAP type is configured to
one of the following:

. EAP-TLS
« EAP-TTLS
- PEAP

Note: EAP-MDS5 cannot be used with dynamic WEP key exchange.

10.11 Introduction to WPA

10.11.1

10.11.2

Wi-Fi Protected Access (WPA) isasubset of the IEEE 802.11i standard. Key differences
between WPA and WEP are user authentication and improved data encryption.

User Authentication

WPA applies |EEE 802.1x and Extensible Authentication Protocol (EAP) to authenticate
wireless clients using an external RADIUS database. You can't use the ZyWALL's Local User
Database for WPA authentication purposes since the Local User Database uses EAP-MD5
which cannot be used to generate keys. See later in this chapter and the appendices for more
information on |EEE 802.1x, RADIUS and EAP.

If you don't have an external RADIUS server you should use WPA-PSK (WPA -Pre-Shared
Key) that only requires asingle (identical) password entered into each access point, wireless
gateway and wireless client. Aslong asthe passwords match, a client will be granted accessto
aWLAN.

Encryption

WPA improves data encryption by using Temporal Key Integrity Protocol (TKIP), Message
Integrity Check (MIC) and |EEE 802.1x.
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Tempora Key Integrity Protocol (TKIP) uses 128-hit keysthat are dynamically generated and
distributed by the authentication server. It includes a per-packet key mixing function, a
Message Integrity Check (MIC) named Michael, an extended initialization vector (IV) with
sequencing rules, and a re-keying mechanism.

TKIP regularly changes and rotates the encryption keys so that the same encryption key is
never used twice. The RADIUS server distributes a Pairwise Master Key (PMK) key to the AP
that then sets up a key hierarchy and management system, using the pair-wise key to
dynamically generate unique data encryption keys to encrypt every data packet that is
wirelessly communicated between the AP and the wireless clients. This all happensin the
background automatically.

The Message Integrity Check (MIC) is designed to prevent an attacker from capturing data
packets, altering them and resending them. The MIC provides a strong mathematical function
in which the receiver and the transmitter each compute and then compare the MIC. If they do
not match, it is assumed that the data has been tampered with and the packet is dropped.

By generating unique data encryption keys for every data packet and by creating an integrity
checking mechanism (MIC), TKIP makes it much more difficult to decode data on a Wi-Fi
network than WEP, making it difficult for an intruder to break into the network.

The encryption mechanisms used for WPA and WPA-PSK are the same. The only difference
between the two is that WPA-PSK uses a simple common password, instead of user-specific
credentials. The common-password approach makes WPA-PSK susceptible to brute-force
password-guessing attacks but it's still an improvement over WEP as it employs an easier-to-
use, consistent, single, alphanumeric password.

10.12 WPA-PSK Application Example

A WPA-PSK application looks as follows.

1 First enter identical passwordsinto the AP and all wireless clients. The Pre-Shared Key
(PSK) must consist of between 8 and 63 ASCII characters (including spaces and
symbols).

2 The AP checks each client's password and (only) allows it to join the network if it
matches its password.

3 The AP derives and distributes keys to the wireless clients.

4 The AP and wireless clients use the TKIP encryption process to encrypt data exchanged
between them.
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Figure 92 WPA-PSK Authentication
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10.13 Introduction to RADIUS

The ZyWALL can use an external RADIUS server to authenticate an unlimited number of
users. RADIUS is based on a client-sever model that supports authentication and accounting,
where access point is the client and the server isthe RADIUS server.
» Authentication
Determines the identity of the users.
» Accounting
Keeps track of the client’s network activity.

RADIUS user is a simple package exchange in which your ZyWALL acts as a message relay
between the wirel ess station and the network RADIUS server.

10.14 WPA with RADIUS Application Example

You need the I P address of the RADIUS server, its port number (default is 1812), and the
RADIUS shared secret. A WPA application example with an external RADIUS server looks
asfollows. "A" isthe RADIUS server. "DS" is the distribution system.

1 The AP passes the wireless client's authentication request to the RADIUS server.

2 The RADIUS server then checks the user's identification against its database and grants
or denies network access accordingly.

3 The RADIUS server distributes a Pairwise Master Key (PMK) key to the AP that then
sets up akey hierarchy and management system, using the pair-wise key to dynamically
generate unigue data encryption keys to encrypt every data packet that is wirelessly
communicated between the AP and the wireless clients.
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Figure 93 WPA with RADIUS Application Example
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10.15 Wireless Client WPA Supplicants

A wireless client supplicant is the software that runs on an operating system instructing the
wireless client how to use WPA. At the time of writing, the most widely available supplicants
are the WPA patch for Windows XP, Funk Software's Odyssey client, and Meetinghouse Data
Communications AEGIS client.

The Windows XP patch is afree download that adds WPA capability to Windows XP's built-
in"Zero Configuration" wireless client. However, you must run Windows XP to use it.

10.16 Wireless Card

Note: Turn the ZyWALL off before you install or remove the wireless LAN card. See
the product specifications appendix for a table of compatible ZyXEL WLAN
cards (and the WLAN security features each card supports) and how to install a
WLAN card.

You can install either a ZyWALL Turbo Card or a wireless card, but not both at
the same time. When you have a wireless card installed, you cannot use the
anti-virus and IDP features.

If you are configuring the ZyWALL from a computer connected to the wireless LAN and you
change the ZyWALL’s ESSID or security settings, you will lose your wireless connection
when you press Apply to confirm. You must then change the wireless settings of your
computer to match the ZyWALL’s new settings.

Click NETWORK >WIRELESS CARD to open the Wireless Card screen. The screen
varies according to the security features you select.
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Figure 94 NETWORK > WIRELESS CARD: No Security
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The following table describes the labels in this screen.

Table 55 NETWORK > WIRELESS CARD: No Security

LABEL

DESCRIPTION

Enable
Wireless Card

The wireless LAN through a wireless LAN card is turned off by default, before you
enable the wireless LAN you should configure some security by setting MAC filters
and/or 802.1x security; otherwise your wireless LAN will be vulnerable upon enabling
it. Select the check box to enable the wireless LAN.

Wireless Card

This field displays whether or not a compatible ZyXEL wireless LAN card is installed.

ESSID

(Extended Service Set IDentity) The ESSID identifies the Service Set with which a
wireless station is associated. Wireless stations associating to the access point (AP)
must have the same ESSID. Enter a descriptive name (up to 32 printable 7-bit ASCII
characters) for the wireless LAN.

Bridge to

Select LAN to use the wireless card as part of the LAN.

Select DMZ to use the wireless card as part of the DMZ.

Select WLAN to use the wireless card as part of the WLAN.
The ZyWALL restarts after you change the wireless card setting.

Note: If you set the wireless card to be part of the LAN or DMZ, you
can still use wireless access. The firewall will treat the wireless
card as part of the LAN or DMZ respectively.

Hide ESSID

Select to hide the ESSID in the outgoing beacon frame so a station cannot obtain the
ESSID through scanning.

Channel ID

This allows you to set the operating frequency/channel depending on your particular
region. Select a channel from the drop-down list box.

RTS/CTS
Threshold

The RTS (Request To Send) threshold (number of bytes) is for enabling RTS/CTS.
Data with its frame size larger than this value will perform the RTS/CTS handshake.
Setting this value to be larger than the maximum MSDU (MAC service data unit) size
turns off RTS/CTS. Setting this value to zero turns on RTS/CTS.

Select the check box to change the default value and enter a new value between 0 and
2432.
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Table 55 NETWORK > WIRELESS CARD: No Security (continued)

LABEL

DESCRIPTION

Fragmentation
Threshold

This is the threshold (number of bytes) for the fragmentation boundary for directed
messages. It is the maximum data fragment size that can be sent.

Select the check box to change the default value and enter a value between 256 and
2432,

Security

Select one of the security settings.
No Security

Static WEP

WPA-PSK

WPA

802.1x + Dynamic WEP

802.1x + Static WEP

802.1x + No WEP

No Access 802.1x + Static WEP
No Access 802.1x + No WEP

Select No Security to allow wireless stations to communicate with the access points
without any data encryption. Otherwise, select the security you need and see the
following sections for more information.

Note: The installed ZyXEL WLAN card may not support all of the
WLAN security features you can configure in the ZyWALL.

Please see the product specifications appendix for a table of
compatible ZyXEL WLAN cards and the WLAN security features
each card supports.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.

10.16.1 Static WEP

Static WEP provides amechanism for encrypting data using encryption keys. Both the AP and
the wireless stations must use the same WEP key to encrypt and decrypt data. Your ZyWALL
allowsyou to configure up to four 64-bit or 128-bit WEP keys, but only one key can be used at

any onetime.

In order to configure and enable WEP encryption, click NETWORK >WIRELESS CARD
to display the Wireless Card screen. Select Static WEP from the Security list.
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Figure 95 NETWORK > WIRELESS CARD: Static WEP
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Security Static WEP x|

WEP Encryption G4-hit WEP =

G4-bit WEP: Enter 5 characters or 10 digit ("0-9", "A-F") for each Key(1-4),
128-bit WEP: Enter 13 characters or 26 digit ("0-9", "A-F") for each Key[1-4),
[Select one WEP key as an active key to encrypt wireless data transmission.)

& Key1 |=0000000000
© keyz |nx0000000000
C Key 3 |nx0000000000
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Reset |

The following table describes the wireless LAN security labelsin this screen.

Table 56 NETWORK > WIRELESS CARD: Static WEP

LABEL DESCRIPTION

Security Select Static WEP from the drop-down list.

WEP WEP (Wired Equivalent Privacy) provides data encryption to prevent unauthorized
Encryption wireless stations from accessing data transmitted over the wireless network.

Select 64-bit WEP or 128-bit WEP to enable data encryption.

Key 1 to Key 4 | If you chose 64-bit WEP in the WEP Encryption field, then enter any 5 characters
(ASCII string) or 10 hexadecimal characters ("0-9", "A-F") preceded by Ox for each
key.

If you chose 128-bit WEP in the WEP Encryption field, then enter 13 characters
(ASCII string) or 26 hexadecimal characters ("0-9", "A-F") preceded by Ox for each
key.

There are four data encryption keys to secure your data from eavesdropping by
unauthorized wireless users. The values for the keys must be set up exactly the same
on the access points as they are on the wireless stations.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

10.16.2 WPA-PSK

Click NETWORK >WIRELESS CARD to display the Wireless Card screen. Select WPA-
PSK from the Security list.
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Figure 96 NETWORK > WIRELESS CARD: WPA-PSK

Wireless Card

¥ Enable Wireless Card

wireless Card Installed

ESSID JzyxEL

Bridge to IWLAN 'I(Note: device will reboat if another option is choosed)
™ Hide ESSID

Channel ID ﬁm

T pTs/cTs Threshold 2432 (0 ~2432)
™ Fragmentation Threshald |2432 (256 ~ 2432)
Security |wPa-psk =l
Pre-Shared Key |qwer1234

Refuthentication Timer 1300 {Seconds)
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MAC Filter

Reset |

The following wireless LAN security fields become available when you select WPA-PSK in
the Security drop down list-box.

Table 57 NETWORK > WIRELESS CARD: WPA-PSK

LABEL

DESCRIPTION

Security

Select WPA-PSK from the drop-down list.

Pre-Shared Key

The encryption mechanisms used for WPA and WPA-PSK are the same. The only
difference between the two is that WPA-PSK uses a simple common password,
instead of user-specific credentials.

Type a pre-shared key from 8 to 63 case-sensitive ASCII characters (including
spaces and symbols).

ReAuthentication
Timer (Seconds)

Specify how often wireless stations have to resend user names and passwords in
order to stay connected. Enter a time interval between 10 and 65535 seconds.

If wireless station authentication is done using a RADIUS server, the
reauthentication timer on the RADIUS server has priority.

Idle Timeout
(Seconds)

The ZyWALL automatically disconnects a wireless station from the wireless
network after a period of inactivity. The wireless station needs to send the
username and password again before it can use the wireless network again. Some
wireless clients may prompt users for a username and password; other clients may
use saved login credentials. In either case, there is usually a short delay while the
wireless client logs in to the wireless network again.

This value is usually smaller when the wireless network is keeping track of how
much time each wireless station is connected to the wireless network (for example,
using an authentication server). If the wireless network is not keeping track of this
information, you can usually set this value higher to reduce the number of delays
caused by logging in again.

WPA Group Key
Update Timer
(Seconds)

The WPA Group Key Update Timer is the rate at which the AP (if using WPA-PSK
key management) or RADIUS server (if using WPA key management) sends a new
group key out to all clients. The re-keying process is the WPA equivalent of
automatically changing the WEP key for an AP and all stations in a WLAN on a
periodic basis. Setting of the WPA Group Key Update Timer is also supported in
WPA-PSK mode.
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Table 57 NETWORK > WIRELESS CARD: WPA-PSK (continued)

LABEL DESCRIPTION
Apply Click Apply to save your changes back to the ZyWALL.
Reset Click Reset to begin configuring this screen afresh.

10.16.3 WPA

Click NETWORK >WIRELESS CARD to display the Wireless Card screen. Select WPA
from the Security list.

Figure 97 NETWORK > WIRELESS CARD: WPA

Wireless Card MAC Filter

¥ Enable Wireless Card

Wireless Card Installed

ESSID |zyxEL
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Refuthentication Timer W (Seconds)

Idle Timeout 3600 (Seconds)
&uthentication Databases RADIUS

WPA Group Key Update Timer 1800 [Seconds)

Reset I

The following wireless LAN security fields become available when you select WPA in the
Security drop down list-box.

Table 58 NETWORK > WIRELESS CARD: WPA

LABEL DESCRIPTION

Security Select WPA from the drop-down list.

ReAuthentication | Specify how often wireless stations have to resend user names and passwords in
Timer (Seconds) |order to stay connected. Enter a time interval between 10 and 65535 seconds.

If wireless station authentication is done using a RADIUS server, the
reauthentication timer on the RADIUS server has priority.
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Table 58 NETWORK > WIRELESS CARD: WPA (continued)

LABEL DESCRIPTION
Idle Timeout The ZyWALL automatically disconnects a wireless station from the wireless
(Seconds) network after a period of inactivity. The wireless station needs to send the

username and password again before it can use the wireless network again. Some
wireless clients may prompt users for a username and password; other clients may
use saved login credentials. In either case, there is usually a short delay while the
wireless client logs in to the wireless network again.

This value is usually smaller when the wireless network is keeping track of how
much time each wireless station is connected to the wireless network (for example,
using an authentication server). If the wireless network is not keeping track of this
information, you can usually set this value higher to reduce the number of delays
caused by logging in again.

Authentication
Databases

Click RADIUS to go to the RADIUS screen where you can configure the ZyWALL to
check an external RADIUS server.

WPA Group Key
Update Timer

The WPA Group Key Update Timer is the rate at which the AP (if using WPA-PSK
key management) or RADIUS server (if using WPA key management) sends a new

(Seconds) group key out to all clients. The re-keying process is the WPA equivalent of
automatically changing the WEP key for an AP and all stations in a WLAN on a
periodic basis. Setting of the WPA Group Key Update Timer is also supported in
WPA-PSK mode.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

10.16.4 IEEE 802.1x + Dynamic WEP

Click NETWORK >WIRELESS CARD to display the Wireless Card screen. Select 802.1x
+ Dynamic WEP from the Security list.

Figure 98 NETWORK > WIRELESS CARD: 802.1x + Dynamic WEP
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W Enable Wireless Card

wireless Card Installed

ESSID |zyrEL
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Authentication Databases RADIUS
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Reset |
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The following wireless LAN security fields become available when you select 802.1x +
Dynamic WEP in the Security drop down list-box.

Table 59 NETWORK > WIRELESS CARD: 802.1x + Dynamic WEP

Timer (Seconds)

LABEL DESCRIPTION
Security Select 802.1x + Dynamic WEP from the drop-down list.
ReAuthentication | Specify how often wireless stations have to resend user names and passwords in

order to stay connected. Enter a time interval between 10 and 65535 seconds.

If wireless station authentication is done using a RADIUS server, the
reauthentication timer on the RADIUS server has priority.

Idle Timeout The ZyWALL automatically disconnects a wireless station from the wireless

(Seconds) network after a period of inactivity. The wireless station needs to send the
username and password again before it can use the wireless network again. Some
wireless clients may prompt users for a username and password; other clients may
use saved login credentials. In either case, there is usually a short delay while the
wireless client logs in to the wireless network again.
This value is usually smaller when the wireless network is keeping track of how
much time each wireless station is connected to the wireless network (for example,
using an authentication server). If the wireless network is not keeping track of this
information, you can usually set this value higher to reduce the number of delays
caused by logging in again.

Authentication Click RADIUS to go to the RADIUS screen where you can configure the ZyWALL to

Databases check an external RADIUS server.

Dynamic WEP Select 64-bit WEP or 128-bit WEP to enable data encryption.

Key Exchange

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

10.16.5 IEEE 802.1x + Static WEP

Click the NETWORK > WIRELESS CARD to display the Wireless Card screen. Select
802.1x + Satic WEP from the Security list.
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Figure 99 NETWORK > WIRELESS CARD: 802.1x + Static WEP
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Thefollowing wireless LAN security fields become available when you select 802.1x + Static
WEP in the Security drop down list-box.

Table 60 NETWORK > WIRELESS CARD: 802.1x + Static WEP

LABEL

DESCRIPTION

Security

Select 802.1x + Static WEP from the drop-down list.

WEP Encryption

WEP (Wired Equivalent Privacy) provides data encryption to prevent unauthorized
wireless stations from accessing data transmitted over the wireless network.
Select 64-bit WEP or 128-bit WEP to enable data encryption.

Key 1 to Key 4

If you chose 64-bit WEP in the WEP Encryption field, then enter any 5 characters
(ASCII string) or 10 hexadecimal characters ("0-9", "A-F") preceded by Ox for each
key.

If you chose 128-bit WEP in the WEP Encryption field, then enter 13 characters
(ASCII string) or 26 hexadecimal characters ("0-9", "A-F") preceded by Ox for each
key.

There are four data encryption keys to secure your data from eavesdropping by
unauthorized wireless users. The values for the keys must be set up exactly the
same on the access points as they are on the wireless stations.

ReAuthentication
Timer (Seconds)

Specify how often wireless stations have to resend user names and passwords in
order to stay connected. Enter a time interval between 10 and 65535 seconds.

If wireless station authentication is done using a RADIUS server, the
reauthentication timer on the RADIUS server has priority.
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Table 60 NETWORK > WIRELESS CARD: 802.1x + Static WEP (continued)

LABEL DESCRIPTION
Idle Timeout The ZyWALL automatically disconnects a wireless station from the wireless network
(Seconds) after a period of inactivity. The wireless station needs to send the username and

password again before it can use the wireless network again. Some wireless clients
may prompt users for a username and password; other clients may use saved login
credentials. In either case, there is usually a short delay while the wireless client logs
in to the wireless network again.

This value is usually smaller when the wireless network is keeping track of how
much time each wireless station is connected to the wireless network (for example,
using an authentication server). If the wireless network is not keeping track of this
information, you can usually set this value higher to reduce the number of delays
caused by logging in again.

Authentication

Click Local User to go to the Local User Database screen where you can view and/

Databases or edit the list of users and passwords. Click RADIUS to go to the RADIUS screen
where you can configure the ZyWALL to check an external RADIUS server.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

10.16.6 IEEE 802.1x + No WEP

Click the NETWORK > WIRELESS CARD to display the Wireless Card screen. Select
802.1x + No WEP from the Security list.

Figure 100 NETWORK > WIRELESS CARD: 802.1x + No WEP
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The following wireless LAN security fields become available when you select 802.1x + No
WEP in the Security drop down list-box.

Table 61 NETWORK > WIRELESS CARD: 802.1x + No WEP

LABEL DESCRIPTION

Security Select 802.1x + No WEP from the drop-down list.

ReAuthentication | Specify how often wireless stations have to resend user names and passwords in

Timer (Seconds) |order to stay connected. Enter a time interval between 10 and 65535 seconds.
If wireless station authentication is done using a RADIUS server, the
reauthentication timer on the RADIUS server has priority.

Idle Timeout The ZyWALL automatically disconnects a wireless station from the wireless network

(Seconds) after a period of inactivity. The wireless station needs to send the username and
password again before it can use the wireless network again. Some wireless clients
may prompt users for a username and password; other clients may use saved login
credentials. In either case, there is usually a short delay while the wireless client logs
in to the wireless network again.
This value is usually smaller when the wireless network is keeping track of how
much time each wireless station is connected to the wireless network (for example,
using an authentication server). If the wireless network is not keeping track of this
information, you can usually set this value higher to reduce the number of delays
caused by logging in again.

Authentication Click Local User to go to the Local User Database screen where you can view and/

Databases or edit the list of users and passwords. Click RADIUS to go to the RADIUS screen
where you can configure the ZyWALL to check an external RADIUS server.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

10.16.7 No Access 802.1x + Static WEP

Click the NETWORK >WIRELESS CARD to display the Wireless Card screen. Select No
Access 802.1x + Satic WEP to deny all wireless stations access to your wired network and
alow wireless stations to communicate with the ZyWALL using static WEP keys for data

encryption.
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Figure 101 NETWORK > WIRELESS CARD: No Access 802.1x + Static WEP
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The following wireless LAN security fields become available when you select No Access
802.1x + Static WEP in the Security drop down list-box.

Table 62 NETWORK > WIRELESS CARD: No Access 802.1x + Static WEP

LABEL DESCRIPTION

Security Select No Access 802.1x + Static WEP from the drop-down list.

WEP WEP (Wired Equivalent Privacy) provides data encryption to prevent unauthorized
Encryption wireless stations from accessing data transmitted over the wireless network.

Select 64-bit WEP or 128-bit WEP to enable data encryption.

Key 1 to Key 4 | If you chose 64-bit WEP in the WEP Encryption field, then enter any 5 characters
(ASCII string) or 10 hexadecimal characters ("0-9", "A-F") preceded by Ox for each
key.

If you chose 128-bit WEP in the WEP Encryption field, then enter 13 characters
(ASCII string) or 26 hexadecimal characters ("0-9", "A-F") preceded by Ox for each
key.

There are four data encryption keys to secure your data from eavesdropping by
unauthorized wireless users. The values for the keys must be set up exactly the same
on the access points as they are on the wireless stations.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

10.16.8 No Access 802.1x + No WEP

Click the NETWORK >WIRELESS CARD to display the Wireless Card screen. Select No
Access 802.1x + No WEP to deny all wireless stations access to your wired network and
block all wireless stations from communicating with the ZyWALL.

216 Chapter 10 Wireless LAN




ZyWALL 5/35/70 Series User’'s Guide

10.17 MAC Filter

The MAC filter screen allows you to configure the ZyWALL to give exclusive access to
specific devices (Allow Association) or exclude specific devices from accessing the
ZyWALL (Deny Association). Every Ethernet device has a uniqgue MAC (Media Access
Control) address. The MAC address is assigned at the factory and consists of six pairs of

hexadecimal characters, for example, 00:A0:C5:00:00:02. You heed to know the MAC
addresses of the devices to configure this screen.

To change your ZyWALL’s MAC filter settings, click the NETWORK >WIRELESS
CARD > MAC Filter. The screen appears as shown.

Figure 102 NETWORK > WIRELESS CARD: MAC Address Filter

™ active

Association o Allow " Deny
MAC Address

Apply | Rezet |

The following table describes the labels in this menu.

Table 63 NETWORK > WIRELESS CARD: MAC Address Filter

LABEL

DESCRIPTION

Active

Select or clear the check box to enable or disable MAC address filtering.

Enable MAC address filtering to have the router allow or deny access to wireless
stations based on MAC addresses. Disable MAC address filtering to have the router not
perform MAC filtering on the wireless stations.

Association

Define the filter action for the list of MAC addresses in the MAC address filter table.

Select Deny to block access to the router, MAC addresses not listed will be allowed to
access the router. Select Allow to permit access to the router, MAC addresses not listed
will be denied access to the router.

This is the index number of the MAC address.
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Table 63 NETWORK > WIRELESS CARD: MAC Address Filter

LABEL DESCRIPTION

User Name | Enter a descriptive name for the MAC address.

MAC Enter the MAC addresses (in XX:XX:XX:XX:XX:XX format) of the wireless stations that
Address are allowed or denied access to the ZyWALL in these address fields.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.
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CHAPTER 11
Firewall

This chapter shows you how to configure your ZyWALL’s firewall.

11.1 Firewall Overview

The networking term firewall is a system or group of systems that enforces an access-control
policy between two networks. It is generally a mechanism used to protect a trusted network
from an untrusted network.

The ZyWALL physically separatesthe LAN, DMZ, WLAN and the WAN and acts as a secure
gateway for all data passing between the networks. The ZyWALL protects against Denial of
Service (DoYS) attacks, prevents theft, destruction and modification of data, and logs events.

Enable thefirewall to protect your LAN computers from attacks by hackers on the Internet and
control access between the LAN, DMZ, WLAN and WAN. By default the firewall:

 dlowstraffic that originates from your LAN computersto go to all of the networks.
blocks traffic that originates on the other networks from going to the LAN.
allows traffic that originates on the WLAN to go to the WAN.

allowstraffic that originates on the WAN to go to the DMZ and protects your DMZ
computers against DoS attacks.

alows VPN traffic between any of the networks.

Thefollowing figureillustrates the default firewall action. User A can initiate an IM (Instant
Messaging) session from the LAN to the WAN (1). Return traffic for this session isaso
allowed (2). However other traffic initiated from the WAN is blocked (3 and 4).

Figure 103 Default Firewall Action
LAN WAN
1
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Internet
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Your customized rules take precedence and override the ZyWALL’s default settings. The
ZyWALL checksthe source | P address, destination | P address and | P protocol type of network

traffic against the firewall rules (in the order you list them). When the traffic matches arule,
the ZyWALL takes the action specified in the rule.

11.2 Packet Direction Matrix

The ZyWALL’s packet direction matrix allows you to apply certain security settings (like
firewall, IDP, anti-virus and anti-spam) to traffic flowing in specific directions.

For example, click SECURITY > FIREWALL to open the following screen. This screen
configures general firewall settings.

Figure 104 SECURITY > FIREWALL > Default Rule (Router Mode)

| Default Rule

| Rule Summary

Anti-Probing

Default Rule Setup

¥ Enable Firewall
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Packets have a source and a destination. The packet direction matrix in the lower part of the

screen sets what the ZyWALL does with packets traveling in a specific direction that do not
match any of the firewall rules.

From

-

To

connections

A specific interface or any of the ZyWALL'’s VPN

connections

A specific interface or any of the ZyWALL's VPN
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To set the ZyWALL to by default silently block traffic from WAN 1 from going to the DMZ
interfaces, you would find where the From WAN1 row and the To DM Z column intersect and
set the field to Drop as shown.

Figure 105 Default Block Traffic From WAN1 to DMZ Example

| Default Rule | Rule Summary Anti-Probing Threshold Service

Default Rule Setup

¥ Enable Firewall
v Allow Asyrnmetrical Route (Warning: When this box is checked, all LAM to LAN, WANL to WANL, WANZ
to WANZ, DMZ to DMZ, WLAN to WLAM, and WPM to WPN packets will bypass the Firewall check.)
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Apply Reszet |

11.3 Packet Direction Examples

Firewall rules are grouped based on the direction of travel of packets to which they apply. This
section gives some examples of why you might configure firewall rules for specific
connection directions.

By default, the ZyWALL alows packets traveling in the following directions.:

* LANtoLAN These rules specify which computers on the LAN can manage the
ZyWALL (remote management) and communicate between networks or
subnets connected to the LAN interface (IP aias).

Note: You can also configure the remote management settings to
allow only a specific computer to manage the ZyWALL.

* LANtoWAN These rules specify which computers on the LAN can access which
1 computers or services connected to WAN 1. See Section 11.5 on page
227 for an example.
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By default, the ZyWALL drops packets traveling in the following directions.

* WAN 1to LAN These rules specify which computers connected to WAN 1 can access
which computers or services on the LAN. For example, you may
create rulesto:

» Allow certain types of traffic, such as Lotus Notes database
synchronization, from specific hosts on the Internet to specific
hosts on the LAN.

» Allow public access to a Web server on your protected network.
You could also block certain | P addresses from accessing it.

Note: You also need to configure NAT port forwarding (or full
featured NAT address mapping rules) to allow computers
on the WAN to access devices on the LAN. See Section
21.5.3 on page 405 for an example.

« WAN to WAN By default the ZyWALL stops computers connected to WAN1 or
WAN2 from managing the ZyWALL or using the ZyWALL asa
gateway to communicate with other computers on the WAN. You
could configure one of these rulesto allow aWAN computer to
manage the ZyWALL.

Note: You also need to configure the remote management
settings to allow a WAN computer to manage the
ZyWALL.

See Chapter 4 on page 111 for information about packets traveling to or from the VPN tunnels.

11.3.1 To VPN Packet Direction

The ZyWALL can apply firewall rules to traffic before encrypting it to send through a VPN
tunnel. To VPN meanstraffic that comesin through the selected “from™ interface and goes out
through any of the ZyWALL’s VPN tunnels. For example, From LAN To VPN specifiesthe
traffic that is coming from the LAN and going out through any of the ZyWALL's VPN
tunnels.

For example, by default the From LAN To VPN default firewall rule allows traffic from the
LAN computers to go out through any of the ZyWALL’s VPN tunnels. You could configure
the From DM Z To VPN default rule to set the ZyWALL to silently block traffic from the
DMZ computers from going out through any of the ZyWALL’s VPN tunnels.
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Figure 106 From LAN to VPN Example
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In order to do this, you would configure the SECURITY > FIREWALL > Default Rule
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11.3.2 From VPN Packet Direction

You can also apply firewall rulesto traffic that comesin through the ZyWALL’s VPN tunnels.
The ZyWALL decryptsthe VPN traffic and then applies the firewall rules. From VPN means
traffic that came into the ZyWALL through a VPN tunnel and is going to the selected “to”
interface.

For example, by default the firewall allows traffic from any VPN tunnel to go to any of the
ZyWALL’ s interfaces, the ZyWALL itself and other VPN tunnels. You could edit the From
VPN To LAN default firewall rule to silently block traffic from the VPN tunnels from going
to the LAN computers.

Figure 108 From VPN to LAN Example

LAN

In order to do this, you would configure the SECURITY > FIREWALL > Default Rule
screen as follows.
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Figure 109 Block VPN to LAN Traffic by Default Example
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11.3.3 From VPN To VPN Packet Direction

From VPN To VPN firewall rules apply to traffic that comesin through one of the ZyWALL's
VPN tunnels and terminates at the ZyWALL (like for remote management) or goes out
through another of the ZyWALL’s VPN tunnels (thisis called hub-and-spoke VPN, see
Section 18.16 on page 358 for details). The ZyWALL decrypts the traffic and applies the
firewall rules before re-encrypting it or allowing the traffic to terminate at the ZyWALL.

In the following example, the From VPN To VPN default firewall rule silently blocks the
traffic that the ZyWALL receives from any VPN tunnel (either A or B) that is destined for the
other VPN tunnel or the ZyWALL itself. VPN traffic destined for the DMZ is allowed
through.
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Figure 110 From VPN to VPN Example
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You would configure the SECURITY > FIREWALL > Default Rule screen as follows.

Figure 111 Block VPN to VPN Traffic by Default Example
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11.4 Security Considerations

Note: Incorrectly configuring the firewall may block valid access or introduce security
risks to the ZyWALL and your protected network. Use caution when creating or
deleting firewall rules and test your rules after you configure them.
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Consider these security ramifications before creating arule:

1 Doesthisrule stop LAN users from accessing critical resources on the Internet? For
example, if IRC is blocked, are there users that require this service?

2 Isit possibleto modify the rule to be more specific? For example, if IRC isblocked for all
users, will arule that blocks just certain users be more effective?

3 Doesarulethat alows Internet users access to resources on the LAN create a security
vulnerability? For example, if FTP ports (TCP 20, 21) are allowed from the Internet to the
LAN, Internet users may be able to connect to computers with running FTP servers.

4 Doesthisrule conflict with any existing rules?

Once these questions have been answered, adding rulesis simply a matter of entering the
information into the correct fields in the web configurator screens.

11.5 Firewall Rules Example

Suppose that your company decidesto block all of the LAN users from using IRC (Internet
Relay Chat) through the Internet. To do this, you would configureaLAN to WAN firewall rule
that blocks IRC traffic from any source I P address from going to any destination address. You
do not need to specify a schedule since you need the firewall rule to always bein effect. The
following figure shows the results of thisrule.

‘(Ctjrnet
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Figure 112 Blocking All LAN to WAN IRC Traffic Example
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Your firewall would have the following configuration.

Table 64 Blocking All LAN to WAN IRC Traffic Example

# SOURCE DESTINATION | SCHEDULE |SERVICE ACTION
1 Any Any Any IRC Drop
Default |Any Any Any Any Allow

e Thefirst row blocks LAN access to the IRC service on the WAN.
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» The second row isthe firewall’s default policy that allows al traffic from the LAN to go
to the WAN.

The ZyWALL appliesthe firewall rulesin order. So for this example, when the ZyWALL
receives traffic from the LAN, it checksit against the first rule. If the traffic matches (if it is
IRC traffic) the firewall takes the action in the rule (drop) and stops checking the firewall
rules. Any traffic that does not match the first firewall rule will match the default rule and the
ZyWALL forwardsit.

Now suppose that your company wantsto let the CEO use IRC. You can configureaLAN to
WAN firewall rule that allows IRC traffic from the IP address of the CEO’s computer. In order
to make sure that the CEO’s computer always uses the same | P address, make sure it either:

e hasastatic |P address,

* or you configure astatic DHCP entry for it so the ZyWALL aways assignsit the same IP
address (see Section 6.8 on page 135 for information on static DHCP).

Now you configurea LAN to WAN firewall rulethat allows IRC traffic from the | P address of
the CEO’s computer (192.168.1.7 for example) to go to any destination address. You do not
need to specify a schedule since you want the firewall rule to always be in effect. The
following figure shows the results of your two custom rules.

Figure 113 Limited LAN to WAN IRC Traffic Example
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Your firewall would have the following configuration.

Table 65 Limited LAN to WAN IRC Traffic Example

# SOURCE DESTINATION | SCHEDULE |SERVICE ACTION
1 192.168.1.7 |Any Any IRC Allow

2 Any Any Any IRC Drop
Default |Any Any Any Any Allow

» Thefirst row allowsthe LAN computer at |P address 192.168.1.7 to access the IRC
service on the WAN.

* The second row blocks LAN access to the IRC service on the WAN.
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e Thethird row is(still) the firewall’s default policy of allowing all traffic fromthe LAN to
go to the WAN.

The rule for the CEO must come before the rule that blocksall LAN to WAN IRC traffic. If the
rule that blocks all LAN to WAN IRC traffic camefirst, the CEO’s IRC traffic would match
that rule and the ZyWALL would drop it and not check any other firewall rules.

11.6 Asymmetrical Routes

If an alternate gateway on the LAN has an IP address in the same subnet asthe ZyWALL's
LAN IP address, return traffic may not go through the ZyWALL. Thisiscalled an
asymmetrical or “triangle” route. This causes the ZyWALL to reset the connection, asthe
connection has not been acknowledged.

You can have the ZyWALL permit the use of asymmetrical route topology on the network (not
reset the connection).

Allowing asymmetrical routes may let traffic from the WAN go directly to the LAN without
passing through the ZyWALL. A better solution isto use |P aias to put the ZyWALL and the
backup gateway on separate subnets.

11.6.1 Asymmetrical Routes and IP Alias

You can use IP dlias instead of allowing asymmetrical routes. |P Alias allow you to partition
your network into logical sections over the same interface.

By putting your LAN and Gateway A in different subnets, all returning network traffic must
pass through the ZyWALL to your LAN. The following steps describe such a scenario.

1 A computer on the LAN initiates a connection by sending a SY N packet to areceiving
server on the WAN.

2 The ZyWALL reroutes the packet to Gateway A, which isin Subnet 2.

3 Thereply from the WAN goes to the ZyWALL.

4 The ZyWALL then sendsit to the computer on the LAN in Subnet 1.
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Figure 114 Using IP Alias to Solve the Triangle Route Problem
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11.7 Firewall Default Rule (Router Mode)

Click SECURITY > FIREWALL to open the Default Rule screen.

Use this screen to configure general firewall settings when the ZyWALL is set to router mode.

Figure 115 SECURITY > FIREWALL > Default Rule (Router Mode)
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The following table describes the labelsin this screen.

Table 66 SECURITY > FIREWALL > Default Rule (Router Mode)

LABEL

DESCRIPTION

Enable Firewall

Select this check box to activate the firewall. The ZyWALL performs access control
and protects against Denial of Service (DoS) attacks when the firewall is activated.

Allow
Asymmetrical
Route

If an alternate gateway on the LAN has an IP address in the same subnet as the
ZyWALL’s LAN IP address, return traffic may not go through the ZyWALL. This is
called an asymmetrical or “triangle” route. This causes the ZyWALL to reset the
connection, as the connection has not been acknowledged.

Select this check box to have the ZyWALL permit the use of asymmetrical route
topology on the network (not reset the connection).

Note: Allowing asymmetrical routes may let traffic from the WAN go
directly to the LAN without passing through the ZyWALL. A
better solution is to use IP alias to put the ZyWALL and the
backup gateway on separate subnets. See Section 11.6.1 on
page 229 for an example.

From, To

Set the firewall’s default actions based on the direction of travel of packets. Here are
some example descriptions of the directions of travel.

From LAN To LAN means packets traveling from a computer on one LAN subnet to
a computer on another LAN subnet on the LAN interface of the ZyWALL or the
ZyWALL itself. The ZyWALL does not apply the firewall to packets traveling from a
LAN computer to another LAN computer on the same subnet.

From VPN means traffic that came into the ZyWALL through a VPN tunnel and is

going to the selected “to” interface. For example, From VPN To LAN specifies the
VPN traffic that is going to the LAN. The ZyWALL applies the firewall to the traffic

after decrypting it.

To VPN is traffic that comes in through the selected “from” interface and goes out
through any VPN tunnel. For example, From LAN To VPN specifies the traffic that is
coming from the LAN and going out through a VPN tunnel. The ZyWALL applies the
firewall to the traffic before encrypting it.

From VPN To VPN means traffic that comes in through a VPN tunnel and goes out
through (another) VPN tunnel or terminates at the ZyWALL. This is the case when
the ZyWALL is the hub in a hub-and-spoke VPN. This is also the case if you allow
someone to use a service (like Telnet or HTTP) through a VPN tunnel to manage the
ZyWALL. The ZyWALL applies the firewall to the traffic after decrypting it.

Note: The VPN connection directions apply to the traffic going to or
from the ZyWALL’s VPN tunnels. They do not apply to other
VPN traffic for which the ZyWALL is not one of the gateways
(VPN pass-through traffic).

Here are the default actions from which you can select.

Select Drop to silently discard the packets without sending a TCP reset packet or an
ICMP destination-unreachable message to the sender.

Select Reject to deny the packets and send a TCP reset packet (for a TCP packet)
or an ICMP destination-unreachable message (for a UDP packet) to the sender.

Select Permit to allow the passage of the packets.

The firewall rules for the WAN port with a higher route priority also apply to the dial
backup connection.

Log

Select the check box next to a direction of packet travel to create a log when the
above action is taken for packets that are traveling in that direction and do not match
any of your customized rules.
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Table 66 SECURITY > FIREWALL > Default Rule (Router Mode) (continued)

LABEL DESCRIPTION
Apply Click Apply to save your changes back to the ZyWALL.
Reset Click Reset to begin configuring this screen afresh.

11.8 Firewall Default Rule (Bridge Mode)

Click SECURITY > FIREWALL to open the Default Rule screen.

Figure 116 Usethis screen to configure general firewall settings when the ZyWALL isset to
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The following table describes the label s in this screen.

Table 67 SECURITY > FIREWALL > Default Rule (Bridge Mode)

LABEL

DESCRIPTION

Enable Firewall

Select this check box to activate the firewall. The ZyWALL performs access control
and protects against Denial of Service (DoS) attacks when the firewall is activated.

From, To

Set the firewall's default actions based on the direction of travel of packets. Here are
some example descriptions of the directions of travel.

From LAN To LAN means packets traveling from a computer on one LAN subnet to
a computer on another LAN subnet on the LAN interface of the ZyWALL or the
ZyWALL itself. The ZyWALL does not apply the firewall to packets traveling from a
LAN computer to another LAN computer on the same subnet.

From VPN means traffic that came into the ZyWALL through a VPN tunnel and is

going to the selected “to” interface. For example, From VPN To LAN specifies the
VPN traffic that is going to the LAN. The ZyWALL applies the firewall to the traffic

after decrypting it.

To VPN is traffic that comes in through the selected “from” interface and goes out
through any VPN tunnel. For example, From LAN To VPN specifies the traffic that is
coming from the LAN and going out through a VPN tunnel. The ZyWALL applies the
firewall to the traffic before encrypting it.

From VPN To VPN means traffic that comes in through a VPN tunnel and goes out
through (another) VPN tunnel or terminates at the ZyWALL. This is the case when
the ZyWALL is the hub in a hub-and-spoke VPN. This is also the case if you allow
someone to use a service (like Telnet or HTTP) through a VPN tunnel to manage the
ZyWALL. The ZyWALL applies the firewall to the traffic after decrypting it.

Note: The VPN connection directions apply to the traffic going to or
from the ZyWALL’s VPN tunnels. They do not apply to other
VPN traffic for which the ZyWALL is not one of the gateways
(VPN pass-through traffic).

Here are the default actions from which you can select.

Select Drop to silently discard the packets without sending a TCP reset packet or an
ICMP destination-unreachable message to the sender.

Select Reject to deny the packets and send a TCP reset packet (for a TCP packet)
or an ICMP destination-unreachable message (for a UDP packet) to the sender.

Select Permit to allow the passage of the packets.

Log

Select this to create a log when the above action is taken.

Log Broadcast
Frame

Select this to create a log for any broadcast frames traveling in the selected
direction. Many of these logs in a short time period could indicate a broadcast storm.
A broadcast storm occurs when a packet triggers multiple responses from all hosts
on a network or when computers attempt to respond to a host that never replies. As
a result, duplicated packets are continuously created and circulated in the network,
thus reducing network performance or even rendering it inoperable. A broadcast
storm can be caused by an attack on the network, an incorrect network topology
(such as a bridge loop) or a malfunctioning network device.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.
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11.9 Firewall Rule Summary

Click SECURITY > FIREWALL > Rule Summary to open the screen. This screen displays
alist of the configured firewall rules.

Note: The ordering of your rules is very important as rules are applied in the order
that they are listed.

Figure 117 SECURITY > FIREWALL > Rule Summary
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The following table describes the labelsin this screen.

Table 68 SECURITY > FIREWALL > Rule Summary

LABEL

DESCRIPTION

Firewall Rules
Storage Space in
Use

This bar displays the percentage of the ZyWALL's firewall rules storage space that is
currently in use. The bar turns from green to red when the maximum is being
approached. When the bar is red, you should consider deleting unnecessary firewall
rules before adding more firewall rules.

Packet Direction

Use the drop-down list box to select a direction of travel of packets for which you
want to configure firewall rules.

Note: The VPN connection directions apply to the traffic going to or
from the ZyWALL’s VPN tunnels. They do not apply to other
VPN traffic for which the ZyWALL is not one of the gateways
(VPN pass-through traffic).

Default Policy

This field displays the default action and log policy you selected in the Default Rule
screen for the packet direction shown in the field above.

The following read-only fields summarize the rules you have created that apply to traffic traveling in the
selected packet direction. The firewall rules that you configure (summarized below) take priority over
the general firewall action settings above.

# This is your firewall rule number. The ordering of your rules is important as rules are
applied in turn. Click + to expand or - to collapse the Source Address, Destination
Address and Service Type drop down lists.

Name This is the name of the firewall rule.
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Table 68 SECURITY > FIREWALL > Rule Summary

LABEL

DESCRIPTION

Active

This field displays whether a firewall is turned on (Y) or not (N). Click the letter to
change it to the other state (click Y to change it to N or N to change it to Y).

Source Address

This drop-down list box displays the source addresses or ranges of addresses to
which this firewall rule applies. Please note that a blank source or destination
address is equivalent to Any.

Destination
Address

This drop-down list box displays the destination addresses or ranges of addresses to
which this firewall rule applies. Please note that a blank source or destination
address is equivalent to Any.

Service Type

This drop-down list box displays the services to which this firewall rule applies. See
Appendix F on page 753 for a list of common services.

Action

This field displays whether the firewall silently discards packets (Drop), discards
packets and sends a TCP reset packet or an ICMP destination-unreachable
message to the sender (Reject) or allows the passage of packets (Permit).

Sch.

This field tells you whether a schedule is specified (Yes) or not (No).

Log

This field shows you whether a log is created when packets match this rule (Yes) or
not (No).

Modify

Click the edit icon to go to the screen where you can edit the rule.

Click the delete icon to delete an existing firewall rule. A window display asking you
to confirm that you want to delete the firewall rule. Note that subsequent firewall
rules move up by one when you take this action.

Insert

Type the index number for where you want to put a rule. For example, if you type 6,
your new rule becomes number 6 and the previous rule 6 (if there is one) becomes
rule 7.

Click Insert to display this screen and refer to the following table for information on
the fields.

Move

Type a rule’s index number and the number for where you want to put that rule. Click
Move to move the rule to the number that you typed. The ordering of your rules is
important as they are applied in order of their numbering.

11.9.1 Firewall Edit Rule

Follow these directions to create anew rule.

1 Inthe Rule Summary screen, type the index number for where you want to put the rule.
For example, if you type 6, your new rule becomes number 6 and the previousrule 6 (if
thereis one) becomesrule 7.

2 Click Insert to display the Firewall Edit Rule screen.

Use this screen to create or edit afirewall rule. Refer to the following table for information on

the labels.
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Figure 118 SECURITY > FIREWALL > Rule Summary > Edit
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The following table describes the label s in this screen.

Table 69 SECURITY > FIREWALL > Rule Summary > Edit

LABEL DESCRIPTION

Rule Name Enter a descriptive name of up to 31 printable ASCII characters (except Extended
ASCII characters) for the firewall rule. Spaces are allowed.

Edit Source/

Destination

Address

Address Type Do you want your rule to apply to packets with a particular (single) IP, a range of IP

addresses (for example 192.168.1.10 to 192.169.1.50), a subnet or any IP
address? Select an option from the drop-down list box that includes: Single
Address, Range Address, Subnet Address and Any Address.

Start IP Address

Enter the single IP address or the starting IP address in a range here.

End IP Address

Enter the ending IP address in a range here.

Subnet Mask

Enter the subnet mask here, if applicable.

Selected Services

Add Click Add to add a new address to the Source or Destination Address(es) box.
You can add multiple addresses, ranges of addresses, and/or subnets.

Modify To edit an existing source or destination address, select it from the box and click
Modify.

Delete Highlight an existing source or destination address from the Source or Destination
Address(es) box above and click Delete to remove it.

Edit Service

Available/ Highlight a service from the Available Services box on the left, then click >> to add

it to the Selected Service(s) box on the right. To remove a service, highlight it in
the Selected Service(s) box on the right, then click <<.

Next to the name of a service, two fields appear in brackets. The first field indicates
the IP protocol type (TCP, UDP, or ICMP). The second field indicates the IP port
number that defines the service. (Note that there may be more than one IP protocol
type). For example, look at the DNS entry, (UDP/TCP:53) means UDP port 53 and
TCP port 53. Click the Service link to go to the Service screen where you can
configure custom service ports. See Appendix F on page 753 for a list of commonly
used services and port numbers.

You can use the [CTRL] key and select multiple services at once.

Edit Schedule

Day to Apply

Select everyday or the day(s) of the week to apply the rule.

Time of Day to
Apply (24-Hour
Format)

Select All Day or enter the start and end times in the hour-minute format to apply
the rule.

Actions When
Matched

Log Packet
Information When
Matched

This field determines if a log for packets that match the rule is created (Yes) or not
(No). Go to the Log Settings page and select the Access Control logs category to
have the ZyWALL record these logs.

Send Alert
Message to
Administrator
When Matched

Select the check box to have the ZyWALL generate an alert when the rule is
matched.
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Table 69 SECURITY > FIREWALL > Rule Summary > Edit

LABEL

DESCRIPTION

Action for

Matched Packets

Use the drop-down list box to select what the firewall is to do with packets that
match this rule.

Select Drop to silently discard the packets without sending a TCP reset packet or
an ICMP destination-unreachable message to the sender.

Select Reject to deny the packets and send a TCP reset packet (for a TCP packet)
or an ICMP destination-unreachable message (for a UDP packet) to the sender.

Select Permit to allow the passage of the packets.

Note: You also need to configure NAT port forwarding (or full
featured NAT address mapping rules) if you want to allow
computers on the WAN to access devices on the LAN.

Note: You may also need to configure the remote management
settings if you want to allow a WAN computer to manage the
ZyWALL or restrict management from the LAN.

Apply

Click Apply to save your customized settings and exit this screen.

Cancel

Click Cancel to exit this screen without saving.

11.10 Anti-Probing

Click SECURITY > FIREWALL > Anti-Probing to open the following screen. Configure
this screen to help keep the ZyWALL hidden from probing attempts. You can specify which of
the ZyWALL'sinterfaces will respond to Ping requests and whether or not the ZyWALL isto
respond to probing for unused ports.

Figure 119 SECURITY > FIREWALL > Anti-Probing

Blaill

Default Rule

Respond to PING on [V Lan V¥ wani ¥ wanz ¥ omz ¥ owian

" Do not respond to requests for unauthorized services,

Rule Summary Anti-Probing Threshold Service

Apply | Reset |
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The following table describes the labelsin this screen.

Table 70 SECURITY > FIREWALL > Anti-Probing

LABEL DESCRIPTION

Respond to PING | Select the check boxes of the interfaces that you want to reply to incoming Ping
on requests.

Clear an interface’s check box to have the ZyWALL not respond to any Ping
requests that come into that interface.

Do not respond to | Select this option to prevent hackers from finding the ZyWALL by probing for

requests for unused ports. If you select this option, the ZyWALL will not respond to port
unauthorized request(s) for unused ports, thus leaving the unused ports and the ZyWALL
services. unseen. If this option is not selected, the ZyWALL will reply with an ICMP port

unreachable packet for a port probe on its unused UDP ports and a TCP reset
packet for a port probe on its unused TCP ports.

Note that the probing packets must first traverse the ZyWALL's firewall rule checks
before reaching this anti-probing mechanism. Therefore if a firewall rule stops a

probing packet, the ZyWALL reacts based on the firewall rule to either send a TCP
reset packet for a blocked TCP packet (or an ICMP port-unreachable packet for a
blocked UDP packets) or just drop the packets without sending a response packet.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

11.11 Firewall Thresholds

For DoS attacks, the ZyWALL uses thresholds to determine when to start dropping sessions
that do not become fully established (half-open sessions). These thresholds apply globally to
all sessions.

For TCP, half-open means that the session has not reached the established state-the TCP three-
way handshake has not yet been completed. Under normal circumstances, the application that
initiates a session sends a SY N (synchronize) packet to the receiving server. The receiver
sends back an ACK (acknowledgment) packet and its own SY N, and then the initiator
responds with an ACK (acknowledgment). After this handshake, a connection is established.

Figure 120 Three-Way Handshake
Client Server

SYN

——-—-_""""""‘-—-—--—-._.__,

SYNACK |

— | Aex
D

For UDP, half-open means that the firewall has detected no return traffic. An unusually high
number (or arrival rate) of half-open sessions could indicate a DOS attack.
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11.11.1 Threshold Values

If everything isworking properly, you probably do not need to change the threshold settings as
the default threshold values should work for most small offices. Tune these parameters when
you believe the ZyWALL has been receiving DoS attacks that are not recorded in the logs or
the logs show that the ZyWALL is classifying normal traffic as DoS attacks. Factors
influencing choices for threshold values are:

1 The maximum number of opened sessions.

2 The minimum capacity of server backlog in your LAN network.
3 The CPU power of serversin your LAN network.

4 Network bandwidth.

5 Type of traffic for certain servers.

Reduce the threshold values if your network is slower than average for any of these factors
(especially if you have servers that are slow or handle many tasks and are often busy).

If you often use P2P applications such as file sharing with eMule or eDonkey, it's
recommended that you increase the threshold values since | ots of sessionswill be established
during a small period of time and the ZyWALL may classify them as DoS attacks.

11.12 Threshold Screen

Click SECURITY > FIREWALL > Threshold to bring up the next screen. The global values
specified for the threshold and timeout apply to all TCP connections.

Figure 121 SECURITY > FIREWALL > Threshold

Default Rule Rule Summary Anti-Probing Threshold Service
Disable Do Attack Protection on I owanl wawni ™ wanzl oMz wean T upH
One Minute Low IBD sessions per minute
Zne Minute High !100 SES5i0Ns per minute
Maxzirnum Incomplete Low IBD SES5iOns
Maxirnum Incomplete High 100 cEssinns

TCP Maximum Incomplete ISD SESSIONS

YT P e

S TR T A S T

R

{* Delete the oldest half open session when new connection request comes,

® Deny new connection request for I [1~255 minyles)

Feset |
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The following table describes the labelsin this screen.

Table 71 SECURITY > FIREWALL > Threshold

LABEL

DESCRIPTION

Disable DoS Attack
Protection on

Select the check boxes of any interfaces (or all VPN tunnels) for which you want
the ZyWALL to not use the Denial of Service protection thresholds. This disables
DoS protection on the selected interface (or all VPN tunnels).

You may want to disable DoS protection for an interface if the ZyWALL is treating
valid traffic as DoS attacks. Another option would be to raise the thresholds.

Denial of Service
Thresholds

The ZyWALL measures both the total number of existing half-open sessions and
the rate of session establishment attempts. Both TCP and UDP half-open
sessions are counted in the total number and rate measurements. Measurements
are made once a minute.

One Minute Low

This is the rate of new half-open sessions per minute that causes the firewall to
stop deleting half-open sessions. The ZyWALL continues to delete half-open
sessions as necessary, until the rate of new connection attempts drops below this
number.

One Minute High

This is the rate of new half-open sessions per minute that causes the firewall to
start deleting half-open sessions. When the rate of new connection attempts rises
above this number, the ZyWALL deletes half-open sessions as required to
accommodate new connection attempts.

For example, if you set the one minute high to 100, the ZyWALL starts deleting
half-open sessions when more than 100 session establishment attempts have
been detected in the last minute. It stops deleting half-open sessions when the
number of session establishment attempts detected in a minute goes below the
number set as the one minute low.

Maximum
Incomplete Low

This is the number of existing half-open sessions that causes the firewall to stop
deleting half-open sessions. The ZyWALL continues to delete half-open requests
as necessary, until the number of existing half-open sessions drops below this
number.

Maximum
Incomplete High

This is the number of existing half-open sessions that causes the firewall to start
deleting half-open sessions. When the number of existing half-open sessions
rises above this number, the ZyWALL deletes half-open sessions as required to
accommodate new connection requests. Do not set Maximum Incomplete High
to lower than the current Maximum Incomplete Low number.

For example, if you set the maximum incomplete high to 100, the ZyWALL starts

deleting half-open sessions when the number of existing half-open sessions rises
above 100. It stops deleting half-open sessions when the number of existing half-
open sessions drops below the number set as the maximum incomplete low.

TCP Maximum
Incomplete

An unusually high number of half-open sessions with the same destination host
address could indicate that a DoS attack is being launched against the host.

Specify the number of existing half-open TCP sessions with the same destination
host IP address that causes the firewall to start dropping half-open sessions to
that same destination host IP address. Enter a number between 1 and 256. As a
general rule, you should choose a smaller number for a smaller network, a slower
system or limited bandwidth. The ZyWALL sends alerts whenever the TCP
Maximum Incomplete is exceeded.
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Table 71 SECURITY > FIREWALL > Threshold (continued)

LABEL DESCRIPTION
Action taken when | Select the action that ZyWALL should take when the TCP maximum incomplete
TCP Maximum threshold is reached. You can have the ZyWALL either:
Incomplete reached
threshold Delete the oldest half open session when a new connection request comes.
or
Deny new connection requests for the number of minutes that you specify
(between 1 and 255).
Apply Click Apply to save your changes back to the ZyWALL.
Reset Click Reset to begin configuring this screen afresh.

11.13 Service

Click SECURITY > FIREWALL > Service to open the screen as shown next. Use this
screen to configure custom services for use in firewall rules or view the services that are
predefined in the ZyWALL.
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Figure 122 SECURITY > FIREWALL > Service

FIREWALL

Default Rule

Custom Service

attribute* Modif

Predefined Service

Rule Summary _Anti-Probing Threshold

The following table describes the labels in this screen.

Table 72 SECURITY > FIREWALL > Service

LABEL

DESCRIPTION

Custom Service

This table shows all configured custom services.

#

This is the index number of the custom service.

Service Name

This is the name of the service.

Protocol This is the IP protocol type.

If you selected Custom, this is the IP protocol value you entered.
Attribute This is the IP port number or ICMP type and code that defines the service.
Modify Click the edit icon to go to the screen where you can edit the service.

Click the delete icon to remove an existing service. A window displays asking you
to confirm that you want to delete the service. Note that subsequent services move
up by one when you take this action.
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Table 72 SECURITY > FIREWALL > Service (continued)

LABEL DESCRIPTION

Add Click this button to bring up the screen that you use to configure a new custom
service that is not in the predefined list of services.

Predefined This table shows all the services that are already configured for use in firewall
Service rules. See Appendix F on page 753 for a list of common services.
# This is the index number of the predefined service.

Service Name This is the name of the service.

Protocol This is the IP protocol type. There may be more than one IP protocol type.

Attribute This is the IP port number or ICMP type and code that defines the service.

11.13.1 Firewall Edit Custom Service

Click SECURITY > FIREWALL > Service > Add to display the following screen. Use this
screen to configure a custom service entry not is not predefined in the ZyWALL. See
Appendix F on page 753for alist of commonly used services and port numbers.

Figure 123 Firewall Edit Custom Service

Service Name |

IP Protocol |TCP,.’UDP 'I
Port Range From !D To ID

Cancel |

The following table describes the labels in this screen.

Table 73 SECURITY > FIREWALL > Service > Add

LABEL

DESCRIPTION

Service Name

Enter a descriptive name of up to 31 printable ASCII characters (except Extended
ASCII characters) for the custom service. You cannot use the “(* character.
Spaces are allowed.

IP Protocol

Choose the IP protocol (TCP, UDP, TCP/UDP, ICMP or Custom) that defines your
customized service from the drop down list box.

If you select Custom, specify the protocol’'s number. For example, ICMP is 1,
TCP is 6, UDP is 17 and so on.

244

Chapter 11 Firewall



ZyWALL 5/35/70 Series User’'s Guide

Table 73 SECURITY > FIREWALL > Service > Add (continued)

LABEL DESCRIPTION

Port Range Enter the port number (from 1 to 255) that defines the customized service
To specify one port only, enter the port number in the From field and enter it again
in the To field.

To specify a span of ports, enter the first port in the From field and enter the last
port in the To field.

Type/Code This field is available only when you select ICMP in the IP Protocol field.
The ICMP messages are identified by their types and in some cases codes.

Enter the type number in the Type field and select the Code radio button and
enter the code number if any.

Apply Click Apply to save your customized settings and exit this screen.

Cancel Click Cancel to exit this screen without saving.

11.14 My Service Firewall Rule Example

The following Internet firewall rule example allows a hypothetical My Service connection
from the Internet.

1 Inthe Service screen, click Add to open the Edit Custom Service screen.

Figure 124 My Service Firewall Rule Example: Service

Default Rule Rule Summary Anti-Probing Threshold Service

‘Custom Service.

[#]  SewicoName | Protocol | Atiibutc" | Hodity |

ncmm 234 & O
‘My Semi TCP/UDP |123 5 3

“Attribute: Port Range for TCP/UDP, Type/Code for ICMP.

2 Configureit asfollows and click Apply.
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Figure 125 My Service Firewall Rule Example: Edit Custom Service
FIREWALL - EDIT CUSTOM SERVICE

Custorn Service

3 Click Rule Summary. Select WAN to L AN from the Packet Direction drop-down list
box.

4 Inthe Rule Summary screen, type the index number for where you want to put the rule.
For example, if you type 6, your new rule becomes number 6 and the previous rule 6 (if
there isone) becomesrule 7.

5 Click Insert to display the firewall rule configuration screen.

Figure 126 My Service Firewall Rule Example: Rule Summary
FIREWALL

Default Rule ule Summary Anti_Probing Threshold

Rule Summary

6 Enter the name of the firewall rule.
7 Select Any in the Destination Address(es) box and then click Delete.
8 Configure the destination address fields as follows and click Add.
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Figure 127 My Service Firewall Rule Example: Rule Edit
FIREWALL - EDIT RULE

Edit Source Address

| Any Address

Edit Destination Address

9 Inthe Edit Rule screen, use the arrows between Available Services and Selected
Service(s) to configure it as follows. Click Apply when you are done.

Note: Custom services show up with an * before their names in the Services list box
and the Rule Summary list box.
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Figure 128 My Service Firewall Rule Example: Rule Configuration

FIREWALL - EDIT RULE

Edit Source Address

Edit Destination Address

10.0.010-100.0.15

Edit Service

[*CHM(P:234) *My Service(TCP/UDP:123)

Al

Any(TCF)

Any(LIDF)

Ary(IChF)
AlbAMEW_|COTCFE190)
AUTHTCP:113)
BGP(TCP:179)
BOOTRF_CLIEMT{UDF:ES)
BOOTP_SERVER{UDFET
CU-SEEME(TCRAIDF 7648.24032)
DMNS(TCRAIDRES)
FINGER(TCP:79)
FTR(TCP:20,21)
H.323(TCPA720)

Edit Schedule

" Rl Sun® Mon/v Tue® Wed ™ Thu® Frilv

Lt

Actions When Matched

" Log
" Sent

Rule 1 allows a My Service connection from the WAN to |P addresses 10.0.0.10 through

10.0.0.15 on the LAN.
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Figure 129 My Service Firewall Rule Example: Rule Summary
FIREWALL

Default Rule lule Summa Anti-Probing Threshold

Rule Summary
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CHAPTER 12

Intrusion Detection and
Prevention (IDP)

This chapter introduces some background information on IDP. Skip to the next chapter to see
how to configure IDP on your ZyWALL.

12.1 Introduction to IDP

An |DP system can detect malicious or suspicious packets and respond instantaneously. It can

detect anomalies based on violations of protocol standards (RFCs — Reguests for Comments)
or traffic flows and abnormal flows such as port scans.

Figure 130 on page 251 represents a typical business network consisting of aLAN, aDMZ
(DeMilitarized Zone) containing the company web, FTP, mail servers etc., afirewall and/or
NAT router connected to a broadband modem (M) for Internet access.

Figure 130 Network Intrusions
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12.1.1 Firewalls and Intrusions

Firewalls are designed to block clearly suspicious traffic and forward other traffic through.
Many exploits take advantage of weaknesses in the protocols that are allowed through the

firewall, so that once an inside server has been compromised it can be used as a backdoor to
launch attacks on other servers.
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Firewalls are usually deployed at the network edge. However, many attacks (inadvertently) are
launched from within an organization. Virtua private networks (VPN), removable storage
devices and wireless networks may all provide access to the internal network without going
through the firewall.

12.1.2 IDS and IDP

An Intrusion Detection System (IDS) can detect suspicious activity, but does not take action
against attacks. On the other hand an IDP is a proactive defense mechanisms designed to
detect malicious packets within normal network traffic and take an action (block, drop, log,
send an aert) against the offending traffic automatically before it does any damage. An IDS
only raises an aert after the malicious payload has been delivered. Worms such as Slammer
and Blaster have such fast proliferation speeds that by the time an alert is generated, the
damage is already done and spreading fast.

There are two main categories of IDP; Host IDP and Network IDP.

12.1.3 Host IDP

The goal of host-based intrusionsisto infiltrate files on an individual computer or server in
with the goal of accessing confidential information or destroying information on a computer.

You must install Host IDP directly on the system being protected. It works closely with the
operating system, monitoring and intercepting system callsto the kernel or APIsin order to
prevent attacks as well aslog them.

Disadvantages of host IDPs are that you have to install them on each device (that you want to
protect) in your network and due to the necessarily tight integration with the host operating
system, future operating system upgrades could cause problems.

12.1.4 Network IDP

Network-based intrusions have the goal of bringing down a network or networks by attacking
computer(s), switch(es), router(s) or modem(s). If aLAN switch is compromised for example,
then the whole LAN is compromised, resulting in the equivalent of aLAN Denial of Service
(DoS) attack. Host-based intrusions may be used to cause network-based intrusions when the
goal of the host virusis to propagate attacks on the network, or attack computer/server
operating system vulnerabilities with the goal of bringing down the computer/server. Typica
“network-based intrusions’ are SQL slammer, Blaster, Nimda, MyDoom etc.

A Network IDP has at |east two network interfaces, one internal and one external. As packets
appear at an interface they are passed to the detection engine, which determines whether they
aremalicious or not. If amalicious packet is detected, an action is taken. The remaining
packets that make up that particular TCP session are a so discarded.
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12.1.5 Example Intrusions
The following are some examples of intrusions.

12.1.5.1 SQL Slammer Worm

W32.SQLExp.Worm is aworm that targets the systems running Microsoft SQL Server 2000,
aswell as Microsoft Desktop Engine (M SDE) 2000. The worm sends 376 bytes to UDP port
1434, the SQL Server Resolution Service Port. The worm has the unintended payload of
performing a Denial of Service attack due to the large number of packetsit sends. Refer to
Microsoft SQL Server 2000 or MSDE 2000 vulnerabilitiesin Microsoft Security Bulletin
MS02-039 and Microsoft Security Bulletin MS02-061.

12.1.5.2 Blaster W32.Worm

Thisisaworm that exploits the DCOM RPC vulnerability (see Microsoft Security Bulletin
MS03-026 and Microsoft Security Bulletin MS03-039) using TCP port 135. The worm targets
only Windows 2000 and Windows X P machines. While Windows NT and Windows 2003
Server machines are vulnerable (if not properly patched), the worm is not coded to replicate on
those systems. This worm attempts to download the msblast.exe file to the
%WinDir%\system32 directory and then execute it. W32.Blaster.\WWorm does not mass mail to
other devices.

12.1.5.3 Nimda

Its name (backwards for "admin") refersto an "admin.DLL" file that, when run, continues to
propagate the virus. Nimda probes each | P address within a randomly selected range of IP
addresses, attempting to exploit weaknesses that, unless already patched, are known to exist in
computers with Microsoft's Internet Information Server. A system with an exposed 11S Web
server will read a Web page containing an embedded JavaScript that automatically executes,
causing the same JavaScript code to propagate to all Web pages on that server. As Microsoft
Internet Explorer browsers version 5.01 or earlier visit sites at the infected Web server, they
unwittingly download pages with the JavaScript code that automatically executes, causing the
virus to be sent to other computers on the Internet in a somewhat random fashion. Nimda also
can infect users within the Web server's own internal network that have been given a network
share (a portion of file space). Finally, one of the things that Nimda has an infected system do
isto send an e-mail with a"readme.exe" attachment to the addresses in the local Windows
address book. A user who opens or previews this attachment (which is a Web page with the
JavaScript) propagates the virus further.

Server administrators should get and apply the cumulative 11S patch that Microsoft has
provided for previous viruses and ensure that no one at the server opens e-mail. You should
update your Internet Explorer versionto IE 5.5 SP2 or later. Scan and cleanse your system
with anti-virus software.
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12.1.5.4 MyDoom

MyDoom W32.Mydoom.A@mm (also known as W32.Novarg.A) is a mass-mailing worm
that arrives as an attachment with an bat, cmd, exe, pif, scr, or zip file extension. When a
computer isinfected, the worm sets up a backdoor into the system by opening TCP ports 3127
through 3198, which can potentially allow an attacker to connect to the computer and useit as
aproxy to gain accessto its network resources. In addition, the backdoor can download and
execute arbitrary files. Systems affected are Windows 95, Windows 98, Windows Me,
Windows NT, Windows 2000, Windows X P and Windows Server 2003.

W32/MyDoom-A isaworm that is spread by email. When the infected attachment is
launched, the worm gathers e-mail addresses from address books and from files with the
following extensions: WAB, TXT, HTM, SHT, PHP, ASP, DBX, TBB, ADB and PL. W32/
MyDoom-A creates afile called Message in the temp folder and runs Notepad to display the
contents, which displays random characters. W32/MyDoom-A creates randomly chosen
email addresses in the "To:" and "From:" fields as well as arandomly chosen subject line.
Attached files will have an extension of BAT, CMD, EXE, PIF, SCR or ZIP.

12.1.6 ZyWALL IDP

The ZyWALL Internet Security Appliance is designed to protect against network-based
intrusions. See Section 13.2 on page 256 for more information on how to apply IDP to
ZyWALL interfaces.

IDPisregularly updated by the ZyXEL Security Response Team (ZSRT). Regular updates are
vital as new intrusions evolve.
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CHAPTER 13
Configuring IDP

This chapter shows you how to configure IDP on the ZyWALL.

13.1 Overview

To use IDP on the ZyWALL, you need to insert the ZyWALL Turbo Card into the rear panel
dot of the ZyWALL. Seethe ZyWALL Turbo Card guide for details.

Note: Turn the ZyWALL off before you install or remove the ZyWALL Turbo card.

Note: The ZyWALL Turbo Card does not have a MAC address.
13.1.1 Interfaces

The ZyWALL checks traffic going out from the ZyWALL to the interface(s) you specify for
signature matches.

If apacket matches a signature, the action specified by the signature is taken. You can change
the default signature actions in the Signatures screen.

Figure 131 Applying IDP to Interfaces
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13.2 General Setup

Use this screen to enable IDP on the ZyWALL and choose what interface(s) you want to
protect from intrusions.

Click SECURITY > I DP from the navigation panel. General isthe first screen as shown in
the following figure.

Figure 132 SECURITY > IDP > General

| General | Signature Update Backup & Restore

General Setup

[ Enable Intrusion Detection and Prevention
Turbo Card Installed

WAN 1 WAN 2 DMZ WLAN
l

B
=
=
=
=

-

* Protected Traffic Direction

Apply | Reset |

The following table describes the labelsin this screen.

Table 74 SECURITY > IDP > General Setup

LABEL DESCRIPTION

General Setup

Enable Intrusion Select this check box to enable IDP on the ZyWALL. When this check box is
Detection and cleared the ZyWALL is in IDP “bypass” mode and no IDP checking is done.
Protection

Turbo Card This field displays whether or not a ZyWALL Turbo Card is installed.

Note: You cannot configure and save the IDP and Anti-Virus
screens if the ZyWALL Turbo Card is not installed.
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Table 74 SECURITY > IDP > General Setup

LABEL

DESCRIPTION

From, To

Select the directions of travel of packets that you want to check. Select or clear a
row or column’s first check box (with the interface label) to select or clear the
interface’s whole row or column.

For example, From LAN To LAN means packets traveling from a computer on
one LAN subnet to a computer on another LAN subnet on the LAN interface of
the ZyWALL or the ZyWALL itself. The ZyWALL does not check packets

traveling from a LAN computer to another LAN computer on the same subnet.

From VPN means traffic that came into the ZyWALL through a VPN tunnel and
is going to the selected “to” interface. For example, From VPN To LAN specifies
the VPN traffic that is going to the LAN or terminating at the ZyWALL's LAN
interface. The ZyWALL checks the traffic after decrypting it.

To VPN is traffic that comes in through the selected “from” interface and goes
out through any VPN tunnel. For example, From LAN To VPN specifies the
traffic that is coming from the LAN and going out through a VPN tunnel. The
ZyWALL checks the traffic before encrypting it.

From VPN To VPN means traffic that comes in through a VPN tunnel and goes
out through (another) VPN tunnel or terminates at the ZyWALL. This is the case
when the ZyWALL is the hub in a hub-and-spoke VPN. This is also the case if
you allow someone to use a service (like Telnet or HTTP) through a VPN tunnel
to manage the ZyWALL. The ZyWALL checks the traffic after decrypting it
(before encrypting it again).

Note: The VPN connection directions apply to the traffic going to
or from the ZyWALL’s VPN tunnels. They do not apply to
other VPN traffic for which the ZyWALL is not one of the
gateways (VPN pass-through traffic).

Protected Interface

Select the Active check box to apply IDP to the corresponding interface. Traffic
going from the ZyWALL out through this interface is then checked against the
signature database for possible intrusions. For example, if you want to protect
the LAN computers from intrusions, select the LAN interface.

Apply

Click this button to save your changes back to the ZyWALL.

Reset

Click this button to begin configuring this screen afresh.

13.3 IDP Signatures

The rules that define how to identify and respond to intrusions are called “ signatures’. Click
SECURITY > IDP > Signaturesto see the ZyWALL’s signatures.

13.3.1 Attack Types

Click SECURITY > IDP > Signature. The Attack Typelist box displays all intrusion types
supported by the ZyWALL. Other coversall intrusion types not covered by other types listed.

To see signatures listed by intrusion type supported by the ZyWALL, select that type from the
Attack Typelist box.
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Figure 133 SECURITY > IDP > Signatures: Attack Types
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The following table describes each attack type.

Table 75 SECURITY > IDP > Signature: Attack Types

TYPE

DESCRIPTION

DoS/DDoS

The goal of Denial of Service (DoS) attacks is not to steal information, but to
disable a device or network on the Internet. A distributed denial-of-service (DD0S)
attack is one in which multiple compromised systems attack a single target,
thereby causing denial of service for users of the targeted system.

Buffer Overflow

A buffer overflow occurs when a program or process tries to store more data in a
buffer (temporary data storage area) than it was intended to hold. The excess
information can overflow into adjacent buffers, corrupting or overwriting the valid
data held in them.

Intruders could run codes in the overflow buffer region to obtain control of the
system, install a backdoor or use the victim to launch attacks on other devices.

Access Control

Access control refers to procedures and controls that limit or detect access. Access
control is used typically to control user access to network resources such as
servers, directories, and files.

Scan

Scan refers to all port, IP or vulnerability scans. Hackers scan ports to find targets.
They may use a TCP connect() call, SYN scanning (half-open scanning), Nmap
etc. After a target has been found, a vulnerability scanner can be used to exploit
exposures.

Trojan Horse

A Trojan horse is a harmful program that's hidden inside apparently harmless
programs or data. It could be used to steal information or remotely control a device.

P2P Peer-to-peer (P2P) is where computing devices link directly to each other and can
directly initiate communication with each other; they do not need an intermediary. A
device can be both the client and the server. In the ZyWALL, P2P refers to peer-to-
peer applications such as eMule, eDonkey, BitTorrent, iMesh etc.

IM IM (Instant Messaging) refers to chat applications. Chat is real-time communication

between two or more users via networks-connected computers. After you enter a
chat (or chat room), any member can type a message that will appear on the
monitors of all the other participants.
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Table 75 SECURITY > IDP > Signature: Attack Types (continued)

TYPE

DESCRIPTION

Virus/Worm

A computer virus is a small program designed to corrupt and/or alter the operation
of other legitimate programs. A worm is a program that is designed to copy itself
from one computer to another on a network. A worm’s uncontrolled replication
consumes system resources thus slowing or stopping other tasks.

The IDP VirusWorm category refers to network-based viruses and worms. The
Anti-Virus (AV) screen refers to file-based viruses and worms. Refer to the anti-
virus chapter for additional information on file-based anti-virus scanning in the
ZyWALL.

Porn

The ZyWALL can block web sites if their URLs contain certain pornographic words.
It cannot block web pages containing those words if the associated URL does not.

Web Attack

Web attack signatures refer to attacks on web servers such as IS (Internet
Information Services).

SPAM

Spam is unsolicited "junk” e-mail sent to large numbers of people to promote
products or services. Refer to the anti-spam chapter for more detailed information.

Other

This category refers to signatures for attacks that do not fall into the previously
mentioned categories.

13.3.2 Intrusion Severity

Intrusions are assigned a severity level based on the following table. The intrusion severity
level then determines the default signature action.

Table 76 SECURITY > IDP > Signature: Intrusion Severity

SEVERITY

DESCRIPTION

Severe

These are intrusions that try to run arbitrary code or gain system privileges.

High

These are known serious vulnerabilities or intrusions that are probably not false
alarms.

Medium

These are medium threats, access control intrusions or intrusions that could be false
alarms.

Low

These are mild threats or intrusions that could be false alarms.

Very Low

These are possible intrusions caused by traffic such as Ping, trace route, ICMP
queries etc.

13.3.3 Signature Actions

You can enable/disable individual signatures. You can log and/or have an aert sent when
traffic meets a signature criteria. You can aso change the default action to be taken when a
packet or stream matches a signature. The following figure and table describes these actions.
Note that in addition to these actions, alog may be generated or an alert sent, if those check
boxes are selected and the signature is enabl ed.
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Figure 134 SECURITY > IDP > Signature: Actions
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The following table describes signature actions.

Table 77 SECURITY > IDP > Signature: Actions

ACTION

DESCRIPTION

No Action

The intrusion is detected but no action is taken.

Drop Packet

The packet is silently discarded.

Drop Session

When the firewall is enabled, subsequent TCP/IP packets belonging to the
same connection are dropped. Neither sender nor receiver are sent TCP RST
packets. If the firewall is not enabled only the packet that matched the signature
is dropped.

Reset Sender

When the firewall is enabled, the TCP/IP connection is silently torn down. Just
the sender is sent TCP RST packets. If the firewall is not enabled only the
packet that matched the signature is dropped.

Reset Receiver

When the firewall is enabled, the TCP/IP connection is silently torn down. Just
the receiver is sent TCP RST packets. If the firewall is not enabled only the
packet that matched the signature is dropped.

Reset Both

When the firewall is enabled, the TCP/IP connection is silently torn down. Both
sender and receiver are sent TCP RST packets. If the firewall is not enabled
only the packet that matched the signature is dropped.

13.3.4 Configuring IDP Signatures

Click IDP > Signature to see the ZyWALL’s " group view” signature screen where you can
view signatures by attack type. To search for signatures based on other criteria such as
signature name or I1D, then click the Switch to query view link to go to the “query view”

screen.

You can take actions on these signatures as described in Section 13.3.3 on page 259. To revert
to the default actions or to save sets of actions, go to the Backup & Restore screen.
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Figure 135 SECURITY > IDP > Signature: Group View
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The following table describes the label s in this screen.

Table 78 SECURITY > IDP > Signature: Group View

LABEL

DESCRIPTION

Signature Groups

Switch to Click this hyperlink to go to a screen where you can search for signatures based on

query view criteria other than attack type.

Attack Type | Select the type of signatures you want to view from the list box. See Section 13.3.1 on
page 257 for information on types of signatures.

The table displays the signatures of the type that you selected. Click a column’s header
to sort the entries by that attribute.

Name The (read-only) signature name identifies a specific signature targeted at a specific
intrusion. Click the hyperlink for more detailed information on the intrusion.

ID Each intrusion has a unique identification number. This number may be searched at
myZyX