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Application Notes

Seamless Incorporation into your network

Using Transparent (Bridge Mode) Firewall

If user wants to insert a firewall into current network, IP setting of hosts and servers may need to change.
Following example 1llustrates an example of current deployment: servers and other hosts sit in the same IP
segment.

(Elt/.emet

Internet Gateway
210.242.82.254/24

\E‘ WEB Server
v 1210.242.82.1/24
(il
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{

,
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—

e o [ e
A R, & =

PCA PCB PCC PCD
21024282 31/24 21024282 34/24

) ‘ s
— = \'_ o

If a router mode firewall is inserted into existing network, user may need to reassign the IP of all servers
and hosts and related setting of applications. However, it may be a huge task to administrators.
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~ . Router Mode

Internet
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Deploying a transparent mode firewall doesn’t require any changes of settings on the original network
topology. It works as bridge/switch; therefore, all the hosts can communicate with each other as without
firewall in between. At the same time, the transparent firewall can check the packets passing through it
and block attacks and limit unauthorized access through access control right.

Bridge Mode

Internet Gateway
210.242.82.254/24
\‘é WEB Server
T210.242.82.1/24
i

. == FTP Server

Internet

T 210.242.82.2/24

{m
/ = Mail Server
y |‘|” 210.242.82.3/24

—_
[ A3

=

:-EE-

L]
1

&, N i S = L% -
PCA PCB PCC FCD
210.242.82 3124 21024282 34124

In the following section, we will explain how to configure ZyWALL as bridge firewall. Therefore, all
hosts and servers can keep using the same IP as that of current network.

All contents copyright (c) 2005 ZyXEL Communications Corporation.



ZyXEL ZyWALL 70 Support Notes

User can configure ZyWALL to act as a router mode firewall or bridge (transparent) firewall. The default
is router mode firewall.

Stepl. Before changing ZyWALL to bridge mode, if admin wants to make the ZyWALL’s LAN PC be
able to get DHCP IP address assignment from the DHCP server or the gateway upper than the ZyWALL,
there is one firewall rule needs to be activated.

Go to Firewall >> Rule Summary; choose “WAN to LAN’ from ‘Packet Direction’. You will see a rule
to permit the service type, ‘BOOTP_CLIENT(UDP:68)’, to pass firewall. It’s INACTIVE by default.
Admin can activate the rule by clicking the ‘N’ as following picture. Then the rule will be activated right
away.

Default Rule | Rule Summary | Anti-Probing Threshold Service

Rule Summary

Firewall Rules Storage Space in Use
0% 100%

Packet Direction: |VWANto LAN ;I
Default Policy: Drop, Log

o# B O UECEHED At ; e Type -.m..
_Raddre Raddre

0
S twzl rule 1| (M Ay v Ay BOOTP_CLIENT(UDP:8) | |parmit| Mo [ves g il
‘WZL_RU|B_2 H |amy x| | 2y = | | NetBIOS(TCRUDP137~139,445) | |porrnit| Wo | Mo g @
nzett | new rule before rulel! (rule number)
Move | pyle I1 to rule I1 (rule number]
Default Rule Rule Summary | Anti-Probing Threshold Service %
Rule Summar
Firewall Rules Storage Space in Use
0% 100%

Packet Direction: |WWAMto LAN j
Default Policy: Drop, Log

Service Type

11 sz_Rule_1© |A“‘f :I' |A“Y :I' |E'00TP-C'-'ENT(UDP1583 :I’ Permit| Mo vas| [ k]

PRzl Rule 2| N |any =] [ any = || MetBiosiTCRUDPA37~139,445) ~| | parrmit| Mo | o g i
Inzett | new rule before rule! {rule nurmber)
Move | pyle |1 to rule [1 (tule number)

Step2. To change the device mode, go to MAINTENANCE >> Device Mode. Select ‘Bridge’ and
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assign a management IP for ZyWALL. The Gateway IP Address is used as next-hop of default route.
ZyWALL will restart after applying the change.

(Note: Here we suggest admin to dedicate an IP address to ZyWALL itself at the same subnet as
original one (like 210.242.82.X/24 in this example). In this way, admin doesn’t need to change his
PC’s IP address when he wants to access Internet and ZyWALL’s web GUI at the same time.)

Backup &
Restore

Time and
Date

General Password | Device Mode FjfW Upload Restart

Dewice Mode Router

The 2ywALL restarts automatically after you change the device mode and dlick "Apply".

" Router
IP Address (See LAN, WAN, DMZ and WLAN)
IP Address 20 . 242 , 82 . 200
IP Subnet Mask P - R~ 1]
Gateway IP Address 20 . 242 . B2 . 254

Reset |

4} http://192.168.1.1/BridgeRestart.html - Microsoft Internet Explorer i i o ] 4]

Eile Edit Wiew Favorites Tools Help | :"
. - A T

Qe - O - x] [ | Psewen grreens g (2- 1 0 -| DNBE 9D

Address [&] http:/{192.168.1.1/BridgeRestart html =l Ee |L|nks ”|65naglt = |

¥ - 2] | searchwet |- |- B | Emal - @y vahoot [ Games + 8 personals -+ $b Music - i Finance - 5

The ZyWALL is rebooting to Bridge Mode

As there will be no indication of when the process is complete, please wait for one
minute before attermnpting to access the ZyWALL again.

[ T e

15
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Step3. After rebooting, login ZyWALL’s GUI by accessing ZyWALL’s management IP address.
(Accessing ZyWALL by the PC with a static IP address configured in the same subnet or with an IP from
DHCP server (refer to stepl for the pre-configured firewall rule).

Step4. In this example, since we want to apply a DMZ zone for servers. So for ZyWALL5/35 which the

ports of LAN & DMZ can be configured, user can decide the roles of each port.

Go to Network >> Bridge >> Port Roles. By default, 4 ports are assigned to LAN. In this example, we
use port 1 & 2 assigned to LAN and Port 3 & 4 assigned to DMZ as following picture.

Bridge N Port Roles

¢ )

i)

wian 00

g — liireless Card

Mote 1: Tour device must have a wireless card installed to use the WLAN port role,
Mote 2; The system will restart if wireless card configuration is changed,

Apply | Reset |

Step5. Furthermore, to configure firewall rule to control the access of your network, go to SECURITY
>> FIREWALL as you do in router mode firewall. For example, user wants to block the access from a
FTP server (210.242.82.2) in DMZ zone to LAN hosts (210.242.82.31~34) (Note that they all sits in the
same IP segment 210.242.82.0/24). Edit the firewall rule via Firewall >> Rule Summary and with
packet direction: DMZ to LAN.

Firewall Rules Storage Space in Use
iy | 100%

Packet Direction: | DMZ to LAN |

And enter 210.242.82.2 as the source address and 210.242.82.31~34 as destination address. And then
select the service and set the action for ‘Matched Packet’ to ‘BLOCK”.

16
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FIREWALL - EDIT RULE

Edit Source Address

Any Address = 21024282 2

o .0 .0 .0
o. o .0 .0
o .0 .0 .0

Edit Destination Address

Any Address ¥ 210.242.82.31 - 210.242.82.34
o .o .

o .o .
o .o .

Internet Connection

A typical Internet access application of the ZyWALL is shown below. This section guides you how to
configure ZyWALL to gain the Internet access.

Stepl. First of all, Select Home menu and click Internet Access Wizard to configure your WAN1
connection. Click “Internet Access” under Home >> Wizards for WAN 1 Quick Setup

All contents copyright (c) 2005 ZyXEL Communications Corporation.
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Wizards for WAN 1 Quick Setup

Internet Access

A pop-up window as below will indicate you to enter ISP Parameters for Internet Access .

ISP Parameters for Internet Access

Ethernet -

WAN IP Address Assignment

There are three kinds of encapsulation which are supported by ZyWALL: Ethernet, PPPoE & PPTP.
Select the correct encapsulation type from the drop-down menu. The wizards will requests related
information needed. These fields vary depending on what you select in the Encapsulation field. Fill them
in with the information exactly as given by the ISP or network administrator.

Following picture is an example while PPPOE is selected.

18
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ISP Parameters for Internet Access

You can select ethernet, PPPoE or PPTP according to in which the network you are.
If you don't know, please ask your network administrator. The most popular type of
network is ethernet.

Encapsulation |F'F'F' aver Ethernetj

Service Name I {Optional)
User Name I

Password |*““*“

Retype to Confirm |*’"“'*'*"‘*

" Nailed-Up

Idle Timeout |1EIEI {Seconds)
WAN IP Address Assignment

IP Address Assignment ID}rnamic 'l

Once the required information is correctly configured, click on the “Finish” button to apply the setting
and then you have finished configuring Internet Access on WANL1 link. To configure the WANZ2 link for
backup or load balance, go to Network >> WAN for advanced configuration.

DHCP server/client/relay + flexible port role configuration

ZyWALL supports
(1) DHCP client on the WAN port

User can choose either a static IP or a dynamic IP address for WAN port. When choosing dynamic IP,
ZyWALL will get a DHCP IP address from ISP or upper layer DHCP server.

(2) DHCP server/relay/none on the LAN/DMZ/WLAN ports

Since ZyWALL v4.0, ZyWALL not only supports DHCP server for LAN ports, but also for DMZ
and WLAN ports. Besides, since v4.0, ZyWALL also support flexible port role setting. With these
2 features, admin can take advantage and easily connect servers / clients into a ZyWALL-ready
environment. Following are the description about two features.

19
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1. Each interface own an independent subnet. For example, LAN is 1.1.1.x/24, DMZ is
2.2.2.x/124, and WLAN is 3.3.3.x/24.

2. When choosing DHCP setting as ‘None’, the LAN/DMZ/WLAN will NOT assign IP address
to the associated hosts. Client PCs need to configure IP address manually.

3. When choosing DHCP setting as a “Server’, the LAN/DMZ/WLAN will automatically assign
IP, subnet, gateway and DNS to the associated clients.

4. When choosing DHCP setting as a ‘Relay’, the LAN/DMZ/WLAN will forward the DHCP
request to another DHCP server.

5. There are 4 ports could be flexibly assigned to be LAN or DMZ or WLAN port. To assign a
port to WLAN, user needs to insert a proper wireless card (ex. ZyAIR G-100) and enable wireless
from GUI >> network >> Wireless Card. After assigning a port to WLAN, the hosts connected
to the port will be in the same subnet as other wireless clients which associate to the ZyWALL.
Generally speaking, it’s especially for troubleshooting or user wants to dedicate a server for
wireless network use only.

Following 1s an example to configure LAN as a DHCP relay, DMZ as a DHCP server, and WLAN as a DHCP
server. In this example, since network admin would like to central manage IP address of all LAN hosts. There 1s
a DHCP server (IP: 10.10.1.1) to handle all DHCP request from LAN hosts. So ZyWALL will be configured as
a relay role to pass DHCP request from LAN to the DHCP server. For DMZ, and WLAN, network admin
would like to configure them as independent subnet.

20
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DMZ DHCP ===
(1)DHCP relay for LAN to 10.10.1.1 equest :
(2)DHCP server for DMZ zone

(3)DHCP server for WLAN network

LAN DHCP
DMZ
- request
¥ WAN N e |
I: T -'I -\EEI II
\\ k™
Upper gateway WLAN
I,
by N
b N . b LAN
— £
= - WLAN DHCP === pc
|||||| = request k
il ===, \ rI
\ '- ireless
DHCP server R wire
10.10.1.1 === client

Interface DHCP setting IP Pool Starting Address or DHCP server address

LAN Relay 10.10.1.1 (DHCP server’s IP address)

DMZ Server 192.168.5.1/24

WLAN Server 192.168.10.1/24

Stepl. Insert a wireless card in ZyWALL’s PCMCIA slot before booting the ZyWALL. Since we will

enable wireless network to allow wireless clients associate with.

Step2. Configure DHCP setting for LAN. Choose ‘Relay’ from DHCP setting and enter the IP address
of the DHCP server, ‘10.10.1.1".

All contents copyright (c) 2005 ZyXEL Communications Corporation.
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LAN

‘Static DHCP 1P Alias Port Roles

LAN TCP/IP

DHCP Setup

Step3. Configure DHCP setting for DMZ. Choose ‘Server’ from DHCP setting and enter the IP Pool
address starting from ‘192.168.5.33’.

DMZ

Static DHCP IP alias Port Roles

DMZ TCPfIP

DHCP Setup

Step4. Configure DHCP setting for WLAN. Choose ‘Server’ from DHCP setting and enter the IP Pool
address starting from “192.168.10.33’.

‘Static DHCP 1P Alias Port Roles

WLAN TCP/IP

DHEP Setup

Step5. Configure Port Role from either LAN or DMZ or WLAN >> Port Roles. Configure the roles as
following. Then click ‘Apply’ to save the setting.

(1). port 1-2 for LAN

22
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(2). port3 for DMZ

(3). Click “WLAN?’ from the right wireless card. It will make the wireless card be an independent
interface and own an independent subnet. After it’s done, the WLAN selection for 4 ports will be
available. Choose port4 for WLAN. So the server or PC hosts connect to port4 will be in the same subnet
with WLAN.

LAN Static DHCP 1P Alias [ PortRoles.

Mote 1: vour device must have a wireless card installed to use the WLAN port role.
Mote 2: The systerm will restart if wireless card configuration is changed.

Apply Reset |

In this way, admin can utilize 4+1 ports flexibly.

Using NAT/Multi-NAT

e What is Multi-NAT?
e How NAT works
e NAT Mapping Types
e SUA versus Multi-NAT
e Example
Step 1. Applying NAT on WAN Interface
Step 2. Configuring NAT Address Mapping
Step 3. Using Multiple Global IP addresses for clients and servers (One-to-One, Many-to-One,
Server Set mapping types)
e Application -- Non NAT-Friendly Support

e What is Multi-NAT?

NAT (Network Address Translation-NAT RFC 1631) is the translation of an Internet Protocol address used
within one network to a different IP address known within another network. One network 1s designated the
1nside network and the other 18 the outside. Typically, a company maps its local inside network addresses to one
or more global outside IP addresses and "unmaps" the global IP addresses on incoming packets back into local
IP addresses. The IP addresses for the NAT can be either fixed or dynamically assigned by the ISP. In addition,

you can designate servers, €.g., a web server and a telnet server, on your local network and make them
23
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accessible to the outside world. If you do not define any servers, NAT offers the additional benefit of firewall
protection. In such case, all incoming connections to your network will be filtered out by the ZyWALL, thus
preventing intruders from probing your network.

The SUA feature that the ZyWALL supports previously operates by mapping the private IP addresses to a
global IP address. It 1s only one subset of the NAT. The ZyWALL supports the most of the features of the NAT
based on RFC 1631, and we call this feature as 'Multi-NAT'. For more information on IP address translation,
please refer to REC 1631, 7he IP Network Address Translator (NAT).

e How NAT works

If we define the local IP addresses as the Internal Local Addresses (ILA) and the global IP addresses as the
Inside Global Address (IGA), see the following figure. The term 'inside’ refers to the set of networks that are
subject to translation. NAT operates by mapping the ILA to the IGA required for communication with hosts on
other networks. It replaces the original IP source address (and TCP or UDP source port numbers) and then
forwards each packet to the Internet ISP, thus making them appear as if they had come from the NAT system
itself (e.g., the ZyWALL router). The ZyWALL keeps track of the original addresses and port numbers so
mcoming reply packets can have their original values restored.

i — LAN
® ZyWALL » TSP
o— r ¥ ILA: Inside Local Addresses
e I6A  16A: Inside 6lobal Addresses
Figure1: Local/Global IF Addresses

e NAT Mapping Types

NAT supports five types of IP/port mapping. They are:

24
All contents copyright (c) 2005 ZyXEL Communications Corporation.



ZyXEL ZyWALL 70 Support Notes

1. Oneto One
In One-to-One mode, the ZyWALL maps one ILA to one IGA.

2. Many to One
In Many-to-One mode, the ZyWALL maps multiple ILA to one IGA. This is equivalent to SUA (i.e., PAT,
port address translation), ZyXEL's Single User Account feature that previous ZyNOS routers supported
(the SUA only option in today's routers).

3. Many to Many Overload
In Many-to-Many Overload mode, the ZyWALL maps the multiple ILA to shared IGA.

4. Many One to One
In Many One to One, the ZyWALL maps each ILA to unique IGA.

5. Server
In Server mode, the ZyWALL maps multiple inside servers to one global IP address. This allows us to
specify multiple servers of different types behind the NAT for outside access. Note, if you want to map
each server to one unique IGA please use the One-to-One mode.

The following table summarizes these types.

NAT Type IP Mapping
One-to-One ILAl<--->|GA1l

ILAl<--->IGA1
Many-to-One

ILA2<--->|GA1
(SUA/PAT)

ILAl<--->IGAl

ILA2<--->IGA2
Many-to-Many

ILA3<--->IGA1l
Overload

ILA4<--->IGA2

ILAl<--->IGA1

ILA2<--->|GA2
Many One-to-One ILA3<--->IGA3

ILA4<--->IGA4

Server 1 IP<--->IGA1l
Server

Server 2 IP<--->IGA1

e SUA Versus Multi-NAT

25
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SUA (Single User Account), if you get only one public IP address from your ISP, then you should use SUA.
With SUA, PCs on ZyWALL's LAN side can access Internet without further configuration. If you have internal
servers to be accessed by remote users on Internet, you need to go to ADVANCED -> SUA/NAT -> SUA
Server to setup which service, or port numbers, you would like to forward to which Internal server.

Multi-NAT, if you get multiple public IP addresses from your ISP, then you may use Multi-NAT. With
Multi-NAT, you can choose different types of NAT mapping methods to utilize the public IP addresses. You
should define each NAT mapping rules clearly in ADVANCED -> SUA/NAT -> Address Mapping, so that
internal PCs can access Internet and internal servers can be accessed by remote uses on Internet.

Step 1. Applying NAT in WAN Interface
You can choose the NAT mapping types to either SUA Only or Full Feature in WAN setup.

NETWORK -> WAN

General Traffic Redirect Dial Backup
ISP Parameters for Internet Access

Ethernet
Standard -

WAN IP Address Assignment

Advanced Setup

7

Haone -
RIP-1 =

192 . 168 . 100 . 33

or ADVANCED -> NAT -> NAT Overview

26
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Address Mapping Port Forwarding

Glohal Settings

Key Settings

Port Trigyering

Network Address Translation

Set to "Full Feature' if there are multiple IP addresses

Full Feature . . .
given by ISP and can assigned to your clients.
) Set to 'Routring’ if you clients use Internet IP
Routing .
addresses and thus do not need NAT function.
Set this field to *SUA Only* if you want all clients
SUA Only

share one IP to Internet.

Step 2. Configuring NAT Address Mapping

To configure NAT, go to ADVANCED -> NAT -> Address Mapping

27
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NAT Overview | Address Mapping | Port Forwarding  Port Triggering
SUA Address Mapping Rules
| # | Local StartIP | Local EndIP_| Global StartIP | Global End IP_|

0.0.0.0 | 255.255.255.265 | 0000 | WA
| 2 | N/A N/A 0.0.0.0 N/A Sewer
Full Feature Address Mapping Rules
WAN Interface IWAN1 'I
| # | LocalStartlP | Local End IP | Global StartIP | Global EndIP | Type |  Modify |
0.0.0.0 755.255.255.255 0.0.0.0 N/A M- &
‘ (1173 N/A 0.0.0.0 N/A Server & i

H . - #o
o . . &0

&
=)

ElEEEE
9
=)

Step 3. Using Multiple Global IP addresses for clients and servers (One-to-One, Many-to-One, Server Set
mapping types)

General Server i
192.168.1.20

Other Clients jfj—

192.168.1.%
- ISP
FTP Server 1 ffjm— \

192,168.1.10

3 16As Assigned by ISP

FTP Server 2 ——

192.168.1.11

Mapping Multiple 1GAs for clients and servers

In this case we have 3 IGAs (IGA1, IGA2 and IGA3) from the ISP. We have two very busy internal FTP
servers and also an internal general server for the web and mail. In this case, we want to assign the 3 IGAs by
the following way using 4 NAT rules.

= Rule 1 (One-to-One type) to map the FTP Server 1 with ILA1 (192.168.1.10) to IGA1 (200.1.1.1).
= Rule 2 (One-to-One type) to map the FTP Server 2 with ILA2 (192.168.1.11) to IGA2 (200.1.1.2).
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= Rule 3 (Many-to-One type) to map the other clients to IGA3 (200.1.1.3).

= Rule 4 (Server type) to map a web server and mail server with ILA3 (192.168.1.20) to IGA3. Type
Server allows us to specify multiple servers, of different types, to other machines behind NAT on
the LAN.

Rule 1 Setup: Select One-to-One type to map the FTP Server 1 with ILA1 (192.168.1.10) to IGA1 (200.1.1.1).

ZyXEL

HOME

NETWORK
LAN Address Mapping Rule

WIRELESS LAN

WAN Type One-to-One -
gz Local Start IP 12 . 188 . 1 . 10

SECURITY Local End IP N/A

FIREWWALL
CONTENT FILTER Global Start IP 200 . 1 1. 1‘

VPN Global End IP A
CERTIFICATES
AUTH SERVER

ADVANCED
SUAMAT -Apply Cancel
STATIC ROUTE - _I
POLICY ROUTE
BW MGMT
REMOTE MGMT

Rule 2 Setup: Selecting One-to-One type to map the FTP Server 2 with ILA2 (192.168.1.11) to IGA2
(200.1.1.2).

ZyXEL e ()
HOME
NETWORK
LAN Address Mapping Rule
WIRELESS LAN
WAN Type IOme-to-Ome vl
Dz Local Start IP 92 . 188 . 1 . 11
SECURITY Local End IP N/A
FIREWALL
CONTENT FILTER Glohal Start IP 200.1 .1 .2
YPH Global End IP N/A
CERTIFICATES
AUTH SERVER
ADVANCED
SUAMNAT Apply Cancel

STATIC ROUTE
POLICY ROUTE
BW MGMT

DCRMNTE KMCKAT

Rule 3 Setup: Select Many-to-One type to map the other clients to IGA3.
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ZyXEL

HOME

NETWORK
LAN
WIRELESS LAN

WAN Type Many-ta-One -

Ll Local Start IP w2160 . 1 . a0

ST Local End IP 192 . 168 . 1 . 254

FIREWWALL

CONTENT FILTER Glohal Start IP 0. 1 . 1 . 3

VPN Glohal End IP NiA

CERTIFICATES

AUTH SERVER

ADVANCED

SUAMNAT -m Cancel |
STATIC ROUTE A

POLICY ROUTE
BWW MGMT
REMOTE MGMT

Rule 4 Setup: Select Server type to map our web server and mail server with ILA3 (192.168.1.20) to IGA3.

ZyXEL wewe (7)
HOME

NHETWORK

LAN Address Mapping Rule

WIRELESS LAN

WWAN Type Server 'I

Bl Local Start IP N/A

Local End IP N/A

SECURITY

EONTEANLTLFILTER Global Start IP 200. 1 . 1 . 3

VPN Global End IP N/A

CERTIFICATES

AUTH SERVER
ADVANCED

SUANAT Apply | Cancel |

STATIC ROUTE
POLICY ROUTE
BW MGMT

NrLasTE saoLaT

When we have configured all four rules in the rule summary page.

HAT Overview | Address Mapping Port Forwarding  Port Triggering

SUA Address Mapping Bules
| # | Local StartIP | Local End IP | Global StartIP | Global End IP

EN o000 255.255.255.255 0.0.0.0 N/A M1
H /A N/A 0.0.0.0 N/A Server

Full Feature Address Mapping Rules

WAN Interface IWAN1 'l
| # | LocalStartIP | Local End IP | Global StartIP | Global EndIP | Type |  Modify |

0.0.0.0 255.295.255.255 0.0.0.0 N/A M1 g ﬁ
‘ N/A N/A 0.0.0.0 N/A, Server g ﬁ
‘ 192.168.1.10 N/A 200.1.1.1 N/A, 11 g ﬁ
‘ 192.168.1.11 N/A 200.1.1.2 N/A, 11 g ﬁ
‘ 192.168.1.50 192.168.1.254 200.1.1.3 N/A, M-1 g ﬁ
- .. #u
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Now we configure all other incoming traffic to go to our web server and mail server in "Port Mapping" page,

NAT Overview  Address Mapping | Port Forwarding | Port Triggering
WAN Interface IW’I;,
Default Server [0 .0 .0 .0 Go To Page] 1 ~|

[#|Active] _MName | Incoming Portl) | Port Translation Server IP Address

A~ [t [e0 Jao a0 Jeo0 192 . 168 . 1 . 80
| M| Jmail [25 - [25 -2 192 . 188 . 1 . 25
| r fo .o [0 o 0o .0 .0 .0
| r fo -Jo [0 o 0.0 .0 .0
E| r fo -|o [0 Io 0 .0 .0 .0
A 3 i3 b E [0 0 .0 .0
Hr I i3 b E [0 .0 .0 .0
A o o [o o [0 .0 .0 .0
B o o [o o [0 .0 .0 .0
o o o [o o [0 .0 .0 .0

Note 1: You may also need to create a Firewall rule.
Mote 2: Port Translation is optional.

Please note that if you turn on ZyWALL's firewall function, then you should add a firewall rule from WAN to
LAN to forward the incoming connections. If you would like to only allow traffic going to the internal server,
you should specify server's private IP address in the field of the destination IP address.

ZyXEL

HOME

NETWORK Default Rule Rule Summary Anti-Probing Threshold
LAN

WIRFLESS LAN

VAN
DMz Firewall Rules Storage Space in Use

SECURITY L5 | o0
FIREWALL

52":75’" FILTER QEEEI Direction: |WAN to LAN

CERTIFICATES Default Policy: Block, Loy
AUTH SERVER

" Source Destination
ADVANCED Diddieas Address
SUAMAT T — MY—— /]
STATIC ROUTE Jany =] [192.168.1.25 =|| [SmTPTCP:25) ~|[Forward Enable

;gh'ﬁg;?”“; JAny =] |192.1681.80 -|| [HTTP(TCP 80 ~| Farward Disable

REMOTE MGMT A
Bonp |any =] [192.168.1.10 =[| PPTP{TCP:1723) x| [Farward Disable

LoE new rule before ruIeIW irule number).

MAINTENANCE rule |1 to rule |1 (rule number)j.

LOGOUT

Status: Ready
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Application for Non NAT Friendly Support

Some servers providing Internet applications such as some mIRC servers do not allow users to login using the
same [P address. In this case it 18 better to use Many One-to-One or One-to-One NAT mapping types, thus each
user login to the server is using a unique global IP address. The following figure illustrates this.

User 1: ILA] @y

192 166.1.10

User 2: ILA2@— ISP

192 168.1.11 \

User 3: ILA3 @—
192.168.1.12 3 I6As

3 ILAs <-=> 3 I6As

3 ILAs map to 3 1GAs using Many One-to-One _or One-to-One type

One rule configured for using Many One-to-One mapping type 1s shown below.

ZyXEL

HOME

HETWORK

LAN Address Mapping Rule

WIRELESS LAN

\WAN Type Many One-to-One -
D Local Start IP 192 . 168 . 1. 10
R Local End IP 182 . 168 . 1 . 12
FIREWALL

COMTENT FILTER Global Start IP 200 .01 .1 oA

VPN Global End IP 0. 1 .1 . 3
CERTIFICATES
AUTH SERVER

ADVANCED
SUAMNAT
STATIC ROUTE
POLICY ROUTE
BW MGMT
REMOTE MGMT

The three rules configured for using One-to-One mapping type is shown below.
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ZyXEL

HOME

NETWORK SUA Server Address Mapping Trigger Port
LAN

WIRELESS LAN Address Mapping Setup

WaN
DMZ Local Start IP Local End IP Global Start IP Global End IP
192.168. 1. 10 /A 200.1.1.1 N/A 11

| 192.168. 1. 11 N/A 200.1.1.2 HiA 11
| 192.168. 1. 13 N/A 200.1.1.3 NiA 11

SECURITY
FIREWWALL

CONTENT FILTER
VPN
CERTIFICATES

Optimize network performance & availability

Using Dual WAN / Load Balancing and policy route

Using Dual WAN
WAN backup (Active/Passive mode)
Condition: ZyWALL gets one public IP address
WAN Setup (Go to Network >>\WAN)
LAN Setup (Go to NETWORK >> LAN)
DMZ Setup (Go to NETWORK >>DMZ)
NAT Setup (Go to ADVANCED >> NAT)
Firewall Setup (Go to SECURITY >> FIREWALL)
Setup DDNS (Go to ADVANCED >> DNS)
.___Notes about VPN Setup (Go to SECURITY >> VPN)
Load Balancing (Active/Active Mode)
WAN Setup (Go to Network >>\WAN)
LAN Setup (Go to NETWORK >> LAN)
DMZ Setup (Go to NETWORK >>DMZ)
NAT Setup (Go to ADVANCED >> NAT)
Firewall Setup (Go to SECURITY >> FIREWALL)
Setup DDNS (Go to ADVANCED >> DNS)
Setup VPN (Go to SECURITY >> VPN)

N S (A Bl o [

N S (A Bl o [
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Using Dual WAN

This feature is for ZyWALL 35 & 70 only since ZyWALL 5 has only one WAN interface. There are two
operation modes for dual WAN. The “Active/Passive” is for fail-over and fall-back. And the
“Active/Active” is not only for fail-over and fall-back, but also can perform load balancing to make
outgoing traffic will be processed efficiently.

WAN backup (Active/Passive mode)

With ZyWALL’s Active/Passive mode, users can achieve backup of Internet connectivity, so when the
primary WAN (normally it’s lower-cost) is down, the secondary WAN (normally it’s higher-cost) can take
over the connectivity job.

This section describes how to use ZyWALL’s WAN backup feature to let ZyWALL’s Internet connectivity
always available including LAN users’ Internet access and DMZ servers’ availability.

Following is an example of a possible network topology. Company A has two Internet access methods, one 1s
ADSL, the other 1s ISDN. Since cost for ADSL 1s lower than ISDN, so the MIS decides to use ADSL for
general Internet Access and ISDN for backup.

Condition: ZyWALL gets one public IP address
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ADSL

\_-—

ISDN

Ql_lte rnet

(backup line)

WAN1

o

WAN2

NE =====1DMzZ 1234

pa " RF S °

LAN 2
Ethernet N Il _!
Switch [Eesssum ~
\ \ {0 [T
F F FTPIMaIlNMER servers
o]
gel el
LAN Segment DMZ Segment WAN1 WAN2
192.168.1.0/24 192.168.2.0/24 ADSL PPPoOE dynamic | Ethernet

FTP:192.168.2.21
Mail: 192.168.2.25
WEB: 192.168.2.80

NAT Type: SUA

192.168.3.0/24
NAT Type: None

1. WAN Setup (Go to Network >> WAN)

Stepl. Setup operation mode of ZyWALL. Select Active/Passive (Fail Over) mode. So that when
WANL1 is down, WAN2 can take over connectivity. If MIS wants to let ZyWALL fall back to WAN1
when WANL1 is available again, then check the box of “Fall Back to Primary WAN When

Possible”.

Step2. Configure Route Priority for WAN1 and WANZ2. The metric number works like priority, lower
number gets higher priority. In this example, because WANL1 is low-cost, so we set WAN1’s metric

number to 1, and WAN2 to 2.

Step3. Setup connectivity check. Specify a public IP address for WAN1 and WAN?2 respectively.
This IP address will be a check point for ZyWALL, ZyWALL periodically ping the IP address to

check the connectivity of WAN1 and

WANZ2.
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Raute Priorin

Connectivity Check

Step4. Setup WANL. Configure Internet Access parameters for WAN1.

All contents copyright (c) 2005 ZyXEL Communications Corporation.
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WAN
Traffic Redirect  Dial Backup

ISP Parameters for Infernet Access

Advanced Setup

Step5. Setup WAN2. Configure Internet Access parameters for WAN2,

All contents copyright (c) 2005 ZyXEL Communications Corporation.
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WAN

Traffic Redirect Dial Backup

ISP Parameters for Internet Access

Advanced Setup

™ Enable NAT (Network Address Translation)

2.LAN Setup (Go to NETWORK >> LAN)

Leave the setup as default.

V

LAN

LAN TCPAP

DHCP Setup

Windows Networking (NetBIOS over TCPAP)

~ Allow

e

3.DMZ Setup (Go to NETWORK >> DMZ)

Give ZyWALL’s DMZ a private IP address other than LAN segment.
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DMZ TCPAP

Windows ril'l'-'-ll:lrkiﬂﬂ HetBI0S aver TEP II-':|

4. NAT Setup (Go to ADVANCED >> NAT)

Stepl. Choose Address Mapping rules for WAN1 and WAN2. But since we suppose ISDN router on
WANZ2 can do NAT port mapping, and due to some applications may not accept it’s IP address being
translated twice, so we disable NAT function on WANZ2. So users need to configure NAT port
mapping on the ISDN by themselves. If it’s not the same case as your application, you can still turn
on NAT function of WAN2. And the settings are just the same as what you configure on WANL1.

NAT

39
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Step 2. Configure Port Forwarding. Setup port forwarding for HTTP/FTP/MAIL ports.

NAT

5. Firewall Setup (Go to SECURITY >> FIREWALL)
Stepl. Enable Firewall.

Step2. Make sure traffic from “WAN to DMZ” is ‘Forward’. If you change Default Action to
‘Block’, then please proceed for Step3. Otherwise, you have finished firewall setting.

40
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FIREWALL

Step3. Setup firewall rule to forward traffic from “WAN to DMZ”

FIREWALL
Default Rule

Rule Summary

Destination
Jl.|||||

12 165 20 o _ﬂ
[Fre(rce 2021) =l Forward

Senvice Type |f11|| in '\lhl |||||| Log Alert Modify

6. Setup DDNS (Go to ADVANCED >> DNS)

In this example, since WAN1 and WAN2’s IP address are dynamic and WAN2 will take over the

All contents copyright (c) 2005 ZyXEL Communications Corporation.
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connectivity when WANL1 is down. This means the remote users may need to use dynamic domain name
and turn on HA (High Availability) option so that remote users can always find the servers no matter
which interface is on.

DNS

Account Setup

_Spﬂﬂ - i

!.'I:y _[ium:ain Hames

i |
Domain Name tane | 1P Address Update Policy

I xmppnn.dyndns.nrg i ic =L [wan - atan«nmct.
: || Use WAN IP Address
Uze WAN IP Address

Dynamic =]} L e || Use WAN IF Address
Dynamic S| T BT 0 =] [Use WaN 1P Address

7. Notes about VPN Setup (Go to SECURITY >>VPN)

VPN setup example requires a clear scenario for two VPN gateways. Please refer to IPSec application
notes for the scenario. Here, we describe notes users should take when setup VPN in multiple WAN
environment.

Notel. If your ZyWALL has dynamic WAN IP address like this example, or you want the VPN
always available no matter VPN go through WAN1 or WANZ2, and then you should choose
pre-configured DDNS instead.

Gateway Information

o. o0 .0 .0

zy}{elsuppnrt.jyndna.nrgj
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Load Balancing (Active/Active Mode)

With ZyWALL’s load balancing function, users can utilize WAN1 and WAN?2 interface at the same time.
Every time new outgoing TCP sessions come to ZyWALL’s LAN or DMZ, ZyWALL will decide which
WAN interface to throw the packet out. The connection is then controlled by a session manager inside
ZyWALL to make sure every packet going back and forth of this TCP session will go out through the
same interface as the initial one. Similar mechanism is also applied to UDP/ICMP traffic to make sure the
returned packets always go through the same interface as the first one. Following we introduce three
different methods ZyWALL’s WAN1 and WAN2 share Internet loading.

Least Load First: ZyWALL measures outbound loading, inbound loading or outbound + inbound loading
within a preset time frame.

Weighted Round Robin: ZyWALL decides the loading ratio of WAN1 and WAN2. For example if 9:2 is
setup, this means the number of TCP sessions going from WAN1 and WAN?2 in average is 9 to 2.

Spill Over: A threshold is preset for primary WAN, once the loading exceeds the threshold within a
measured period of time, the secondary WAN will take over. Once the loading of primary WAN decreases,
then the next session will go through the primary WAN.

\“"' ADSL/Cable modem
[

ADSL/Cable modem Qnte rnet

o gernet 3

WAN1 WANZ2

I:: E - l DMZ 132’3’4
LAM

Ethernst ‘_! [ - .
Switch N IEswws ﬁ.-:- I —

L w La
FF FF FTP/MailVWEB servers
I <3
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LAN Segment

DMZ Segment

WAN1

WAN2

192.168.1.0/24

192.168.2.0/24
FTP: 192.168.2.21
Mail: 192.168.2.25
WEB: 192.168.2.80

211.63.1.0/28
NAT Type: Full Feature

ADSL PPPoE Dynamic
NAT Type: SUA

8. WAN Setup (Go to Network >>WAN)

Stepl. Setup operation mode of ZyWALL. Select Active/Active Mode. Choose one of the Load
Balancing Algorithm, for example Weighted Round Robin. Give a ratio to each interface.

Step2. Configure Route Priority for WAN1 and WANZ2. The metric number works like priority, lower

number gets higher priority. In this example, because WANL1 is low-cost, so we set WAN1’s metric

number to 1, and WAN2 to 2.

Step3. Setup connectivity check. Specify a public IP address for WAN1 and WANZ2 respectively.
This IP address will be a check point for ZyWALL, ZyWALL periodically ping the IP address to

check the connectivity of WAN1 and WAN2.
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WAN

Opearation Mode
 Activa

v A

| Ratio ]
[ WAN 1 __—I
I WAN 7 ___ : |

Routa Priority

P ——

Connectivity Check

[Werhted Fownéiobn =]

F)

Step4. Setup WANL1. Configure Internet Access parameters for WAN1.
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WAN

Traffic Redirect Dial Backup

Advanced Setup

Step5. Setup WAN2. Configure Internet Access parameters for WAN2,
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WAN
Traffic Redirect  Dial Backup

ISP Parameters for Internet Access

PPF over Ethemet =

E5111.279@ hinet.net

Advanced Setup

% Enable NA

9. LAN Setup (Go to NETWORK >>LAN)

Leave the setup as default.

V

LAN

LAN TCPAP

DHCP Setup

e

10. DMZ Setup (Go to NETWORK >>DM2Z)
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Give ZyWALL’s DMZ a private IP address other than LAN segment.

DMz

DMZ TCPAP

11. NAT Setup (Go to ADVANCED >>NAT)

Stepl. Setup the NAT (Network Address Translation) for WAN1 and WANZ2.

NAT

Global Setings

WAN 1

VAN 2

Step2. Setup Address Mapping and Port Forwarding for WAN1.
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start IP | Global End IP | Type |

Step3. Configure Port Forwarding for FTP/MAIL services.

NAT

Paort Forwarding Rules

[wan 1 =]
1 2]

Incoming Portis) | Port Translation Semver IP Address

R
-

ojo|lojojo] ol oo
. . . . + . . +
ojojojoja]joc]o]jo]lw

12. Firewall Setup (Go to SECURITY >> FIREWALL)
Stepl. Enable Firewall.

Step2. Make sure traffic from “WAN to DMZ” is ‘“forward’. If you change Default Action to block,
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then please proceed for Step3. Otherwise, you have finished firewall.

FIREWALL

Defaull Hule Setup
W
o S

Packet Direction Default Action

Step3. Setup firewall rule to forward traffic from “WAN to DMZ”

=
L
]
v

a5 u\;

u

FIREWALL

Source Destination
Address

192168 280 =

= 192.168.2 25 =

Action |Scheduls

13. Setup DDNS (Go to ADVANCED >> DNS)

Because WANL1 uses two IP addresses for the FTP/HTTP/MAIL servers, users need to update these two

Log Alers Bodify
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IP addresses. To let the servers still accessible, users have to turn on HA for both entries.

DNS

Account Setup

My Domain Names

WA
Domain Hame N ik IP Address Update Policy | [HATY

[ | [Use User.Defined
|z xelsupport dyndns org T - - 1

| Use User-Defined g
{ T 1 2

14. Setup VPN (Go to SECURITY >> VPN)

Notel. If you are sure to make VPN always go through WAN1, then specify WANL1’s IP address in My
Address field.

Gateway Information

zy}{elsuppnrﬂ.dyndns.nrgj

Note 2. If you want the VPN always available no matter VPN go through WAN1 or WAN2, then you
should choose pre-configured DDNS instead.

Gateway Information

zy}{elsuppnm.dyndns.nrgj
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Using Policy Route

The relationship of ZyWALL handles traffic between policy route and Load Balancing is as following.

(1)_Traffic from WAN: -> NAT -> FW -> Policy Route -> Load Balance -> Static Route -> IDP -> AV
-> AS -> CF -> BWM

(2)_Traffic to WAN: -> FW -> Policy Route -> Load Balance -> Static Route -> IDP -> AV -> AS ->
CF ->BMW -> NAT

That means, user still can assign which WAN interface to process specific traffic which load balance
mechanism is chosen. Following is the example to assign VOIP traffic from LAN will be handled by
WAN?2.

POLICY ROUTE - EDIT

Criteria

Routing Action

All contents copyright (c) 2005 ZyXEL Communications Corporation.
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After it’s done, the outgoing VOIP traffic with source port 5060 from 192.168.1.x network will be always
processed by WANZ2 except WAN?2 is not available. Since we choose ‘Use another interface when the
specified WAN interface is not available’, when WANZ2 is down, the traffic will be handled by WAN1
then.

For other outgoing traffic not defined in policy route will be assigned to either WAN1 or WAN2 when
traffic reaches session manager in ZyWALL.

Using Bandwidth Management

Why Bandwidth Management (BWM)?

Nowadays, we have many different traffic types for Internet applications. Some traffic may consume high
bandwidth, such as FTP (File Transfer Protocol), if you are downloading or uploading files with large size.
Some other traffic may not require high bandwidth, but they requires stable supply of bandwidth, such as
\OoIP traffic. The VoIP quality would not be good, if all of the outgoing bandwidth is occupied via FTP.
Additionally, chances are that you would like to grant higher bandwidth for some body special who is
using specific IP address in your network. All of these are reasons why we need bandwidth management.

FTP: 10 Mbps

WEB: 10 Mbps

Mail: 5 Mbps
=TT

YolP: 128 kbps |
WEE:500 khps e e —

______ ~ N ' Internet =—

- -

WEG: 200 kbps l

How Bandwidth Management in ZyWALL?

ZyWALL achieves BWM by classifying packets, and control when to send out the classified packets.
Bandwidth Management of ZyXEL appliances operates on the IP layer. The major step to configure
BWM is defining filter rules by fields of IP header or TCP/UDP port number. Then specify the volume of
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bandwidth you want to allocate to the filtered traffic. There are two types of BWM in ZyXEL
implementations, Full and Lite versions.

Full version: Supported in SMB level devices, such as ZyWALL100, ZyWALL 70...etc. Users can define
how they want to classify traffic on each interface. In this version, child-class can borrow bandwidth from
parent-class if necessary by Bandwidth Borrowing. For classes that need more bandwidth even after
bandwidth borrowing, users can also apply Maximize Bandwidth Usage from the interface.

Interface:WAN

O

Class Tree

Using BWM

Go to ADVANCED->BW MGMT->Summary, activate bandwidth management on the interface you
would like to manage. We enable the BWM function on WANL1 interface in this example.

Enter the total speed for this interface that you want to allocate using bandwidth management. This
appears as the bandwidth budget of the interface’s root class.

Select how you want the bandwidth to be allocated. Priority-Based means bandwidth is allocated via
priority, so the traffic with highest priority would be served first, then the second priority is served
secondly and so on. If Fairness-Based is chosen, then the bandwidth is allocated by ratio. Which means if
A class needs 300 kbps, B class needs 600 kbps, then the ratio of A and B's actual bandwidth is 1:2. So if
we get 450 kbps in total, then A would get 150 kbps, B would get 300 kbps.
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—

Summary

BW M

Bandwidth Management Setup

Class Setup Monitor

can be switched on/off independently for each interface.

the bandwidth of traffic flowing out of router on the specific interface. BW Manager

4 4

WAN1 ~ EC [Priority-Based =] =
WANZ | { 100000 | Faimess-Based x| |
LAN | | 100000 | Faimess-Based ¥ | |
DMZ I | { 100000 | Faimess-Based x| |

|

Apply | Reset

Key Settings:

Active

Speed

Scheduler

Maximize
Bandwidth
Usage

Check the box to enable BWM on the interface. Note that if you would like to manage
traffic from WAN to LAN, you should apply BWM on LAN interface. If you would like
to management traffic from WAN to DMZ, please apply BWM on DMZ interface.

Enter the total speed to manage on this interface. This value is the budget of the class
tree's root.

Choose the principle to allocate bandwidth on this interface. Priority-Based allocates
bandwidth via priority. Fairness-Based allocates bandwidth by ratio.

Check this box if you would like to give residuary bandwidth from Interface to the
classes who need more bandwidth than configured amount. Do not select this if you
want to reserve bandwidth for traffic that does not match a bandwidth class or you want
to limit the bandwidth of each class at the configured value. (Please note that to meat the
second condition, you should also disable bandwidth borrowing on the class.)

Go to ADVANCED->BW MGMT->Class Setup, select the interface on which you would like to setup

the Class tree.

Click the radio button besides the Root Class, then press ‘Add Sub-Class’
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4
Class Name IApp
Bandwidth Budget ISDD (Kbps)
Priority |3—(n-?)
" Borrow handwidth from parent class
IV Enable Bandwidth Filter
Destination IP Address 21 .01 .1 .
Destination Subnet Mask 255 . 255 | 2585 .
Destination Port 2121
Source IP Address 192 168 . 1 .
Source Subnet Mask 255 . 255 | 255 .
Source Port 0
Protocol 1D ID
Cancel |
Key Settings:
Class Name Give this class a name, for example, "App’
Bandwidth ) . i
Configure the speed you would like to allocate to this class
Budget
Priorit Enter a number between 0 and 7 to set the priority of this class. The higher the number,
iori . . -
y the higher the priority. The default setting is 3.
Check this box if you would like to let this class to borrow bandwidth from it's parents
Bandwidth when the required bandwidth is higher than the configured amount. Do not check this if
andwi . . . :
B . you want to limit the bandwidth of this class at the configured value.(Please note that
orrowin . . i :
g you should also disable Maximize Bandwidth Usage on the interface to meat the
condition.)
Enable
Bandwidth Check this to specify the traffic types via IP addresses/Port numbers.
Filter

Destination IP L )
Enter the IP address of destination that meats this class.

Address
Destination
Enter the destination subnet mask.
Subnet Mask
Destination L )
- Enter the destination port number of the traffic.
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Source IP
Address

Source Subnet

Mask

Source Port
Protocol ID

After configuration BWM, you can check current bandwidth of the configured traffic in
ADVANCED->BWM MGMT->Monitor. The values in the column of Current usage (kbps) would
display the actually number.

Enter the IP address of source that meats this class. Note that for traffic from 'LAN to
WAN', since BWM is before NAT, you should use the IP address before NAT
processing.

Enter the destination subnet mask.

Enter the source port number of the traffic.
Enter the protocol number for the traffic. 1 for ICMP, 6 for TCP or 17 for UDP

4

Summary

Monitor

Class Setup Monitor

Interface |YWAN1 ¥

Budget (kbps] Current Usage (kbps]

Root Class 1500 300

App | 300 | 300 |

Scenario 1 - Limit (protect) bandwidth usage for ADSL uplink bandwidth

Description

We have a 2M/512kbps ADSL link. At DMZ side, we have one FTP server and one media server, suppose
we want to restrict upload FTP traffic at 100kbps, while restrict streaming traffic at 300kbps

All contents copyright (c) 2005 ZyXEL Communications Corporation.
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Upstream 512khps
Downstream 2Lbps

_WEN—\—&%E ISP1 ) Internet
\ T I (T4 W,

,---"'l”"_ 100kbps*”
E

erver 100khps FTP
300khps Media

Stepl.

Activate Bandwidth Management on the interface on which you want to control. In this example, it is
WANL1. Assign the bandwidth of the ADSL upstream because Bandwidth Management only manages

traffic that “flow out” the router’s interface.

Summary Class Setup Monitor

Bandwidth Management Setup

BW Manager manages the bandwidth of traffic flowing out of router on the specific interface. BW Manager
can be switched on/off independently for each interface.

[m
WAN1 2 [s2 [Faimess-Based »| r
WAN2 u j 100000 | Faimess-Based »| u
LAN | 100000 | Faimess-Based = | |
DMZ u j 100000 | Faimess-Based »| u

Reset |

Step2. Go to “Class Setup”. Click on Root Class and then click on “Add Sub-Class” to create and add a

new class under root.

Interface IW!'J'\W *I

Bandwidth Management: Active

Add Sub-Class | Edit| Delete | Statistics

We add a service and allocate 100kbps for FTP. Select the Service as FTP from drop-down list. Specify
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FTP server’s IP address as Source IP address.

Class Configuration

Filter Configuration

v

Step3. Add another class, Medial. In this case the server IP address is 192.168.1.10 and it uses UDP for
streaming. We allocate 300kbps for Media. Select the Service as Custom and assign Protocol ID to 17 for
UDP.
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Class Configuration

| |

Filter Configuration

Custom

Class Setup

[WAN1 =

Filter List

. : . Destination Source IP Source (Protocol
[+ o | seve | e e PR Ss| Ss g
EN  FfP | FTP | 00000 | 0 [ 19246812132 | 0 | 0
EN  Media | wa [ 00000 | 0 [192.168.1.1032 | 0 | 17

When you go to Monitor, one Default Class is created automatically and its bandwidth is the reset. This
class will apply to other kind of traffic like HTTP.
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Summary Class Setup | Monitor |

Interface IWAN1 'I

Root Class 512 0
FTP 100 0
Media 300 0
[Default Class 112 0

Scenario 2 - Limit bandwidth usage but hope to use bandwidth as many as possible for specific FTP
traffic.

Description

Suppose we have the same topology as scenario 1. We want FTP can be transferred in higher rate when
there is extra bandwidth.

Upstream 512khps
Downstream 2Lbps

ISP1 | Internet

SUUkhpR \J

100khps”

100kbps FTP
300kbps Media

Stepl.

Activate Bandwidth Management on the interface on which you want to control. In this example, it is

WANL1. Assign the bandwidth of the ADSL upstream because Bandwidth Management only manages
traffic that “flow out” the router’s interface.
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BANDWIDTH MANAGEMENT

Class Setup Monitor

Bandwidth Management Setup

Speed (kbps Scheduler Maximize Bandwidth Usage

Faitmess-Based |_

Step2. Go to “Class Setup” and add a new class under root. We add a service and allocate 100kbps for
FTP. Select the Service as FTP from drop-down list. Specify FTP server’s IP address as Source IP address.
Enable “Borrow bandwidth from parent class”

Class Configuration

Filter Configquration

Step3. Add another class, Medial. In this case the server IP address is 192.168.1.10 and it uses UDP for
streaming. We allocate 300kbps for Media. Select the Service as Custom and assign Protocol ID to 17 for
UDP.
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Class Configuration

Class Name |Media

[Eandwidth Budget |3EID I(thsj
Priority |3 07

™ Borrow bandwidth from parent class

Filter Configuration

¥ Enable Bandwidth Filter

Service ICustnm vI

Destination IP Address

Destination Subnet Mask

Destination Port IEI

ource IP Address 192 0168 . 1 . 10
Euurce Subnet Mask 266 . 266 . 265 | A6
Source Port IEI—

(Protocol ID [17 ]

Step 4. Now, two services are added. (FTP & Media) We expect that when there is not real-time UDP
traffic, class 1 can use up to 512kbps for FTP.

Scenario 3 - Limit bandwidth usage, but when there is residual bandwidth, we hope it can be shared
fairly among several active traffic.

Description

FTP Client A can get 400kbps FTP traffic and FTP Client B can get 800 kbps FTP traffic and IPTV user
can retrieve 800 kbps UDP streaming.

LAN Interface: Fairness-based, Speed = 2048kbps

Class 1: Budget = 400kbps, Dest. IP = FTP Client A’s IP, Service = FTP, Priority = 3, enable Borrow
Class 2: Budget = 800kbps, Dest. IP = FTP Client B’s IP, Service = FTP, Priority = 3, enable Borrow
Class 3: Budget = 800kbps, Dest IP = IPTV Client’s IP, Protocol = UDP.
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FIP
Client A Upstream 512khps Ml gTP
Dovwnstream 2MMhps erver
FTP
Client B “"-"'\____
N @ Iﬂteme'?
IPTV FTP A 400khps . 11
User FTF B 400khps Media
IPTV user 800 kbps Server

Stepl.
Activate Bandwidth Management on the interface on which you want to control. In this example, it is
LAN. Assign 2048Kbps to LAN interface.

Bandwidth Management Setup

BW Manager manages the bandwidth of traffic flowing out of router on the specific interface. BW Manager
can he switched on/off independently for each interface.

| Class | Active | Speed(kbps) | Scheduler | Maximize Bandwidth Usage |

WAN1 r [ioooon [Faimess-Based x|

WAN2 r 100000 |Faimess-Based =| r
( Lan v 2048 [Faimess-Based | r

DMZ J | IW |Fairness—Elasedj J |

Step2. Go to “Class Setup” and select LAN from the drop-down list of Interface. Click on Root Class and
then click on “Add Sub-Class” to create and add a new class under root.

Interface IUJ&N *I

Bandwidth Management: Active

oot Class: 2048 kbps

( Add Sub-Class || Edit| Delete | Statistics

We add a service and allocate 400kbps for FTP and destined to FTP Client A. Select the Service as FTP
from drop-down list. Input Client A’s IP address as Destination IP Address.
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Class Configuration

| |

Filter Configuration

| |

Step3. Add another service and allocate 800kbps for FTP and destined to FTP Client B. Select the Service
as FTP from drop-down list. Input Client B’s IP address as Destination IP Address.

Class Configuration

J |
Filter Configuration

| |
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Step4. Add another service and allocate 800kbps for IPTV user and destined to Media traffic to IPTV user.
Select the Service as Custom from drop-down list and set Protocol IP as 17 (UDP). Input IPTV user’s IP
address as Destination IP Address.

Class Configuration

| |

Filter Configuration

| |
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Secure Connections across the Internet

Site-to-Site VPN (Intranet) Scenario

A site-to-site VPN protects the network resources on your protected networks from unauthorized use by
users on an unprotected network, such as the public Internet. Site-to-site VPN connects offices in different
locations with encryption technology.

FemWte Office/
Eranch Office

Fem@te Siffice/
Branch Office

Configure ZyWALLs with Static WAN IP Address
This section describes an example configuration ZyWALL with static WAN IP address.

If ZyWALL is used as Internet gateway and public IP address is assigned on ZyWALL’s WAN interface.
ZyWALL uses this public WAN IP address for terminating the VPN tunnels from remote VPN gateways.

In following example, local VPN gateway (ZyWALL) uses a static public IP address.
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Static Public IP —_
N ( tntervet 4,
o
Local VPN Gateway Peer VPN Gateway

ey aleg i

l.'a By Pyl |
s .tn'o-:: " My Adena Fnns R
i
oo 3 [ oo o somemyinioms. Fror |
I'-rll—-f_-:r—

= Piw Sl Bay
" Conttomn [ it

-
[F_3l

| Livcal 10 Typsa
a1 Ty 0 =
Larsmi o 2l B D

1) Configure the static Public IP address to WAN interface through Network-> DMZ-> WAN1 (or 2) ->
WAN IP Address Assignment

2) Enter the WAN IP address as My Address in Gateway Policy

3) On peer VPN gateway, use the same IP address as Remote Gateway Address in Gateway Policy

On Local VPN gateway, select IP as the Local IP Type and enter the public WAN IP address as the

content of identify. One remote VPN peer, select IP as the Peer ID Type and enter the same IP address as

the content of identify.

Configure ZyWALL with Dynamic WAN IP Address
This section describes an example configuration ZyWALL with dynamic WAN IP address.

If ZyWALL uses PPPoE or Ethernet/DHCP for its Internet connection, WAN IP address is dynamically
assigned by ISP. Since ZyWALL has no idea about its WAN IP address before it is assigned, it is
difficult/impossible to use WAN IP Address for My Address in Gateway Policy.

To overcome this problem, Dynamic DNS can be used to resolving the VPN gateway. When new IP

68
All contents copyright (c) 2005 ZyXEL Communications Corporation.



ZyXEL ZyWALL 70 Support Notes

address is assigned to ZyWALL’s WAN interface, ZyWALL will updates the related record in DDNS
server. Therefore the peer VPN gateway can resolve ZyWALL’s IP address to make a VPN tunnel.

In following example, local VPN gateway (ZyWALL) uses a dynamic WAN IP address (PPPoE with
dynamic IP assignment).

WAN->WAN] or WAN2

P I I [ 1 et Ao
I Emcapsulation |PPP wear Etremal =] I
lignal)

U M |
Password S

I ™= Gat Automasically from I

DHS-=DDNS

B T
0w 1 =]
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4) Configure the DDNS entry under DNS-> DDNS and bind it to a WAN interface (WAN1 or WAN2).

5) Under Gateway Policy menu, select the DDNS entry from drop-down list and use it as My Domain
Name.

6) Configure the DDNS entry in Remote Gateway Address on peer VPN gateway.

7) Both DNS and E-mail can be used as the Local ID & Peer ID for authentication.

Note: If Hi-Available (HA) for incoming VPN HA is necessary, enable the HA option while configure the
DDNS entry under DNS-> DDNS ZyWALL will update its DDNS entry with another WAN interface
when the specified WAN interface is not available. Therefore, the next coming VPN connection will go
through second WAN interface.

Configure ZyWALL behind NAT Router

This section describes an example configuration ZyWALL behind NAT Router (Internet Gateway).
NAT routers sit on the border between private and public (Internet) networks, converting private
addresses in each IP packet into legally registered public ones. NAT is commonly supported by Internet

access routers that sit at the network edge. However, IPSec is NAT-sensitive protocol which means
modification on IPSec traffic may cause failure of VPN connection.

Eemote Officef
EBranch Office

Peer VPN Gateway

Private IP Public IP

By far the easiest way to combine IPSec and NAT is to completely avoid these problems by locating
IPSec endpoints in public address space. This can be accomplished in two ways:

1) Perform NAT on a device located behind IPSec gateway

2) Use an IPSec gateway for both IPSec (VPN) and NAT (Internet Access).

However, in some situation, it is inevitable to locate IPSec gateway in public IP address and it must be
placed behind the NAT router. For example, the NAT router has a different interface (e.g. leased line,
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ISDN) which are not supported by IPSec gateway. This example gives some guideline for configuring
ZyWALL behind NAT router.

| ot | I

NAT Forwarding on NAT Router Firewall Rule to allow [PSec traffic

ey o 8 @ Exlit Service
Dt Samver [ . 0.0 .0 GaTalagd! - o
m el il
0T e T
- : = T \Enpe oy

IFSEC_TRANSPORT/TLIMNEL{AH:0)
IPSEC_TUMMEL(ESPO) E
TRL T FrLILT O

HULTICAST G

Forward UDPport
Z00 (IKF) traffic to
LW ALL

1) UDP 500 (IKE) must be forwarded to ZyWALL to accept incoming VPN connection from peer VPN
gateway or client.

2) If Firewall is running on the same NAT router, make sure a firewall rule is configured to allow
IKE/IPSec (AH/ESP) traffic to pass-through.

WAN->WAN1 or WAN2

= Usa Flvad 1P Addrass
My WAN IP Addvess.

Gatoway 1P Addross ERCEE
VPN->VPN Rule (IKE) on ZyWALL

=l (3

VPN->VPN Rule (IKE) on ZyWALL VPN->VPN Rule (IKE) on ZyWALL
Gateway Py Information T
o Hy ByWALL 2 My WAL ; j ;
by Addross fozwim — " My Addrem I See e —
7 by Damain Ham [ =T (e oS - — e
T Ramate Gateway A - I@l\—nﬁ-—rl— 210242 0 70 I
Authentication K
# PreShared Key Er = pra 12388678
% Ferion sorcen Bl © Cenificate - -] See My Carificates)
Lacal 10 Type | |m'.‘nm‘.“-l Lacal 10 Type !
Content 210,242 8270 | AT Ir R
el O L= | \ Peer 10 Type [F = I
Contant prozazezy] 000 @ Content Fiozeommn

3) On ZyWALL, enable “NAT Traversal” no matter if the front NAT router supports NAT Traversal
(IPSec pass-through) or not. With this option enabled, ZyWALL can detect if it is placed behind NAT
when peer VPN entity also support NAT Traversal function. If yes, the IPSec traffic will be
encapsulated in UDP packet to avoid traversal problem on NAT routers.
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4) Under VPN->Gateway Policy-> Gateway Policy Information configure the private IP address as
“My Address” on local ZyWALL gateway (behind NAT router).

5) On peer VPN gateway, use the public WAN IP address of NAT Router as the “Remote Gateway
Address” of Gateway Policy rule.

The ID must be consistent no matter if IP/DNS/EMALIL is used. So long as if the ID Type and content are

consistent on both VP entities.

Mapping multiple Network policy to same gateway policy

This section describes an example configuration to map multiple (different) network policies to same
gateway policy which is built between two VPN gateways. Different network policies allow user in one
network to access multiple destination networks which are not in the continuous range. The other feature
of this application is to limit some users to access some specific destination and prevent others from
accessing the same network.

In following example, the owner of PC1 belongs to financial department and needs to connect to the
financial department (Dept.1) for business sensitive application. PC2 belongs to other group (Dept.2) and
need to access Dept.2 .

_— e — —— — — — ———

IKE Tunnel

e — ——— — — — — — — — — —

Traffic (PC2 <—> Dept2)

—_—

Internet !— i
()_‘fVPNtunnel 1 _(\ ) __.__.; ~ .Pa,
) qveNtwnnel2 () GW2 i

N N’

The configuration goal is to achieve following two :
1) Setup VPN rule to allow PC1 to access Dept.1 through the tunnel between GW1 & GW2
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2) Setup VPN rule to allow PC2 to access Dept.2 through the tunnel between GW1 & GW2
PC1 PC2 GW2 GW1 Dept.1 Dept.2

WAN WAN
192.168.35.101192.168.35.102 192.168.71.0/24192.168.72.0/24
210.242.82.35 | 210.242.82.70

The following will illustrate how to configure on the GW1.:
1) Login ZyWALL and click at “VVPN”

SECURITY
FIREWVAL L
TOMTENT FILTER
VPN

CERIFICATES
AUTH SERVER.

ADWVANCED

3) Click on the icon to add a new “gateway policy” of the VPN tunnel

4) Enable “NAT Traversal” and configure the WAN IP as the “My Address” of My ZyWALL and

Name [Static Public IP Address
| ¥ NAT Traversal |

Gateway Policy Information

.0 My ZyWALL

I o M}f Address 210.242.62.70 I [Dormain Name ar IP Address)
© My Domain Name More | (See DDNS)
I % Remote Gateway Address  [210.242 5235 I

5) Under Authentication Key, “Pre-Shared Key” or “Certificate” can be used as authentication method.
For detailed usage of “Pre-Shared Key” and “Certificate”, please refer to XXX. In this example,
“Pre-Shared Key” is used and the string “12345678” is used as example.
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12345678 |
auto_generated_self_signed_cert =)
P~

210.242.82.70
P
210.242.82.35

6) Extended Authentication (xAuth) can be enabled or not depending on your application. For detailed
info, you can refer to XXX.

Extended Authentication

7) Under “IKE Proposal”, select the Encryption and Authentication Algorithm. Note the configuration
must be consist on both ZyWALLs (GW1 & GW2)

IKE Proposal

9) The IKE rule will be configured as below:
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YPH Rules (Manual) SA Monitor Glohal Setting

YPHN Rules

VPN Tunnel

11) Activate the profile and name this policy as “PC1-to-Deptl” in this example. Enable “Nailed-Up”
option if you need the functionality that will automatically re-initiate a tunnel to a configured peer in
the event of SA Lifetime expires, failure on the link.

Property

v

FC1-to-Depti

12) This network policy “PC1-to-Deptl” will be mapped to Gateway Policy, “Static Public IP Address”
by default. If you need to change to other pre-defined Gateway Policy, you can select from the
drop-down list.

Gateway Policy Information

T Static Public IP Address

13) Under “Local Network”, choose “Subnet” and input “192.168.71.0” and “255.255.255.0” for Dept1 in
this example.
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Local Network

L Sul:unet Address =

Remote Hetwork

R Single Address -

192 . 188 . 35 .

15) Under “IPSec Proposal”, select the Encryption and Authentication Algorithm. Note the configuration
must be consist on both ZyWALLs (GW1 & GW2)

IPSec Proposal

17) The new Network Policy, PC1-to-Deptl is added to the Gateway Policy.
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Local * Internet ' Remote °
__ Network & VPN . Network
Static Public IP
el €,21210.242.82.70 €r210.242.82.35 & 0 Ef%‘_;?

PC1.t0-Deptl ¢y 192.168.71.0/ €R3 192.168.1.101 i & 0 i3

255.255.255.0

18) Follow the same procedures as step 10~16 to add 2™ Network Policy, PC2-to-Dept2.

YPH Rules

Local * Internet Remote °

__ Network & VPN T . Network

Static Public IP

e €210.242.82.70 €y210.242.82.35 EQT | o
PC1-to-Deptt €59 Tocpuoany €R 192.168.1.101 o & nia
PC2toDepz €57 Jocaorien €R 192.168.1.102 o & nia

Finish

Using DDNS for VPN Redundancy

This section describes an example configuration ZyWALL to accept VPN connection through the other
link while one line is down.

For detailed configuration, please refer to the section Configure ZyWALL with Dynamic WAN IP
Address to configure DDNS on the VPN gateway. Also enable the HA option while configure the DDNS
entry under DNS-> DDNS ZyWALL will update its DDNS entry with another WAN interface when the
specified WAN interface is not available. Therefore, the next coming VPN connection will go through
second WAN interface.
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Using Certificate for Device Authentication

IKE must authenticate the identities of the systems using the Diffie-Hellman algorithm. This process is
known as primary authentication. IKE can use two primary authentication methods:

1) Digital Signatures

2) Pre-shared keys

Digital signature and public-key encryption are both based on asymmetric key encryption and require a
mechanism for distributing public keys. This is usually done using security certificates and a Public Key
Infrastructure (PKI).

If certificate (Digital Signatures) is used for authentication, there are five available types of identity: IP,
DNS, E-mail, Subject Name and Any.

Depending how certificates are generated, it can be classified into three methods:
1) Using Self-signed Certificates (both entities must be ZyXEL IPSec gateway)
2) Online Enroll Certificates
3) Offline Enroll Certificates

This example displays how to use PKI feature in VPN function of ZyXEL appliance. Through PKI
function, users can achieve party identification when doing VPN/IPSec negotiation.

Using Self-signed Certificates

For customers who don't have CA service support in their environment but would like to use PKI feature,
ZyWALL provides self-signed certificates to achieve this. As the name indicates, a self-signed certificate
is a certificate signed by the device (ZyWALL) itself.

ZyWALL has the feature to sign itself a so-called self-signed certificate which can be imported to other
ZyWALL for authentication. This feature allows users to use certificate without CA. The certificate must
be exchanged and imported into Trusted Remote Hosts before making a VPN connection.
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AL
Self-signed

i
3
-1

TR

T

-/ Peer VPIN Gateway

Local VPN Gateway

Import

Export

ZntAL| s
Self-signed
Certificate

The factory default self-signed certificates are the same on all ZyWALL models. It is not secure to use the

default self-signed certificate. To make the self-signed certificate unique for this device, you should
replace the factory default certificate by pressing the Apply button in the following page at the first time

you login to ZyWALL.

Replace Factory Default Certificate

The factory default certificate is common to all
ZyWALL models. Click Apply to create a certificate
using your ZyWALL's MAC address that will be
specific to this device.

|

If you reset ZyWALL to default configuration file, the original self-signed certificate is also erased, and a
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new self-signed certificate should be created at the first boot up time.

To use self-signed certificate, go to ZyWALL CERTIFICATES->My Certificates and export ZyWALL'’s
certificate.

My Certificates

WW‘

CH=AANALL | CH=ZyWALL | 2000 Jan | 2030 Jan
auto_generated self signed cert™SELF 1000 1000 1st, 00:00:001st, 00:00: I]I] ﬁ'
DDADCS012345 | 00ADCS012345 GMT GMT

1) Press “Export” to save the ZyWALL self-signed certificate to local computer in Binary X.509 format.

Certificate in PEM (Base 64) Encoded Format

|

I

|

I

|
m
=
(%]
.
=
(]
=
jeul
._]
.
]
A
(%]
e
._]
=

:

I

|

I
| »

MIIBheCCATGHAWIBAGIEChWT? TANEgkghkiGOwOBAQUFAD A JMSEwHw YDV QODEx ha
eVdETEwgMNTAwHC AWMEEwOzUwMT I eND UwHheNMD AwvM TAXMD AwMD AuiThe Nz AwHTAx
MDAWMD AwW] AJMSEvHuYDWVOODEx haeVAETEwgMTAwNC AWMEEwQzTwMTI =N D TwD AN
BgkghkiG9wOBAQEF AMNLADETAKEASOIC+w3IVoCKGodN,/ 3Gs0cdalve9xJyELQAS X
af zgkXCnnmMLIFOCakNmnIcO0Hy/ 3nsFR4LE YV LEJFmOCmKecPwID AQARoOOwS z AD
BgNWVHOSBAQAEBAMC A OwJ Y DVROREE4wHIEaMDEEMEMIMDE M= Q10GF 1dGEuZaVu
LM 1enQuEgYDVROTAQEAE LgwEGER/ wIBATANEgkghkiGOwlBLQUF LANBLCC+HE i
haEoQ7Q3WTHenBUvAGYiquegy/ ShEJToSqdeF V0L 6mIJ W Tmzh Gu+ANFShe 5101
B/ Af0WOKOHL Wye= 4|

Apply | Cancel |

2) Or mark the certificate in PEM (Base-64) Encoded Format and then copy to a test editor (e.g.
Notepad) and then save to you local computer in PEM (Base-64) Encoded Format.

Certificate in PEM (Base-64) Encoded Format

Export | Applyl Cancel |

Then import the certificate to the other ZyWALL VPN gateway. Go to the other ZyWALL and click
“Import” button under CERTIFICATES->Trusted Remote Hosts
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Trusted Remote Host Certificates

| # | Mame [  Subject | Valid From Valid To |_Modify |

g [t |

Select the certificate from local computer.

| |[Browse.

Trusted Remote Host Certificates

| MName |  Subject | Valid From Valid To m

When you configure VPN rule with certificate, select Certificate under VPN-> Gateway Policy. Select My
Certificate from the drop-down list. When (My) certificate is selected, ZyWALL will show what is the Local ID
Type and Content in my certificate. You must configure the same setting on peer ZyWALL and vise versal.

For example, on Local ZyWALL, the Local ID Type 1s E-mail and content is 00A0C5012345 @auto.gen.cert.
Therefore, configure Peer ID Type and content on peer ZyWALL.

VPN->VPN Rule (IK ZyWALI YPN->¥PN Rule (IKE) on peer Z5WALL

Awthenticatien ey

L]
=]

[chirancatican =]

L |
00 CS01 245 il gee cal
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Online Enroll Certificates

This example displays how to use PKI feature in VPN function of ZyXEL appliance. Through PKI function,
users can achieve party identification when doing VPN/IPSec negotiation. With online enrollment, ZyWALL
firstly create certification request locally, then send certification request to trusted CA (Certificate Authority)
servers, and finally get a certificate for further usage. ZyWALL supports both SCEP and CMP protocols as

methods of online enrollment. Both SCEP and CMP online enrollment protocols provide secure mechanisms to

transmit ZyWALL's certification request securely over Internet. In this example, we adopt SCEP protocol to
enroll certificates.

Step 1. Download CA server's Certificate

Step 2. Create certificate request and enroll certificate request on ZyWALL A

Step 3. Create certificate request and enroll certificate request on ZyWALL B
Step 4. Using Certificate in VPN on ZyWALL A
Step 5. Using Certificate in VPN on ZyWALL B

1. Download CA’s Certificate
2 Create Certificate Request & 3 Create Cemificate Request &
Enroll Centificate Request Enrall Certificate Requast
e \ o
4, Using Certificats in VPN 5. Using Cenificate in VPN
A
LAN 1 ZyWALLA ZyWALL B LAN 2
LAN: 10.1.133.1 LAN: 192.168.2.1
10.1.133.0/24 192.168.2.0/24

WAN: 192.168.1.35 WAN:192.168.1.36

Step 1. Download CA server'’s Certificate
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The most critical part for online certification request would be we need to send the certification request over
Internet, which 1s an insecure environment. To prevent certification request from being modified or
eavesdropped, we need to download CA server's certificate in the first step. When ZyWALL delivers the
certification requests, the public key in CA server's certificate will be used to protect the data.

You may need to access CA server's WEB interface or contact the administrator to get CA's certificate. Then
you can go to SECURITY->CERTIFICATES->Trusted CAs to import the downloaded certificate.

Trusted Remoie

My Cenificates Trusted CAs Directony Seners

Hosts
PKI Storage Space in Use
s 100%
Trusted CA Setfing
o[ vome | st | [ | oo [ o
CH=55H Test CA CN=55H Test CA |
|1 Mo Liabilities, 1 No Liabilifes,

0-55H 0-55H 2001 Aug 151, 2004 Aug fst,
SSHCA (o municationsCommunications. 070892 G orgez ot M B O
Security Corp,  Security Carp,
C=Fl C=Fl

Rufresh

Step 2. Create certificate request and enroll certificate request on ZyWALL A
1. Input a name, for this Certificate so you can identify this Certificate later.

2. In Subject Information, give this certificate a Common Name by either Host IP Address, Host Domain
Name or E-Mail address. Organizational Unit, Organization, Country are optional fields, you are free to
either enter them or not.

3. Finally, specify the key length.
4. Select Create a certification request and enroll for a certificate immediately online.
5. Specify the Enrollment Protocol to Simple Certificate Enrollment Protocol (SCEP).

6. Inthe "CA Server's Address" field, input the URL to access CA server, for example,
http://1.1.1.1:8080/scep/

7. Choose the previously downloaded CA server's certificate from the drop down list.
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8. Input user name and password 1f necessary.
9. Then click Apply.

—

CERTIFICATES - MY CERTIFICATE - CREATE

Enroliment Opiions

Simple Cetificate Ensolirent Protocal (SCEF) =)

After pressing the Apply button, ZyWALL would create the certification request and send it to the CA server
for enrollment. It may take one minutes to complete the whole process. After CA server agrees to issue the
corresponding certificate, you will find a newly enrolled certificate in My Certificates.
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Trustad Remole

Husts Directony Seners

My Canificates Trusted CAs

PHI Storage Space in Lse
o]} 00%

2000 0

s s st s s SLSMALTY S’ )
e e e e e e Gm GlT ‘-
CH=55H Test CA
1Ho Lisbilties, 0 ot
I D=55H
ZyWALL A &“m‘m.mnhﬁ“m“'“ﬂ“thi?;h

| Sucurity Corp,
C=Fl GMT  GEMT

Impart CraiﬂaJ Hehshl

Step 3. Create certificate request and enroll certificate request on ZyWALL B

1. Input a name, for this Certificate so you can identify this Certificate later.

o

In Subject Information, give this certificate a Common Name by either Host IP Address, Host Domain
Name or E-Mail address. Organizational Unit, Organization, Country are optional fields, you are free to
either enter them or not.

3. Finally, specify the key length.
4. Select Create a certification request and enroll for a certificate immediately online.
5. Specify the Enrollment Protocol to Simple Certificate Enrollment Protocol (SCEP).

6. Inthe "CA Server's Address" field, input the URL to access CA server, for example,
http://1.1.1.1:8080/scep/

7. Choose the previously downloaded CA server's certificate from the drop down list.
8. Input user name and password if necessary.

9. Then click Apply.
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—

CERTIFICATES - MY CERTIFICATE - CREATE

Subject Inflormation

0 <0 0 &0

estdTzyxel com tw

Enrollment Options

After pressing the Apply button, ZyWALL would create the certification request and send it to the CA server
for enrollment. After CA server agrees to issue the corresponding certificate, ZyWALL will receive it
automatically, and you will find a newly enrolled certificate in My Certificates.

V

CERTIFICATES
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Step 4. Using Certificate in VPN on ZyWALL A

1. Activate the rule

2. Give this VPN rule a name "toZyWALL_B"

3. Select Key Management to "IKE"

4. Select Negotiation Mode to "Main"

5. Edit Local: Address Type="Subnet Address", Starting IP Address="10.1.33.0", End IP Address/Subnet
Mask="255.255.255.0"

6. Edit Remote: Address Type="Subnet Address", Starting IP Address="192.168.2.0", End IP Address/Subnet
Mask="255.255.255.0"

7. Authentication Key, Select Certificate, and choose certificate you enrolled for this device from drop down list.
&. Fill in My IP address="192.168.1.35"

9. Peer ID type= "ANY"

10. Secure Gateway Address="192.168.1.36"

11. Encapsulation Mode="Tunnel"

12. Leave other options as default.
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Property

Extamded Authentication

Local Policy

Remote Policy

Authentication Mathod

Gateway Information

192 . 168 . 1 . B
I?P.|ﬂ{mllﬁwdn5.grg | i(Sen DONS
32 168.1.3%

IPSec Adgorithm

13. You can check detailed settings by clicking Advanced button.
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Step 5. Using Certiticate in VPN on ZyWALL B

1. Activate the rule

2. Give this VPN rule a name "toZyWALL_A"

3. Select Key Management to "IKE"

4. Select Negotiation Mode to "Main"

5. Edit Local: Address Type="Subnet Address", Starting IP Address="192.168.2.0", End IP Address/Subnet
Mask="255.255.255.0"

6. Edit Remote: Address Type="Subnet Address", Starting IP Address="10.1.33.0", End IP Address/Subnet
Mask="255.255.255.0"

7. Authentication Key, Select Certificate, and choose certificate you enrolled for this device from drop down list.
&. Fill in My IP address= "192.168.1.36"

9. Peer ID type= "ANY".

10. Secure Gateway Address= "192.168.1.35"

11. Encapsulation Mode="Tunnel"

12. Leave other options as default.
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Property

Extamded Authentication

Local Policy

Remote Policy

Authentication Mathod

Gateway Information

= 1P Address 192,168 . 1 .35

™ My Do H: laussezywall dyndns.orn E S

192.168.1.35

: Algorithm

13. You can check detailed settings by clicking Advanced button.
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Offline Enroll Certificates

In this guide, we describe how ZyWALL devices, both ZyWALL A and ZyWALL B as IPSec/VPN tunnel
end points, authenticate each other through PKI. We use CA (Certificate Authority) service provided by
Windows 2000 server in this example. The whole procedure includes

Step 1. Create certificate request on ZyWALL A.

Step 2. Enroll the certificate request to Windows 2000.

Step 3. Create certificate request on ZyWALL B.

Step 4. Enroll the certificate request to Windows 2000.

Step 5. Setup VPN rule on ZyWALL A

Step 6. Setup VPN rule on ZyWALL B.
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1. Create Certificate Request 3. Create Certificate Request

.,

2. Enroll Certificate Request / \ Enrall Certificate Request

N\ i N\
5. Using Certificate in VPN 6. Using Certificate in VPN
LAN 1 ZyWALLA ZyWALL B LAN 2
LAN: 10.1.133.1 LAN: 192.168.2.1
10.1.133.0/24 0.1.133 02168 192.168.2.0/24

WAN: 192.168.1.35 WAN:192.168.1.36

Step 1. Create Certificate Request on ZyWALL A

1. Go to VPN->My Certificates -> Click Create button.

Trusted Remots

Hosts Directory Servers

My Cenificates Trusted Chs

PHI Storage Space in Use
e | 0%

Carfificates Satilng

e Mame |Typel Subject | lssuer |Valid From| Valid To | Modify |
2000 Jan | 2030 Jan

L7,
auto_genarated_self signed_cent*SELF 70 m 1-t.m:u1-t.m@ i}

Irnpun] £re=ate[:l! Refresh I
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2. Input a name, for this Certificate so you can identify this Certificate later. In Subject Information, give this
certificate a Common Name by either Host IP Address, Host Domain Name or E-Mail address. Organizational
Unit, Organization, Country are optional fields, you are free to either enter them or not. Finally, specify the key
length and select Create a certification request and save it locally for later manual enrollment.

E r||||||||:||:r|'i 1.Zl|lli|||1:.

Simple Cerficate Enrallment Protocol (SCEP)

=l

3. Wait for 1-2 minutes until "Request Generation Successful" displays. During this period, ZyWALL 18
working on creation of private, public key pair, and certificate request.

CERTIFICATES - MY CERTIFICATE - CREATE - STATUS

4. After creating certificate request, ZyWALL would return Successful Message.
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CERTIFICATES - MY CERTIFICATE - CREATE - STATUS

|

5. In My Certificates tab, you can get a new entry in grey color. This 18 the Certificate Request you just created.

Click Details to export the request.

CERTIFICATES

My Cortifi mlr‘:..' .".vr.'ﬂ:in q

Hame yp@ Subject Issuar Et
| o

[
—

Step 2. Enroll Certificate Request

1. Copy the content of Certificate in PEM Encoded Format, by selecting all of the content, then right click your
mouse, and select Copy. Keep your copy in clipboard for later paste.
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ZyXEL Riss Fywar_» 4
icatin Infurmatinn
HIME .
Type PHES#0 Consdication Regoest
METWORK Serial Humbar a
Subjoct ENteat ] ffzy el com iw
Issaaer L)
Signatare Abqeiithm  1sa-phesl-shal
Walid Fram LT
Valid To A
Ky Algorithm rsaEncryption (1024 bag)
Subject Alainative EMAIL=testiGizyret com 1w
ey Usage DigftatSignaturs, KeyEnciphemant
M Fingerprint E7 Be0a 8371 74:29.12 bA.42 bl 34 8067 d3.41
SHAY Fingerprint 4570 bl d1-b1 67 30R0-02 o5 Becdb 91 bR 0463 o) B 02 c3

LOGS

MAINTERANCE

LOGOT

Expor Camcal

(Sratas: Hoady

In this support note, we utilize certificate enrollment service from Microsoft Windows 2000 CA server. The
enrollment procedure of your CA server may be different, you may need to check your CA service provider for
details.For how to setup Windows 2000 CA server, users may refer to http://www.microsoft.com.

2. Issue the URL to access the CA server, type in User Name/Password/Domain fields.
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] Fle. Edt  Wiew Favorfes. Tooks Help ﬂ
| ek - = - Q@ [E) A | Qsearch [fovorkes Pede P15 S = EH B _
| Address [&] 192.168.1.33/certsrv =] @

=

enter network Password R TFY
@ Pleace lype pour et name and pasiwond
Sihe: 192168.1.33

Uzer Mame IHESH

P I,-n

Doman  [csolocal

™ Save this password in wour passveord fist

I Ok ' Cancel

& Opening page hitp:f/192.168.1,33/certsry. . [ [ [T e intemst

B

3, Select Request a Certificate, then press Next> button.
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3 Microsoft CL‘rtIliE-EI_LI'_‘ :'mﬂur:r_'i- "1i1:ruf:n!t Internet Explorer ;_I_n_lﬂ
| Fle Edt View Favorkes Took Help
| mri - = - QA A Qoewch GiFavortes Pmeds 3| By O 0 - H B

| address [&] rep192.168.1 3 certarv] =] P |

Microsoft Canlificate Sarvices -

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other
secura program. Once you acquire a certificate, you will be able to securely identify yourself to
other people over the web, sign your -mail messages, encrypt your e-mail messages, and
more depending upon the type of cerlificale you request,

Select a task:
™ Retrieve the CA certificate or certificate revocation list
& Request a cerificate
" Check on a pending certificate

Mext >|:|

|

/&] Done [l [ ntemet

4. Choose Advanced request, the press Next> button.
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1 Microsoft Certificate Services - Microsoft Internet Explorer ;_!Q_Iﬂ
] Fla Edit View Favorkes Tools Help _

[ Sopack - = - @) 4| Qseach GiFwores Grede I\ - ST - HD

Home

Choose Request Type

Please select the type of request you would like to make:

 |ser certificate request

= Advanced request

W

| KA

/€] Done [ [ [ 4 intemet

5. Choose "Submit a certificate request using a base64...", then press Next> button.
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=} Microsoft Certificate Services - Microsoft Internet Explorer ;_I_E_Iﬂ
| Fle Edt View Favorkes Took Help
| vk - = - D [ A Qoearch aifavortes Fveds (3| - 5 0 - H @
ekt ) ez 1691 ferarvcerasd 0 sy

Microsoft Canlificate Sarvices -

Advanced Certificate Requests

You can request a certificate for yourself, another user, or a computer using one of the following
methods. Mote that the policy of the cerification authonty (CA) will determine the cerificates
that you can obtain.

 Submit a certificate request to this CA using a form.

& Submit a cenificate request using a basef4 encoded PKCS #10 file or a renewal request
using a basetd encoded PKCS #7 file.

¢ Request a certificate for a smart card on behalf of another user using the Sman Card
Enrallment Station.

You must have an enroliment agent certficate to submit & request for another user.

Mext >

|

/€] Done L1 [ ntemet

6. Right click your mouse, then paste the certificate request you get in step 2.1.
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A Microsoft Certificate Services - Microsoflt Internet Explorer

| Fle E® Vew Favortes Tock Help -
| pack - = - Q[ Q| Qoewch Glravkss Preda J - T - EHE o
|| Adkess [ 8] b 192.168.1. 33fcertsrvicertrant.a6p Figa

Microsoft Cenficate Se

Submit A Saved Request

Paste a basetd encoded PKCS #10 cerificate request or PKCS #7 renewal request generated by an
external application (such as aweb server] into the request field to submit the request to the certification
authority (CA).

Saved Hequest:

Basebd Encoded
Cenificate Raquest
(PRCS #10 or #7)

s

Browsa for a file to inser,

Certificate Templata:
EUEEI _:'J

Additional Attributes:

Alinbutes: L %I
: o

!

] [ e i

7. Click "Download CA certification path"

T Microsoft Certificate Services - Microsoft Internet Explorer

| Fe ER Vew Fovortes Tok Heb =
| obak - & - Q[ A Qewch Giravorkes Peds P B- DD -EHA |
|| caess ] vet1s52.168.1. afcertseviconinsh.on ] e |

Microsoft Cedificate Seraces -

Certificate Issued

The certificate you requested was issued to you

& DER encoded or © Base 64 encoded

"D X y
Mﬁﬂﬁﬁ&ﬁﬂli_ﬁﬁilﬂ_ﬁ{ﬁiﬁl

|

] Dowrload CA certification path 1T [ wntemet ¥

8. A file download would pop out, press Save button, and choose the local folder you would like to store the
certification path.
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9. Double click the saved file, Select Certificates, right click the Certificate, choose All Tasks-> Export...

B Certificates T -|ol x|
| action Wew | & = B@m| B @
Tree | IssuedTa | 1ssued By | Expi
=) Certificates - File Edcso-ca C50-CA 200!
B G:\CERT\ZWa-PATH.P7E

—§ Certificates Open

BT over

Copy

Fislp

E-:port a certificate

10. Certificate Export Wizard would be popped up, then press Next>.

Certificate Expork Wizard x|

Welcome to the Certificate Export

Wizard

This wizard helps yvou copy cerbificates, certificate brust
lists and certificate revacation lisks from a certificate
stare ko your disk.

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used ko prokect data or to establish secure network,
conneckions, & certificate store is the system area where
certificates are kept,

To continue, click Rext.
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11. Choose DER encoded binary X.509(.CER), then press Nxet>,

Certificate Exporkt Wizard ]

Export File Format
Certificates can be exparked in a wariety of file formaks,

Select the Farmat vau wank ko use:

" Base-64 encoded 3,509 £CER)

" Cryprographic Message Syntax Standard - PKICS #7 Certificates (. P7E)
I™ | Include all cettificates:in the certification p ath if possitle

{ Berconal Infermation Exchange - PRES #12 (PR
I Include all certificates;in the certification path if possible

I | Enable stromg protection {reguires IE5.0, KT 400504 or abayve]

[ pelete the private kesy if the expork is successhul

= Back I Mexk }& I Cancel

12. Specify the path to store your exported Certificate.

Certificate Export Wizard i

File to Export
Specify the name of the file yau wank bo export

File name:

|G:'l,cert'l,2';.fwall_a.|:er

< Back. | Mext = k| Zancel
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13. Click Finish.

Certificate Export Wizard ) x|

Completing the Certificate Export

Wizard

You have successfully completed the Certificate Expart
wiz ard,

You have specified the Following settings:

File Mame ek
Export Kevys Mo
Include all certificates in the certification path Mo
File Farmat CER En
< | b

Cancel |

14. Go to ZyWALL WEB GUI -> VPN -> My Certificates -> click Import button.

Trusted Remota

My Carificates Trusted CAs Directory Senvers

Husts
PHI Storage Space In LUsa
ozl 100%
My Cortificates Setiing B
i Type besuer iy [

0m 000
ERETRALE Jan 1st, Jan 1st,

B a3
00000 b 00 <D
MADCSTIEMY ot GuT

TYWALL A REO CH-tosti@ryxolcomiaw, WA wa | owe B3

aulo_generated sell signed cen™SELF g;umn;?

[ 5 ]

Impuﬂri Euealei Rafrezh
3

A

15. Click Browse... button to find the location you stored ZyWALL's certificate then press Apply button.
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CERTIFICATES - MY CERTIFICATE - IMPORT

Import

16. After a while, if you see the gray entry turns to a black one, then it means the import of ZyWALL's
certificate 1s successful.

CERTIFICATES

Trustad Chs Tmnd“ “‘m'“' Directony Semvers

17. Repeat the same procedure from 9 to 13, to export CA's certificate. Note that you may get more than one
CA server's certificate, it's not necessary to export all of the CA server's certificates, you can double click
ZyWALL's certificate, such as zywall_a.cert.cert in this example, and select Certification Path to view the
nearest CA server's name, and then - export that CA server's certificate.

Import the saved CA server's certificate. Click Browse... button, and then select the location.
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CERTIFICATES

Hame Subject | Fesuer Valid From

After import CA's certificate, you will get this display.

CERTIFICATES

Towstad CA Seiting

Namn Subjoct

Step 3. Create Certiticate Request on ZyWALL B

1. Go to VPN->My Certificates -> Click Create button.
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CERTIFICATES

Trusted Remote

Trusted CAs Hosts Directory Servers

My Certificates Setting

2. Input a name, for this Certificate so you can identify this Certificate later. In Subject Information, give this
certificate a Common Name by either Host IP Address, Host Domain Name or E-Mail address. Organizational
Unit, Organization, Country are optional fields, you are free to either enter them or not. Finally, specify the key
length and select Create a certification request and save it locally for later manual enrollment.

[ywALL B |

Subject Information

test2@zyxel com.tw

Enroliment Options

Sirnple Certificate Enraliment Protocol (SCEF) 7]
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3. Wait for 1-2 minutes until "Request Generation Successful" displays. During this period, ZyWALL 1s
working on creation of private, public key pair, and certificate request.

Regquest Generation in Progress

This may take up to one minute. Please wait...

4. After creating certificate request, ZyWALL would return Successful Message.

—

Request Generation Successful

Please click on Beturn to go to the My Certificates screen.

Return |

A

5. In My Certificates tab, you can get a new entry in grey color. This 18 the Certificate Request you just created.
Click Details to export the request.

Trusted Remote

Hime DI O

My Certificates Trusted CAs

PHKI Storage Space in Use
i | 100%

Valid | Valid ;
s I T T A

2000 | 2030
. K CN=ZWVALL70 CNSDAVALL | jan 1st, lJan 1st,
auto_generated_self signed_cert™SEL 70 0:00:00 00:00:00 = i
00AOC5598533 00ADC5598533 00:00:00 00:00:
GMT | GMT
‘ ZyWALL B REQ [CH=tesZ@zyxel.com.tw N/A NA | A | B

Imponl Create | Refrash
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Step 4. Enroll Certificate Request on ZyWALLB

1. Copy the content of Certificate in PEM Encoded Format, by selecting all of the content, then right click your
mouse, and select Copy. Keep your copy in clipboard for later paste.

Name ZyWALL B

Type PECS#10 Certification Reguest
Serial Number ]
Subject Chi=test2@zyxel.com.tw
Issuer PAA,
Signature Algorithm rsa-pkesl-shal
Valid From TAA
Valid To TfA
Key Algorithm rsaEncryption (1024 bits)
ﬁuhjec‘t Stamaie ErAlL=test2i@z yxel.com. tw
ame
Key Usage DigitalSignature, KeyEncipherment
MD5 Fingerprint 04:09:58:e2:a0:78:c1:7 c:eF:da:75:50:41:50:95:8e
SHA1 Fingerprint 30:5c:e9:d2:75:e3:8: 1o:b1:a5:21:6£59:31:96: 4c:ca:74:0b: 56

Lelete

Select Al

Export | Cancel |

In this support note, we utilize certificate enrollment service from Microsoft Windows 2000 CA server. The
enrollment procedure of your CA server may be different, you may need to check your CA service provider for
details.For how to setup Windows 2000 CA server, users may refer to http://www.microsoft.com.

2. Issue the URL to access the CA server, type in User Name/Password/Domain fields.
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J File- Edit  Miew Faworites Tools  Help m
J = Back + = - @ ﬁ- | @58arch [Ze] Favorites @Media @ | %v 5 E -
| Address @] http: /192, 168.1, 33(certsrv ~| @an
N =l
fz?> Please twpe your uger name and password,
Site: 1592.168.1.33
User Marne Itest2
Pazzword Ixm
Damain |cso.lncal
[T Save thiz pazsword in vour password list
0k I Cancel
|
@ Opening page hkkp: /192,168, 1,33 /cerksry. .. |. |_|_|_|ﬂ Inkernet 4

3, Select Request a Certificate, then press Next> button.
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“JMicrosoft Certificate Services - Microsoft Internet Explorer =10l =i
J File Edit Yiew Faworites Tools  Help ﬁ
J dm=Back - = - ol | i@ 5earch [GlFavorites GfMedia £ | Ey- S -

| address [ @] http:i192.168.1.33certsrf ~| @eo

Microsoft Cerificate Services - C

Home

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other
secure program. Once you acquire a certificate, you will be able to securely identify wourself to
other people over the web, sign your e-mail messages, encrypt your e-mail messages, and
more depending upon the type of cerificate you request.

Select a task:

O Retrieve the CA certificate or certificate revocation list
& Reguest a certificate
© Check on a pending certificate

Mext ;b[: |

|

{&] Dore I_ I_ I_ |4 Intermet

4. Choose Advanced request, the press Next> button.
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“JMicrosoft Certificate Services - Microsoft Internet Explorer =]

J File Edit Yiew Faworites Tools  Help ﬁ
J Back - = - ol | i@ 5earch [GlFavorites GfMedia £ | Ey- S -

J Address I@ htkp: 192,168, 1,33 certsry foertrgus, asp j @GD

Microsoft Certificate Sewnices - CSO-CA Home

Choose Request Type

FPlease select the type of request you would like to male:

© User cerificate request:

 Advanced request

|

{&] Dore I_ I_ I_ |4 Intermet

5. Choose "Submit a certificate request using a base64...", then press Next> button.
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J = Back = =p - @ it | @Search (3] Favarites @Media @ | %- Sh )

“JMicrosoft Certificate Services - Microsoft Internet Explorer =]

J File Edit Yiew Faworites Tools  Help ﬁ

J Address I@ htkp: /192,168, 1,33/ certsry icertrgad, asp j 6}60

Microsoft Cerificate Services - C CA, Home

Advanced Certificate Requests

You can request a certificate foryourself, another user, or a computer using one of the following
methods. MNote that the policy of the certification authority (CA) will determine the certificates
that you can obtain.

© Submit a cerificate request to this CA using a form.

& Submit a cerificate request using a basebd encoded PKCS #10 file or a renewal request
using a basebd encoded PKCS #7 file.

¢ Request a cerificate for a smart card on behalf of ancther user using the Smart Card
Enrollment Station.

You must have an enroliment agent certificate to submit a request for another user,

{&] Dore I_ I_ I_ |4 Intermet

<
4

6. Right click your mouse, then paste the certificate request you get in step 4.1.
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2} Microsoft Certificate Services - Microsoft Internet Explorer : - i ] 4]
J File Edit ‘view Favorites Tools Help i
J Epack - = - @ fﬂl Qi oearch [iFaverites Glirveda (B | B S =

| Address [&] hitp:/f192.168.1.33]certsrv/certraet asp | @6

Microsoift Carificate |

Submit A Saved Request

Faste a basebd encoded PKCS #10 certificate request or PKCS #7 renewal request generated by an

external application (such as a web server) into the request field to submit the request to the certification
authority (CA).

Saved Request:

————— BEGIN CERTIFICATE REQUEST-———— |

MIIBkzCE/QIBAD AaMRgwFg¥DVQODDASO ZXNOMUES
Basebd Encoded |-—--- END CERTIFICATE REQUEST---—-

Cetificate Request |

(PKCS #10 or #7):
[« | _>I_I

Browse for a file to insert.

Certificate Template:
IUser j

Additional Attributes:

=
Attributes: -
4 4

=] l_ l_ =7 |4 Intermet

R

7. Click "Download CA certification path"

Z}Microsoft Certificate Services - Microsoft Internet Explorer : - O] x|

J File Edit view Favorites Tools  Help ﬁ

J = Back = == =y v @ tat | @Search (3 Favorites @Media &;3| %v = | E x

J Address I@_hl hktp://192.168,1,33/certsry/certfnsh.asp j ({)GC‘

Microsoft Cedificat

Certificate Issued

The certificate you requested was issued to you.

@ DER encoded or € Base 64 encoded

Download CA certificate
Download CA certificationﬁath

H
|@:] Dowenload Ca certification path l_ l_ I_ | D Internet S

8. A file download would pop out, press Save button, and choose the local folder you would like to store the
certification path.
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9. Double click the saved file, Select Certificates, right click the Certificate, choose All Tasks-> Export...

@ Certificates - File
=20 GACERT\ZWE-PATH.F7B
423 Certificates

Certificates : 10| x|
| adion vew || & 5 |@m| 8| B2 ‘
Tree I Issued To / | 1ssued By | Expi

Elcso-ca CS0-CA 200!

all Tasks » Open

Copy

1 |

_l_m

|E;><p0rt a certificate

10. Certificate Export Wizard would be popped up, then press Next>.
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Certificate Export Wizard

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists From a certificate
store to vour disk,

& certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or ko establish secure network
connections, & certificate store is the system area where
certificates are kept,

To continue, click Next,

L Next>nj  Cancel

11. Choose DER encoded binary X.509(.CER), then press Nxet>,

All contents copyright (c) 2005 ZyXEL Communications Corporation.
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Certificate Export Wizard

Export File Format
Certificates can be exported in 3 variety of file Formats.

Select the format you want bo use;

" Base-64 encoded X,509 (,CER)
" Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)

[T Incude all certificates in the certification path if possible

= personal Information Exchange - PKCS #12 (.PFX)

I Indude all certificates in the certification path if possible
™ Enable strong protection (reguires IE 5.0, NT 4.0 P4 or above)

I Delete the private key if the export is successhul

< Back MNext >£ | Cancel

12. Specify the path to store your exported Certificate.

Certificate Export Wizard 5[

File to Export
Specify the name of the file wou wank to export

File name:

3 certhzywall_b.cer Browse, ., I

< Badk | Mext = [}J Zancel
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13. Click Finish.

Certificate Export Wizard 1'

Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export
wizard,

You have specified the Following settings:

File Name Gilcert
Export Keys No
Include all certificates in the certification path Mo
File Format DER En

e

14. Go to ZyWALL WEB GUI -> VPN -> My Certificates -> click Import button.

P

Trusted Remote

T U o DiecbySenen
PKl Storage Space in Use

oul 100%

\n"alid Valid
e ]

| 2030 :
CHEZwAALL
CN=ZyWALL70 Jan 1st Jan 1st, |
- 70 |
auto_generated_self_signed_cort™SELF 1 A0 Sors33 00:00:0000:00:00 = EB
e i | GMT GMT. s
E; ZyWALL B R[O LN tes12a zyxel com. th N'A | NA @ @

Imponi Create I Refresh E

—A

15. Click Browse... button to find the location you stored ZyWALL's certificate then press Apply button.
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| mport
Please specify the location of the certificate file to be imported. The certificate file must be in one of the
following formats.

« Binary X.509

+ PEM {Base64) encoded X.509

» Binary PKCS#7

+ PEM {Base6d) encoded PKCS#7

For my certificate importation to be , a certificati st ponding to the imported
certificate must already exist on ZyWALL. After the importation, the certification request will automatically
be deleted.

File Path: |G'.\cer1\zywa1l_b.cer Browse... I

Cancel

16. After a while, if you see the gray entry turns to a black one, then it means the import of ZyWALL's

certificate 1s successful.

My Certificates [ Trusted CAs Tmst;n{;‘:mote Directory Servers

PKI Storage Space in Use

u%l 100%

nmm-——-\
Issuer
Issuer

Irnpor_ltg Refresh

17. Repeat the same procedure from 9 to 13, to export CA's certificate. Note that you may get more than one
CA server's certificate, it's not necessary to export all of the CA server's certificates, you can double click
ZyWALL's certificate, such as zywall_a.cert.cert in this example, and select Certification Path to view the
nearest CA server's name, and then - export that CA server's certificate.

Import the saved CA server's certificate. Click Browse... button, and then select the location.
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My Certificates Trusted CAs Tm;‘:}:‘:mme Directory Servers

PKI Storage Space in Use
ox 100%
Trusted CA Setting
O T T T
ssuer
Impcr_lng Refresh |

18. After import CA's certificate, you will get this display.

Trusted Remote Directory Servers

My Certificates ‘ Trusted CAs e

PKI Storage Space in Use
ox 100%

Trusted CA Setting
CRL
Suhject Issuer Valid From Valid To Modlfy
SSUG
| 2]!13 Oct 24th, 2004 Oct 23rd [ ElE]

07:11:19 GMT 07:11:19 GMT

Impart | Refresh |

Step 5. Using Certificate in VPN on ZyWALL A

1. Activate the rule

2. Give this VPN rule a name "toZyWALL_B"

3. Select Key Management to "IKE"

4. Select Negotiation Mode to "Main"

5. Edit Local: Address Type="Subnet Address", Starting IP Address="10.1.33.0", End IP Address/Subnet
Mask="255.255.255.0"

6. Edit Remote: Address Type="Subnet Address", Starting IP Address="192.168.2.0", End IP Address/Subnet
Mask="255.255.255.0"

7. Authentication Key, Select Certificate, and choose certificate you enrolled for this device from drop down list.
&. Fill in My IP address="192.168.1.35"
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9. Peer ID type="ANY".

10. Secure Gateway Address= "192.168.1.36"
11. Encapsulation Mode="Tunnel"

12. Leave other options as default.
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Property

to ZyWALLE
[KE =

Tunnel 7

Extended Authentication

—

Subnet Address |

m .1 o133 . 0
285 285 285 . 0

Local Policy

Remote Policy

12345678
WAL A

Authentication Method

Subnet Address
192 . 168 . 2 . O
255 .25 025 .0
ot -

Gateway Information

13. You can check detailed settings by clicking Advanced button.
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Phase 2

Step 6. Using Certiticate in VPNon ZyWALL B

1. Activate the rule

2. Give this VPN rule a name "toZyWALL_A"

3. Select Key Management to "IKE"

4. Select Negotiation Mode to "Main"

5. Edit Local: Address Type="Subnet Address", Starting IP Address="192.168.2.0", End IP Address/Subnet
Mask="255.255.255.0"

6. Edit Remote: Address Type="Subnet Address", Starting IP Address="10.1.33.0", End IP Address/Subnet
Mask="255.255.255.0"

7. Authentication Key, Select Certificate, and choose certificate you enrolled for this device from drop down list.
8. Fill in My IP address= "192.168.1.36"

9. Peer ID type= "ANY".

10. Secure Gateway Address= "192.168.1.35"

11. Encapsulation Mode="Tunnel"

12. Leave other options as default.

122
All contents copyright (c) 2005 ZyXEL Communications Corporation.



ZyXEL ZyWALL 70 Support Notes

to_ZyWALLA
IKE |

Extended Authentication

—

Subnet Address |_

192 . 183 . 2 . 0
285 285 0285, D0

Local Policy

Remote Policy

Subnet Address =

m. 1 .133. 0
285 255 .85 . 0

Authentication Method

12345678

TywaLL B -

Gateway Information

13. You can check detailed settings by clicking Advanced button.
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Hegotiation Mode
Encryption Algorithm
Authentication Algorithm
ShA Life Time (Seconds)
Hey Group

Active Protocol
Encryption Algorithm
Authentication Algorithm
SA Life Time (Seconds)
Encapsulation
Perfect Forward Secrecy (PFS)
Enahle Replay Detection
Protocol
Local Pont

Start

End
Remote Port

Start

End

Main

z|o
o m
m| W
4014

8500
DHT =

ESP =

=

m

[f2]
14

0N T T Ci e

8800

-

Apply

Cancel

Using Pre-Shared Key for Device Authentication

The IKE protocol also provides primary authentication - verifying the identity of the remote system
before negotiating the encryption algorithm and keys. Two kinds of authentication methods are supported

on ZyWALL.: pre-shared key & certificate.

If pre-shared key is used, a shared, symmetric key must be manually exchanged and configured on the

two entities. Three types of identity are available: IP, DNS and E-mail.

Here are some rules to follow in Authentication Key:

3)
4)

5)
6)

Pre-shared key must be configured identically on both entities
The Local ID Type & Content of Local ZyWALL must be the same as that of Peer ID Type &
Content of peer VPN gateway.
When IP is selected as ID Type, the Content must be in the format of X.X.X.X (e.g. 210.242.82.70)
When DNS/E-mail are selected as ID Type, the same string must be configured on both entities.
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ﬁe-Shared Key must be identical on b@\ies / \
Aushentication K

= PunShared Koy [ < > I = P ime'..cm I
T " -1 2] T =] (5ee by Contiicares)
Lecal 1D Typs. | Local ID Type oS
Contest pin ez 70 Comiant [exrars dyndes.cog
Puar 1D Type Ohs_=] Peer 10 Type [F— =
Conbest ) Content oz

Local ID Type & Content on Local ZyWALL |must be identical as
Peer ID Type & Content on Peer VPN gateway

T —
= Pya-Shared Ky . o Er
Pr————  Cortfiesse [ ] e iy Conicaress
e BT P Local ID Type oS =
Contest 210 24282 70 | ———

fome v = Ip—nrm [F =l I
Contest axnzns dyndet oog Content 10,242 82 70
Peer ID Type & Content on Local ZyWALL on Local ZyWALL must be identical as
Local ID Type & Content on Peer VPN gateway
T

Aushentication K

= P =0
. ]

Ly

s
Comtent frozae

Note:

1) If “ID Type” is mis-configured on Local/Remote IPSec Gateway, the ZyWALL will show
[NOTFY:ERR_ID_INFO] error message in related IKE log.

2) If “Pre-shared Key” or ID “Content” are mis-configured on Local/Remote IPSec Gateway,
ZyWALL will show [NOTFY:ERR_ID_INFO] error message in related IKE log.

Using VPN routing between branches

1. Setup VPN in Branch Office A

2. Setup VPN in Branch Office B

3. Setup VPN in Headquarter

This page guides us how to setup VPN routing between branch offices through headquarter. So that whenever
branch office A wants to talk to branch office B, headquarter plays as a VPN relay. Users can gain benefit
from such application when the scale of branch offices is very large, because no additional VPN tunnels
between branch offices are needed.In this support note, we skip the detailed configuration steps for Internet
access and presume that you are familiar with basic ZyNOS VPN configuration.

125
All contents copyright (c) 2005 ZyXEL Communications Corporation.



ZyXEL ZyWALL 70 Support Notes

As the figure shown below, each branch office have a VPN tunnel to headquarter, thus PCs in branch offices
can access systems in headquarter via the tunnel. Through VPN routing, ZyWALL series now provide you a
solution to let PCs in branch offices talk to each other through the existing VPN tunnels concentrated on the

headquarter.

’ Headquarter
Server
il ]
= —
— Branch A

The IP addresses we use in this example are as shown below.

Branch_A Headquarter Branch_B
WAN:202.3.1.1 WAN:202.1.1.1 WAN:202.2.1.1
LAN:192.168.3.1 LAN:192.168.1.1 LAN:192.168.2.1
LAN of Branch_A LAN of Headquarter LAN of Branch_B
192.168.3.0/24 192.168.1.0/24 192.168.2.0/24

1. Setup VPN in branch office A

Because VPN routing enables branch offices to talk to each other via tunnels concentrated on headquarter. In
this step, we configure an IPSec rule in ZyWALL (Branch_A) for PCs behind branch office A to access both
LAN segments of headquarter and branch office B. Because the LAN segments of headquarter and branch
office B are continuous, we merge them into one single rule by including these two segments in Remote section.
If by any chance, the two segments are not continuous, we strongly recommend you to setup different rules for

these segments.

1. Goto SECURITY->VPN->Press Add button
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2. check Active check box and give a name to this policy.
3. Give this VPN rule a name, Branch_A.
4. Select Key Management to IKE and Negotiation Mode to Main.

5. In Local section, select Address Type to Range Address, set IP Address Start to 192.168.3.0, and End
to 192.168.3.255. This section covers the LAN segment of branch office A.

6. In Remote section, select Address Type to Range Address, set IP Address Start to 192.168.1.0 and End
to 192.168.2.255. This section covers the LAN segment of both headquarter and branch office B.

~

My IP Addr is the WAN IP of this ZyWALL, 202.3.1.1.

8. Set Secure Gateway Addr to the IP address of Headquarter, 202.1.1.1.

o

Select Encapsulation Mode to Tunnel.
10. Check the ESP check box. (AH can not be used in SUA/NAT case)

11. Select Encryption Algorithm to DES and Authentication Algorithm to SHA-1. These parameters are for
IKE phase 2 negotiation. You can set more detailed configuration by pressing Advanced button.

12. Enter the key string 12345678 in the Pre-shared Key text box, and click Apply.
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Froperty

. Heen Al
[ HA]

Local Policy

Hemaote Policy

Authentication Method

Gateway Information

IPSec Algorithm

= ESF

You can setup IKE phase 1 and phase 2 parameters by pressing Advanced button. Please make sure that
parameters you set in this menu match with all the parameters with the correspondent VPN rule in headquarter.
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Phase 2

2. Setup VEN 1n branch office B

Be very careful about the remote IP address in branch office B, because for systems behind branch office B
want to systems behind branch office A and headquarter, we have to specify these two segments in Remote
section. However if we include these two segments in one rule, the LAN segment of branch office B will be
also included 1in this single rule, which means intercommunication inside branch office B will run into VPN
tunnel. To avoid such situation, we need two separate rules to cover the LAN segment of branch office A and
headquarter.

This rule is for branch office B to access headquarter's LAN and Branch A's LAN.

129
All contents copyright (c) 2005 ZyXEL Communications Corporation.



ZyXEL ZyWALL 70 Support Notes

Property

™ Kea
u

Extended Authentication

Local Palicy

Hemate Policy

Authentication Mathod

Gataway Information

IPSec Algorithm
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Note that since Branch B's LAN is also included in remote policy, please go to ZyWALL's SMT menu 24.8 CI
command mode, and issue this command, "ipsec swSkipOverlaplp on", so that local management traffic from
Branch B's LAN PC to Branch B's ZyWALL would not go into VPN process.

You can setup IKE phase 1 and phase 2 parameters by pressing Advanced button. Please make sure that
parameters you set in this menu match with all the parameters with the correspondent VPN rule in headquarter.

Phase 1

3 Setup VPN in Headguarter

1. The correspondent rule for Branch_A in headquarter
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Property

™ Ka
u

toBranch_a

Extended Authentication

Local Palicy

Hemate Policy

Authentication Mathod

Gateway Information

S
| ]

IPSac Algarithm

“ ESF
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Phase 2

2. The correspondent rule for Branch_B
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Property

™ Ka
u

IKE %)

Extended Authentication

Local Palicy

Hemate Policy

Authentication Mathod

Caat iy Information

IPSec Algorithm

+ ESP
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Phase 2

ZyWALL vs 3rd Party VPN Gateway

SonicWALL with ZyWALL VPN Tunneling

1. Setup ZyWALL VPN
2. Setup SonicWALL VPN

This page guides us to setup a VPN connection between the ZyWALL and SonicWALL router.

As the figure shown below, the tunnel between PC1 and PC2 ensures the packet flows between them are
secure. Because the packets go through the IPSec tunnel are encrypted. To setup this VPN tunnel, the
required settings for ZyWALL and SonicWALL are explained in the following sections. As the red pipe
shown in the following figure, the tunneling endpoints are ZyWALL router and SonicWALL router.
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gi — IPSec Tunnel .E.;
| | PC2
PO Ny I .
L1 ZyWALL SonicWALL =
= — =
PCs PCs

The IP addresses we use in this example are as shown below.

PC1 ZyWALL SonicWALL PC2
WAN: 172.22.3.89 WAN: 172.22.1.251
192.168.1.33 LAN: 192.168.1.1 LAN: 192.168.168.618 192.168.168.6

1. Setup ZyWALL VPN

1. Using a web browser, login ZyWALL by giving the LAN IP address of ZyWALL in URL field.
Default LAN IP is 192.168.1.1, default password to login web configurator is 1234.
2. Goto SECURITY->VPN->Press Add button

VPN R‘;""s YPN Rules SA Monitor  Global Setting

(IKE {Manual)
VPN Rules
Local * Internet Remote
Network o ‘VPNTunnal . Network &

3. Give a name for your policy, for example “ToSonicWALL”

136
All contents copyright (c) 2005 ZyXEL Communications Corporation.



ZyXEL ZyWALL 70 Support Notes

4. My IP Addr is the WAN IP of ZyWALL. In this example, you should type 172.22.3.89 IP
address on My ZyWALL text box.

5. Secure Gateway IP Addr is the SonicWALL's WAN IP address. In this example, you should
type 172.22.1.251 IP address on Remote Gateway text box.

Property

ToSonicWWall

Gateway Policy Informat_ion

172.22.3.89

172.22.1.251

6. In Authentication Key, enter the key string 12345678 in the Pre-Shared Key text box.

Authentication Key

(12345678
auto_generated self signed cert - (See My Certificates)

7. Select Negotiation Mode to Main mode, Encryption Algorithm to DES, Authentication
Algorithm to MD5, Key Group to DH1, and then press Apply button on this page.
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IKE Proposal

m)
Associated MNetwork Policies

ﬂ Name Local Network Remote Network

8. You will see an IKE rule on your VPN page, press L/R button to edit your IPSec rule.

VPN

VPN Rules

(Manual) SA Monitor  Global Setting

VPN Rules

Internet
VPN Turnal

9. Check Active check box and give a name to this policy.
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ToSonicWalLL IPSecRule

10. On Gateway Policy Information, you should choose ToSonicWALL IKE policy for your IPSec
rule.

Gateway Policy Information

ToSonicWALL

Local Network

11. On Local Network, choose Subnet Address for your Address Type. Starting IP Address and
Ending IP Address/Subnet are your local site LAN IP addresses. In this example, you should
type 192.168.1.0 on Starting IP Address field and then type 255.255.255.0 on Ending IP
Address/Subnet field.

Local Network

€T3 Address Typ Subnet Address v
e - 192,168 . 1| . O

12. On Remote Network, choose Subnet Address for your Address Type. Starting IP Address and
Ending IP Address/Subnet are your remote site LAN IP addresses. In this example, you should
type 192.168.168.0 on Starting IP Address field and then type 255.255.255.0 on Ending IP
Address/Subnet field.
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Remote Network

€77 Address Type Subnet Address v

192 0163 168 . 0

o5 25 25 0

13. On IPSec Proposal, select Encapsulation Mode to Tunnel, Active Protocol to ESP,
Encryption Algorithm to DES and Authentication Algorithm to SHAL, and then press Apply
button on this page.

IPSec Proposal

14. When you finished doing your settings, you will see the following page.
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" VPNRules | VPN Rules
(IKE) | {Manual)

SA Monitoer Global Setting

Local ! Internet Remote
_ Network & @ VPN Turiral T _ Network o
- - ' . - T

ol #

ToSonicWALL  €.2172.22.3.89 52172.22.1.251 Fo g

ToSonicWALL 192.168.1.0 / 192.168.168.0 {
IPSecRule <L 255.2566.25656.0 & 265.256.2565.0 W0

2. Setup SonicWALL VPN (We choose SonicWALL TZ150 device in this example.)

1. Using a web browser, login SonicWALL by giving the LAN IP address of SonicWALL in URL field.

Go to VPN page, check Enable VPN check box, and then press Add button, it will bring up a page which
you could do your VPN settings. (Note: You could use VPN Policy Wizard to set up your VPN rules as

well.)

VPN > Settings [VPN Policy Wizarc

VPN Global Settings

Enahle YPM
Unigue Firewall Identifier: 000651 13?508

VPN Policies _It'ems:-i 2101 tor1y O <] [> [

# MName Gateway Destinations  Crypto Suite Enable Configure

1 GraupyPN ESP 3DES HMAG SHAT gkE) [ o F %

1 Policies Defined, 0 Policies Enabled, 3 Maximurm Policies Allovwed
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2.

Click General tab, on Security Policy settings, give a name to this policy. In this example, type
ToZyWALL on Name text box. IPSec Primary Gateway Name or Address is the ZyWALL's
WAN IP Address (remote gateway IP address). In this example, you should type 172.22.3.89 on
IPSec Primary Gateway Name or Address text box. Then, enter the key string 12345678 on
Shared Secret text box.

General

Security Policy

IPSec Keying Made: IKE using Preshared Secr »
Name: ToZyWALL
IPSec Primary Gateway Name or Address: ?’]?2,22,3_89

IPSec Secondary Gateway Mame ar Address:

Shared Secret E"’] 23456?8|

On Destination Networks, select Specify destination networks below option, and then press Add
button.

Destination Networks

() Use this WPN Tunnel as default raute for all Internet traffic
() Destination network obtaing IP addresses using DHCF through this WP Tunnel
(+) Specifr destination netwarks below

Metwork Subnet Mask

Add... Edit... Deleta

4. Network IP Address and Subnet Mask are your remote site LAN IP addresses. In this example, you
should type 192.168.1.0 on Network text box and then type 255.255.255.0 on Subnet Mask text box,

and then press OK button.

All contents copyright (c) 2005 ZyXEL Communications Corporation.

142



ZyXEL ZyWALL 70 Support Notes

7 hitp:#/192.168.168.168 - Edit ... E|E|B]

Metwark: 192.168.1.0
Subnet Mask: 1255.255.255.0]

5. Click Proposals tab, on IKE(Phasel) proposal settings, select Main mode, DH Group to Groupl,
Encryption to DES and Authentication to MD5. On IPsec(Phase2) proposal settings, select ESP
Protocol, Encryption to DES and Authentication to SHAL. Then, press OK button on this page.

Proposals

IKE (Phase 1) Proposal

Exchange: Maln Mode Be|
OH Group | Group 1 w|
Encryption: DES it
Authenticatian |MD5 »
Life Time (seconds) 28800

Ipsec (Phase 2} Proposal

Protocal ESF w
Encryption: DES v
Authentication SHA1 ~

[ Enahle Perfect Forward Secrecy

DH Group:

Life Time {seconds):

6. When you finished doing your settings, you will see the following page.

VPN Policies lterns to2ofzy (< LI
# MName Gateway Destinations Crypto Suite Enable Configure
1 GroupvPN ESP 3DES HMAC SHAT (IKE) [ &}3 i
2 TodwwWalLlL 172.22.3.89 1921681.1-192168.1.264 ESP DES HMAC SHAT (IKE)

= I

7 Policies Defined, 1 Policies Enabled, 3 Maxirmurm Policies Allowed
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7. When your VPN tunnel is up, you will see the following page.

VPN Global Settings

Enable VP

Unigue Firewall Identifier ;_UUUBB']_ 137508

VPN Policies fters 1 (to2torzy B 4 D[
# Mame Gateway Destinations Crypto Suite Enable Configure
1 GraupvPN ESP3DES HMAC SHAT (KE) [1 o6
2 ToZywAaLL 172.22.3.89 @ 192168.1.1-192.168.1.254 ESP DES HMAC SHAT {IKE) &} @

2 Folicies Defined, 1 Policies Enabled, 3 Maximum Paolicies Allowed

Currently Active VPN Tunnels tems 1 o1 o) B < P ID

# WETT Local Remaote Gateway

‘Renegotiate

1 ToZWWVALL  182.168.168.1-192.168.168.2595 192.168.1.1 - 192.168.1.254 172.22.3.89

NetScreen with ZyWALL VPN Tunneling

3. Setup ZyWALL VPN
4, Setup NetScreen VPN

This page guides us to setup a VPN connection between the ZyWALL and NetScreen router.

As the figure shown below, the tunnel between PC1 and PC2 ensures the packet flows between them are
secure. Because the packets go through the IPSec tunnel are encrypted. To setup this VPN tunnel, the
required settings for ZyWALL and NetScreen are explained in the following sections. As the red pipe
shown in the following figure, the tunneling endpoints are ZyWALL router and NetScreen router.
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g — IPSec Tunnel Eﬁ
L | RCZ

O Ny - !

] B ZyWALL NetScreen ,E,

PCs PCs

The IP addresses we use in this example are as shown below.

PC1 ZyWALL Netscreen PC2
WAN: 172.22.3.89 WAN: 172.22.1.251
192.168.2.33 LAN: 192.168.2.1 LAN: 192.168.1.1 192.168.1.36

1. Setup ZyWALL VPN

15. Using a web browser, login ZyWALL by giving the LAN IP address of ZyWALL in URL field.

2. Go to SECURITY->VPN->Press Add button

M Bilies i ihles SA Monitor  Global Setting
) (Manual)

{IKE
VPN Rules
Local * Internet | Remote °
Network & BT Er— . Network
— S—rt,

5. Give a name for your policy, for example “ToNetScreen”
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6. My IP Addr is the WAN IP of ZyWALL. In this example, you should type 172.22.3.89 IP
address on My ZyWALL text box.

7. Secure Gateway IP Addr is the NetScreen's WAN IP address. In this example, you should type
172.22.3.130 IP address on Remote Gateway text box.

Property

ToMetscreen

Gateway Policy Information

17222389
172.22.3.130

8. In Authentication Key, enter the key string 12345678 in the Pre-Shared Key text box.

Authentication Key

(12345678
auto_generated self signed cert - (See My Certificates)

9. Select Negotiation Mode to Main mode, Encryption Algorithm to DES, Authentication
Algorithm to MD5, Key Group to DH1, and then click Apply button on this page.
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IKE Proposal

m)
Associated MNetwork Policies

ﬂ Name Local Network Remote Network

10. You will see an IKE rule on your VPN page, click L/R button to edit your IPSec rule.

VPN

VPN Rules

(Manual) SA Monitor  Global Setting

VPN Rules

atfie

VPN Tunnal

11. Check Active check box and give a name to this policy.
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(ToMetScreen IFSecRLUle

Tal 211

Local Network Recycle B| '

13. On Local Network, choose Subnet Address for your Address Type. Starting IP Address and
Ending IP Address/Subnet are your local site LAN IP addresses. In this example, you should
type 192.168.2.0 on Starting IP Address field and then type 255.255.255.0 on Ending IP
Address/Subnet field.

Local Network

€7 Address Typ Subnet Address v |
5§ 192

0
BN 5 255 255, O

Jles . 2.

14. On Remote Network, choose Subnet Address for your Address Type. Starting IP Address and
Ending IP Address/Subnet are your remote site LAN IP addresses. In this example, you should
type 192.168.1.0 on Starting IP Address field and then type 255.255.255.0 on Ending IP
Address/Subnet field.
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Remote Network

¢®7 Address Type Subnet Address (v

192 168, 1 . 0

15. On IPSec Proposal, select Encapsulation Mode to Tunnel, Active Protocol to ESP,
Encryption Algorithm to DES and Authentication Algorithm to SHAL, and then press Apply
button on this page.

IPSec Proposal

Cancel

16. When you finished doing your settings, you will see the following page.
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VPN Rules VPN Rules
({IKE) {Manual)

' VPN Rules

SA Monitor Global Setting

Remote

L

#| VPN Rules

W0 ToNetScreen — ©2172.22389 2172223130 20 F O @F

: ToNetScreen 182.168.2.0 f 182.168.1.0 /
‘ IPSecRule KL 255.265.2585.0 Y 2556.265.256.0 V=GR ‘

2. Setup NetScreen VPN (We choose NetScreen-5GT device in this example.)

8. Using a web browser, login NetScreen by giving the LAN IP address of NetScreen in URL field.
9. Check your WAN/LAN IP address

Click Network -> Inetrfaces, the trust IP/Netmask used for LAN, the untrust IP/Netmask used for
WAN.

Network > Interfaces (List)

per page

_ﬁ, List
Hfrfcnsfn List |ALLL4) ¥ Interfaces TumelIF =

) 1REND. secure.
- Name IP/Netmask Zone Type Link ‘ Configure ‘
serial 0.0.0.0/0 Mull Unused | down |L‘ !
| trust | 192.168.1.1/24 | Trust | layer3 | up  Edit | |
‘untrust 172.22.3.130/16 Untrust | Layer3 up L‘ ‘
- vlan1 0.0.0.0/0 VIAN | layer3  down Edit | |

Note: About the settings, you could reference to NetScreen user guide to get the detail info.
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10. If you set a static IP address for your WAN port, your should click Network -> Routing -> Routing
Entries to edit your Gateway IP address. In this example, my Gateway IP address is 172.22.0.254.

MNetwork > Routing > Routing Entries

ﬁ, per page
 Nerscaeew List route entries for |All vitualouters (st v | New |
@THEHE |SECURE
NS5GT |trust vr
| IP/Netmask | Gateway Interface Protocol Metrlc |Vsys|Conflgure‘
‘192 168.1. 0;‘24 0.0.0.0 trust C ‘0 Root o
|* \172 22.0.0/16 0.0.0.0 untrust | C \0 | Root -
t *10.0.0.0/0 1172.22.0.254 untrust  |C E 'Root -
* pctive route C Connected I Imported eB EBGP 0O OSPF E1 OSPF external type 1
S Static A Auto-Exported iB IBGP R RIP E2 OSPF external type 2
= 3
‘ ’>Fnutn|u Entnw |

11. To edit your IPSec rule, click VPNs -> AutoKey Advanced -> Gateway, and then press New button
to edit your IKE rules.

12. Give a name for your policy, for example “ToZyWALL”. Remote Gateway IP Addr is the
ZyWALL's WAN IP address. In this example, select Static IP Address option and set 172.22.3.89
on the text box. Enter the key string 12345678 on Preshared Key text box, and then press Advanced
button to edit the advanced settings.
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Gateway Name ToZyWAILL
Security Level O Standard

Remote Gateway Type
= Static IP Address

> Dynamic IP Address
C Dialup User

) Dialup User Group

O Compatible © Basic & Custom

IP Address/Hostname 172.22.3.89
Peer 1D

User |MNaone

Group Mare v

Preshared Key sssss0ss Use As Seed [

Local ID {optional)

Outgoing Interface untrust

oK ] lCanceIl ‘ Advanced %J

6. On Security Level settings, you could set up phase 1 IKE rules. In this example, select User Defined,
and choose pre-g1-des-md5 rule. The pre-gl-des-md5 means Pre-Share Key, groupl, DES for
Encryption Algorithm and MD5 for Authentication Algorithm. Select Main (ID Protection) option for
Mode (Initiator). Then, press Return button, and press OK button on next page to save your settings.

Security Level
Predefined O Standard © Compatible O Basic
User Defined & Custom
Phase 1 Proposal

pre-z | -das-md5 v Nane v

Mane ~ Mane v

Mode (Initiator) © Main (ID Protection) O Aggressive

7. When you finished doing the settings, you will see an IKE rule on the page.
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YPNs = AutoKey Advanced = Gateway

List 20 "_:per page

New

Name Type Address/ID/User Group Local ID Security Level Configure
ToZyWALL | Static 172.22.3.89 % Custom Edit 5

8. To edit your IPSec rule, click VPNs -> AutoKey IKE, and then press New button to edit your IPSec
rules.

9. Give a name for your VPN, for example “ToZyWALL IPSec”. On Remote Gateway, choose
Predefined option and select ToZyWALL rule. Then, press Advanced button to edit the advanced
settings.

VPN Name ToZyWALL IPSec
Security Level CStandard O Compatible O Basic & Custom

Remote Gateway © Predefined ToZyWALL +
CCreate a Simple Gateway

Gateway Name

Type © Static IP Address/Hostname

O Dynamic IP Peer ID
O Dialup User User MNonz +
O Dialup Group Group |Monz v
Local ID (optional )
Preshared Key Use As Seed []
Security Level & Standard ) Compatible ) Basic

Outgoing Interface unfrust «

oK ] l Cancel l l Ad\rancedr\[\J)

10. On Security Level settings, choose User Defined option, and choose nopfs-esp-des-sha rule on
Phase 2 Proposal. The nopfs-esp-des-sha means no PFS, ESP Protocol, Encryption Algorithm to
DES and Authentication Algorithm to SHAL.
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Security Level
Predefined O Standard O Compatible C Basic
User Defined & Custom

Phase 2 Proposal

nopfs-esp-des-sha v | Nane v |

MNane v | Nare v |

11. Check VPN Monitor check box, thus you can monitor your VPN tunnels. Then, press Return button,
and press OK button on next page to save your settings.

VPN Monitor[4
Source Interface default v
Destination IP 0.0.0.0

Optimized [
Rekey [

| Returnkj [ Cancel

12. When you finished doing the settings, you will see an IPSec rule on the page.

¥PNs = AutoKey IKE

List |2t ".:per page

Name Gateway Security Monitor Configure
ToZyWALL IPSec ToZyWALL Custom on Edit z

13. On your main page, click Policies to set up your policy rules. To choose From to Trust, and To to
Untrust (it means from LAN to WAN), and then press New button to edit your policy rules.
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Policies (From All zones To All zones) ns5gt )

—‘ﬁ, I..ist.zﬂ_ ¥ per page

NerScREEw From |Trust 5 To RN v Im @

) 1mene secure bE

NS5GT From Trust To Untrust, total policy: 1

' ID Source Destination Service Action Options Configure Enable Move

1 LAN Any ANY P’J Edit Clone Remove 14 8
From Untrust To Trust, total policy: 1

ID Source Destination Service Action Options _ Configure Enable Move

2 Any LAN ANY ) Edit Clone Remove F & o

14. Give a name for your policy, for example “ZyWALL & NetScreen”.

15. On Source Address, you should set up Local LAN IP addresses. In this example, select New
Address option, and type 192.168.1.0 / 255.255.255.0 on the text box. On Destination Address, you
should set up remote IP addresses. In this example, select New Address option, and type 192.168.2.0
/ 255.255.255.0 on the text box.

16. Select Action to Tunnel, and select ToZyWALLIPSecVPN rule. Check Modify matching

bidirectional VPN policy check box, it means that you can create/modify the VPN policy for the

opposite direction. Then, press OK button to save your settings.
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Name (optional)

ZyWALL & NetScreen

Source Address

Destination Address

Service

Application

& New Address 192.168.1.0 #255.255.255.0 |

O Address Book Entry Any v || Multiple
©New Address 192.168.2.0  f255.255.255.0

O Address Book Entry Any v Multiple |
ANY :

Naone v

Action

Turnel v [ Deep Inspection ]

Antivirus Objects

Tunnel

[Attached AV Objct Narmes (Available AV Object Names
scan-mgr

_

VPN ToZyWALL IPSec v |

Modify matching bidirectional VPN policy
L2TP |None v

17. When you finished doing the settings, you will see the policy rules on the page.
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Policies (From All zones To All zones)

List 20 ¥ per page

From |All zones ¥ To |All zones v'| Go New

From Trust To Untrust, total policy: 2

ID Source Destination Service Action Options

1 LAN Any ANY /) Edit
3 192.168.1.0/255.255.255.0 192.168.2.0/255.255.255.0 ANY e ) Edit
From Untrust To Trust, total policy: 2

ID Source Destination Service Action Options

2 Any LAN ANY ¢ Edit
4 192.168.2.0/255.255.255.0/192.168.1.0/255.255.255.0 ANY @ Edit

18. Move your policy rules to top, thus your device will check the rule at first.

Policies (From All zones To All zones) ':

List 2~ per page

From Allzones v To |Allzones v @ New

From Trust To Untrust, total policy: 2

ID Source Destination Service Action Options

3 192.168.1.0/255.255.255.0192.168.2.0/255.255.255.0 ANY > Edit

1 LAN Any ANY )] Edit

From Untrust To Trust, total policy: 2

ID Source Destination Service Action Options

4 192.168.2.0/255.255.255.0/192.168.1.0/255.255.255.0 ANY “E> Edit

2 Any LAN ANY ) Edit
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19. Click VPNs -> Monitor Status, this page displays a table that lists all the VPN groups configured on
the NetScreen device. You could check the link states to know your VPN tunnel is up or down.

VPNs > Monitor Status ns5gt of)
—Ev List 20 ¥ per page
S, Show All | | Filter |
/) 1rEN0. secune _ _ _ _
NS5GT VPN Name SA ID Policy ID Peer Gateway IP Type SA Status Link
ToZyWALL IPSec 00000002 4/3 _ 172.22.3.89 AutoIKE  Active Up

f
q.
|
u.

= Monitor Statusy,

Check Point with ZyWALL VPN Tunneling

1. Setup ZyWALL VPN
2. Setup Check Point VPN

This page guides us to setup a VPN connection between the ZyWALL and a PC which uses Check Point
software.

As the figure shown below, the tunnel between PC1 and PC2 ensures the packet flows between them are
secure. Because the packets go through the IPSec tunnel are encrypted. To setup this VPN tunnel, the
required settings for ZyWALL and SonicWALL are explained in the following sections. As the red pipe
shown in the following figure, the tunneling endpoints are ZyWALL router and a PC which uses
Check Point software.
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gi - IPSec Tunnel Eﬁ
- PC2

PO — Ny 0- S? =

JE B ZyWALL Check Point B Jﬁ,

PCs PCs

The IP addresses we use in this example are as shown below.

ZyWALL Check Point

WAN: 172.22.1.236 WAN: 172.22.2.58
LAN: 192.168.1.0/24 LAN: 192.168.2.0/24

1. Setup ZyWALL VPN

1. Using a web browser, login ZyWALL by giving the LAN IP address of ZyWALL in URL field.
Default LAN IP is 192.168.1.1, default password to login web configurator is 1234.
2. Goto SECURITY->VPN->Press Add button

VPN R‘;""s YPN Rules SA Monitor  Global Setting

(IKE {Manual)
VPN Rules
Local * Internet Remote
Network o ‘VPNTunnal . Network &

3. Give a name for your policy, for example “ToCheckPoint”
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4. My IP Addr is the WAN IP of ZyWALL. In this example, you should type 172.22.1.236 IP
address on My ZyWALL text box.

5. Secure Gateway IP Addr is the remote PC’s IP address. In this example, you should type
172.22.2.58 IP address on Remote Gateway text box.

Property

ToCheckPoint

Gateway Policy Information

172.22.1.236

172.22.2.58

6. In Authentication Key, enter the key string 12345678 in the Pre-Shared Key text box.

Authentication Key

(12345678
auto_generated self signed cert - (See My Certificates)

7. Select Negotiation Mode to Main mode, Encryption Algorithm to DES, Authentication
Algorithm to MD5, Key Group to DH1, and then press Apply button on this page.
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IKE Proposal

m)
Associated MNetwork Policies

ﬂ Name Local Network Remote Network

8. After you press the Apply button, you will see an IKE rule on this page, press L/R button to edit
your

9. Check Active check box and give a name to this policy.

Property

ToCheckPoint IPSecRule

10. On Gateway Policy Information, you should choose ToCheckPoint IKE policy for your IPSec
rule.
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Gateway Policy Information

€.> > Gateway Policy  ToCheckPoint v
;Tu:f]IZ:Z}'iél:f::l-:;jli:'i:::uih’t T
Fecycle Bin

Local Network

11. On Local Network, choose Subnet Address for your Address Type. Starting IP Address and
Ending IP Address/Subnet are your local site LAN IP addresses. In this example, you should
type 192.168.1.0 on Starting IP Address field and then type 255.255.255.0 on Ending IP
Address/Subnet field.

Local Network

£ Address Type !Subnet Address v |
Starting IP Address 192 . 168, 1] . 0
Ending IP Address / Subnet1255 255 255 . 0
Mask
Local Port Start |0 | End 0

12. On Remote Network, choose Subnet Address for your Address Type. Starting IP Address and
Ending IP Address/Subnet are your remote site LAN IP addresses. In this example, you should
type 192.168.2.0 on Starting IP Address field and then type 255.255.255.0 on Ending IP
Address/Subnet field.

Remote Network

£R7 Address Type !Subnet Address i
Starting IP Address 1192 . 168, 2 . 0
Ending IP Address / Subn‘et1255 955 255
Mask - : :
Remote Port Start 0 'End 0

13. On IPSec Proposal, select Encapsulation Mode to Tunnel, Active Protocol to ESP,
Encryption Algorithm to DES and Authentication Algorithm to SHAL, and then press Apply
button on this page.

162
All contents copyright (c) 2005 ZyXEL Communications Corporation.



ZyXEL ZyWALL 70 Support Notes

IPSec Proposal

14. After you press the Apply button, you will see the following page.

VPN

VPN Rules

(Manual) SA Monitor ~ Global Setting

VPN Rules

VPN Tannel

2. Setup CheckPoint VPN

I. Setup Network Objects
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jResioesiied &2 e EebieeAeioes 3
.‘g{ - IPSec Tunnel i Eﬁ :
PC1 I \g ) kh: 3 | w82 |
g N ZyWALL :Check Point _ :
PCs | PCs

1. on your PC, clicking Start->Programmer->Check Point SmartConsole R60 -> SmartDashboard
2. Enter your user name and password, then press OK button to use your Check Point.

3. On Network Obijects, you must see a default check point object here. For this example, my default
check point object is twsrv12191, double click the object to check its settings.

= |s|ald|a 6]
EE',J. Wetwork Ohjects

= [E] Check Point

g turare 121°

-- Nodes
3.- Interoperable Devices
- {4 Wetworks
- {EE] CGroups
:|..@ Drmamic Ohjects

=1-...[F1

fan |

4. Before you did the settings, you should make sure that your object is a Check Point Gateway.(not a
Check Point Host)

5. If your check point object is a Check Point Host, select your object and click the right button on your
mouse, then choose Convert To Gateway to change its settings.
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% lalal®la o] =
EE'r'- Wetwark Ohjects
=
" Wb New CheckPoit b
- [E] Interopersble T Egip
= Networks [ielete
25 Coups Copy
&l Doymarnic Objec Proe
TWhere Taed ...
Last Modified. .
ey Objects. .
Monitor .
sort Tree 4
Shaw ¥

Convert To Gatewayr... .

6. On General Properties, the IP Addrrss field is the WAN IP of your PC. In this example, you should
type 172.22.2.58 IP address on the text box. On Check Point Products settings, check VPN check box
here.
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Check Point Gateway - twsrv12191 E3

General Properties Check Point Gateway - General Properties
Topology
NAT Hame: |twsev12191]

+- VPN

& Remote Access [Pasdes 1722225 |  Geteddms |
Authenbcaton =

¥ Logs and Masters omment: I
Capacity Optimization 3

5 Ay Cobr [

Secure Intemal (Iio-mmmicaﬁon

b |

[en=cp_mgmbo=twsrv12191. aTrstf

Version: If. X RAl _j tet Y er |
0s: IWmdows ;] Get OS |
Type: [Check Pomnt Enterprise/Pro |

Check Point Products

[FFimewall 2]

v VPN

1008

SecureClient Policy Sexver

Additional Products:

[ Configure Servers. |

Cancel I

Help

7. On Topology settings, you should see two interfaces of IP settings here if your PC has two network

cards.

Check Point Gateway - twsrv12191

- Creneral Properties Topology

. Topolagr

S HAT :

“I Ezfm - Nore [ IF Al [ Network ek | IP Addmeses bebit
S D5 7w kb 172222 58 35525500 Extermal

LR e 151390 10216830 2552552550  Externsl

. Capacitr Optimization
- Adwvanced

ol | i
Add.. | Edit. Remove Show.. |
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8. Selecting 172.22.2.58 interface, and press Edit button to check its settings. Clicking Topology screen,
choose External (leads out to the internet) for the interface. Then, press OK button to save the settings.

Interface Propertes E

General  Topology | Multicast Restrictions |

Topology

% External (leads ont to the tnternet:
 Internad Qeads o the local network)

[P Addresses behind this mferdace;
Mot Defined

" Nework defined b the inteface [F and et bask
" Apecitic j Hew |

Anti-Spoofing

[T Perform Ant-Spoofing based on interface topalogy

[T Don'tcheck packets from: vl Mew I

mpoot Trackingd™ None A% Log 7 Alert

9. Selecting 192.168.2.0 interface, and press Edit button to check its settings. Clicking Topology screen,
choose Internal (leads to the local network) and Network defined by the interface IP and Net
Mask for the interface, then press OK button to save the settings.
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Interface Properties

Genersl  Topology |

Topology
" External (leads ont to the intermet)
% Tnternal (leads to the local network:
IF Addreses behind this interface:
" Not Defined
% MWetwork defined bor the interface IF and MNet Mask

" Bpecific: j e |

Lnt-Spoofing

¥ Perdform Ant-Spoofing bazd on interface topolozy

T Don'tcheck packets from: 'rl Wew I

Spoof Tracking: ¢ None % Log € Alert

I1. Setup Interoperable Device

ottt TTTTT T L

| .
:g — : IPSec Tunnel L
! - N PC2
PC1 () , J
' N = BT |_( — -
,ﬁ, ZyWALL | Check Point —
- | -
:-PCS I PCs

10. On the main menu, click Manage -> Network Objects.
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% localhost - Check Point SmartDashboard - Standard

Fil: Edit ¥iew | Menage BEules Policy Smaibfep Sescch  Window Help

J HO|XE Hetwairk Objects... |J i
- BErVICES. . —

| 22 o= ‘I Resources.. QlaaxH ||
= werversand OFREC Applications. .. — ;
; =7 Address Translatio

El"- |Q‘ IQ" |[ zers and Admindstrators. . = E "

E‘."E.:J- Network O Permissons Profiles. .
|_:J Check Time
A=l =D Time...

e T EPI'I Comumties,

Modes
F‘ Trteroy Eemote Lecess

v vy v

o [13] Netwo,  Smart¥isw Monitor
Group:  User Avuthority

1. 2] Dymamic Objects

11. You will see the network objects window, press new button and select Interoperable Device.

Network Ohjects

— Network objects:

Agxiliar Y Mt =
CPDShield
Db Z et

Irternalfet
Locsitachine _:l

"""" 1 Eemowe Edit... I
~ Check Pomt k
Node g Help |
Interoperable Device .. .
Hetuwork...
Diomgadin. ..
O3E Device .
Grron »
Logical Berver ..
Address Ranges L4
Drmnamic Ohject. .
VoIP Domatns L4
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12. On General Properties settings, give a name and an IP address for the Interoperable Device. In this
example, the IP address is ZyWALL’s WAN IP address.

Interoperahle Device - ToZyWALL

Interoperable Device - General Properties

- VPN Harme: | ToZarWALL
IP Addres: 11?2.22.1.235 Get addyess I [~ Domarmic Address
—nmment; !

Cobr [ -]
i &

13. On Topology settings, pressing Add button to add a new interface.

Interoperahle Device - ToZyWALL
o (reneral Properties Topology
i Topology
- VN Get...
Name | IP Lddress | Network Mask | IP Addresses behir
o | 5

Add ’%-I Edit. Bemove Show |

WP Domain

o AN TP Addresses behind Catewanr based on Topology informeation.

" Manmally defined =
ahoy STEN Dormatn I | _j

170
All contents copyright (c) 2005 ZyXEL Communications Corporation.



ZyXEL ZyWALL 70 Support Notes

14. Giving a name for the interface, and assign the IP address/ subnet mask for the interface. In this

example, you should assign ZyWALL’s WAN port settings.

Interface Properties

Creneral l T':'P':']-Dg}rl

Name: |ToZyWALL _WAN]|
IF Address: [17222.1236
Wet Mask: |255255.0.0

Note: the interface name mvst exactly match the
name the operating syrstem uzes for thiz interface.
wee help for further information.

15. Clicking Topology screen, and choose External (leads out to the internet) for the interface. Then,

press OK button to save the settings.

Interface Properties

Genersl  Topology |

Topology

&+ External (leads out to the infernet):
" Internal (leads to the local network)

IF sddreses behond this tnterdtace:
i~ Mot Defined

= Nebwork defined b the interface TR and Net Mazk

i FONNI=Top A T

Anh-Fpoofing
¥ Perform Ant-Spoofing bazd on interface topolozy

[T Don'tcheck packets from; ﬂ Hew I

Spoof Tracking: ¢ None % Log € Alert

16. Pressing Add button to add another interface.
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Interoperahle Device - ToZyWALL I
e (remeral Properties Topology
i Tapology
- VPN Get...
Name | IP Address | Hetwork Mask | IP Addresses behir
ToZyWALL W, 172231230 25525500 External
| | i

VPN Diomadn -

v 4] IP Lddresses behind Gatewsary bazed on Topology information.

= Manvally defined |

[y B 1 5 T o P
SN |_.:'_'_.:=.'&:u i

17. Giving a name for the interface, and assign the IP address/ subnet mask for the interface. In this

example, you should assign ZyWALL’s LAN port settings.

Interface Froperties

(Feneral l Topology |

Naime: Toey W ALL-subnet
IF Address: IIQE.IEB.I.D
Wet Mask: [255.255255.0

Hote: the interface name must exactly match the

name the operating srstem s for thiz interface.
see help for further information.

18. Clicking Topology screen, choose Internal (leads to the local network) and Network defined by

the interface IP and Net Mask for the interface, then press OK button to save the settings.
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Interface Properties

Genersl  Topology |

Topology
" External (leads ont to the intermet)
% Tnternal (leads to the local network:
IF Addreses behind this interface:
" Not Defined
% MWetwork defined bor the interface IF and MNet Mask

" Bpecific:

Lnt-Spoofing
¥ Perdform Ant-Spoofing bazd on interface topolozy

i Dian't check naclets from inpere
LICHLD CIEC IS Tt ine T L0 - Tl

Spoof Tracking: ¢ None % Log € Alert

19. Pressing OK button to save the settings.
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Interoperahle Device - ToZyWALL

¢+ General Properties
o Topology
- VPN

Topology
Get...
Mame | IF fddress | Metwork Mask | IP Addresses behix
TaZyWALL W 1722217238 255 255100 External
e e e S
1| | i
add.. | Edi Remove show... |
VPN Diomadn

v 41 IF Addresses behind Gatewsaor based on Topology information.
i Manmally defined |
Show VN Domain |

| ]34 ; I Cancel Help

I11. Setup Networks
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192.168.1.0/24

IPSec Tunnel

— |
Check Point _:

PCs :

s o o e =

192.168.2.0/24

,
I
|
L b POZ ;
|
|
|
|
|

20. Selecting Networks object and click the right button of your mouse, and choose New Network.

gk o]
= E',.n. Wetwork Chjects
=-[&] Check Point
LB w2191
Nodes
E - Interoperable Devices
[ TeZywaLL
= [ SR New Network
gl Croups I N
w2 Dymami Delete

Cuery Objects. .

sort Tree L4

21. Give a name for your network policy, and set the network IP address to 192.168.1.0/24. Then, press

OK button to save the settings.

175

All contents copyright (c) 2005 ZyXEL Communications Corporation.




ZyXEL ZyWALL 70 Support Notes

Network Properties - Net_192.168.1 .0

General INAT |

MWame: iHet_lElE.lﬁB.l.El

Metwork Address: ]192.168.1.0

Wet Mazk: |255.255.255.0

—oiment: !

—olor: m

-Broadcast address:
[ﬁ' Incloded " Not inchided

22. To add another network policy, and set the network IP address 192.168.2.0/24. Then, press OK button

to save the settings.

Network Properties - Net 192 168.2.0

General II'”'*T |

Naume: [Wet_192.168.2.0

Wetwork Lddress: | 192.1682.0

et Mask: |255.255 255.0
—ormment: l|
—olor: m
—Broadeast address:

o+ Included " Mot inclnded

V. Setup VPN Communities

23. Click VPN communities tab to do the settings.
% & lal®kle 6]

ERiEIEite To Site

E Ee

mote Acoess

24. On VPN communities, click New -> Site To Site -> Star
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51%|~h|ﬂ}|,9.| £28 Security J=3 Address Translstion
5 O [Ee—— I

Site To Site

»
¥ Do not show empty folders

25. On General settings, giving a name for your VPN communities. For example,
CheckPoint_ZyWALL.

General
Narme: iCheckPDmt_Z}rWALL
Comiment: |
Colar;
Community Traffic Security
[T Accept all encoypted traffic Edanced. . I
Naote: The mle applies for all Internally Managed commumnite
Log Traffic az defined in Global Properties, Logging Log
T

26. On Center Gateways settings, press Add button to add a center gateway.
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Star Community Properties - CheckFoint ZvyWALL

- eneral Center Gateways

Center Gatewsanrs

i atellite Cratewans A1 the connections between the Gateways belows and the Satellite
... VPN Properties Crateveanrs weill be encrpied.

- Tunnel Management Participant Gatewsys:  —

’1- - Bdvanced Settings

Add.y | | Eit Eemnve

[T Mesh center gateways

27. If you have already done the previous settings, you should see a central gateway here. Select the
gateway, and then press OK button.

Add Center Gateways

The candidates must be defined as:
1. VPN inztalled.

2. Wersdon NG FP1 and above (Only for Intermally managed ).
3. Host, Gateway, Gatewayr Cluster or Interoperable Dewvice

] 4 ; I Cancel Help

28. On Satellite Gateways settings, press Add button to add a remote gateway.
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Star Community Properties - CheckPoint ZyWALL

e T— Satellite Gateways

. Center Gateways

i Batellite Gateweays AT the commections between the Gateways below and the Center
... VPN Properties Cratewans will be encoypted .

i Tunmel Management Participant Grateways:

+j Ldvanced Settings

@:‘ld...\J Edit. Bemmve

29. If you have already done the previous settings, you should see a remote gateway here. Select the
gateway, and then press OK button.

Add Satellite Gateways Ed

E ToZ

The candidates must be defined as:
1. VPN inztalled.

2, Version NG FP1 and above (Only for Internally managed ).
3. Host, Gatewsayr, Gateway Cluster or Interoperable Dievice

[ ok p] Cancel | Help |
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30. On VPN Properties settings, select Encryption Algorithm to DES, Authentication Algorithm to
MD5 on phase 1, and also select Encryption Algorithm to DES, Authentication Algorithm to SHAL

on phase 2.

Star Community Properties - CheckPoint ZyWALL

o General
i Center Gateways

- Turmel Management
- Adwanced Settings

¥PN Properties

IEE (Phaze 1) Properties

Perform ke exchange encoption with:

Perform data tntegrityr with:

[Psec (Phase 2 Properties
Perform [Peec date encoyption with:

Perform data dntegrity with:

|DES |
{MD5 =]
|DES =1
|SHAL =l

31. On Tunnel Management, leave the settings to default settings.

Star Community Properties - CheckPFoint ZvyWALL

o General

i Cemnter Cradewranrs

i patellite Cratewanrs

i VPN Properties
R

- Advanced Se

Tunnel Management

Permanent Tunnels

[T Set Permanent Tunnels:

' ) [ e | = 4 ’ it
% O all finmels fn the comrmmty

n 4 " o ] i s
of specific atewans welect Grafewans !
"o . ey 1- +1 = 4 Lo B PR p AP 1
£ s pEcITic e ls - e COmrriny welect Fermanent Tonmels !
[T Enable Erarte Tnjection MecHanism (BIM) RETHTEE. !
Te] dosyn track: I---ZJEC i 1

Tme] up track l"‘}’ ij
VEN Tomnel Shaving - -
Control the mumber of VPN twunel: opened between peer Gatewsans
{~ Cne YPN tonnel per each pair of hosts
¥ Cine VPN tunnel per subnet padr
" Cine VPN tonnel per Gateway paic
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32. On VPN routing settings, choose To center, or through the center to other satellites, to internet
and other VPN targets option.

Star Community Properties - CheckPFoint ZvWALL

- Cremeral ¥FN Eouting
L Center Crateways

i Batellite Crateways

VEN Properties

Tornel kanagement

=] Advam:ed Sethngs

MEP L'Multlple Ent:
i Exeluded Services
Lomhared Becret

i idvanced VPN Fro
L Tire Mode

Enable VPN mouting for sifellites:
" To center only
" Tocenter and to other satellites through center

% To center, or through the center to other satellites, to internet
and other VP targets

33. On Shared Secret settings, choose ToZyWALL option, and press Edit button
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Star Community Properties - CheckPoint ZyWALL

o (Feneral Shared Secret
. Center Crateways
i?%%ii:ﬁ: " v s only Shaved Secret for all Exdemal members
... Tunnel Mana germent _ .
=- Pxﬂ'u'&ﬂﬁ&d Settings Each External memnber will have the following
. VPN Routing secret with all internal memnbers in this commmmmnity.
. MEP {Multiple Ent
e Em:luded Sewwes
Advaned YEN P
wgemmzde o Peer Name | Shared Secret |

ToZxWALL

pi |

34. Enter the secret key in the text box, and then press OK button.

Insert Secret

Enter secret: i 12345678

]34 ; l Cancel

35. On Advanced VPN Properties settings, choose Group 1 for Diffie-Hellman settings.
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Star Community Froperties - CheckFoint ZyWALL

o Ceneral Advanced YFN Froperties

L Center Grateways

i Batellite Gatewanrs IKE (FPhaze 1)

-¥PN Properties o

. Tunme] Management Use Diffie-Hellman

[ Advsmed Settings
P Routing
MEF itultiple Entr Eenegotiate [EE security asociations evens
i Excloded Sereices _
. Bhared Secret ™ Use aggressive mode
i Advanced VPN Pro
i Wire Mode [Pzec |:_P]'I.B$E 2}

IGmup 1 r:i'rja bif) =l

[T Use Perfect Forward Secrecy

[Tz Diffie-Hellmamn

[~ Support [P compression

MAT

Eenepotiate IPsec seenrity azsnciations everys 3R00 : meonds

|Chromp 2 (1024 bify <]

Reset Al VPN Properties |

[T Disable NAT inside the VEN community

i,

Advance

36. Press OK button to save your settings.
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Star Community Properties - CheckPoint ZyWALL

- Cheneral Wire Mode
L Center Crateways
Lo matellite Gratewsaors Bupazs the Firewall
: - WPH Propertes
Tunnel Management [ Allew wninzpected encrypted traffic between Wire mode interfaces
=] Advam:ed Settings of thiz Community's menbers
- VPN Eouting

i.. MEP {Multiple Entr [ Wik

i Exluded Services EICIND

. Shared Secret

i Advanced WP Pro

] 4 ; | Cancel Help

37. After you press OK button, you should see a new object here.

Llalal®:le & |
=-(3) VPN Communitiss
=] Site To Site
~.whe CheckPoint ZyWALL:
5 ﬁ MyTntranet
[+ - Eemote Locess

IV. Setup Security

38. Click Security tab on the right side to do the security settings.
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ZE Security | 725 Address Transtation | () SmertDefense | f Web Inwligence | €% VPN Manager | Gz} Qof | 7 Deskiop Secusity |

m SOURCE DESTIRATICN WER ACTION IMSTALL O TIME |

39. Press Add button to add a rule.

mlez Policy Smecttap Search Window Help

Bhea B BF 2l | VaBE
e=[1~ [20 21| [ WAL ot e Botion] v ) 515 5

22 Security | 325 Address Transhation | {f} SmoutDefense | @ Web Intollizence | @) VEN Mansger | i} QoS | £3 Deskiop Secuity

“ A WE DESTIMATION WP ACTION INSTALL ©M TIME I

40. On the default rule, select the source field, and click right button of your mouse, and then choose
Add... option to add your network objects.

B Security | 127 Address Translation | () SmeriDefense | g Web Inelligence | €Y VEN Menager | G} Gof | 5 Deskiop Security |

MAME DESTIRATICHN K INSTALL O TIME I

‘ 1 | |* Ay w ‘EAW Traffic ‘ * Any ‘@drop | = Naone | % Policy Targets‘ & Any ‘
Add Usets Socess.

Edit...

Delete

here Maed.,.
Manage Dewice.

Wegate Cell
select il

Zut
Eopy
Bazte

Query Column. .

il Clear Queny I _'I
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41. Choosing Net_192.168.1.0 network object, and press OK button to save your settings.

Add Object

— Metwork objects:

Shiow: !A]l

;l Mo ==

2 Localhachine_All_Interfaces

Met_192168.1.0
Met_192 165.2.0
Ti ToZyvwaLL
£ bovsrel 2191

Hew... | Eemowve I

Edit.. |

=

4

OK KI Concel |

Help |

42. To use the same way to add another network object (Net_192.168.2.0) on the source field.

Met_192 168.1.0
Met_192 168.2.0
T} TaZyimialL
B bavsry 2191

Wew... | Eemone |

Add Object
— Metwork aobjects:
Show: |41l | More =2
? Localachine_All_Interfaces _ﬂ

.

Edit.. |

0K I I Concel |

Hep |

43. On the destination field, please use the same way to add your network objects: Net _192.168.1.0 and

Net_192.168.2.0.
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44. On the VPN field, click right button of your mouse, and choose Edit Cell... option to add your VPN

communities.

T

Lielete
IWhere aed. .

melent 411

Znt
Eapy
Paste

Query Colummn. .
Clear Query

45. On VPN Match Conditions, choose Only connections encrypted in specific VPN Communities
option, and press Add button to add community to your rule.

VPN Match Conditions |

Match conditions
IE'  Any comnections whether Clear or Encopted

" Cinly connections encoypted m amy Site-to-Site VEN Commmnity

',,;Q' % Dinly comnechons encovpted m gpecific VPN Commnties

Add . N_l Remowve I

For a twpical example of vsage of the VEN column, please see Help.

ok | comel | Help |

46. Choosing CheckPoint_ZyWALL object for your rule, and press OK button.
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Add Community to rule

pis CheckPoirt_ZywiaLL
ﬁ' hdyInitr amet
:H: Rematedccess

DK i I Cancel Help

47. Clicking OK button to save your settings.

¥FN Match Conditions

Match conditions -
E  Any connections whether Clear or Encopted
" Cinly connections encrypted sy Site-to-Site VEN Commumnity

',k' % Only connections encoypted in specific VEN Communities

CheckPaint_ZyvyaLL

Remove I

For a twpical example of vsge of the VPN colummn, please s2e Help.

0K \—I Camcel |  Hep |

48. On action field, click right button of your mouse, and choose accept option for your rule.
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ACTICR TRACK

Qm E!dit pl‘ClpE.'l'ﬁ.ES.l..
e i
iieccert
@ drop

o reject

&5 User suth
{=) Cliert Auth

e Session Auth

Cnery Colwmn. .
Clear Query

49. On the track field, click right button of your mouse, and choose Log option for your rule.

TRACK IMNSTALL O

Actount
[1] alert

g SnmpTrap
Pl

@ =zerDefined

@ zerDefined 2

@ zerDefined 3

CmemriCalmmn.. .
Clear Cineny

50. If you finished the settings, you should see a rule as below.

E5 Secwity |25 Sddres Trendstion | ) Smecletonm | 33 Wb [ebligrace | @) TEN Mamoger | () 005 | 5 Dasiiop Secucity |

T W Il K el

" : el 12600 0 | Ak et 15006800 -j;l'.h-l:di‘u.-l_?r«'-'hll.. # o @Qsccent | [Eloa | & Pokey Targw | % Ay

el bl 103 1B 20 | Ak bl 150,065 20
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51. Pressing add button to add another rule which could drop packets if it doesn’t match your VPN rule.

B Seourity | 25 Address Translation | |} SmartDefense | figh Web Intelligence | () VPN Manager | G} Qo | £ Deskinp Secusity |

“ MAME SOURCE DESTIMNATICN ACTICH INSTALL TIME CORMERT

Met_1921651.0 Met_ 19216510
‘JTL i e o * Any |$ accept ‘ Log

1 ~f= CheckPoint_TyiALL * Palicy Target:| % Any

L et 19246820 | 4 Met 19216820
-| | * Any ‘ & Any ‘EAW Traffic ‘ & Any |@ drop ‘ Loy ‘ % Palicy Targets‘ * Any ‘

V. Install Policy

52. On your main menu, click Policy -> Install.. option to Install your policy.

iDashboard - Standaxd

Policy SmartMap  Search  Window
Yexify... [

AT !

b AccessLists. !
| Install Databace. . f
Folicy Installation Tarzets. .
View Policy of ..

Convert to O
ndnztall...

Mamagement High Svailabalir

GFlobal Properties...

53. Selecting your policy rule, and press OK button to install the policy.
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Install Policy | x| |]

Installation Targets | Advenced Security |

Y bvsret 2191

Select ALl Clear All ] Select Targets..

Installation Maode

O Tnstall o each selected. gateway independently
[T Bor Gatewas Closters tstall o all the members, 1F it fails donat dnstall st all

" Install omn all s=lected gatewanrs, if it fails do not tnstall on gatewsors of the same version

Eevizion Control

v Lreate databinss versdon
Wame : IStandsId 2005-03-30 14:29:06

Copment : ICreated b ‘test’

]34 ; l Cance] Help

54. Waiting few seconds for the installation.
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i Installation Process - Standard Mi=] E3
Inztallation

Progress

Installation Targets | Version | Advanced Security |

NGERED 7 Verifving

Legend ... i

Verifyng. ..

—
Illl
1

whow Emors... |

Abort I

(Zlmae Help

55. If you install the policy successfully, your VPN tunnel should work normally with your ZyWALL.
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i Installation Process - Standard M=l

Installation
Installation Targets | Version | Advanced Security |
8 tre12191 NGERED &
Legend... l
Frogress

o Installation completed successfully

FortiNet with ZyWALL VPN Tunneling

1. Setup ZyWALL VPN
2. Setup FortiNet VPN

This page guides us to setup a VPN connection between the ZyWALL and FortiNet router.

As the figure shown below, the tunnel between PC1 and PC2 ensures the packet flows between them are
secure. Because the packets go through the IPSec tunnel are encrypted. To setup this VPN tunnel, the
required settings for ZyWALL and FortiNet are explained in the following sections. As the red pipe
shown in the following figure, the tunneling endpoints are ZyWALL router and FortiNet router.
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gi — IPSec Tunnel .g.;
POl — N . § [ | C2

FortiNet —
g B ZYyWALL ortiNe M=
PCs PCs

The IP addresses we use in this example are as shown below.

ZyWALL FortiNet

WAN: 172.22.1.147 WAN: 172.22.2.138
LAN: 192.168.2.0/24 LAN: 192.168.1.0/24

1. Setup ZyWALL VPN

1. Using a web browser, login ZyWALL by giving the LAN IP address of ZyWALL in URL field.
2. Go to SECURITY->VPN->Press Add button

" VPN Rules VPN Rules : :
(IKE) (Manual) SA Monitor Global Setting
VPN Rules
Local - Internet Remote
__ Network | VPN a1 _ Network o
| #| VPN Rules

3. Give a name for your policy, for example “ToFortiNet”
4. My IP Addr is the WAN IP of ZyWALL. In this example, you should type 172.22.1.147 IP

address on My ZyWALL text box.
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5. Secure Gateway IP Addr is the FortiNet's WAN IP address. In this example, you should type
172.22.2.138 IP address on Remote Gateway text box.

Property

ToF ortiket

Gateway Policy Information

172221147 (Dom:

Mone | w B

172222138

.
o
@

6. In Authentication Key, enter the key string 12345678 in the Pre-Shared Key text box.

Authentication Key

12345678
auto_generated_self signed_cert + HiSee My &

P
.0.0.0

IP
.0.0.0

7. Select Negotiation Mode to Main mode, Encryption Algorithm to DES, Authentication
Algorithm to MD5, Key Group to DH1, and then click Apply button on this page.
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IKE Proposal

m)
Associated MNetwork Policies

ﬂ Name Local Network Remote Network

8. After you press the Apply button, you will see an IKE rule on this page, click L/R button to edit
your IPSec rule.

VPN
¥PN Rules (Manual) ‘SA Monitor Global Setting

¥PMN Rules

VEN Tunnel '

9. Check Active check box and give a name to this policy.
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Property

[v] active

TaFortiket IPSecRule

10. On Gateway Policy Information, you should choose ToFortiNEt IKE policy for your IPSec rule.

Gateway Policy Infurma_tic_nn

 ToFortiket k

Recycle Bin

Local MNetwork

11. On Local Network, choose Subnet Address for your Address Type. Starting IP Address and
Ending IP Address/Subnet are your local site LAN IP addresses. In this example, you should
type 192.168.2.0 on Starting IP Address field and then type 255.255.255.0 on Ending IP
Address/Subnet field.

Local Network
€T Address Typ Subnet Address v |
Starting IP Address 192

0
SN o5 055 255, 0

Jles . 2.

12. On Remote Network, choose Subnet Address for your Address Type. Starting IP Address and
Ending IP Address/Subnet are your remote site LAN IP addresses. In this example, you should
type 192.168.1.0 on Starting IP Address field and then type 255.255.255.0 on Ending IP
Address/Subnet field.
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Remote Network

¢®7 Address Type Subnet Address (v

192 168, 1 . 0

13. On IPSec Proposal, select Encapsulation Mode to Tunnel, Active Protocol to ESP,
Encryption Algorithm to DES and Authentication Algorithm to SHAL, and then press Apply
button on this page.

IPSec Proposal

Cancel

14. After you press the Apply button, you will see the following page.
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¥PMN Rules (IKE) = ¥PN Rules {Manual}) SA Monitor Global Setting
¥PN Rules
Local Internet ' Remote °
__ Network PN Tunnel __ Network

[+]

VPN Rules

LS ToFortinet 02172221147 Cp2172.22.2.138 & f%?
' ToFortiNet 192.168.2.0 / 192.168.1.0 /
| tesechue. M il WSk, 4 FI’

2. Setup FortiNet VPN (We choose FortiGate-60 device in this example.)

1. Using a web browser, login FortiNet by giving the LAN IP address of FortiNet in URL field.
2. To edit your IPSec rule, click VPN -> IPSec -> Phase 1, and then press Create New button to
edit your IKE rules.

Phase 1 \] Phase 2 “] Manual Key [ Concentrator "| Ping Generator ‘] Monitor
Creat

Gateway Mame Gateway IP Mode Encryption Algorithm

3. Give a name for your policy, for example “ToZyWALL”. Remote Gateway IP Addr is the
ZyWALL's WAN IP address. In this example, select Static IP Address option and set
172.22.1.147 on the text box. Choosing Main mode, and also enter the key string 12345678 on
Preshared Key text box. Then, press Advanced button to edit the advanced settings.
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Mew YPN Gateway

Gateway Name TDZyWﬂLL
Femote Gateway Static [P &ddress v
IP address 172.22.1.147
Mode (O Aggressive (® Main (ID protection)
Authentication Method .F'r'ESh..EII.’Ed Key |
Pre-shared Key :--------

Peer Options
O] Accept any peer ID

" Aduanceq...[}? (%4UTH, Mat Traversal, DPD)

(" oK ) T cancel J

L.

4. On P1 proposal settings, select Encryption to DES, Authentication to MD5, and DH Group to
Groupl. Then, press “-” button to delete the second P1 proposal rules.

P1 Proposal
1 - Encryption | DES v Authentication VDS 9.
2 - Encryption | 30ES  v| aAuthentication| MDS v | E @,}
DH Group iyl 200 s

5. To uncheck the Nat-traversal check box. And then press OK button to save the settings.
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P1 Proposal
1 - Encryption DES

DH Group 1 2l sl
keylife EEIBEIEI [ (120-172800 seconds)
Local ID | [optional)

XaAuth ) Disable (QEnable as Client
Mat-traversal [] Enable
Keepalive Freguency (0-900 seconds)

Dead Peer Detection Enable

- Ok ¢ Cancel J
A

¥| Authentication |MDS v | B

Enable as Server

6. After you press the OK button, you will see a Phase 1 rule on this page.

Phase 1 \] Phase 2 | Manual Key | Concentrator \I Ping Generator I Monitor
" Create New )
Gateway Mame Gateway IP Mode Encryption Algarithm
ToZyWaLL 172.22.1.147 Main DES-MDS i

7. To edit your IPSec rule(phase 2), click VPN -> IPSec -> Phase 2, and then press Create New button
to edit your IPSec rules.

Phase 1 \I Phase 2 \1 Manual Key ‘I Concentrator | Ping Generator | Maonitor
(_ Create New
Tunnel Name Remote Gateway Lifetime({sec/b) Status Tirmeout

8. Give a name for your VPN, for example “ToZyWALL IPSec”, and choose ToZyWALL policy rule
for your Remote Gateway. Then, press Advanced button to edit the advanced settings.
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MNew ¥PH Tunnel
Tunnel Name ToZyWall IPSec
emeie Cslmnay S
Concentrator
( Aduanced...%)
'.’: Ok ) f" Cancel )

9. On P2 Proposal settings, select Encryption to DES, and Authentication to SHA1L, and also press “-”
button to delete the second P2 proposal rules.

P2 Proposal 1-Encryption: |DES % |Authentication: | SHAL &

2-Encryption: | 3DES ¥ |authentication: | MDS v | E %
Enahle replay detection

10. To uncheck the Enable perfect forward secrecy(PFS) check box. And then, press OK button to save
the settings.
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MNew YPMN Tunhel

Tunnel Name TozywaLL IPSec |
Remote Gatewiay | ToZyWall v H
Concentrator

"': Advanced... )

P2 Proposal 1-Encryption: | DES -V.;ﬁuthenticatiun: E-ISHﬂl_ V 2
Enable replay detection
[ ] Enable perfect forward secrecy(PF5).
OH Group 1 P 5
Keylife: ._SecundS V ._1BIIIIII | (Seconds) 18 | (KBytes)
Autokey Keep Alive [ Enable
Internet browsing  [pone v

Quick Mode Identities &) Use selectors from policy
) Use wildcard selectors

() Specify a selector

C QK R Jf: Cancel J

11. After you press the OK button, you will see your IPSec rule(Phase2) on this page.

Phase 1 \| Phase 2 \] Manual Key ‘| Concentrator | Ping Generator | Monitor

 Create New

Tunnel Mame Rernote Gateway Lifetime(sec/kh] Status Timeout
ToZyWwalLL IPSec 172.22.1.147 1600/MA Dawn 0 |4

12. On the main page, click Firewall -> Address, and then press Create New button to edit your address
rules.

Address ﬁ Group

“ create New[:)

MName Address

all 0.0,0.0/0.,0.0,0 Iﬁ‘
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13. To define the IP source address of the Network behind FortiNet. Giving a name for your address rule,
for example “Fortinet network”, and enter the IP Range/Subnet in the text box. In this example, you
should enter 192.168.1.0/24 IP Range/Subnet for the FortiNet network. Then, press OK button to save
your settings.

MNew Address
Address Name Fortinet network

IP Range/Subnet  |192.168.1.0/24

’ OK_ [ ) cancel )

14. Press Create New button to edit another address rules.

'f Create New l\?

MNarne Address
all 0.0.0,0/0.0.0,0 l
. kA
Fartinet netwarlk 192,168.1.0/255,255.255.0 'ﬁ |53

14. 15. To define the IP source address of the Network behind ZyWALL. Giving a name for your address
rule, for example “ZyWALL network”, and enter the IP Range/Subnet in the text box. In this
example, you should enter 192.168.2.0/24 IP Range/Subnet for the ZyWALL network. Then, press
OK button to save your settings.

MNew Address

Address MName ZywalLL network
IP Range/Subnet 1192.168.2.0/24 ]
C OK [~ J cancel
W

16. After you finished the settings, you should see two address rules on this page.

204
All contents copyright (c) 2005 ZyXEL Communications Corporation.



ZyXEL ZyWALL 70 Support Notes

g CEEEILIE-NEW }

Mame Address
all 0,0,0.0/0.0.0.0 &
Fortinet network 192.168.1.0/255.255,255.0 ﬁ |_éf
ZyWALL netwark 197 168.2.0/255,255,255.0 T g

17. On the main page, click Firewall -> Policy, and then press Create New button to edit your policy
rules.

(_Create New m)

iin] Source Dest Schedule Service Action Enable
p internal -> wanl (1}

18. On Interface/Zone settings, select the interface to internal (private) network, and select the interface
to external (public) network. In this example, choose internal option for your source Interface/zone,
and choose wanl option for your destination Interface/Zone.

19. On Address Name settings, choose Fortinet network rule for your source address rules, and choose
ZyWALL network rule for your destination address rules.

20. On Action settings, choose ENCRYPT option, and choose ToZyWALL IPSec rule for your VPN
Tunnel. Then, press OK button to save your settings.
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New Policy
Source Destination

I Interface/Zone internal ¥ |wani v | I
| Address Name | Fortinet network V|| ZYWALL network  ~| |

Schedule always v

Service | ANY v
I Action ENCRYPT bt ] |
|vPN Tunnel ToZyWALL IPSec v | |

[¥] allow inbound [(Jinbound NAT

[¥] allow outbound [ outbound NAT

[ClProtection Profile

[]Log Traffic

(_Advanced... ) (Traffic Shaping, Differentiated Services)
C OK [\ ) ___Cancel )

21. After you press the OK button, you will the policy rule on this page.

1D Source Dest Schedule Service Action Enable

w internal ->= wanl {Z)

1 all all always BN ACCERT m & = B
2 Fortinet network ZyYWALL network always AN EMCRYPT mw e BB

22. Click VPN -> IPSec -> Monitor, this page displays a table that lists all the VPN rules configured on
the FortiNet device. You could check the link states here to know your VPN tunnel is up or down.
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Phase 1 “| Phase 2 | Manual Key | Concentrator 1 Ping Generator \I Monitor _

Mo dialup tunnels.

Static IP and dynamic DNS: ®) =)
Marne Rernote gateway Timeout Proxy ID Source Proxy ID Destination
ToZywall IPSec 172.22.1.236:500 28786 192.168.1.*% 192.168.2.* (1]

Remote Access VPN Scenario

The remote access VPN scenario is to provide a remote users secure connections to access corporate
network over a public networking infrastructure.

VPN has become the logical solution for remote access connectivity. The remote access VPN scenario is
to provide a remote users secure connections to access corporate network over a public networking
infrastructure. Deploying a remote access VPN enables corporations to reduce communications expenses
by leveraging the infrastructures of Internet service providers. At the same time, VPN allows remote to
take advantage of broadband connectivity. Remote users (e.g. mobile users, telecommuters) may use
dial-up, ISDN, digital subscriber line (DSL) or cable technologies to gain Internet access

— Mobile User
s ZyWALL
Ne=—g, @ Internet
| = E——————
s A DMZ )
Telecommuter

Because IP address is dynamically assigned by service providers, the Remote Gateway Address of
gateway way policy must be configured with 0.0.0.0 or domain name. If “0.0.0.0” is used as Remote
Gateway Address, ZyWALL accepts all attempts from any IP address and authenticate the remote VPN
device with pre-shared key or certificate. If the remote entity passes authentication, ZyWALL and remote
entity will then generate dynamic shared keys for the IKE SAs and IPSec/QM SAs.
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Using xAuth for User Authentication

IKE Extended Authentication (Xauth) is a draft RFC developed by the Internet Engineering Task Force
(IETF) based on the Internet Key Exchange (IKE) protocol. The Xauth feature is an enhance to the
existing Internet Key Exchange (IKE) Protocol feature. Xauth allows authentication methods to perform
user authentication in a separate phase after the IKE authentication phase 1 exchange. The Xauth feature
is an extension to the IKE feature, and does not replace IKE authentication.

Before Xauth, IKE only supported authentication of the device, not authentication of the user using the
device. With Xauth, IKE can now authenticate the user using the device after the device has been
authenticated during normal IKE authentication.

Since remote users may use the same pre-shared key for device authentication, it may have some problem
once the key is compromised. Otherwise, an extra authentication would be more.

'ﬁ

\__
Mobile User

m T Internet

Internal
Network .
|||
i ;

Telecommuter
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VPN

VYPH Rules (Manual) SA Monitor Global Setting

VPN Rules

# | VPN Rules

134 To0. TH0. 7
L3 255 255 255.0 (> Any

To Use “xAuth” for authentication, enable “Extended Authentication” while configuring “VPN Gateway
Policy”. Select “Server Mode” on the VPN concentrator. There are two kinds of user_identification
(username/password) database can be used for authentication: Local_User & RADIUS. (Note that
Local_User first then RADIUS if both exist).

Extended Authentication

Local User

AUTHENTICATION SERVER

User Database

User Name Password

RADIUS
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AUTHENTICATION SERVER

Local User
Datahase

Authentication Server

192.168.10050 |
12345678

Accounting Server

When external “RADIUS” is selected, please input the Service IP address of the external RADIUS server
and the shared Key which must be configured on the RADIUS. The default (UDP) port number for
RADIUS is 1812. If RADIUS server uses a different port number, please configure it correctly.

ZyXEL VPN Client to ZyWALL Tunneling

1. Setup ZyWALL VPN Client
2. Setup ZyWALL

This page guides us to setup a VPN connection between the VPN software and ZyWALL router. There will be
several devices we need to setup for this case. They are VPN software and ZyWALL router.

As the figure shown below, the tunnel between PC 2 and ZyWALL ensures the packets flow between them 1s
secure. Because the packets go through the IPSec tunnel are encrypted. To setup this VPN tunnel, the required
settings for the software and ZyWALL are explained in the following sections.
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EL_p
LAN

N

F _mj = ZxXEL VPN Client
=== VPN Gateway ~Internet . P2
) VPN tunnel 1 .
_1 \gm L ) Llobile Tser

=
Lli

The IP addresses we use in this example are as shown below.

202.132.171.33

ZyWALL PC2

LAN: 202.132.171.1
WAN: 202.132.170.1

202.132.155.33

1. Setup ZyWALL VPN Client

1. Open ZyWALL VPN Client Security Policy Editor
2. Add a new connection named "ZyWALL' as shown below.

3. Select Connection Security to Secure

All contents copyright (c) 2005 ZyXEL Communications Corporation.
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E Security Policy Editor - ZyWAaALL ¥PN Client

File Edit Options Help

=101 x|

(2)a=| 7| x|d| 24|

etwork. Securnity Policy

Add a New
Connection

{* Secure

" Mon-secure
" Block

ZN|

% [ Orly Connect Marnually

— Remate Party |dentity and Addrezsing

ID Type |any

~| IPAddiess

I.-’-'-.ny D

Protocal I.-'l'«ll "I Part I"':"" j I

|n.u.n.n

[ Connect using ISecure Gateway Tunnel |

ID Type |IP Address

]

|n.n.n.n

Click here to find out about program add-ons.

Remote Party Identity and Addressing settings:

4. In ID Type option, please choose IP Address option, and enter the IP address of the remote PC (PC 2 in this

case).

5. Check Connect using Secure Gateway Tunnel, please also select IP Address as ID Type, and enter

ZyWALL's WAN
[Paddress 1in the following field.

All contents copyright (c) 2005 ZyXEL Communications Corporation.
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The detailed configuration is shown in the following figure.

E Security Policy Editor - ZyWAaALL ¥PN Client
File Edit Options Help

=101 x|

28R x || 24

Metwork. Security Policy
Ea My Connections

; [l ZypaLL

L Other Connections

— Connection Security

& Secure [ Orly Connect Marnually
" Mon-securne %

" Block

D Type |IF Address

IP Address //< [202132171.33
of PC1 T
Protocal I.-'l'«ll "I Part I"':"" j I
:gﬂdl;lelsps of /mng ISecure Gateray Tunnel -
ZyWALL \_ | 1D Tvpe [IP sddress =l

2021321701

Click here to find out about program add-ons.

Pre-Share Key Settings:

6. Extend ZyWALL icon, you may see My L

dentity.

7. Click My Identity; click the Pre-Shared Key icon in the right side of the window.

8. Enter a key you that later you will also need to configure in ZyWALL in the pop out windows. In this

example, we enter
12345678. See below.
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¥4 Security Policy Editor - ZyWALL ¥PN Client =10 x|
File Edit Options Help
Blm| x| (4] ZNN|
Metwark Security Policy
— - . I —
=1 My Connections Fy ldentity
E‘ﬁzbww 1 Select Certificate 2 Ploieres R
E Secunty Palicy IM':'”E
o Other Connections ID Type Part

|

Cae D —

Enter Pre-Shared Key [at least 8 characters)

Key =
12345678

Thiz key iz uged during Authentication Phaze if the
Authertication Method Propozal iz *Pre-Shared key''.

. |

(] Cancel |

Security Policy Settings:
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9. Click Security Policy option to choose Main Mode as Phase 1 Negotiation

¥4 Security Policy Editor - ZyWALL ¥PN Client o [m] B
File Edit Cptions Help

e[ x| #[+4] ZAS
Metwork Security Policy

=1 My Connections — Security Policy
E@ ZyiaLL . Select Bhase 1 Meqotiation Mode——————
: €3 My Idenity

SF =g S curity Policyme bl

-- Authentication [Phaze 1) " Aggressive Mode
% K.ey Exchange [Phaze 2)

E = Use Manual Keys
il Other Connechions ’

[ Enable Perfect Farward Secrecy [FFS)

EFS Key Group |Diffie-Hellman Group 2 |

W Enable Replay Detection

Mode

10. Extend Security Policy icon, you will see two icons, Authentication (Phase 1) and Key Exchange (Phase 2).
11. The settings shown in the following two figures for both Phases are our examples. You can choose any, but
they should match whatever you enter in ZyWALL.
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E Security Policy Editor - ZyWAaALL ¥PN Client
File Edit

Cpkions  Help

=101 x|

28 x| 4]

Metwork. Security Policy

= My Connections

=F @ ZywALL
------ 3 My Identiy
El E Secuity F'u:ulu:_l,l

l % Ke_l,l wchange [Phaze 2]
----- % Otker Connections

ZN|

—Authentication Method and Algornithms

S Life

| 3600

I Seconds

MDH Method
( Pre-Shared K.ey b
— Encryption
Ehcpt Alg IDES vI
/|
Hazh Alg kD5 -
Seconds

K.ey Graup IDiffie-HeIIman Group 1 j

E Security Policy Editor - ZyWALL ¥PM Client
File Edit

Qpkions  Help

&l x|d| #]+4]

Metwork, Security Policy

= My Connections
= @ ZywiALL
------ 3 My Identiy
El g, Secunty Palicy
El {% Authentication [Phase 1]
5] Proposal 1
El % K.ey E:-:u:hange [Phase 2]

----- % Other Eu:unneu:tu:uns

Seconds

v | |3600

Shlife  |Seconds

Compression I Mone

¥ Encapsulation Protocol [ESP]
Encropt &g |DES -
Hazh Alg kD& -

zulation I Turnel - I

[ Authentication Protocol [2H]

Hazhalg ISH,&J - I
Eﬂcapsulatiunl Tunnel ¥ I
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2. Setup ZyWALL VPN

7.
8.
9.

10.
11.

12.

Using a web browser, login ZyWALL by giving the LAN IP address of ZyWALL in URL field.
Default LAN IP is 192.168.1.1, default password to login web configurator is 1234.

Go to SECURITY->VPN->Press Add button

check Active check box and give a name to this policy.

Select IPSec Keying Mode to IKE and Negotiation Mode to Main, as we configured in
ZyWALL VPN Client.

Source IP Address Start and Source IP Address End are PC 2 IP in this example. (the secure
host behind ZyWALL)

Destination IP Address Start and Destination IP Address End are PC 1 in this example. (the
secure remote host) Note: You may assign a range of Source/Destination IP addresses for multiple
VPN sessions.

My IP Addr is the WAN IP of ZyWALL.

Secure Gateway IP Addr is the remote secure gateway IP, which is PC 1 in this example.

Select Encapsulation Mode to Tunnel.

Check the ESP check box. (AH can not be used in SUA/NAT case)

Select Encryption Algorithm to DES and Authentication Algorithm to SHA1, as we configured
in ZyWALL VPN Client.

Enter the key string 12345678 in the Pre-shared Key text box, and click Apply.
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See the VPN rule screen shot

Prope:ty

IKE |

[ Turnel =]
0000

Extended Authentication

——

Single Address |_

<PC1=>
o, 0.0

Local Policy

Remote Policy

Single Address |

Authentication Method

12345673

o .0 .0
auto_generated_sell_signed_cert 7|
[

.
P =]
[ |

<PC 2>
.0

Gateway Information

<ZyWALL WAN>
[None 7]

IPSec Algorithm

e

|DES >/
|SHAT |

[ Adanced | apely|  Cancel |

You can further adjust IKE Phase 1/Phase 2 parameters by pressing Advanced button.
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Phase 1

Phase 2

o
b
p
|
o |
onn]

Threat Management

There is an emerging demand for an effective and proactive mechanism against Internet threats. These
threats cause exhaust of IT resource, reduced productivity, data theft, business disruption and even
financial lost in a Small and Medium Business networking environment.

ZyWALL 5/35/70 UTM is engineered to deliver comprehensive protection against internet threats in an
effortless manner.

This support note demonstrates the best practice for SMB to minimize the impact of Internet threats using
ZyWALL 35 UTM as example.
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Xm

Intruder

Internet ._._._

[==:=--- == WAN Mail/HFTPIFTP server
—

Remote user

Proactive protection: hands-on best practice for threat management using ZyWALL 35 UTM

Scenario

A typical SMB network, as illustrated in the above figure, may be segmented into Intranet (trusted
network), DMZ for Internet-facing servers and Internet (distrusted networks).

In Intranet, there are tens of company employees having to access the Internet resources. They need to do
web browsing, send/receive emails via company mail server, using hotmail or Google Gmail, doing file
download upload and even having IM application to increase productivity.

In the DMZ, they will host couple Internet-facing servers, including DNS, web, email and ftp servers to
provide services to their customers/partners.

From Internet, public users may need to access the servers in DMZ.

In addition to basic access control lists deployed on ZyWALL 35 UTM, IT staff must have additional
application layer of protection. It should inspect traffics from/to these network segments to ensure
malicious activities will not take place.

To protect computer networks against virus intrusions and attacks from Internet

1. For Mixed Environment
Following example will demonstrate how to use ZyWALL 35 UTM to prevent virus and worms from entering
the intranet and DMZ networks behind ZyWALL.
Since most virus and worms are coming from the internet, thus all incoming traffic from internet (WAN) to

intranet (LAN and DMZ) should be inspected. Configure your ZyWALL 35 UTM based on this example will
220
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prevent virus/worms from penetrate your networks.

Lk

Mail/HFTP/FTP server

Remote user

LAN Zone

1.1 Activate AV/IDP license using the iCard
1.1.1 ZyNOS 4 + Turbo Card
ZyWALL 35 UTM started to support AV/IDP service with latest firmware 4.0(WZ.0). In order to take full
advantage of the AV/IDP service in ZyWALL 35 UTM, it is mandatory to have a ZyWALL Turbo Card
inserted in the Expansion Card Slot at the back of your ZyWALL 35 UTM. This Turbo Card will guarantee
your ZyWALL 35 UTM can deliver its best performance.

1.1.2 IDP/AV License Activation
In Registration page, if you already have an account exist in myZyXEL.com, then all you have to do is,

first select “Existing myZyXEL.com account” and enter your username password, and select IDP/AV 3
months trial version to activate

Registration Service
Device Registration

(o Existing myZy®EL.com account

User Mame Iiacky1 234

I ....... [Type username and passward from & to 20
characters,)

Service Activation

[ content Filtering 1-rnonth Trial
IV anti Spam 3-month Trial {Service has been activated.)
[V IDP/&Y 3-manth Trial (Service has been activated.)

Password

Mote: For more device services management, please go to myZy=EL.com

Reset |

The ZyWALL 35 UTM has IDP (Intrusion Detection Prevention) service, which will inspect all traffic
going through ZyWALL 35 UTM to effectively stop/drop most Worms, Trojans, DoS and DDoS attacks.
TIPS: Although IDP can effectively stop Worms, Trojans, and prevent DoS and DDoS attack, but IDP is not
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capable to stop virus from penetrate ZyWALL 35 UTM.

In addition, the ZyWALL 35 UTM has a stream based AV scan engine that will scan all traffics as them
pass through ZyWALL. This stream based AV scan engine can precisely detect virus/worms and then
destroy these infected files before they reach intranet hosts.

TIPS: Anti-Virus service in ZyWALL 35 UTM can detect and destroy files that are infected with virus/worms,

but it cannot stop network DoS and DDoS attack.

1.2 IDP + AV is a perfect combination
ZyWALL 35 UTM IDP + AV service is ultimate tool to guard your network from most types of attacks
coming from any networks. Not only will ZyWALL 35 UTM stop network attacks using IDP service, it will
also scan, detect and destroy files that are infected with virus/worms using AV service. Result in your
network stability and virus/worms free. Following is an example on how to configure IDP/AV service on

your ZyWALL 35 UTM to fulfill this purpose.

1.2.1 Setup the IDP service to prevent the attacks:
1. In IDP->General, check the Enable Intrusion Detection and Prevention check box to enable IDP

function.
2. In Active option, check the LAN and DMZ’s check boxes to have the inbound traffic from LAN and

DMZ interfaces be protected.
3. Click on the Apply button to save the above settings.

ZyXEL

HOME

REGISTRATION | enera ignature Backup & Restore

NETWORK

| General Setuj
SECURITY ; . )
S nable Intrusion Detection and Prevention
Protected Interface

WANT
WANZ

O

O
LAN
DMz 3

AUTH &

ADVANCED &

LOGS

MAINTENANCE

LOGOUT

1.2.2 Setup the ANTI-VIRUS service to inspect if the receiving file infected:

1. In ANTI-VIRUS->General, check the Enable Anti-Virus to enable the AV function.

2. For FTP service, check the Active and Log check boxes and the LAN and DMZ interfaces to be
protected accordingly, so that the FTP file upload/download traffic can be protected from the virus
infection. And the system can give a warning to IT staff if a virus is found.
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3. For HTTP service, check the Active and Log check boxes and the LAN and DMZ interfaces to be
protected accordingly, so that the Web surfing traffic can be protected from virus infection. And the
“Log” can give a warning to IT staff if virus is found.

4. For POP3 service, check the Active and Log check boxes and the LAN interface to be protected, so
that the LAN users receive POP3 mails traffic can be protected from virus infection. And the system
can give a warning to IT staff if a virus is found.

5. For SMTP service, check the Active and Log check boxes and the DMZ interface to be protected so
that the remote users send SMTP mails traffic can be protected from virus infection. And the system
can give a warning to IT staff if a virus is found.

6. Click on the Apply button to save the settings.

ZyXEL s

HOME

REGISTRATION

General | update

NET¥WORK General Setup.

SECURITY 7S ; .
FIREWALL [v]JEnable Anti-Virus

IDP

ANTI-VIRUS send n oty
ANTL-SPAM Service Active|Log | Alert Protected Interface Windows 95
Message LE

CONTENT FILTER
. FTP (TCP 20/21) acv o I LaM [ wan 2 [ wan 2 D-l m m
CERTIFICATES HTTP (TCP &0, 3080, 3128) 3 C. @ | . D|_|M AN [T wan1l [ wanz Ig m 1
AUTH SERWER T m -

POP3 (TCP/UDP 110) 4 0 [t Llwanal Twanz Th ]
ADYANCED 7] [,
LOGS SMTP (TCR/UDP 25) 5 | E LAM [ | wan 1] wan 2z @ 0 0
MAINTENANCE

LOGOUT 6

TIPS:
Remember to make sure the AV signatures are most updated thereby the ZyWALL 35 UTM AV engine can

stay in the best status. (The “update” can be done manually or automatically).

ZyXEL

HOME
REGISTRATION
NETWORK ]

SECURITY =]

Release Date: 2005-06-24 06:04:56
Last Update: 2005-06-29 01:51:13

MTEMT FILTER
- Service Status: Trial Active

Expiration Date: 2005-09-25

Synchronize the IDP and Anti-Virus Signature to the latest version with the online update server.
Update Server: | Y | Update how:

Auto Update

MAINTENANCE 53 Hourly

ADYANCED &

LOGS

O Daily 'clock)

LoGOUT
O weekly (©'clock)

The AV signature update page
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2. For Server Protection with IDP

In order to protect servers (WEB/Mail/FTP/etc) located on the DMZ of ZyWALL 35 UTM, user can enable the

IDP service on ZyWALL 35 UTM to inspect inbound traffic to these servers. A ZyWALL 35 UTM with IDP
service enabled can effectively stop hackers from intruding these servers and also stop DoS & DDoS attacks

from paralyze the network.

Following procedure demonstrate how to configure your ZyWALL 35 UTM to protect your servers in DMZ

Zone.

DMZ Zone

.=.=.=
SN N MaillHTTPR/FTP server

Intruder

Internet

WAN </

LAN Zone o

2.1 Setup the IDP service to prevent the intruder’s attack:

1. In IDP->General, check Enable Intrusion Detection and Prevention check box to enable IDP

function.

2. In Active option, check the DMZ’s check box. Any traffic going from WAN or LAN interface to

ZyWALL’s DMZ segment can be protected by IDP engine.
3. Click on the Apply button to save the above settings.
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REGISTRATION | General | Signature Update Backup & Restore
NETWORK

SECURITY

1 :
FIREWALL Enahle Intrusion Detection and Prevention

Protected Interface | Active |
WANL |
WANZ O
Lan IF]
DMZ 2

ADYANCED =

LOGS

MAINTENANCE

LOGOUT

TIPS: IDP/AV scan/detection engine will bypass IPSec VPN traffic, because IPSec VPN traffic are protected in a
secure tunnel. IDP/AV services would not be able to scan/detect any files or packets that are protected by either

password or secure tunnels.

To Control IM/P2P Applications Usage to Increase Employee Productivity

IM (Instant Message)/P2P (Peer to Peer) applications are popular nowadays. For example people may use MSN
messenger (an IM application from Microsoft) to chat, send/receive files and use eDonkey (a P2P application)
to do file-sharing ...such applications are popular medium for spreading viruses, backdoor programs, or
Trojans. The computers in the LAN zone might be infected silently when these IM/P2P applications are
running in these computers. The ZyWALL 35 UTM IDP security service provides an effective extension to
manage (allow or block) these IM/P2P applications.

1. The P2P/IM traffic management

Following are examples on how to use the IDP service in ZyWALL 35 UTM to manage MSN messenger
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usage to stop virus/Trojans from spreading and lead to more productivity.

2" portion of the example will show to stop employees from using company’s bandwidth to do file sharing at
anytime.

1.1 Setup IDP service

1.1.1 ZyNOS 4.0 + Turbo Card

ZyWALL 35 UTM started to support AV/IDP service with latest firmware 4.0(WZ.0). In order to take full
advantage of the AV/IDP service in ZyWALL 35 UTM, it is mandatory to have a ZyWALL Turbo Card
inserted in the Expansion Card Slot at the back of your ZyWALL 35 UTM. This Turbo Card will guarantee
your ZyWALL 35 UTM can deliver its best performance.

1.1.2 IDP/AV License Activation

Please refer to step 1.1 in the page 4 on how to activate IDP/AV services for your ZyWALL 35 UTM

1.2 IDP Common Setting

1.

In IDP->General, check the Enable Intrusion Detection and Prevention check box to enable IDP
function.

In Active option, check the LAN and the WAN check boxes to have the IM/P2P traffic between LAN
zone users and the remote users under controlled.

Click on the Apply button to save the above settings.

ZyXEL

HOME

REGISTRATIDN

General | signature update _ Backup & Restore

NETWORK

Protected Interface
WAHL

WANZ
LA
oMz
CERTIFICATES
AUTH SER

ADYANCED =
LOGS

MAINTENANCE

LOGOUT

1.2.1 »Control IM (Instant Message)

1.

In IDP->Signature, click on Switch to query view to search the specified signature and set them up
optionally.
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REGISTRATION

ADYANCED

LOGS

MAINTENANCE

LOGOUT

2. To setup policies for the IM applications, say MSN, we use “Signature search” “By Name” with
“MSN” keyword to query all signatures about MSN and will get a searched result list.

ZyXEL

HOME
REGISTRATION
NETWORK 2]

SECURITY =

ADVANCED @

LOGS

MAINTENANCE

(Rulcislipg

General Signature Update Backup & Restore

Signature Groups & '

Attack Type | --—-Select a Type--- ¥

Severity Platform Active A Action

General E S’irgiﬁé'tui'é | Update Backup & Restore

Query Signatures

ﬂ () signature Search | By Mame % | M3N ‘|

* Signature Search by Attributes.
Hold 'Ctrl* to make multiple selection on items in the lists:

o Severity  Type __ Platform __Active m Log Al ___Action

i

| ~

i Severe = DDOS — | |Windowes Active Log Alert | Mo Action

|High | Butfer Overflowe | ||LinuwUnix Inactive Mo Log Mo Alert | Drop Packet =

| Medium Access Control Metwork cevice | Drop Session

{ILow | |scan ~IH | ||Reset Sender (¥
Search

Canfigure Signatures

Active Log Alert

Name.A ID Severity Type Platform Action
o v X
' CHAT MSN login via proxy 1051895 Low ™ »l["‘h"'\"__'é]@ 0 [ [moscton v

: £
TR e BE N
CHAT MSN &.x audio reguest S UHIX;
e 1051829 Low m AEtESS O O] [Moscton v
B o o w 8BGO B D v
Worrn KELWIR & {rmalicious HTTP Ay
T e e 1051804 High WirusWorm L] [] |&pf-‘acke¢ 8

1.2.1.1 O Block MSN (Chat, File transfer)
Select Drop Packet in the Action field of all the MSN related signatures.
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1.

REGISTRATION

NETWORK

ADY¥ANCED
LOGS

MAINTENANCE

NameA

CHAT MEN login via proxy

CHAT MSN 6.x vedio request
atternpt

CHAT MSH 6.x audio reguest
attermnpt -2

CHAT MEN 6.x audio request
attempt -1

Warm.KELVIR A (malicious HTTP
link_in MEN message

CHAT MSM online game -2

CHAT MSM online game -1

Wormn.Bropia (MSN file transfer
wia HTTP

Worm.Bropia (MSN file transfer) -

ID Sewerity Type Platform

2

Wormn.Brapia (MSH file transfer) -

1

CHAT MSN 7.x login attempt <
1024

CHAT MSH 6.x (7.2 file transfer
request - receive

CHAT MSH 6.x (7.2 file transfer
request - send

CHAT MSN 7.x -> 7.x message

Warm.MSN funny

CHAT Web MSN login sttermpt -3

CHAT web MSN login stternpt -2

CHAT Weh MSN login sttempt -1

1051895 Low % {‘E]“‘Eﬂ@ N Drop Packet | o
1051830 Low M @“’&]@ 0 |orap Packet o
1051829 Low I# @“‘&]@ O [Droppaciet o
1051828 Low I @“‘&]@ O [orep Packet o
1051804 High WirusWorm "‘EE‘ a @
1051803 Low M "EEI 0 [orapPacket o
1051802 Low I "E;I 0 [oroppacket o
1051789 High  Other "fgl 0 [DropPaciet o
1051788 High  Other "Egj 0 [oropPaciet o
1051787 High  Other "Egj 0 |Drop Packet o
1051770 Low I* {‘5“‘[5]@ O [orep Packet o
1051746 Low M "E;I 0 [DropPacket o
1051720 Low I "fgl 0 [DropPaciet o
1051719 Low I @“‘&]@ O [orep Packet o
1051704 Medium WirusWorm "‘EE‘ a @
1051696 Low W A O [orop Packet o
1051695 Low It l'fgl““ﬁ@ 0 [orop packet o
1051694 Low I @““2‘.@ 0 [oroppaciet o

Active Log Alert

o X

Action

&

[ S " ] " o e [t ) ] [t ([l [t ) e [ ([l

1.2.1.2 O Block MSN (Chat only, no File transfer)

Select Drop Packet in the Action field of the MSN file transfer related signatures and keep

other signatures No Action.

ZyXEL

HOME
REGISTRATION
NETWORK

SECURITY

AUTH SERY

ADYANCED #

LOGS

MAINTENANCE

LOGOUT

ID Severity Type Platform

Active Log Alert

Action

¥ v X

CHAT MSN login via proxy 1051895 Low M ""EEI"":'EI G2

MSN 6.x vedio request 1051830 Low ™ f;@““ﬂ @ ] im
(a:t:‘:n: th_gJ 6. audio request 1051820 Low o ,".'E.Elnuﬁ @ O [n

CHAT MS_N 6.x audio request 1051898 Low ™ ﬁ'{_{}—‘lm& @ a

atternpt -1 e
W 1051804 High VirusWorm “‘t;‘ (] iNn Action Zl
CHAT MSH online qame -2 1051803  Low M "l'@ [ | Mo Action v

CHAT MSH online game -1 1051802 Low ™ b (] [Moscion v
y:r;n_r.sgog\a M3 file transfer 1051789 High i ‘I"L;_i‘ n !W
lzllfarm.Broma (M3 file transfer) - 1051788 High Other ,'é;l 0 i@
E\IDrm.BrDD\a (MSN fill transfer] =y gy oo Hich e i:t;‘ ml iF»]u Action _:]
CHAT HSH 7. login attempt < yocyoon o i @"'@@ O] [Modction |
CHATHSH 6x (2 fle lransfer yogy7ag Low i [] fOropPackt | @

EEH»;IJ;T?I\;I:’-;; 7.x) file transfer oco20n o ™ ,,'tgl 0 QW_

CHAT M3 7.5 -> 7.x message 1051719 Low i @""ﬁ L) ] [Moscion v
Worm. MSH funny 1051704 Medium VirusWaorm "‘t;‘ [ ] iNn Action Zl
CHAT web MSN login atternpt -3 1051606 Low m u@"'@@ O [oscon |
CHAT Web M login sttemnpt -2 1051605 Low M WEMEES B @ ] [Noadn v

1.2.2 ®Control P2P (Peer-to-Peer file transfer)

optionally.

In IDP->Signature, click on Switch to query view to search the specified signature and set them up
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REGISTRATION

NETWORK

SECURITY

CERTIFICATES

AT

ADYANCED

LOGS

MAINTENANCE

LOGOUT

2. To setup policies for the P2P applications, say eDonkey, use the “eDonkey” keyword to query all

Eemnerdl W‘ Update Backup & Restore
L ———
Signature Groups &
Attack Type | -—Select a Type— & -

Name ID Severity

Platform

Active Log Alert Action

signatures about eDonkey and will get a searched result list.

ZyXEL

HOME
REGISTRATION

NETWORK =

SECURITY -]

CONTENT FILTER

CERTIFICATES
ALUTH SERVER

ADVANCED &

LOGS
MAINTENANCE

LOGOUT

3. The IT staff can log all eDonkey traffic by checking the Log check box and blocking the eDonkey

Siénature Update

General

Backup & Restore

Query Signatures

) signaturs Search |E‘Y Mams "l ‘EDD”keY

O signature Search by Attributes,

Platform
Severs F DOOs [Winclow s
Butfer Overflow | {[Linuxinix
Medium ||| Access Contral Metwark device
Loy ¥ [Sean

Hold 'Ctrl' to make multiple selection on items in the lists:

Active

Active

Inactive

~

Log Alert Mo Action E

Mo Log Mo Alert Driop Packet 5
Driop Session

Reset Sender

Lo Alert Action

Configure Signatures

NameA

P2P eDonkey GET server list 1051159
E2F eDonkey Server stabus requests and

reports 4665/10F 1051151
P2P eDornkey UDP Server ststus request 1051141
P2P eDonkey connection 1050423
P2P eDonkey detection 4661-4665/TCP 1050411
P2P eDonkey detection 4242/TCP 1050410

Law

Law

Law

Law

Law

Law

SeverityTypePlatform Active Log Alert Action

X v X

% O M O [edn v
0 @0 [featn v
W@ O @ 0 [meston v
) O [reacen v
I B I N T
W@ 0 @ O [resdon v

packet by selecting Drop Packet in the Action field. And remember to check the Active check box to

activate the signatures.
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REGISTRATION

NETWORK ]

SECURITY

AUTH SERVER

ADYANCED
LOGS

MAINTENANCE

LOGOUT

General Signature Update Backup & Restore

Query Signatures

) signature Search | By Neme v | |eDonkey J

* Signature Search by Attributes,
Hald 'Ctrl' to make multiple selection an items in the lists:

Platform Active Lo Alert Action
~
Severe oDoS Windows Active Loy Alert Ma &ction
Higgh Butfer Qverflow Lirwzini: Inactive Mo Log Mo Slert Drop Packet
Medium Access Caontrol Metwork device Drop Session
Lo ~I| |scan - Reset Sender (¥

ID SeverityTypePlatform Active Log Alert Action

x
Drop Packet hd

o <

P2P eDonkey GET server list 1051159 Low  PzP

|

fspnigaanﬁkss USDe;ver status requests and  ygeqq9Ey o p2p "Eg‘ 0
P2P eDonkey UDP Server status request 1051141 Low  P2P "lfgl ]
P2P eDonkey connection 1050423 Low  P2P "'!-I [
P2P eDonkey detection 4661-4665/TCP 1050411 Low pep A " |
P2P eDonkey detection 4242/ TCR 1050410 Low  P2P -'3"4 (MM Crop Packet {3

1.2.2.1 O IDP signature update

To keep the ZyWALL 35 UTM IDP engine stay in the best status, make sure the IDP signature are most
updated (The “update” can be done manually or automatically)

ZyXEL

HOME
REGISTRATION
NETWORK
SECURITY
FIREW ALL

ADYANCED =

LOGS

MAINTENANCE

LOGOUT

_General

Signature _Update || Backup & Restore

eht Pattern Yersion: v001 004
Release Date: 2005-06-24 06:04:56
Last Update: 2005-06-29 01:51:13

At IDP Signatures: 1760
Signature Update

Service Status: Trial Active
Expiration Date: 2005-09-25

Synchronize the IDF and Anti-Virus Signature to the latsst version with the online update server.

Update Server: '
Auto Update

© Hourly

O Daily (©'clock)

O weekly 5 (©'clock)

Hele (7)

To filter non-work related and unproductive web surfing to mitigate spyware and

phishing threats

Web browsing is one of the most common activity people do on daily bases. However there are lots of threats
and traps that are available on the WWW too. Web browsing should be sanctioned as the figure listed below
so that the impact of hazardous web content (malicious java and ActiveX), spyware, and phishing attack can
be minimized. These attacks are known to be found in websites that provides pirate software, pornography,

and other illegitimate websites. Also, the non-business web surfing such as the sports, financial and gambling
web sites should be prevented to increase company productivity. With ZyWALL 35 UTM Content Filter
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service, network administrator can effectively allow/prevent network users from viewing different categories

of web sites.

ActiveX/Java/Cookie

HTTP/Web server

u

1. Minimize Spyware Attack

As mentioned earlier, pornography websites are known to contain Spyware and Trojans, thus it is

recommended to use ZyWALL 35 UTM to prevent users from access these types of websites. Below is an

example to illustrate how to configure ZyWALL to fulfill this purpose

1.1 CF License Activation

In Registration page, if you already have an account exist in myZyXEL.com, then all you have to

do is, first select “Existing myZyXEL.com account” and enter your username password, and

select Content Filter 1 month trial version to activate

Registration Service
Device Registration

& Existing myZy¥X<EL.com account

User Mame Iiack\ﬂ 234

[Type username and password from & to 20
characters,)

Service Activation

[ Content Filtering 1-ranth Trial
¥ anti Spam 3-month Trial (Service has been activated.)
[V IDP/&Y 3-month Trial {Service has been activated.)

Passward |-“""

Mote: For more device services management, please go to myZy®EL.com

Feszet I

1.2 Using external database content filtering to achieve best result
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Enable external database content filtering in the CONTENT FILTER -> Categories, with selecting the
“Adult/Mature Content”, “Sex Education”, “Pornography”, “Nudity”, “Hacking/Proxy Avoidance”,
“Violence/Hate/Racism”, “Gay/Lesbian”, “Gambling”, “lllegal/Questionable”, “lllegal Drugs”, and
“Cult/Occult” categories(most spyware comes from such kind of websites) to be filtered while accessing a
website which contains these specified categories of contents.

General Customization

Auto Category Setup

Select Categories

=
=

{8 B RS
B EEREQEQ

|
i |
I |
L]
I |
i |
|
i |
I |
|
I |
i |
i |
|
I |
I |

1.3 Demonstrate Content Filtering by an example:
Using a browser to browse the nudity website, for example, www.nudistweb.net, it will be blocked and
redirected to www.zyxel.com with “(Website Blocking)” message displayed at the moment.
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A

Content Control /
Ll EIueEBOoat/

/
/

New Product

Multimedia Auto Provisioner
Solf Installation Kit

— MAP_

Ry
Il
w

Corporate | Hews | Product | Support [Where to Buy| Contact Us

\; (Website Blockingj)(Nudity)
If you feel that the Content Filtering has mcorrecily blocked you from the above site. click

What's New

July 07, 2005

IyHEL Ranked 25th in BusingsshMext Taivwan
Info Tech100, the Top Ranking of Networking
Yendors

June 14, 2005

IyHEL Urrveils ES-3124PWE Layer 2+
Inteligent Managed Power over Bthernet
Savitch

June 13, 2005

Award & Review

P-335NT wins "eZone
Chaice" from eZone (June,
2005)

awvarded "Preiz-Leistungs-

Solution Center
Business F

7/

Busingss Solution R

Site Selector

Prestige 2002 Series
E@pumrl

Iy¥EL Successfully Completes TR-069

Lt Tocd b Eing Doict

j bl . Sieger (Price-Performance ’7
Imimj vinner)" from Computer —Site Selector-- 4

2. Proactively Prevent Phishing
Phishing — The act of sending an email to a user falsely claiming to be an established legitimate enterprise
in an attempt to scam the user into surrendering private information that will be used for identity theft.
With the combination of CF and AS services in ZyWALL 35 UTM, network administrator can dramatically
lower the chance of company network users from receiving possible phishing emails and also prevent users
from accessing known phishing websites.

2.1 O Setting up the ZyWALL 35 UTM CF+AS service to prevent phishing

CF+AS License Activation

In Registration page, if you already have an account exist in myZyXEL.com, then all you have to do is,
first select “Existing myZyXEL.com account” and enter your username password, and select Content
Filter 1 month and AS 3 months trial version to activate
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Registration Service

& Existing myZy¥X<EL.com account

User Mame Iiack\ﬂ 234

[Type username and password from & to 20

Passward I -------
characters,)

[ Content Filtering 1-ranth Trial
¥ anti Spam 3-month Trial (Service has been activated.)
[V IDP/&Y 3-month Trial {Service has been activated.)

Mote: For more device services management, please go to myZy®EL.com

Feszet I

2.2 [0 Setup the ZyWALL 35 UTM CF service to block the known phishing web sites

2.2.1 The General settings:

1.

In CONTETN FILTER ->General, check the Enable Content Filter check box to enable CF

function.

In Schedule to Block, select the Always Block to let CF engine to do blocking the web sites.
In Message to display when a site is blocked, you can input the text, say “(Website Blocking)”, to
remind the users that the website he is trying to access is blocked. And you can input the URL in the

Redirect URL field, for example, “www.zyxel.com” to redirect the original URL to this redirect- URL.

In Exempt Computers item, we can select Exclude specified address ranges from the content filter

enforcement to NOT apply content filter policies to the specified IP address ranges, for example, if the

CEOQO’s computer which is assigned an IP address: 192.168.10.200 needed NOT to be applied by CF
engine, the IT staff can add this IP address 192.168.10.200 to the list to meet this exclusion

requirement.
Click on the Apply button to save the settings.
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zyxEL General Categories Customization Cache

General Setup

HOME 1 nable Content Filter
REGISTRATION

Restrict Web Features

NETWORK i

SECURITY [

Block [ activex [ 1ava applet [ caokies [ web proxy

Schedule to Block

2 @Always Block
O Block From El i El To El i El (24-Hour Farmat)

Message to display when a site is blocked

FIREWALL

Denied Access Message | (Wiebsite Blocking) =, |

~

Redirect URL |www Zyxel.com - |

Exempt Computers

ADYANCES O Enforce content filter policies for all computers,

LDGS ) Include specified address ranges in the content filter enforcement.

MAINTENANCE 1 @Exclude specified address ranges from the content filter enforcement.
Add Address Ranges Address List

LOGOUT 192.165.10.200 - 192.165.10.200
Frarm 5 5 . p———
Ta . . .

Ao Range Delete Ranae

G =

2.2.2 [0 Customize the Forbidden web sites which are known phishing web sites
In addition to use external content filter server to do filtering policies, we can customize the filter policies
as our own. Just as the settings in the CONTETN FILTER->Customization: Check Enable Web site
customization check box. Enter the distrusted web site in the Forbidden Web Site list.
(The forbidden list is similar to the black list.)

ZyXEL

HOME General Categories Customization Cache

REGISTRATION

Web Site List Customization

NETWORK v

Enable Web site custornization,
SECURITY = [ pisable all Web traffic except for trusted Web sites.
FIREWALL

IDP
ANTI-VIRUS

[ pon't block Java/activex/Cookies/Weh proxy to trusted Web sites,
Trusted Web Sites

add Trusted Web Site Trusted Web Sites

Forbidden Web Site List

ANTI-SFAM
COMNTENT FILTER

VPN

CERTIFICATES
ALUTH SERVER.

ADYANCED ¥

Add Forbidden web Site

LOGS / o
MAINTEMANCE WWW phishbank.com ’

LOGOUT Add

2.2.3 [0 Demonstrate “Customization” Content filtering by an example:

Using a browser to browse “www.phishbank.com”, the attempt will be blocked (because “www.
phishbank.com™ is added in the forbidden list) and will be redirected to “www.zyxel.com” with
“(Website Blocking)” message displayed at the moment.
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|

C_ (__\Vebsite Blocl(jng]_l;)

Corporate | Hews | Product | Support IWhere to Buy| Contact Us

Wireles

SuperSpeed Technod

New Product What's New Award & Review Site Selector

Multimedia Auto Provisioner July 07 , 2005 . . . Prestine QUUQISBI’IBIS --Site Selector-- ¥
Self Installation Kit ZyrEL Ranked 25th in Businesshext Taiwan puter' awarded "Preis-Leistungs-
Info Tech100, the Top Ranking of Metworking L . Sieger (Price-Performance

e — Wendors lmﬁmmﬂi Winner)" from Computer U.S. Customers!
— s ‘_._ June 14, 2005 “  Bild sy LS Ty xel.com is
—_ VAP “H . ZyEL Unwveils ES-31 24PV Layer 2+ {June, 2005) S UL
&— b \tellicent Wsraned Dovver cyer Ethernet = Fleuriam Customers.

2.3 Setup the ANTI-SPAM service to filter the phishing mail:

1. In ANTI-SPAM -> General, check the Enable Anti-Spam check box to enable AS function.

2. Input 1~16 characters for the phishing tag text which will be used to tagged on the subject of the
phishing e-mail, here we input "[PHISHING]”. Then select Discard SMTP mail. Forward POP3
mail with tag in mail subject to forward the POP3 spam-mails but discard the SMTP ones.

3. In Action taken when mail sessions threshold reached, select Forward to bypass AS inspection
while the concurrent mail sessions is over 15 sessions.

TIPS: the AS engine support maximum 15 mail sessions concurrently.

4. Click on the Apply button to save the settings.
ZyXEL

HOME

REGESLIL General | External DB Customization

E
NETWORK [l
SECURITY =

FIREWALL

2 Phishing Tag [PHISHIMNG] !

Spam Tag |

() Forward SMTP & POP3 mail with tag in mail subject.
.Discard SMTP mail, Forward POP3 mail with tag in mail subject.

AUTH SERVER

3 @ Forward

() Discard

ADYANCED
LOGS

MAINTENANCE

(oo

LOGOUT
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In ANTI-SPAM -> External DB, check Enable External Database with adjusting the threshold scroll bar
which let external database help IT staff to adjudge whether the POP3/SMTP mails are phishing mails or not.
ZyXEL

HOME

REGISTRATION General External DB Customization

NETWORK ]

External Database

=]
nable External Database
Sparn Threshold (Mail with a score higher than this will be treated as spam.)

Threshaold: <SD _I“—> LI

Action for No Spam Score

Tag for Mo Spam Score
(%) Forward SMTP & POP3 mail with tag in mail subject,
AUTH } O Discard SMTP mail. Forward POP3 mail with tag in mail subject.

ADYANCED = External Database Service Status

oGS External Database Service: Trial Active
MAINTENANCE Expiration Date; 2005-09-25

LOGOUT

TIPS:To activate the “External DB option, the ANTI-SPAM service must be registered at first.

2.31 O How a PHISHING mail looked like as it was received?
According to the above settings, if the user behind the ZyWALL 35 UTM LAN zone that received a POP3
mail which is treated as phishing, the mail will be tagged “[PHISHING]” in the original mail subject
(“Bank” is the original subject) and the new subject will looks like “[PHISHING]Bank” as listed below:

File Edit Yiew Insert Format Tools Actions Help

CoReply | #SiReplyto Al | 4G Forward | S v X | e-w g3

|ﬂ This message has extra line breaks. Ta remove, click here.

From:  Jacky Young
[To: Andy Stone
o

Subject: ¢ EHlSHlN.G Bank
u

TIPS: An end user can apply the Junk Mail rule to the received phishing mail which are already tagged by
the ZyWALL 35 UTM AS engine.

*To apply the Junk Mail rule, please refer to the user guide of which mail client software you use.

2. Prevent non-business web surfing
Below is an example that demonstrates how to configure the ZyWALL 35 UTM CF service to prevent
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employee from surfing websites that are not related to work.
Setting up the ZyWALL 35 UTM CF service to block the non-business web surfing.

2.1 The General settings:

1.

5.

In CONTETN FILTER ->General, check the Enable Content Filter check box to enable CF
function.

In Schedule to Block, select the Always Block to let CF engine to do blocking the websites all the
time.

In Message to display when a site is blocked, you can input the text, say “(Website Blocking)”, to
remind the users that the website he is trying to access is blocked. And you can input the URL in the
Redirect URL field, for example, “www.zyxel.com” to redirect the original URL to this redirect-
URL.

In Exempt Computers, we can select Exclude specified address ranges from the content filter
enforcement to NOT apply content filter policies to the specified IP address ranges, for example, if the
CEOQO’s computer which is assigned an IP address: 192.168.10.200 needed NOT to be applied by CF
engine, the IT staff can add this IP address 192.168.10.200 to the list to meet this exclusion
requirement.

Click on the Apply button to save the settings.
zyxEL I General | Categories Customization Cache

General Setup

HOME 1 nable Content Filter
REGISTRATION A

NETWORK

Block [ activex [ 1ava applet [ cookies [ web proxy

SECURITY

Schedule to Block

2 @Always Block

O Block From [0 ;|0 Ta |0 ;|0 (24-Hour Farmar)

3CDamad Access Message | (ehstte Blocking) =,

Redirect URL wrw zyxel.com /

AUTH SERVER

ADVANCED & O Enfor

LOGS O Include 5

s in rt,
MAINTENANCE 4 (@exclude s < from the content ment.

Add Address Ranges
LOGOUT [192.168.10.200 - 192.168.10.200
From . . .

T | . . .

2dd Renge Delete Renge
) T

2.2 Using external database content filtering
If you have registered the CF service, you can enable external database content filtering in the CONTENT

FILTER -> Categories page, with selecting the categories check boxes to specify the types of contents to

be filtered while accessing a website which contains these specified categories of contents. As the figure

listed below, “Sports/Recreation/Hobbies” and “Financial Services” are selected.
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General

Categories

Auto Category Setup

Customization Cache

Enab\e External Database Content Filtering

Black Log Matched Web Pages
REGISTRATION []Block []Log Unrated Web Pages
NETWORK = Block [JLea ‘When Content Filter Server Is Unavailable

SECURITY =]

[[] select all Categaries

[] adult/mature Content:

Content Filker Server Unavailable Timeout 10

[] Clear all Categaries

[] Parnagraphy

(1~30 seconds)

Select Categories

[[] Sex Education

[ Intimate Apparel/Swimsuit [ Mudity [] alcohol/Tobacca

[[]1llegal/Questionable [[]5amkling [[] Wialence/Hate/Racism

[] weapans [] Abartion [] arts/Entertainment:

[] Business/Economy [] Sult/Cooult []1llegal Crrugs
AT [ Education [ Cultural Institutions ([#[Financial Services

[] erokerage/Tradina [ Games [] Gavernment/Legal
RUGS [ Military [] Political/Activist Groups []Health

MAINTENANCE

LOGOUT

[] Computers/Internet
[]eb Communications
[ Personals/Drating

[[]Hacking/Proxy Avoidance
[]13ob Search/Careers
[]Reference

[] search Engines/Partals
[ News/Media
[] £hat/Instant Messaging

[] Email [ newsgroups [] religion

[1shopping [] auctions []Real Estate

[ Society/Lifestyle [ Gay/Lesbian [] Restaurants/Dining/Faod
portszecreation/Hobbies [] Travel [] wehicles

[]Humor/lokes [] streaming Media/MP3 [] Software Downloads

[]Pay to Surf [ For Kids []web advertisemnents

2.3 Demonstrate Content Filtering by an example:

Using a browser to browse the sports website, for example, www.nba.com, it will be blocked and redirected

to www.zyxel.com with “(Website Blocking)” message displayed at the moment.

| @l httpwww.nba.com/

-

Content Control
v Blue@Coat

ZyXEL

ZyXEL

Corporate | Hews | Product | Support |Where to Buy| Contact Us

'\/:C_Website Blocking)) (Sports/Recreation/Hobbies)

If you feel that the Content Filtering has incorrectly blocked you from the above site,

Select a produc

What's New

Award & Review Solution Center

o2

New Product

July OF |, 2005
Zy¥EL Ranked 25th in Businesshext Taiwan

P-333MT wins "eZone
Choice" from eZone (June,

Multimedia Auto Provisioner Business

Self Installation Kit

-
Info Tech100, the Top Ranking of Metworking 2005)
S — Wendors /lg
I _:_ﬁ June 14, 2005 Lt

— MAP ZyHEL Unveils ES-31 24P0R Layer 2+ ‘} Business Salution
- = Inteligent Mansged Power over Ethernet
=1 Prestige 2002 Series Site Selector
r—

puter

Ll Teiohmse Biamy

awvardedd "Preiz-Leistungs-

Savitch
’ Sieger (Price-Performance

June 13, 2005
IyrEL Successfully Completes TR-063

—Site Selectol

To eliminate spam mails to block unwanted messages everyday
An employee has to spend the working time to distinguish which mail is spam and which is not, and this
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will increase his overhead and reduce his performance. Thus for productivity, spam emails should be
managed. Activate the ZyWALL 35 UTM AS service can filter the spam e-mail.

TIPS: the AS engine do not support IMAP4, only SMTP (tcp port 25) and POP3 (tcp port 110 ) are
supported.

Mail server

Red line: POP3
Green line: SMTP

1. No Self-hosted Mail servers (POP3)

1.1 Anti-Spam License Activation

In Registration page, if you already have an account exist in myZyXEL.com, then all you have to do is, first

select “Existing myZyXEL.com account” and enter your username password, and select AS 3 months trial
version to activate
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Registration Service
Device Registration

& Existing myZy¥X<EL.com account

User Mame Iiack\ﬂ 234

[Type username and password from & to 20
characters,)

Service Activation

[ Content Filtering 1-ranth Trial
¥ anti Spam 3-month Trial (Service has been activated.)
[V IDP/&Y 3-month Trial {Service has been activated.)

Passward |-“""

Mote: For more device services management, please go to myZy®EL.com

Feszet I

1.2 Setup the ANTI-SPAM service
1. In ANTI-SPAM -> General, check the Enable Anti-Spam check box to enable AS function.
2. Input 1~16 characters for the spam tag text, here we input “I'!SPAM!!!” Select Discard SMTP mail.

Forward POP3 mail with tag in mail subject to forward the POP3 spam-mails but discard the SMTP
ones.
3. In Action taken when mail sessions threshold reached, select Forward to bypass AS inspection while
the concurrent mail sessions is over 15 sessions.
TIPS: the AS engine support maximum 15 mail sessions concurrently.
4. Click on the Apply to save the settings.
TIPS: For SMTP protocol, the AS engine support “Discard” or “Forward” it with the specified tag
text, but for POP3 protocol, ”Forward” is supported only.

HOME
REGISTRATION [ General | Enternal DB Customization
RETMOEL SN General Setup !

SECURITY L]
FIREWALL

1 Enable Anti-Sparn

1DP

Fhishing Tag ||
z| Spam Tag [0 SPAM I |

NT FILTER e @ J i
() Forward SMTP & POP3 rmail with tag in mail subject.

@D\scard SMTP mail. Farward POP3 mail with tag in mail subject.

Action taken when mail sessions threshold is reached

3_Forward

O Discard

AUTH SER

ADYANCED =)

LOGS

MAINTENANCE

'

LOGOUT IL i s

In ANTI-SPAM -> External DB, check Enable External Database with adjusting the threshold scroll bar
which let external database help IT staff to adjudge whether the POP3/SMTP mails are spam mails or not.
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REGISTRATION General External DB Customization

NETWORK External Database

SECURITY
FIREWALL nable External Database
l Spam Threshold {Mail with a score higher than this will be treated as spam.)

Threshold: @ — 1|

Action for No Spam Score

Tag for Mo Spam Score
@ Forward SMTP & POP3 mail with tag in mail subject.
) Discard SMTP mail. Farward POP3 mail with tag in mail subject.

ADYANCED External Database Service Status

LOGS

External Database Service: Trial Active
MAINTENANCE Expiration Date; 2005-09-25

LOGOUT

TIPS: To activate the “External DB’ option, the ANTI-SPAM service license must be activated.
2. Protect Self-hosted Mail Servers (SMTP)

2.1 Anti-Spam License Activation

In Registration page, if you already have an account exist in myZyXEL.com, then all you have to do is, first
select “Existing myZyXEL.com account” and enter your username password, and select AS 3 month’s trial
version to activate.

Registration Service
Device Registration

& Existing myZy¥X<EL.com account

User Mame Iiack\ﬂ 234

Password I....... [Type username and password from & to 20
characters,)

Service Activation

[ Content Filtering 1-ranth Trial
¥ anti Spam 3-month Trial (Service has been activated.)
[V IDP/&Y 3-month Trial {Service has been activated.)

Mote: For more device services management, please go to myZy®EL.com

Feszet I

2.2 Setup the ANTI-SPAM service:
1. In ANTI-SPAM -> General, check the Enable Anti-Spam check box to enable AS function.
2. Input 1~16 characters for the spam tag text, here we input

“INSPAMINT”, Select Discard SMTP mail. Forward POP3 mail with tag in mail subject to forward
the POP3 spam-mails but discard the SMTP ones.

3. In Action taken when mail sessions threshold reached, select Forward to bypass AS inspection while
the concurrent mail sessions is over 15 sessions.
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TIPS: the AS engine support maximum 15 mail sessions concurrently.
4. Click on the Apply to save the settings.
TIPS: For SMTP protocol, the AS engine support “Discard” or “Forward” it with the specified tag
text, but for POP3 protocol, ”Forward” is supported only.
ZyXEL

HOME

REGISTRATION

General | External DB Customization

NETWORK General Setup

SECURITY
1 Enable Anti-Spam

Action for Spam Mails

Phishing Tag “
Z| Spam Tag [SPAM I |

) Forward SMTP & POP3 rnail with tag in mail subject.
@Discard SMTP mail. Formard POP3 mail with tag in mail subject.

Action taken when mail sessions threshold is reached

Lo 3_@ Farward
ADYANCED =) )
) miscard
LOGS
MAINTENANCE
[ 2pely | -Heset
LOGOUT

Customize the Anti-Spam policies as our own by using black list to let policies be applied and using white
list to bypass the policies. The lists are added as in the ANTI-SPAM -> Customization, after finished
adding the specified lists, click on the Apply button to save the settings.

HOME General External DB Customization
REGISTRATION Resource Usage
NETWORK v White & Black Lists Storage Space in Use
SECURITY ov [l 100%
FIREWALL
White List
se white list customization
ENT FILTER
n E-Mail Andy Stone@yvahoo com W 5’ a
g E-Mail Leo King@E@zyxel.com ﬂﬁ E’ ﬁ

AUTH SERVER

S new record before record - cord number)

ADYANCED ]

LOGS

MAINTENANCE

E-Mail Jacky Yuung@msn com w g ﬁ
new record before record - cord number)

LOGOUT

2.2.1 0 How’s a SPAM mail looked like as it was received?

According to the above situations, if the user behind the ZyWALL 35 UTM LAN zone that received a POP3
mail which is a spam, the mail will be tagged “!I''SPAM!!!” in the original mail subject (“Hello” is the
original subject) and the new subject will looks like “1"'SPAM!!THello” as listed below:
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= MSPAMIHello - Message {(Plain Text)

File Edit ‘iew Insert Formatk Tools  Actions  Help

CoReply | 15 Reply to Al | G Forward | S " E"'_," K -~ ﬁ -

|ﬂ This message has extra line breaks. To remove, click here,

From:  Jacky Young
mo: Andar Btone
1o

Fubject: eIIo

Long time no see!

Centralized Management

Using Vantage CNM for Management

Vantage CNM is a centralized network management solution that allows users to easily configure,
manage and monitor ZyWALL devices from any location.

Vantage CNM provides some key features like Centralized Firewall Management,
Firmware Upgrade and Management, Intuitive Device and Account Monitoring, Logs and Alarms,

One-click VPN and Multiple Administrator, Multiple Domain Management.

The following diagram depicts an example of the network environment for using Vantage CNM.
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Europe Office

(]| . N .
e T

Asia Office

—\=

\ ——— USA Office 1

.& 3
\"""‘"'"‘""'" | -y -
H =1 . USA Office 2
T ey S oy {E
AN
W5 Vaniage
(Bridge mode) B Internet Management

Intranet Management

To manage your ZyWALLs through Vantage CNM, user needs to prepare Vantage CNM server and 3rd
party FTP/Syslog/Telnet servers. For the detailed installation & registration process (to myZyXEL.com),
please refer to Vantage CNM Support Note.

Vantage CNM ZyXEL Devices
Server (Agent)
= SGMP(DES, 3DES)

N
——
N
Administrator
Group

In the following section, we will explain how to add your ZyWALL to Vantage CNM server manually.
Note that ZyWALL must be registered on Vantage CNM before it can be managed via Vantage CNM. In
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the following section, we will explain how to register device manually. Devices can be also added
(imported) to Vantage CNM through XML files. For detailed operation, please refer to Vantage CNM
Support Note. Please check CNM Reference Guide for XML description files.pdf for detailed
description.

Add device manually

Step 1. Left click on the folder (e.g. AAA) and go to Device>>Registration.

a https://127.0.0.1 - ¥antage CNM 2.1 - Mic

Search | )]

DEVICE CONF
Status

Svnchronize
Firrmasare igmt
Firrmweare Updrade
Configuration File

Step 2. Select Manual Add, and press Next. Select No, for not to associate the device to the device owner

now, then press Next.

Device == Registration

Welcome to the Device Registration Wizard

Howe do yvou want to register these new devices?

E Manuallyﬂadd]

€ Import from a ML batch registration file

Bock_f _wext J
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You can register (add) as many devices as you wish at one time via importing XML file to Vantage. In
the XML file, you need to define

1. device type
2. device name
3. device's LAN MAC address

The XML file can be used for mass deployment.

User can assign a device owner or leave it to the owner of folder AAA.

Device >> Registration ?

Welcome to the Device Registration Wizard

Wiould vou like to associate a device owner with these new devices now'?

~ es SN

Next J

Step 3. Input the MAC address of LAN interface of the device. Give this device a name. Select the
corresponding Device Type, press Finish.

Device => Registration ?
Welcome to the Device Registration Wizard
Manual

Flease enter the following device infarmation.

[ WA
ﬁex} [00a0c56fe103 ﬂ
ame SALLTO |*
Device Type | SaWALLTO i

i Setvantage CHM configuration to device. {ﬁ' et configuration from the devicej
Encryption -

Methods [None ]

Encryption | |

by

pecx_[_rimen

e

Note that if the ZyWALL has been deployed (configured) and you want to retrieve the configuration from
device. You can select the option “Get configuration from the device”. Otherwise, you can use “Set
Vantage CNM configuration to device” to overwrite existing configuration on device as soon as it
registers to Vantage CNM.
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After finishing the configuration on Vantage CNM, click on “Finish” to finish the registration of device
on CNM and following screen will show up and ZyWALL is added to CNM under folder AAA.

3 https://127.0.0.1 - ¥Yantage CNM Z.1 - Microsoft Internet Explorer

DEVICE CONFIGURATION  BUILDING BLOCK  SYSTEM MONITOR  REPORT

) Vrootid A4

ERY.... Device »» Registration ?
| . .
Device Registration Finished
Device Name Device Type WANIP Address ~ LANMAC Address ~ Tedister

Status

ZPAALLTD ZPAALLTD 0.0.0.0 00a0caEfe1 09

Step 4. On the device, go to ADVANCED->REMOTE MGMT->CNM, enable Vantage CNM and
configure Vantage CNM Server Address in the filed. If Encryption Algorithm is enabled, you must select
the same algorithm and secret key on both device and Vantage CNM. In the following case, the
Encryption Algorithm is disabled.

WA SSH TELNET FTP SNMP DHNS CHM
Registration Status Mot Registered
Last Registration Time 0000 - 00 - 00, 00 : 00 : 00
Befresh |
WYantage CHNM Setup

¥ Enable

Vantage CNM Server Address ( m . B9 L1 L 2h2 ]

Encryption Algorithm NONEj

Apply Feset |

Step 5. After configuring CNM remote management on device, ZyWALL will start to register itself to
configured Vantage CNM server. After exchanging the configuration between ZyWALL and Vantage
CNM, the Registration Status will change to “Registered”. At this moment, the configuration is
synchronized on both device and Vantage CNM.
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WWW SSH TELNET FTP SNMP DNS CNM

Registration Status

Last Registration Time 2005 -03 -16, 10 : 30 : 22
Vantage CNM Setup
v Enable
Vantage CHM Server Address m .88 . 1 252
Encryption Algorithm MHOME 'I

Apply | Reset |

On Vantage CNM, the device icon will turn green and the device status will change to “On” and the WAN
IP of the device will be shown on the content screen.

DEVICE CONFIGURATION  BUILDING BLOCK  SYSTEM  MONITOR REPORT

Il Vrootla s A FANYALLFO

Search ]

=l root
E o fj ssa

Device == Status

Device Status

Device Hame  Type MAC Etatug Firmware Version Last Edit
ZWNALLTO  ZWVALLTO O0alcE7d1635 \10.59.1.253) on JBIONM 2 2005-3-16 18:31:02

FAQ

A. Product FAQ

AO01. What is the ZyWALL Internet Access Sharing Router?

The ZyWALL series fulfills a range of application environments, from small and medium businesses,
SOHO, or Telecommuters, to home user or education applications. The ZyWALL series provides a robust
Firewall to protect your network, and the IPSec VPN function allows you to create a secure connection
for e-business. ZyWALL's design helps users to save expenses, minimize maintenance, and
simultaneously provide a high quality networking environment.

The ZyWALL series is a robust solution complete with everything needed for providing Internet access to
multiple workstations through your cable or ADSL modem. It is the most simple and affordable solution
for multiple and instant broadband Internet access router with 802.11 wireless support.
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A02. Will the ZyWALL work with my Internet connection?

The ZyWALL 1s designed to be compatible with most network environment (cable or xDSL modems). Most
external Cable and xDSL modems use an Ethernet port to connect to your computer so the ZyWALL can be
place between the computer and the External modem. As long as your Internet Access device has an Ethernet
port, you can use the ZyWALL. Besides, if your ISP supports PPPoE you can also use the ZyWALL, because
PPPoE had been supported in the ZyWALL.

A03. What do | need to use the ZyWALL?

You need an xDSL modem or cable modem with an Ethernet port to use the ZyWALL. The ZyWALL has two
Ethernet ports: LAN port and WAN port. You should connect the computer to the LAN port and connect the
external modem to the WAN port. If the ISP uses PPPoE Authentication you need the user account to enter in
the ZyWALL.

A04. What is PPPOE?

PPPoE stands for Point-to-Point Protocol over Ethernet that 1s an IETF draft standard specifying how a
computer interacts with a broadband modem (i.e. xDSL, cable, wireless, etc.) to achieve access to the
high-speed data networks via a familiar PPP dialer such as 'Dial-Up Networking' user interface. PPPoE supports
a broad range of existing applications and service including authentication, accounting, secure access and
configuration management.

AO05. Does the ZyWALL support PPPoE?
Yes. The ZyWALL supports PPPoE since ZyNOS 2.50.
A06. How do | know | am using PPPoE?

PPPOE requires a user account to login to the provider's server. If you need to configure a user name and
password on your computer to connect to the ISP you are probably using PPPoE. If you are simply connected to
the Internet when you turn on your computer, you probably are not. You can also check your ISP or the
information sheet given by the ISP. Please choose PPPoE as the encapsulation type in the ZyWALL if you are
using PPPoE service provided by your ISP.

AQ07. Why does my Internet Service Provider use PPPoOE?

PPPoE emulates a familiar Dial-Up connection. It allows your ISP to provide services using their existing
network configuration over the broadband connections. Besides, PPPoE supports a broad range of existing
applications and service including authentication, accounting, secure access and configuration management.
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A08. How can | configure the ZyWALL?

= Telnet remote management- CLI command line
= Web browser- web server embedded for easy configurations

A09. What can we do with ZyWALL?

Browse the World Wide Web (WWW), send and receive individual e-mail, and up/download data on the
internet. These are just a few of many benefits you can enjoy when you put the whole office on-line with the
ZyWALL Internet Access Sharing Router.

A10. Does ZyWALL support dynamic IP addressing?
The ZyWALL supports both static and dynamic IP address from ISP.
A1l. What is the difference between the internal IP and the real IP from my ISP?

Internal IPs 1s sometimes referred to as virtual IPs. They are a group of up to 255 IPs that are used and
recognized internally on the local area network. They are not intended to be recognized on the Internet. The real
IP from ISP, instead, can be recognized or pinged by another real IP on the internet. The ZyWALL Internet
Access Sharing Router works like an intelligent router that route between the virtual IP and the real IP.

A12. How does e-mail work through the ZyWALL?

It depends on what kind of IP you have: Static or Dynamic. If your company has a domain name, it means
that you have a static IP address. Suppose your company's e-mail address is xxx@mycompany.com. Joe
and Debbie will be able to send e-mail through ZyWALL Internet Access Sharing Router using
jane@mycompany.com and debbie@mycompany.com respectively as their e-mail addresses. They will be
able to retrieve their individual private and secure e-mail, if they have been assigned the proper access
right.

If your company does not have a domain name, it means that your ISP provides you with a dynamic IP
address. Suppose your company's e-mail address is mycompany@ispname.com. Jane and John will be
able to send e-mail through ZyWALL Internet Access Sharing Router using
"jane"<mycompany@ispname.com> and "john"<mycompany@ispname.com> respectively as their
e-mail addresses. Again, they will be able to retrieve their individual private and secured e-mail, if they
have been assigned the proper access right.

A13. Is it possible to access a server running behind NAT from the outside Internet? If
possible, how?
Yes, it is possible because ZyWALL delivers the packet to the local server by looking up to a NAT server
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table. Therefore, to make a local server accessible to the outsider, the port number and the internal IP
address of the server must be configured in NAT menu.

A14. What DHCP capability does the ZyWALL support?

The ZyWALL supports DHCP client on the WAN port and DHCP server on the LAN port. The
ZyWALL's DHCP client allows it to get the Internet IP address from ISP automatically. The ZyWALL's
DHCP server allows it to automatically assign IP and DNS addresses to the clients on the local LAN.

A15. What are the capability of wireless feature of ZyWALL
Wireless in ZyWALL series support embedded 802.1x MD5/CHAP authentication of 32 clients.

A16. What is the coverage range of Wireless in ZyWALL?

The coverage range typically is 50m~80m indoor, 150m~300m outdoor. The actual range may very depend on
environment, as to obstacles and walls, RF interference, in the environment.

Al17. How do | used the reset button, more over what field of parameter will be reset by
reset button?

You can used a sharp pointed object insert it into the little reset hole beside the power connector. Press
down the reset button and hold down for approx 10 second, the unit will be reset. When the reset button
is pressed the device's all parameter will be reset back to factory default.

The default IP address is 192.168.1.1, Password 1234, ESSID Wireless.

A18. What network interface does the new ZyWALL series support?

The new ZyWALL series support auto MDX/MDIX 10/100M Ethernet LAN/WAN port to connect to the
computer on LAN and 10/100M Ethernet to connect to the external cable or xDSL modem on WAN.

A19. How does the ZyWALL support TFTP?

In addition to the direct console port connection, the ZyWALL supports the uploading/download of the
firmware and configuration file using TFTP (Trivial File Transfer Protocol) over LAN.
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A20. Can the ZyWALL support TFTP over WAN?

Although TFTP should work over WAN as well, 1t 1s not recommended because of the potential data corruption
problems.

A21. How can | upload data to outside Internet over the one-way cable?

A workaround is to use an alternate path for your upstream path, such as a dial-up connection to an Internet
service provider. So, if you can find another way to get your upstream packets to the Internet you will still be
able to receive downstream packets via ZyWALL.

A22. My ZyWALL can not get an IP address from the ISP to connect to the Internet, what
can | do?

Currently, there are various ways that ISPs control their users. That 18, the WAN IP 1s provided only when the
user 1s checked as an authorized user. The ISPs currently use three ways:

1. Check if the ' MAC address' 1s valid
2. Check if the 'Host Name' is valid, e.g., @home

If you are not able to get the Internet IP from the ISP, check which authentication method your ISP uses and
troubleshoot the problem as described below.

1. Your ISP checks the MAC address'

Some ISPs only provide an IP address to the user with an authorized MAC address. This authorized MAC
can be the PC's MAC which is used by the ISP for the authentication. So, if a new network card is used or
the ZyWALL is attached to the cable modem directly, the ISP will reject the DHCP discovery from this
MAC, thus no IP is assigned by the ISP.

The ZyWALL supports to clone the MAC from the first PC the ISP installed to be its WAN MAC. To
clone the MAC from the PC you need to enter that PC's IP in WAN menu of the ZyWALL web
configurator.

2. Your ISP checks the 'Host Name'

Some ISPs take advantage of the 'host name' message in a DHCP packet such as @home to do the
authentication. When first installing, the ISP's tech people configure the host name as the 'Computer Name' of
the PC in the 'Networking' settings. When the ZyWALL 1s attached to the cable modem to connect to the ISP,
we should configure this host name in the ZyWALL's system (menu 1).
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A23. What is BOOTP/DHCP?

BOOTP stands for Bootstrap Protocol. DHCP stands for Dynamic Host Configuration Protocol. Both are
mechanisms to dynamically assign an IP address for a TCP/IP client by the server. In this case, the ZyWALL
Internet Access Sharing Router 1s a BOOTP/DHCP server. WinXP/2000 and WinNT clients use DHCP to
request an internal IP address, while WEW and WinSock clients use BOOTP. TCP/IP clients may specify their
own IP or utilize BOOTP/DHCP to request an IP address.

A24. What is DDNS?

The Dynamic DNS service allows you to alias a dynamic IP address to a static hostname, allowing your
computer to be more easily accessed from various locations on the Internet. To use the service, you must
first apply an account from several free Web servers such as WWW.DYNDNS.ORG.

Without DDNS, we always tell the users to use the WAN IP of the ZyWALL to reach our internal server.
It is inconvenient for the users if this IP is dynamic. With DDNS supported by the ZyWALL, you apply a
DNS name (e.g., www.zyxel.com.tw) for your server (e.g., Web server) from a DDNS server. The outside
users can always access the web server using the www.zyxel.com.tw regardless of the WAN IP of the
ZyWALL.

When the ISP assigns the ZyWALL a new IP, the ZyWALL updates this IP to DDNS server so that the
server can update its IP-to-DNS entry. Once the IP-to-DNS table in the DDNS server is updated, the DNS
name for your web server (i.e., www.zyxel.com.tw) is still usable.

A25. When do | need DDNS service?

When you want your internal server to be accessed by using DNS name rather than using the dynamic IP
address we can use the DDNS service. The DDNS server allows to alias a dynamic IP address to a static
hostname. Whenever the ISP assigns you a new IP, the ZyWALL sends this IP to the DDNS server for its
updates.

A26. What DDNS servers does the ZyWALL support?

The DDNS servers the ZyWALL supports currently s WWW.DYNDNS.ORG where you apply the DNS from
and update the WAN IP to.

A27. What is DDNS wildcard?
Some DDNS servers support the wildcard feature which allows the hostname, *.yourhost.dyndns.org, to be

aliased to the same IP address as yourhost.dyndns.org. This feature 1s useful when there are multiple servers
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mside and you want users to be able to use things such as www.yourhost.dyndns.org and still reach your
hostname.

A28. Does the ZyWALL support DDNS wildcard?

Yes, the ZyWALL supports DDNS wildcard that WWW.DynDNS.ORG supports. When using wildcard, you
simply enter yourhost.dyndns.org in the Host field in Network/WAN/DDNS menu.

A29. Can the ZyWALL NAT handle IPSec packets sent by the VPN gateway behind
ZyWALL?

Yes, the ZyWALL's NAT can handle IPSec ESP Tunneling mode. We know when packets go through NAT,
NAT will change the source IP address and source port for the host. To pass IPSec packets, NAT must
understand the ESP packet with protocol number 50, replace the source IP address of the IPSec gateway to the
router's WAN IP address. However, NAT should not change the source port of the UDP packets which are used
for key managements. Because the remote gateway checks this source port during connections, the port thus 1s
not allowed to be changed.

A30. How do | setup my ZyWALL for routing IPSec packets over NAT?

For outgoing IPSec tunnels, no extra setting is required. For forwarding the inbound IPSec ESP tunnel, A
Default' server set in menu 15 1s required. It 1s because NAT makes your LAN appear as a single machine to
the outside world. LAN users are invisible to outside users. So, to make an internal server for outside access, we
must specify the service port and the LAN IP of this server in Menu 15. Thus NAT is able to forward the
mcoming packets to the requested service behind NAT and the outside users access the server using the
ZyWALL's WAN IP address. So, we have to configure the internal IPSec as a default server (unspecified
service port) in menu 15 when 1t acts a server gateway.

A31. What is STP (Spanning Tree Protocol) /RSTP (Rapid STP)?

When the ZyWALL is set to bridge mode, (R)STP detects and breaks network loops and provides backup
links between switches, bridges or routers. It allows a bridge to interact with other (R)STP-compliant
bridges in your network to ensure that only one path exists between any two stations on the network. The
configuration is especially for the advanced user who knows the protocol well.
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A32. What is the flow ZyWALL handles inbound and outgoing traffic?
(1) For a ZyWALL with router mode, following are the inspection flow for inbound and outgoing traffic.

Traffic from WAN: -> NAT -> Firewall-> Policy Route -> Load Balance -> Static Route -> IDP -> AV
-> AS -> CF -> BWM

Traffic to WAN: -> Firewall -> Policy Route -> Load Balance -> Static Route -> IDP -> AV -> AS ->
CF -> BMW -> NAT

(2) For a ZyWALL with bridge mode, the inspection flow is as following.

Traffic will be handled:  -> Firewall-> IDP -> AV -> AS -> CF -> BWM

A33. What is “UTM”?

UTM stands for Unified Threat Management and is a term describing a firewall appliance that integrates
multiple security features, including Anti-Virus, IDP, Anti-Spam and VPN features, into a single box.
Armed with the UTM appliance, the IT staff can manage the emerging threats from Internet, having lower
TCO and reduced management overhead.

A34. What are the differences between ZyWALL UTM models and previous ZyWALL
models?

The major differences between ZyWALL UTM models (ZyWALL 5 UTM, ZyWALL 35 UTM and
ZyWALL 70 UTM) and ZyWALL models (ZyWALL 5, ZyWALL 35 and ZyWALL 70) are:

1. Pre-loaded firmware version is ZyNOS v4.00

2. AZyWALL Turbo Card is inside the package.

3. 3-month free trial of Anti-Virus, IDP and Anti-Spam security services.

A35. What are the key new features of ZyNOS v4.00?

Key features of ZyNOS v4.00 include:

1. World-First Anti-Virus & IDP High Performance with ZyWALL Turbo Card

Equipped with ZyWALL Turbo Card, ZyWALL is your worry-free choice to meet your both security and
performance needs, and your best investment-protection choice to the coming 20M+ WAN/Internet era.

2. Integrated Gateway Anti-Virus feature

Integrated with top-rate detection and updates from Kaspersky Anti-Virus, ZyWALL can detect the latest
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threats to protect your network.

3. Most Complete 8-in-1 UTM

Based on the new ZyNOS v4.00, ZyWALL UTM is now your application layer firewall best choice to
integrate full-featured Firewall, VPN, Bandwidth Management, Load Balance, Content Filtering,
Anti-Virus, IDP (Intrusion Detection and Prevention) and Anti-Spam into a single box.

4. Non-stop Protection with Auto-Update

ZyWALL can automatically and constantly download the latest virus and attack signatures from ZyXEL
Security Distribution Network to deliver the highest protection possible against an ever-changing threat
landscape.

B. Firmware Upgrade FAQ

BO1. Which ZyWALL models are eligible to be upgraded to run ZyNOS v4.00?

1. ZyWALL 5, ZyWALL 35 and ZyWALL 70 can be upgraded to run ZyNOS v4.00.

2. However, for ZyWALL 70, upgrade to v4.00 is conditional. Details are available in the next few
questions.

3. Except ZyWALL 5/35/70, other ZyWALL models can not be upgraded to run ZyNOS v4.00.

B02. Why it's conditional to upgrade to ZyNOS v4.00 for ZyWALL 70?

Because there are two versions of ZyWALL 70 in the field: the 32MB-RAM and the 64 MB-RAM
versions. Only ZyWALL 70 equipped with 64MB RAM can be upgraded to run ZyNOS v4.00.

You can identify these two by checking the memory sizes. To check the memory of ZyWALL 70, issue
the following command in CLI: “sys atsh"

As a result, for ZyWALL 70 with 64MB RAM, the upgrade path is supposed to be like this:
ZyNOS v3.62/v3.63/v3.64 - ZyNOS v3.65 > ZyNOS v4.00.
Please note, you can NOT upgrade to ZyNOS v4.00 directly. You must go through ZyNOS v3.65.

For ZyWALL 70 with 32MB RAM, the upgrade path is:
ZyNOS v3.62/v3.63/v3.64 > ZyNOS v3.65.

Please note, ZyWALL 70 with 32MB RAM can NOT be upgraded to run ZyNOS v4.00.
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To summarize, we have created the following table for your reference:
Firmware-Model Mappings

Firmware | ZW70 (32MB) ZW70 (64MB) ZW35 ZW5
v3.62/3.63/3.64 X X X v3.62/3.64
v3.65 X X N/A N/A
v4.00 N/A X X X

B03. What is ZyNOS v3.65 for ZyWALL 70?

ZyNOS v3.65 is designed solely for ZyWALL 70. It is a “gating” firmware version for upgrading ZyNOS
to v4.00.

Firmware v3.65 will verify ZW70’s memory size to see if user can upgrade to 4.00 or not. If end user
wanted to upgrade to v4.00, she/he needs to upgrade to v3.65 first and this is a MANDATORY process.
The ZyNOS v3.65 does NOT support the following features: Anti-Virus + IDP security service and
Anti-Spam security service.

ZyXEL will keep maintaining both ZyNOS v3.65 and v4.00 for all ZyWALL 70 in the field.

B04. What happens if | wrongfully upgrade firmware of a ZyWALL 70 with only 32MB of
RAM to ZyNOS v4.00 directly?

Because of the built-in protection mechanism, the upgrade will fail and you will receive an error message
saying the device is not supported.

B05. What happened if | upgrade a ZyWALL 70 running ZyNOS v3.62/3.63/3.64 to v4.00
directly?

Because of the built-in protection mechanism, the upgrade will fail even the ZyWALL 70 equipped with
64MB RAM. Moreover, you will receive an error message saying the device is not supported.

B06. | am a 32MB ZyWALL 70 owner, how can | upgrade to ZyNOS v4.00 having AV+IDP
and AS features?

For those 32MB ZyWALL 70 owners who wanted to upgrade to ZyNOS v4.00, we have a ZyWALL 70
(small memory) Trade-in Promotion program for you. In this program, ZyXEL offers a package at a very
attractive price for those customers.The package includes:

A ZyWALL 70 UTM and the 2-year AV+IDP Gold iCard
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After joining this program, customers will have a ZyWALL 70 UTM (including a ZyWALL Turbo Card)
running ZyNOS v4.00 and enjoy the AV+IDP feature for 30 months!

For detailed information, please contact your local reseller.

BO7. If | were a 32MB ZyWALL 70 owner and a Content Filtering service subscriber, will my
current license status be retained after joining your ZyWALL 70 trade-in promotion?

Yes, the current license status will be retained and remain unchanged.

You can keep using the Content Filtering feature on your new ZyWALL 70 UTM until the end of your
current CF license period.

B08. What's the firmware upgrade path for my current ZyWALL 5 and ZyWALL 35?

For ZyWALL 5 running ZyNOS v3.62/v3.64 and ZyWALL 35 running ZyNOS v3.62/v3.63/v3.64, you
can upgrade the firmware to ZyNOS v4.00 directly.

The system configurations will be automatically converted and reserved.

However, we strongly recommend you to backup your system configurations file (ROM file) prior to the
upgrade taking place.

B09. After a successful firmware upgrade to ZyNOS v4.00, what’s the default setting of
AV+IDP, AS and CF?

1. Default setting of AV+IDP feature

If the device is up and running with a ZyWALL Turbo Card inserted, the default setting is turned off. You
can manually enable the AV+IDP feature if you want.

However, if the ZyWALL Turbo Card is not present on the device, the check box is grayed and you will
not be able to enable the AV+IDP feature.

2. Default setting of Anti-Spam feature

The default setting of AS feature in ZyNOS v4.00 is disabled. You can manually enable the AS feature if
you want.

3. Default setting of Content Filtering feature

The default setting of CF feature in ZyNOS v4.00 is disabled. You can manually enable the CF feature if
you want.

B10. What happens to my original system configurations after a successful firmware
upgrade to ZyNOS v4.00?

The original system configurations, including systems settings, firewall policies and VPN rules, will be
fully reserved after the upgrade. However, we strongly recommend you to backup your ROM file prior to

259
All contents copyright (c) 2005 ZyXEL Communications Corporation.



ZyXEL ZyWALL 70 Support Notes

upgrade.

B11l. What's the downgrade procedure of ZyWALL 70 running ZyNOS v4.00?

You can directly downgrade the firmware of ZyWALL 70 from v4.00 to any of the following versions:
v3.65/v3.64/v3.63/v3.62.

However, we don’t guarantee all the system configurations can be fully converted and reserved after a
downgrade because some feature settings may not be available on older firmware versions.

Always backup your current ROM file prior to any firmware operation.

B12. Can | downgrade a ZyWALL 5 or ZyWALL 35 running ZyNOS v4.00 back to ZyNOS
v3.64 (or below)?

Yes, downgrade is supported.

However, we don’t guarantee all the system configurations can be fully converted and reserved since
some feature settings may not be available on older firmware versions.

C. Turbo Card FAQ

CO1. Can |l insert the ZyWALL Turbo Card & wireless card simultaneously into ZyWALL 5,
ZyWALL 35 or ZyWALL 70?

No, you can NOT insert both ZyWALL Turbo Card and wireless card into ZyWALL device since there is
only one expansion slot available on the ZyWALL 5, ZyWALL 35 or ZyWALL 70.

CO02. Except ZyWALL Turbo Card is a must when use AV+IDP service, what exactly | can
get benefit from it?

With ZyWALL Turbo Card inserted, customers can enjoy ZyXEL’s unique SecuASIC technology which
boosts up the performance of AV+IDP inspection while maintaining unmatched protection against
network security threats.

C03. Do | must have a ZyWALL Turbo Card inserted if | upgraded to ZyNOS v4.007? If not,
when must | insert a ZyWALL Turbo Card into my ZyWALL device?
No, the ZyWALL Turbo Card is not a must after you upgrade your ZyWALL to run ZyNOS v4.00.
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A ZyWALL Turbo Card is required ONLY when you want to activate the AV+IDP security service in
ZyNOS v4.00.

For the other two subscription services, which are the Anti-Spam and Content Filtering service, it’s NOT
required to have a ZyWALL Turbo Card inserted.

D. Firewall FAQ

D01. What is a network firewall?

A firewall is a system or group of systems that enforces an access-control policy between two networks.
It may also be defined as a mechanism used to protect a trusted network from an un-trusted network. The
firewall can be thought of two mechanisms. One to block the traffic, and the other to permit traffic.

D02. What makes ZyWALL secure?

The ZyWALL is pre-configured to automatically detect and thwart Denial of Service (DoS) attacks such
as Ping of Death, SYN Flood, LAND attack, IP Spoofing, etc. It also uses stateful packet inspection to
determine if an inbound connection is allowed through the firewall to the private LAN. The ZyWALL
supports Network Address Translation (NAT), which translates the private local addresses to one or
multiple public addresses. This adds a level of security since the clients on the private LAN are invisible
to the Internet.

D03. What are the basic types of firewalls?
Conceptually, there are three types of firewalls:

1. Packet Filtering Firewall
2. Application-level Firewall
3. Stateful Inspection Firewall

Packet Filtering Firewalls generally make their decisions based on the header information in individual
packets. This header information includes the source, destination addresses and ports of the packets.
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Application-level Firewalls generally are hosts running proxy servers, which permit no traffic directly
between networks, and which perform logging and auditing of traffic passing through them. A proxy
server is an application gateway or circuit-level gateway that runs on top of general operating system such
as UNIX or Windows NT. It hides valuable data by requiring users to communicate with secure systems
by mean of a proxy. A key drawback of this device is performance.

Stateful Inspection Firewalls restrict access by screening data packets against defined access rules. They
make access control decisions based on IP address and protocol. They also ‘inspect' the session data to
assure the integrity of the connection and to adapt to dynamic protocols. The flexible nature of Stateful
Inspection firewalls generally provides the best speed and transparency, however, they may lack the
granular application level access control or caching that some proxies support.

DO04. What kind of firewall is the ZyWALL?

1. The ZyWALL's firewall inspects packets contents and IP headers. It is applicable to all protocols,
that understands data in the packet is intended for other layers, from network layer up to the
application layer.

2. The ZyWALL's firewall performs stateful inspection. It takes into account the state of connections
it handles so that, for example, a legitimate incoming packet can be matched with the outbound
request for that packet and allowed in. Conversely, an incoming packet masquerading as a
response to a nonexistent outbound request can be blocked.

3. The ZyWALL's firewall uses session filtering, i.e., smart rules, that enhance the filtering process
and control the network session rather than control individual packets in a session.

4. The ZyWALL's firewall is fast. It uses a hashing function to search the matched session cache
instead of going through every individual rule for a packet.

5. The ZyWALL's firewall provides email service to notify you for routine reports and when alerts
occur.

D05. Why do you need a firewall when your router has packet filtering and NAT built-in?

With the spectacular growth of the Internet and online access, companies that do business on the Internet
face greater security threats. Although packet filter and NAT restrict access to particular computers and
networks, however, for the other companies this security may be insufficient, because packets filters
typically cannot maintain session state. Thus, for greater security, a firewall is considered.

D06. What is Denials of Service (DoS)attack?
Denial of Service (DoS) attacks are aimed at devices and networks with a connection to the Internet.
Their goal is not to steal information, but to disable a device or network so users no longer have access to
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network resources.
There are four types of DoS attacks:

1. Those that exploits bugs in a TCP/IP implementation such as Ping of Death and Teardrop.

2. Those that exploits weaknesses in the TCP/IP specification such as SYN Flood and LAND
Attacks.

3. Brute-force attacks that flood a network with useless data such as Smurf attack.

4. P Spoofing

DO07. What is Ping of Death attack?

Ping of Death uses a 'PING' utility to create an IP packet that exceeds the maximum 65535 bytes of data
allowed by the IP specification. The oversize packet is then sent to an unsuspecting system. Systems may
crash, hang, or reboot.

D08. What is Teardrop attack?

Teardrop attack exploits weakness in the reassemble of the IP packet fragments. As data is transmitted
through a network, IP packets are often broken up into smaller chunks. Each fragment looks like the
original packet except that it contains an offset field. The Teardrop program creates a series of IP
fragments with overlapping offset fields. When these fragments are reassembled at the destination, some
systems will crash, hang, or reboot.

D09. What is SYN Flood attack?

SYN attack floods a targeted system with a series of SYN packets. Each packet causes the targeted
system to issue a SYN-ACK response, while the targeted system waits for the ACK that follows the
SYN-ACK; it queues up all outstanding SYN-ACK responses on what is known as a backlog queue.
SYN-ACKSs are moved off the queue only when an ACK comes back or when an internal timer (which is
set a relatively long intervals) terminates the TCP three-way handshake. Once the queue is full , the
system will ignore all incoming SYN requests, making the system unavailable for legitimate users.

D10. What is LAND attack?

In a LAN attack, hackers flood SYN packets to the network with a spoofed source IP address of the
targeted system. This makes it appear as if the host computer sent the packets to itself, making the system
unavailable while the target system tries to respond to itself.
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D11. What is Brute-force attack?

A Brute-force attack, such as 'Smurf' attack, targets a feature in the IP specification known as directed or
subnet broadcasting, to quickly flood the target network with useless data. A Smurf hacker flood a
destination IP address of each packet is the broadcast address of the network; the router will broadcast the
ICMP echo request packet to all hosts on the network. If there are numerous hosts, this will create a large
amount of ICMP echo request packet, the resulting ICMP traffic will not only clog up the ‘intermediary’
network, but will also congest the network of the spoofed source IP address, known as the 'victim'
network. This flood of broadcast traffic consumes all available bandwidth, making communications
impossible.

D12. What is IP Spoofing attack?

Many DoS attacks also use IP Spoofing as part of their attack. IP Spoofing may be used to break into
systems, to hide the hacker's identity, or to magnify the effect of the DoS attack. IP Spoofing is a
technique used to gain unauthorized access to computers by tricking a router or firewall into thinking that
the communications are coming from within the trusted network. To engage in IP Spoofing, a hacker
must modify the packet headers so that it appears that the packets originate from a trusted host and should
be allowed through the router or firewall.

D13. What are the default ACL firewall rules in ZyWALL?

There are two default ACLs pre-configured in the ZyWALL, one allows all connections from LAN to
WAN and the other blocks all connections from WAN to LAN except of the DHCP packets.

@

Internet

Forward LAN-to-WAN Connections
Block WAN-to-LAN Connections

Default ACLs:

D14. In ZyWALL, is DMZ behind NAT or not?

Basically DMZ is behind NAT. But there is one exception. If you use Full Feature as NAT type, and there

is no NAT mapping for systems on DMZ. Then NAT will not take effect in this case.
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D15. Can | use both public and private IP addresses on DMZ?
e Yes, you can. To achieve this, you have to use IP alias to separate the DMZ interface into 2
logical segments, one for private IP, and the other for public IP.
e Then you have to use Full Feature as NAT type in Menu 4.
o Set NAT mapping for private IP addresses in Menu 15.1.
o Note that in this case, NAT will not take care of IP addresses without NAT mapping. So private IP
address could be sent out by ZyWALL due to users’ incaution.
D16. Why does traffic redirect/static/policy route be blocked by ZyWALL?

ZyWALL is an ideal secure gateway for all data passing between the Internet and the LAN/DMZ. For
some reasons (load balance or backup line), users may want traffic to be re-routed to another Internet
access devices while still be protected by ZyWALL. In such case, the network topology is the most
important issue. Here is a common example that people mis-deploy the LAN traffic redirect and static
route.

ISP 2

= -
SO router ..—‘

15P 1

Swited | HUB
Z WAN g \—-Q
> P
DSL/Cable r k! o
. RST

modem ZywaLL 100"

Mo S¥h,

The above figure indicates the "triangle route™ topology. It works fine if you turn off firewall function on
ZyWALL box. However, if you turn on firewall, your connection will be blocked by firewall because of
the following reason.

Step 1. Being the default gateway of PC, ZyWALL will receive all "outgoing" traffic from PC.

Step 2. And because of Static route/Traffic Redirect/Policy Routing, ZyWALL forwards the traffic to
another gateway (ISDN/Router) which is in the same segment as ZyWALL's LAN.

Step 3. However the return traffic won't go back to ZyWALL, in stead, the "another gateway
(ISDN/Router)™ will send back the traffic to PC directly. Because the gateway (say, P201) and
the PC are in the same segment.

When firewall is turned on, ZyWALL will check the outgoing traffic by ACL and create dynamic sessions
to allow return traffic to go back. To achieve Anti-DoS, ZyWALL will send RST packets to the PC and
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the peer since it never receives the TCP SYN/ACK packet. Thus the connection will always be reset by

ZyWALL.

[Solutions]

(A) Deploying your second gateway in IP alias segment is a better solution. In this way, your connection
can be always under control of firewall. And thus there won't be Triangle Route problem.

ISP 1

DSL/ICabile
modem

ZyWALL 100

Switch | HUB

—

FC
-

(B) Deploying your second gateway on WAN side.

L/— IS0 router

?-/ g~

Router

ZyWALL 100

Switch | HUB

PC

(C) To resolve this conflict, we add an option for users to allow/disallow such Triangle Route topology
in both CI command and Web configurator. You can issue this command, "sys firewall ignore triangle all

on", to allow firewall bypass triangle route checking. In Web GUI, you can find this option in firewall

setup page.

But we would like to notify that if you allow Triangle Route, any traffic will be easily injected into the

protected network through the unprotected gateway. In fact, it's a security hole in your protected network.
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D17. How can | protect against IP spoofing attacks?

The ZyWALL's firewall will automatically detect the IP spoofing and drop it if the firewall is turned on.

If the firewall is not turned on we can configure a filter set to block the IP spoofing attacks. The basic
scheme is as follows:

For the input data filter:

o Deny packets from the outside that claim to be from the inside
o Allow everything that is not spoofing us

Filter rule setup:

e Filter type =TCP/IP Filter Rule
o Active =Yes

e Source IP Addr =a.b.c.d

e Source IP Mask =w.x.y.z

e Action Matched =Drop

e Action Not Matched =Forward

Where a.b.c.d is an IP address on your local network and w.x.y.z is your netmask:
For the output data filters:

o Deny bounce back packet
e Allow packets that originate from us

Filter rule setup:

o Filter Type =TCP/IP Filter Rule
e Active =Yes

e Destination IP Addr =a.b.c.d

e Destination IP Mask =w.x.y.z

e Action Matched =Drop

e Action No Matched =Forward

Where a.b.c.d is an IP address on your local network and w.x.y.z is your net mask.
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E. Security Service licenses FAQ

EOl1. What is iCard?
iCard is used for delivering security service license of ZyXEL products, including ZyWALL product
family. ZyWALL security service is enabled by purchasing an iCard to obtain a user license.

EO02. Where can | buy the iCard and how much does it cost?
You can buy the iCard from the local dealer or distributor, please contact them for the price. Please check
http://www.zyxel.com for ZyXEL global contact information.

EO03. How many kinds of iCard does ZyXEL provide?
Choices are ranging from Platinum, Silver and Gold, depending on the model of the device. For the
models supported by each type, please check the print on the cards.

EO4. Is each type of iCard device specific?
Yes. Different model of ZyXEL product may uses different type of iCard for registration. Users need to
check the supported model names before purchasing.

EO5. What are the available security service licenses which require additional purchase
and license activation in ZyNOS v4.00?

V4.00 is a major new release of ZyNOS and it includes the following security services which require
license purchase and activation:

1. Anti-Virus + IDP security service

2. Anti-Spam security service

3. Content Filtering security service

EO06. What kind of iCard should | buy?

It depends on the ZyWALL model you have, the security service you desire and the license period you
need. See the following table for those mappings. (Here we highlight ZyWALL 5/35/70 since they
especially provide AV+IDP, AS features.
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AV+IDP AS CF
1 Year 2 Year 1 Year 2 Year 1 Year 2 Year
ZyWALL 2 N/A N/A N/A N/A 1-year, Silver N/A
ZyWALL 2WE N/A N/A N/A N/A 1-year, Silver N/A
ZyWALL 5 1-year, Silver | 2-year, Silver 1-year, Silver 2-year, Silver 1-year, Silver N/A
ZyWALL 10W N/A N/A N/A N/A 1-year, Silver N/A
ZyWALL 35 1-year, Gold 2-year, Gold 1-year, Gold 2-year, Gold 1-year, Gold N/A
ZyWALL 50 N/A N/A N/A N/A 1-year, Gold N/A
ZyWALL 70 1-year, Gold 2-year, Gold 1-year, Gold 2-year, Gold 1-year, Gold N/A
ZyWALL 100 N/A N/A N/A N/A 1-year, Platinum N/A

EQ7. If | violate the mappings described above, for example, using a silver iCard for
ZyWALL 35 or ZyWALL 70, what will happen?
The activation will fail.

EO08. Can | try the Content Filtering service for free? How long is the free trial period of
Content Filtering service?

Yes, you can try the Content Filtering service for free.

The free trial period is 30 days and is available to ZyWALL 2, ZyWALL 5, ZyWALL 35, ZyWALL 70,
ZyWALL 5 UTM, ZyWALL 35 UTM and ZyWALL 70 UTM owners.

E09. Does ZyXEL provide customers free trial for AV+IDP service? How long is it?

Yes, the free trial period of the AV + IDP security service is 3 months.

Always remember the 2 prerequisites to activate the AV+IDP service: device must be running ZyNOS
v4.00 with a ZyWALL Turbo Card inserted.

Moreover, if you make the purchase of 1-year (or 2-year) AV+IDP security service within the free trail
period (counting form the date of activation of the free trial), you are entitled to get an additional 3-month
extension of the AV+IDP security service.

E10. Does ZyXEL provide customers free trial for Anti-Spam service? How long is it?
Yes. The free trial period of AS security service is 3 months. Any ZyWALL device with ZyNOS v4.00
could activate the AS service and a ZyWALL Turbo Card is NOT required for the activation of AS

security service.
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Moreover, if you make the purchase of 1-year (or 2-year) Anti-Spam security service within the free trail
period (counting form the date of activation of the free trial), you are entitled to get an additional 3-month
extension of the Anti-Spam security service.

F. Security Service Activation and UpdateFAQ

FO1. Why do | have to register?

1. If you wanted to use the free trial service of ZyWALL, your have to activate it from within
myZyXEL.com.

2. If you purchased iCard for a security service, you must activate the security service from within
myZyXEL.com. The security services in ZyNOS v4.00 includes: AV+IDP, Anti-Spam and Content
Filtering service.

FO2. In addition to registration, what can | do with myZyXEL.com?
1. Access firmware and security service updates.

2. Get ZyWALL alerts on services, firmware, and products.

3. Manage (activate, change or delete) your ZyWALL security services online.

In summary, myZyXEL.com delivers a convenient, centralized way to register all your ZyWALL security
appliances and security services. It eliminates the hassle of registering individual ZyWALL appliances
and upgrades to streamline the management of all your ZyWALL security services.

Instead of registering each ZyWALL product individually, using myZyXEL.com you have a single user
profile where you can manage all your product registration and service activation.

FO3. Is there anything changed on myZyXEL.com because of the launch of ZyNOS v4.00?
Which ZyWALL models can be registered via myZyXEL.com?

Yes. Because the launch of ZyNOS v4.00, we are proudly to introduce the new registration flow on
myZyXEL.com. However, you can still register devices running older firmware. Please refer to the
following table for model mappings.

Model Mappings for Registration on myZyXEL.com
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, o AV+IDP Service | Anti-Spam Service Content Filtering
Device Registration . . . I
Activation Activation Service Activation
o ZW5 (v4.00) ZWS5 (v4.00) ZWS5 (v4.00) ZWS5 (v4.00)
New Registration
Flow ZW35 (v4.00) ZW35 (v4.00) ZW35 (v4.00) ZW35 (v4.00)
ZW70 (v4.00) ZW70 (v4.00) ZW70 (v4.00) ZW70 (v4.00)
ZW2 (v3.62) ZW2 (v3.62)
Previous | ZW5 (v3.64/v3.62) N/A N/A ZWS5 (v3.64/v3.62)
Registration Flow | ZW35 (v3.64 or below) ZW35 (v3.64 or below)
ZW70 (v3.65 or below) ZW70 (v3.65 or below)

Note

Devices running ZyNOS v4.00 dose NOT support the Previous Registration Flow.

FO4. What's the difference between new registration flow and previous registration?
What's the advantage of new registration flow over the previous registration flow?

1. In new registration flow, the registration is processed within device’s WebGUI. In previous registration
flow, the registration is processed through hyperlink to myZyXEL.com in a separate browser window.

2. The new registration flow is easier to use for both experienced customers and new customers.

In the new registration flow, it’s no longer necessary to open another web browser window to register
your device. Instead, the registration flow is embedded in device’s WebGUI.
Furthermore, customer is no longer required to manually input the MAC of the device because the MAC
will be automatically sent to myZyXEL.com during the registration flow.

FO5. If 1 were new to myZyXEL.com, what are the required fields when 1| register my

ZyWALL device on myZyXEL.com?

The required fields include: user name, password, valid email address and country.
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FO06. When using the new registration flow of myZyXEL.com for ZyNOS v4.0, do | have to
create a new account if | were already a registered user on myZyXEL.com?

No, you don’t have to re-create a user account on myZyXEL.com if you were a registered user. Your user
profile is already stored on myZyXEL.com.

FO7. What is mySecurityZone?

1. mySecurityZone is a free service portal. It’s open to the public.

2. For public users, you can browse the latest security news and updates from ZSRT, access free
resources and subscribe to our free newsletter.

3. For those ZyWALL product owners who have already registered on myZyXEL.com, you can
additionally use the same username/password to login to mySecurityZone to view detail description
for all policies of AV+IDP service and make queries. Furthermore, you automatically receive our
advisories carrying latest security updates and valuable information.

Summary

In mySecurityZone you can:

1. Display, share ZyWALL security information, including AV/IDP policy, advisory, and resource
2. Search ZyWALL detailed product information, including AV/IDP policy, advisory, and resource
3. Receive ZyWALL advisory news by email

FO08. What is Update Server?

Update Server is designed to serve the AV+IDP security service subscribers to assure their device is
update so that is capable to handle latest threats from Internet.

When a ZyWALL device is scheduled to download the AV+IDP signature pack, the download request is
pointed to the Update Server.

Update Server is hosted by ZyXEL and the capacity of Update Server is precisely calculated. After taking
the following factors into consideration: bandwidth consumption, availability, geographically distribution
of subscribers, we have decided to build the Update Server in IDCs in a globally distributed architecture
plus 24x7 monitoring mechanism. This will fully assure the maximum quality of service for all security
service subscribers.

F09. Who maintains mySecurityZone & Update Server?
It’s maintained by ZyXEL Security Response Team (ZSRT) who manages backend support from the
beginning of outbreak happen to attack sample collection, analyze it and output it as policy, and finally
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make solution of advisory. ZSRT is formed as a group of security experts.

F10. What's the URL for these service portals?
myZyXEL.com
http://www.myzyxel.com/myzyxel/

mySecurityZone
https://mysecurity.zyxel.com/mysecurity/

For Update Server, there is no interactive login screen available since it communicates with ZyWALL
devices only.

G. Anti-Virus FAQ

GO01. Why should | need a gateway Anti-Virus solution while | already deployed the
Anti-Virus software on each desktop/laptop?

Gateway Anti-Virus feature is typically deployed on the central gateway in a corporate network.
Therefore, it’s highly manageable and IT staff can enforce corporate content security policy against
commonly used protocols including SMTP, pop3, http and ftp.

On the other hand, client-based AV solution is designed to protect the endpoint inside corporate network.
It requires software installation on each client and higher managerial overhead because of its nature.

For best protection, modern security-aware companies tend to deploy both solutions because these two
solutions are pretty much complementary in nature.

G02. Why does ZyWALL bundle Anti-Virus and IDP feature together?

The IDP feature can stop live network attacks while the AV feature will scan, detect and destroy files that
are infected with virus/worms. Armed with BOTH features, you are guaranteed to have the ultimate tool
to guard your network from most types of attacks coming from any networks.

GO03. Can | subscribe to the Anti-Virus service alone or IDP service alone?
No. Because the Anti-Virus and IDP services are bundled together, you can not subscribe to any one of
them alone.
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GO04. What are the hardware requirements to run AV+IDP security service?

1. For ZyWALL 5 UTM, ZyWALL 35 UTM or ZyWALL 70 UTM owners, you don’t have to acquire
additional hardware accessories to activate the AV+IDP security service because the ZyWALL Turbo
Card is already inside the package.

2. For existing ZyWALL 5, ZyWALL 35 or ZyWALL 70 owners, you are required to upgrade the
firmware to ZyNOS v4.00 and get a ZyWALL Turbo Card and insert it into your own device. You can not
activate the AV+IDP security service when the ZyWALL Turbo Card is not present on the device.

For detailed information on how to acquire a trial ZyWALL Turbo Card, please contact your local reseller.

GO05. Now | know that the ZyWALL Turbo Card is a must when use AV+IDP service; but
what exactly | can benefit from the ZyWALL Turbo Card?

With ZyWALL Turbo Card inserted, customers can enjoy ZyXEL’s unique SecuASIC technology which
boosts up the performance of AV+IDP inspection while maintaining unmatched protection against
network security threats.

G06. How do | keep signatures of AV+IDP service updated?

We recommend you configuring your device to automatically update the signature on an hourly basis so
that the device will check with our Update Server to see if there is new signature available. However, you
could still change the update interval as you wish and could force manual update at any given time.

GO07. How often does ZyXEL release signatures of AV+IDP security service?

ZyXEL is managing to release the AV+IDP signature packs at least 5 times a week on a regular basis.
Those signatures are fully tested and the quality is assured.

Once new virus is spreading, ZyXEL will release the virus signature as fast as it can. Minimizing the
impact of new virus is always the first priority for our AV+IDP service subscribers.

GO08. Will the traffic coming in through the VPN tunnel also be scanned by Anti-Virus, IDP
and Anti-Spam feature in ZyWALL ZyNOS v4.0?

No, VPN traffic will not be inspected by be scanned by Anti-Virus, IDP and Anti-Spam module.

However, we manage to support this feature in the forthcoming ZyNOS firmware.
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H. IDP FAQ

HO1l. Why does ZyWALL bundle Anti-Virus and IDP feature together?

The IDP feature can stop live network attacks while the AV feature will scan, detect and destroy files that
are infected with virus/worms. Armed with BOTH features, you are guaranteed to have the ultimate tool
to guard your network from most types of attacks coming from any networks.

HO2. Can | subscribe to the Anti-Virus service alone or IDP service alone?
No. Because the Anti-Virus and IDP services are bundled together, you can not subscribe to any one of
them alone.

HO3. What are the hardware requirements to run AV+IDP security service?

1. For ZyWALL 5 UTM, ZyWALL 35 UTM or ZyWALL 70 UTM owners, you don’t have to acquire
additional hardware accessories to activate the AV+IDP security service because the ZyWALL Turbo
Card is already inside the package.

2. For existing ZyWALL 5, ZyWALL 35 or ZyWALL 70 owners, you are required to upgrade the
firmware to ZyNOS v4.00 and get a ZyWALL Turbo Card and insert it into your own device. You can not
activate the AV+IDP security service when the ZyWALL Turbo Card is not present on the device.

For detailed information on how to acquire a trial ZyWALL Turbo Card, please contact your local reseller.

HO4. Now | know that the ZyWALL Turbo Card is a must when use AV+IDP service; but
what exactly | can benefit from the ZyWALL Turbo Card?

With ZyWALL Turbo Card inserted, customers can enjoy ZyXEL’s unique SecuASIC technology which
boosts up the performance of AV+IDP inspection while maintaining unmatched protection against
network security threats.

HO5. Could | duplicate the IDP feature’s policy settings from one ZyWALL device to
another?

Yes. In ZyNOS v4.00, you can always backup the IDP feature’s policy settings to your desktop PC.
Afterwards, from within WebGUI of another device, you can restore the backup file so that the IDP
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feature’s policy settings are duplicated and you will have same IDP policy settings on both ZyWALL
devices.

HO6. How do | keep signatures of AV+IDP service updated?

We recommend you configuring your device to automatically update the signature on an hourly basis so
that the device will check with our Update Server to see if there is new signature available. However, you
could still change the update interval as you wish and could force manual update at any given time.

HO7. How often does ZyXEL release signatures of AV+IDP security service?

ZyXEL is managing to release the AV+IDP signature packs at least 5 times a week on a regular basis.
Those signatures are fully tested and the quality is assured.

Once new virus is spreading, ZyXEL will release the virus signature as fast as it can. Minimizing the
impact of new virus is always the first priority for our AV+IDP service subscribers.

HO8. Will the traffic coming in through the VPN tunnel also be scanned by Anti-Virus, IDP
and Anti-Spam feature in ZyWALL ZyNOS v4.0?

No, VPN traffic will not be inspected by be scanned by Anti-Virus, IDP and Anti-Spam module.

However, we manage to support this feature in the forthcoming ZyNOS firmware.

l. Anti-Spam FAQ

I01. What's the difference between gateway Anti-Spam and client-based Anti-Spam filter
such as Microsoft Outlook’s?

The major differences between the two are:

1. Sensitivity: ZyWALL’s AS can adjust threshold while you can not adjust AS threshold in Outlook.

2. Phishing: ZyWALL’s AS can detect phishing emails but Outlook’s AS cannot detect phishing emails.

3. Outlook’s AS filter is updated monthly with Windows Update, while ZyWALL’s AS is updated in
real-time.

Furthermore, ZyWALL’s Anti-Spam feature is complementary with client-based Anti-Spam filter.

102. A customer already has her/his own exchange server including the Anti-Spam
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software from other vendors; is there any good reason for her/him to use ZyXEL's
Anti-Spam service in addition to the current solution?

Yes, the reasons are:

1. Complementary filtering

The tagged-spam filtered by spam software will be tagged again by ZyWALL’s Anti-Spam. But those
undetected spam emails can be detected by ZyWALL’s Anti-Spam feature.

2. Phishing

Not every spam software can detect phishing emails. The Anti-Spam service of ZyWALL can detect
phishing emails.

103. What happens when an email with large attachment in size, e.g. 5MB, is downloaded
which has virus in it?

ZyWALL’s Anti-Virus feature doesn't care the file size. We have implemented a special algorithm to
handle this condition — file with attachment of any size can be scanned by Anti-Virus feature of ZyWALL
UTM.

104. What happens if the virus is in the last part of the email message and the email
receiver already got a part of the contaminated file in her/his laptop or desktop?

Even the virus hidden in the last part of a specific file, we still can detect and then destroy this part. As a
result, the user will get a file but it can't be accessed (read, write or execute). Thus, the laptop/desktop
won't be infected by this virus.

105. Will the traffic coming in through the VPN tunnel also be scanned by Anti-Virus, IDP
and Anti-Spam feature in ZyWALL ZyNOS v4.0?

No, VPN traffic will not be inspected by be scanned by Anti-Virus, IDP and Anti-Spam module.

However, we manage to support this feature in the forthcoming ZyNOS firmware.

106. In ZyWALL's Anti-Spam feature, what's your recommendation to handle identified
spam emails?

1. There two actions ZyWALL can take against identified spam emails: to block or to tag.

2. Pros and Cons

If you choose to block them, then you have no control over false-positives.
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If you choose to tag them, then you still have the spam email traffic on your mail server and everybody
has to set a rule in outlook to filter the spam emails into a dedicated folder.

3. Recommendation

Most IT managers choose “tag” spam emails, which is also our recommendation although
ZyWALL/Mailshell Anti-Spam technology performs very low false-positive.

I07. What's the specification of Anti-Spam feature in ZyNOS v4.00?
Specifications of Anti-Spam feature

Supported protocols POP3 and SMTP protocol
Action on spam emails For Pop3, it can “tag” the spam email,

For SMTP, it can do “tag” and “block”.
Default Setting Enable Tag with [SPAM]/[PHISHING] subject

Maximum concurrent sessions | ZyWALL 5: 5
ZyWALL 35: 15
ZyWALL 70: 30

108. How do | keep signatures of Anti-Spam service update?

From the current design, there is no local spam signature database maintained on the ZyWALL UTM
devices. As a result, you don’t have to update the AS signature for the device. The transactions and
queries between AS-enabled ZyWALL devices and our rating server are taking place dynamically and
automatically in the background.

However, you may want to maintain your own black list/white list on device to maximize the
effectiveness of the Anti-Spam security service.

J. Content Filter FAQ

JO1. What's the operation between ZyXEL appliance and BlueCoat data center?

Whenever a PC behind ZyXEL appliance issues HTTP requests to some public WEB server. ZyXEL
appliance will forward the request to the targeted WEB server, but also issue an categorization query to
BlueCoat data center. When the HTTP response is back to ZyXEL appliance, the appliance will hold the
response for a while, and wait for the query result from the BlueCoat data center. If the query is not back
within 10 seconds (by default setting), ZyXEL appliance will block (by default setting) the HTTP
response to the PC. If the query is back, ZyXEL appliance will drop or forward the request according to
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the Content Filtering policy set in the appliance. The result of categorization query will be cached in
ZyXEL appliance. Later on, HTTP requests to the same WEB server will be inspected by local cache.

J02. How many entries can the cache of Web Site Auto Categorization keep at most?

ZyXEL appliance can keep 1024 entries in the cache at most. Entries that are used less frequently will be
overwritten first when the cache is full. Contents inside the cache will be cleared out after rebooting.

J03. Can | specify the time out value of the query response from BlueCoat data center?
Yes, you can change it on ZyXEL appliance. The default value of the time out is 10 seconds.

JO4. Can | decide whether to forward or drop the HTTP response if the query to BlueCoat
data center is timed out?

Yes, you can set the policy, drop or forward, when query is timed out. The default policy is block.
JO5. How to register for BlueCoat service?

Either for free trial purpose or if you get PIN code by purchasing iCard, you need to initiate registration
process from ZyXEL appliance by clicking Registration and Reports button from content Filter->
Categories page.

JO6. Why can't | make registration successfully?

Since the Registration job 1s between ZyXEL appliance and Http:/myZyXEL.com server. Please make sure
your Internet connection from ZyXEL appliance 1s ok first, and keep the connection between them online
during the registration process. Since once the registration 1s granted on the_Http://myZyXEL.com server,
Http://myZyXEL.com needs to feedback the result (either Successful or Fail) to ZyXEL appliance.

JO7. What services can | get with Trial Registration?
With Trial Registration, you can get Web Site Auto Categorization, and Content Filtering Report services.

J08. What types of content filter does ZyWALL provide?

ZyWALL supports three types of content filtering.
e Restrict Web Data including ActiveX, Java Applet, Cookie, Web proxy
e URL keywords blocking
e BlueCoat filter list

279
All contents copyright (c) 2005 ZyXEL Communications Corporation.



ZyXEL ZyWALL 70 Support Notes

J09. What are the primary features of ZyXEL Content Filtering?

- Blocking or Forwarding Policy Management (ZyXEL appliance)
- Monitoring (BlueCoat)

- Real-time URL Rating (BlueCoat)

- Real-Time Reporting (BlueCoat)

J10. Who needs ZyXEL Content Filtering? Is ZyXEL Content Filtering for small companies
or for large corporations?

All businesses can benefit from using the ZyXEL Content Filtering solution

ZyXEL Content Filtering helps organizations manage, monitor, and report on users’ Internet activity
regardless of their location within the organization. Almost any organization — business, government, or
school — can benefit from BlueCoat’s centrally managed, web-based filtering service. Consider the
following:

- 30 to 40% of Internet surfing during work hours is not business related.

- In some companies as much as 70% of bandwidth is consumed by non-productive pursuits.

- 68% of all Internet porn traffic occurs during the 9 to 5 workday.

- 53% of teens have encountered offensive Web sites that include pornography, hate, or violence. Of these,
91% unintentionally found the offensive sites while searching the Web.

ZyXEL Content Filtering is helpful to improve productivity, minimize legal liability, and conserve costly
Internet bandwidth within the organization. BlueCoat provides the most complete and accurate Internet
filtering solution of any Internet management provider and enables companies to better manage, secure
and protect their Internet investment.

J11. Can | have different policies in effect for different times of the day or week?
Yes, but only one blocking period of time is supported currently on ZyXEL appliance.
J12. How many policies can | create?

Two. One is for all users, the other is exempting zone. With exempting zone, you can define a specific
range of IP exempting from the policy for all users.
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J13. Can | create my own categories?

No, you can't create your own policies other than the 52 categories BlueCoat provides.
J14. Can | override (block or allow) certain URLs regardless of the rating?
Yes, you can use key word blocking to override ratings in the BlueCoat database.

J15. How many URL keywords does ZyWALL support?

64 keywords are supported.

J16. How do | keep database of Content Filtering service updated?

From the current design, there is no local Content Filtering signature database stored on the ZyWALL
devices.

As a result, you don’t have to worry about the signature update of ZyWALL devices since it’s not required.
The transactions and queries between CF-enabled ZyWALL devices and our dynamic database server are
taking place dynamically and automatically in the background.

However, you may want to maintain your own URL/keyword list on device to maximize the effectiveness
of the Content Filtering service.

J17. What is BlueCoat Filter list?

BlueCoat (http://www.cerberian.com) provides Internet content filtering service through an outsourced
model to original equipment manufacturers (OEMSs) and service providers. With the BlueCoat Integration
Kit, ZyXEL integrates the BlueCoat content filtering service into ZyXEL appliances, such as ZyWALL,
Prestige, ZyAir series.

J18. How many ratings does the BlueCoat database contain?

BlueCoat database contains 4.3 million ratings. The BlueCoat database contains about 4.3 million ratings.
Because BlueCoat rates sites at the domain or directory level, the database actually covers hundreds of
millions of unique web pages.

J19. How often does BlueCoat update the database?
BlueCoat continuously updates the ratings database, but BlueCoat's outsourced model does not require
customers to update a local database.

Unlike other Internet content filtering solutions, BlueCoat's outsourced solution does not require clients to
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receive large database updates daily or weekly. Instead, BlueCoat customers all access the same ratings
database. When a user requests a URL not contained in the database, the BlueCoat solution uses Dynamic
Real-time Rating to assign a rating to that page. All unrated URLSs are further analyzed by background
technologies and human raters.

J20. How do I locate sites to block?

BlueCoat provides category ratings for Web sites. Based on the category rating from BlueCoat, users of
ZyXEL appliances then define blocking/forwarding policy in WEB GUI.

Do humans review the web sites?

BlueCoat uses expert Web content raters to train the ratings technology.

Initially, category experts create a list of URLS that represent good content for each category. The ratings
technology then uses this initial set of pages to recognize content similar to those initial pages. Through
BlueCoat's internal processes, the ratings technology learns to better categorize pages as it rates more and
more user requests. The BlueCoat staff also continually adds new pages to all categories and evaluates
any pages that the rating process could not recognize. Users can request BlueCoat staff to rate specific
new pages or review automatic ratings assigned by the technology. Through this process, the ratings
technology becomes more accurate at categorizing future user requests.

J21. Do humans review the ratings?

BlueCoat's Web content raters periodically review each content area. They also examine pages based on
categorization requests from end-users.

BlueCoat periodically reviews certain content areas to fine tune the ability of the ratings technology to
recognize specific types of content. Also, when users believe a page has received an incorrect rating,
BlueCoat rating experts will review the categories assigned and make changes as necessary. BlueCoat
also uses the human-rated sites to further train and improve the content analysis system.

J22. How can I do if | find a WEB site is mis-categorized?

When you find a web site is not categorized as you expect, you can report to either
support@zyxel.com.tw or BlueCoat Site Submissions.

J23. How many and what categories do you provide?

ZyXEL Content Filtering provides 52 categories.
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We currently recognizes the following 52 categories:
Potential Liable & Objectionable Content Categories

- Adult/Mature Content

- Alcohol/Tobacco

- Gambling

- Hacking/Proxy Avoidance Systems
- Illegal Drugs

- Illegal/Questionable

- Intimate Apparel/Swimsuit
- Nudity

- Pornography

- Sex Education

- Violence/Hate/Racism

- Weapons

Potential Non-Productive Categories
- Abortion

- Arts/Entertainment

- Auctions

- Brokerage/Trading

- Business & Economy
- Chat/Instant Messaging
- Computers/Internet

- Cult/Occult

- Cultural Institutions

- Education

- Email

- Financial Services

- For Kids

- Games

- Gay & Lesbian

- Government/Legal

- Health

- Humor/Jokes

- Job Search/Careers

- Military

- News & Media

- Newsgroups

All contents copyright (c) 2005 ZyXEL Communications Corporation.

283



ZyXEL ZyWALL 70 Support Notes

- Pay to surf sites

- Personals & Dating

- Political/Activist Groups

- Real Estate

- Reference

- Religion

- Restaurants/Dining/Food

- Search Engines and Portals
- Shopping

- Society & Lifestyle

- Software Downloads

- Sports/Recreation/Hobbies
- Streaming Media/MP3

- Travel

- Vehicles

- Web Advertisements

- Web Communications

- Web Hosting

J24. How does the ZyXEL content filtering handle dynamically generated sites?

We use BlueCoat's Dynamic Real-Time Rating service to accurately categorize dynamic content.
Because BlueCoat provides Dynamic Real-Time Rating technology, most dynamic sites receive the
correct rating. BlueCoat's database continually reviews the ratings of stored URLS to ensure that the
content has not changed.

J25. Does BlueCoat have more than one data center? Is the BlueCoat Web Filter
geographically load balanced?

Yes, BlueCoat provides several, geographically distributed data centers to meet the demand of users
around the world.

J26. Who can generate and view reports on BlueCoat WEB site?
Anyone with the administration username and password can view and generate reports.
J27. How can | get Content Filtering report?

You can get report for content filtering by clicking Register button from ZyXEL appliance's WEB GUI,

and then you will be redirected to http://myZyXEL.com web server. By clicking Content Filtering
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Report, the WEB interface of BlueCoat reporting system will pop out. By entering the MAC address you
registered to Http://myZyXEL.com web server, which you can check from Registration Status of
Http://myZyXEL.com server, and password you specified when doing registration, you can log into
BlueCoat reporting system.

J28. Can | change the password for BlueCoat service?

Yes, you can click Register button from ZyXEL appliance's WEB GUI, then Http://myZyXEL.com web
page would popped out. You can change password in user profile.

J29. Which User Name & Password should I input for Content Filtering report?

The User Name is the smallest Ethernet MAC address of your device. To identify check the sticker in the
bottom of the device as below,

| -
| I;rXEL Communicotions Corporation Made in laiwan

Model Numbar : ZyWALL 70

Serlal Number ; ll!llayz!!;il,!lul l
| | | |smanes
Ethamet Add 00ADCS59 S ;
ress: A B543 &
MAC Address
DOADCS58B546
Power Bofing: 100- 240VAC SOVE0HE 0.85-0 A max
Powes Cansumption: |4'Walt max
CAUTION: 1o preves! sisctic shack pleote do nol oson 1ne cover. Noa jerviceobls
poits inuide Rale 1erviging 10 quollied oeitcn
WARNING: Do not use @ny ather power codd ascepl the ong Thal accompaniai
g unll. s of onoiher odapted cowld resull i damage 1o ihe uni,
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[2{This device must ooceot oy Infeitesence recawed Inclisdng

imtadeance mhal TOY COUSE unoasEed ohendion c €
Fiease see the manual Il Inereence o 100k IBCafkan b Ipecied,

Fs |
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password is the password to login Http://myZyXEL.com.

J30. My device can't get connected to Http://myZyXEL.com, so | can't get into Registration
page. What should | check?

1. Please check the Internet Access is ok via launching Internet Browser and connect to a public WEB site.
2. If your ZyWALL is using Static (or Fixed) WAN IP address, please make sure that you have
configured DNS server's IP address for the device in "System->General->System DNS Servers" or
"Maintenance->General->System DNS Server".
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K. IPSec FAQ

KO01. How many VPN tunnels are supported on ZyWALL?

Following table illustrates how many VPN tunnels are supported on ZyWALL5/35/70 with 3.64 f/w.
For example: User can configure up to 120 VPN tunnel (rules) on ZW70. But only 100 concurrent VPN
tunnels can be used at the same time.

Model Name Z\W5 Z\W35 Z\W70
\Version 3.62(XD.0) |3.64(WZz.0)|3.64(WM.0)
VPN
VPN Tunnels
(Simultaneously 10 35 100
usable)
VPN Tunnels (User can

_ 10 40 120
configure)

K02. How to count my VPN tunnels on ZyWALL?

On 3.64, multiple Network Policies (IKE Phase 2) can be mapped to same Gateway policy (IKE Phase 1).
ZyWALL counts the Network policies as VPN tunnels.

In following example, two network policies, Netowrk_1 & Network_2 are mapped to same gateway
policy, Gateway 1. In this case, this will be counted as two VPN tunnels.
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K03. What is VPN?

A VPN gives users a secure link to access corporate network over the Internet or other public or private
networks without the expense of lease lines. A secure VPN is a combination of tunneling, encryption,
authentication, access control and auditing technologies/services used to transport traffic over the Internet
or any insecure network that uses the TCP/IP protocol suite for communication.

K04. Why do | need VPN?
There are some reasons to use a VPN. The most common reasons are because of security and cost.

Security

1). Authentication

With authentication, VPN receiver can verify the source of packets and guarantee the data integrity.
2). Encryption

With encryption, VPN guarantees the confidentiality of the original user data.

Cost

1). Cut long distance phone charges

Because users typically dial the their local ISP for VPN, thus, long distance phone charge is reduced than
making a long direct connection to the remote office.

2).Reducing number of access lines
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Many companies pay monthly charges for two types access lines: (1) high-speed links for their Internet
access and (2) frame relay, ISDN Primary Rate Interface or T1 lines to carry data. A VPN may allow a
company to carry the data traffic over its Internet access lines, thus reducing the need for some installed
lines.

KO05. What are most common VPN protocols?
There are currently three major tunneling protocols for VPNs. They are Point-to-Point Tunneling Protocol
(PPTP), Layer 2 Tunneling Protocol (L2TP) and Internet Protocol Security (IPSec).

K06. What is PPTP?

PPTP is a tunneling protocol defined by the PPTP forum that allows PPP packets to be encapsulated
within Internet Protocol (IP) packets and forwarded over any IP network, including the Internet itself. The
PPTP is supported in Windows NT and Windows 98 already. For Windows 95, it needs to be upgraded by
the Dial-Up Networking 1.2 upgrade.

KO7. What is L2TP?

Layer Two Tunneling Protocol (L2TP) is an extension of the Point-to-Point Tunneling Protocol (PPTP)
used by an Internet service provider (ISP) to enable the operation of a virtual private network (VPN) over
the Internet.

K08. What is IPSec?

IPSec is a set of IP extensions developed by IETF (Internet Engineering Task Force) to provide security
services compatible with the existing IP standard (IPv.4) and also the upcoming one (IPv.6). In addition,
IPSec can protect any protocol that runs on top of IP, for instance TCP, UDP, and ICMP. The IPSec
provides cryptographic security services. These services allow for authentication, integrity, access control,
and confidentiality. IPSec allows for the information exchanged between remote sites to be encrypted and
verified. You can create encrypted tunnels (VPNSs), or just do encryption between computers. Since you
have so many options, IPSec is truly the most extensible and complete network security solution.

What secure protocols does IPSec support?

There are two protocols provided by IPSec, they are AH (Authentication Header, protocol number 51)
and ESP (Encapsulated Security Payload, protocol number 50).

What are the differences between "Transport mode' and "Tunnel mode?

The IPSec protocols (AH and ESP) can be used to protect either an entire IP payload or only the
upper-layer protocols of an IP payload. Transport mode is mainly for an IP host to protect the data
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generated locally, while tunnel mode is for security gateway to provide IPSec service for other machines
lacking of IPSec capability.

In this case, Transport mode only protects the upper-layer protocols of IP payload (user data). Tunneling
mode protects the entire IP payload including user data.

There is no restriction that the IPSec hosts and the security gateway must be separate machines. Both
IPSec protocols, AH and ESP, can operate in either transport mode or tunnel mode.

K09. What is SA?

A Security Association (SA) is a contract between two parties indicating what security parameters, such
as keys and algorithms they will use.

What is IKE?

IKE is short for Internet Key Exchange. Key Management allows you to determine whether to use IKE
(ISAKMP) or manual key configuration to set up a VPN.

There are two phases in every IKE negotiation- phase 1 (Authentication) and phase 2 (Key Exchange).
Phase 1 establishes an IKE SA and phase 2 uses that SA to negotiate SAs for IPSec.

K10. What is Pre-Shared Key?

A pre-shared key identifies a communicating party during a phase 1 IKE negotiation. It is called
'Pre-shared' because you have to share it with another party before you can communicate with them over
a secure connection.

What are the differences between IKE and manual key VPN?

The only difference between IKE and manual key is how the encryption keys and SPIs are determined.
For IKE VPN, the key and SPIs are negotiated from one VPN gateway to the other. Afterward, two VPN
gateways use this negotiated keys and SPIs to send packets between two networks.

For manual key VPN, the encryption key, authentication key (if needed), and SPIs are predetermined by
the administrator when configuring the security association.

IKE is more secure than manual key, because IKE negotiation can generate new keys and SPIs randomly
for the VPN connection.

K11. What is Phase 1 ID for?

In IKE phase 1 negotiation, IP address of remote peer is treated as an indicator to decide which VPN rule
must be used to serve the incoming request. However, in some application, remote VPN box or client
software is using an IP address dynamically assigned from ISP, so ZyWALL needs additional information
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to make the decision. Such additional information is what we call phase 1 ID. In the IKE payload, there
are local and peer ID field to achieve this.

K12. What are Local ID and Peer ID?

Local ID and Peer ID are used in IKE phase 1 negotiation. It’s in FQDN(Fully Qualified Domain Name)
format, IKE standard takes it as one type of Phase 1 ID.

Phase 1 ID is identification for each VPN peer. The type of Phase 1 ID may be IP/FQDN (DNS)/User
FQDN (E-mail). The content of Phase 1 ID depends on the Phase 1 ID type. The following is an example
for how to configure phase 1 ID.

ID type Content

IP 202.132.154.1

DNS www.zyxel.com

E-mail support@zyxel.com.tw

Please note that, in ZyWALL, if "DNS" or "E-mail" type is chosen, you can still use a random string as
the content, such as "this_is_zywall". It's not neccessary to follow the format exactly.

By default, ZyWALL takes IP as phase 1 ID type for itself and it's remote peer. But if its remote peer is
using DNS or E-mail, you have to adjust the settings to pass phase 1 ID checking.

When should | use FQDN?

If your VPN connection is ZyWALL to ZyWALL, and both of them have static IP address, and there is no
NAT router in between, you can ignore this option. Just leave Local/Peer ID type as IP, and then skip this
option.

If either side of VPN tunneling end point is using dynamic IP address, you may need to configure 1D for
the one with dynamic IP address. And in this case, "Aggressive mode" is recommended to be applied in
phase 1 negotiation.

K13. Is my ZyWALL ready for IPSec VPN?

IPSec VPN is available for ZyWALL since ZyNOS V3.50. It is free upgrade, no registration is needed.
By upgrading the firmware and also configurations (romfile) to ZyNOS V3.50, the IPSec VPN capability
is ready in your ZyWALL. You then can configure VPN via web configurator. Please download the
firmware from our web site.
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K14. How do | configure ZyWALL VPN?
You can configure ZyWALL for VPN via web GUI. ZyWALL 1 supports Web only.

K15. What VPN protocols are supported by ZyWALL?
All ZyWALL series support ESP (protocol number 50) and AH (protocol number 51).

K16. What types of encryption does ZyWALL VPN support?
ZyWALL supports 56-bit DES and 168-bit 3DES.

K17. What types of authentication does ZyWALL VPN support?

VPN vendors support a number of different authentication methods. ZyWALL VPN supports both SHA1
and MD5.

AH provides authentication, integrity, and replay protection (but not confidentiality). Its main difference
with ESP is that AH also secures parts of the IP header of the packet (like the source/destination
addresses), but ESP does not.

ESP can provide authentication, integrity, replay protection, and confidentiality of the data (it secures
everything in the packet that follows the header). Replay protection requires authentication and integrity
(these two go always together). Confidentiality

(encryption) can be used with or without authentication/integrity. Similarly, one could use
authentication/integrity with or without confidentiality.

K18. | am planning my ZyWALL-to-ZyWALL VPN configuration. What do | need to know?

First of all, both ZyWALL must have VPN capabilities. Please check the firmware version, V3.50 or later
has the VPN capability. If your ZyWALL is capable of VPN, you can find the VPN options in
Advanced>VPN tab.

For configuring a 'box-to-box VPN', there are some tips:

If there is a NAT router running in the front of ZyWALL, please make sure the NAT router supports to
pass through IPSec.

In NAT case (either run on the frond end router, or in ZyWALL VPN box), only IPSec ESP tunneling
mode is supported since NAT against AH mode.

Source IP/Destination IP-- Please do not number the LANSs (local and remote) using the same exact
range of private IP addresses. This will make VPN destination addresses and the local LAN addresses are
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indistinguishable, and VPN will not work.

Secure Gateway IP Address -- This must be a public, routable IP address, private IP is not allowed. That
means it can not be in the 10.x.x.x subnet, the 192.168.x.x subnet, nor in the range 172.16.0.0 -
172.31.255.255 (these address ranges are reserved by internet standard for private LAN numberings
behind NAT devices). It is usually a static IP so that we can pre-configure it in ZyWALL for making VPN
connections. If it is a dynamic IP given by ISP, you still can configure this IP address after the remote
ZyWALL is on-line and its WAN IP is available from ISP.

K19. Does ZyWALL support dynamic secure gateway IP?

If the remote VPN gateways uses dynamic IP, we enter 0.0.0.0 as the Secure Gateway IP Address in
ZyWALL. In this case, the VPN connection can only be initiated from dynamic side to fixed side in order
to update its dynamic IP to the fixed side. However, if both gateways use dynamic IP addresses, it is no
way to establish VPN connection at all.

K20. What VPN gateway that has been tested with ZyWALL successfully?
We have tested ZyWALL successfully with the following third party VPN gateways.
Cisco 1720 Router, 10S 12.2(2)XH, IP/ADSL/FW/IDS PLUS IPSEC 3DES
NetScreen 5, ScreenOS 2.6.0r6

SonicWALL SOHO 2

WatchGuard Firebox I1

ZyXEL ZyWALL 100

Avaya VPN

Netopia VPN

111 VPN

K21. What VPN software that has been tested with ZyWALL successfully?
We have tested ZyWALL successfully with the following third party VPN software.
SafeNet Soft-PK, 3DES edition

Checkpoint Software

SSH Sentinel, 1.4

SecGo IPSec for Windows

F-Secure IPSec for Windows

KAME IPSec for UNIX

Nortel IPSec for UNIX
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Intel VPN, v. 6.90

FreeS/WAN for Linux

SSH Remote ISAKMP Testing Page, (http://isakmp-test.ssh.fi/cgi-bin/nph-isakmp-test)
Windows 2000, Windows XP IPSec

K22. Will ZyXEL support Secure Remote Management?
Yes, we will support it and we are working on it currently.

K23. Does ZyWALL VPN support NetBIOS broadcast?
Yes, the ZyWALL does support NetBIOS broadcast over VPN.

K24. Is the host behind NAT allowed to use IPSec?

NAT Condition Supported IPSec Protocol

VPN Gateway embedded NAT AH tunnel mode, ESP tunnel mode

VPN client/gateway behind NAT- ESP tunnel mode

NAT in Transport mode None

* The NAT router must support IPSec pass through. For example, for ZyWALL NAT routers, IPSec pass

through is supported since ZyNOS 3.21. The default port and the client IP have to be specified in NAT
menu Server Setup.

K25. How do | configure ZyWALL with NAT for internal servers?
Generally, without IPSec, to configure an internal server for outside access, we need to configure the
server private IP and its service port in NAT Server Table.
However, if both NAT and IPSec is enabled in ZyWALL, the edit of the table is necessary only if the
connection is a non-secure connections. For secure connections, none NAT server settings are required
since private IP is reachable in the VPN case.
For example:
host----ZyWALL(NAT)----ADSL Modem----Internet----Secure host
\
\
Non-secure host
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K26. | am planning my ZyWALL behind a NAT router. What do | need to know?
Some tips for this:
The NAT router must support to pass through IPSec protocol. Only ESP tunnel mode is possible to work
in NAT case. In the NAT router is ZyWALL NAT router supporting IPSec pass through, default port and
the ZyWALL WAN IP must be configured in NAT Server Table.
WAN IP of the NAT router is the tunneling endpoint for this case, not the WAN IP of ZyWALL.
If firewall is turned on in ZyWALL, you must forward IKE port in Internet interface.
If NAT are also enabled in ZyWALL, NAT server is required for non-secure connections, NAT server is
not required for secure connections and the physical private IP is used.
For example:
host----ZyWALL----NAT Router----Internet----Secure host

\

\

Non-secure host

K27. Where can | configure Phase 1 ID in ZyWALL?
Phase 1 ID can be configured in VPN setup menu as following..

¥ NAT Traversal
Hame Igale1

Gateway Policy Information

€02 My ZyWALL j0.00.0
Giz2 Remote Gateway Address (17222167

Authentication Ke

' Pre-Shared Key 12345678
" Certificate auto_generated self signed cenj {See My Certificates)
Local ID Type P =]

Content

Peer ID Type

Content

AUENUCAUON FOT ACUVANNY VEH

Authenticated By TyWvALL x

User Name |test

Password Iu--

Hegotiation Mode Main =
Encryption Algorithm FL’
Authentication Algorithm MDs 'I
SA Life Time (Seconds) 255800

Key Group DH1 =

¥ Enable Multiple Proposals

Associated Network Policies

Name Local Network Remote Network
. vpn1 77 192.168.0.0 / 255.255.255.0  £R7 192.168.3.64 / 255.255.255.0
Apply Cancel
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K28. How can | keep a tunnel alive?

To keep a tunnel alive, you can check "Nailed-up™ option when configuring your VPN tunnel. With this
option, the ZyWALL will keep IPSec tunnel up at all time. With “Nailed-up”, the ZyWALL will try to
establish whenever tunnel is terminated due to any unknown reason.

K29. Single, Range, Subnet, which types of IP address does ZyWALL support in
VPN/IPSec?

All ZyWALL series support single, range, and subnet configuration for VPN IPSec. In other words, you
can specify a single PC, a range of PCs or even a network of PCs to utilize the VPN/IPSec service.

K30. Does ZyWALL support IPSec pass-through?

Yes, ZyWALL can support IPSec pass-through. ZyWALL series don't only support IPSec/VVPN gateway, it
can also be a NAT router supporting IPSec pass-through.

If the VPN connection is initiated from the security gateway behind ZyWALL, no configuration is
necessary for neither NAT nor Firewall.

If the VPN connection is initiated from the security gateway outside of ZyWALL, NAT port forwarding
and Firewall forwarding are necessary.

To configure NAT port forwarding, please go to WEB interface, Setup/ ""NAT", put the secure gateway's
IP address in default server.

To configure Firewall forwarding, please go to WEB interface, Setup/Firewall, select Packet Direction to
WAN to LAN, and create a firewall rule the forwards IKE(UDP:500).

K31. Can ZyWALL behave as a NAT router supporting IPSec pass through and an IPSec
gateway simultaneously?

No, ZyWALL can't support them simultaneously. You need to choose either one. If ZyWALL is to support
IPSec pass through, you have to disable the VPN function on ZyWALL. To disable it, you can either
deactivate each VPN rule or issue a Cl command, "IPSec switch off".

K32. Will the traffic coming in through the VPN tunnel also be scanned by Anti-Virus, IDP
and Anti-Spam feature in ZyWALL ZyNOS v4.0?

No, VPN traffic will not be inspected by be scanned by Anti-Virus, IDP and Anti-Spam module.

However, we manage to support this feature in the forthcoming ZyNOS firmware.
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L. PKI FAQ

LO1. Basic Cryptography concept

Encryption and decryption are two major operations involved in cryptography. Whenever we would
like to send some secret over an insecure media, such as Internet, we may encrypt the secret before
sending it out. The receiver thus needs the corresponding decryption key to recover the encrypted
secrete. We need to have keys for both encryption and decryption. The key used to encrypt data is
called the encryption key, and the key for decryption is called the decryption key.

Cryptography can be categorized into two types, symmetric and asymmetric cryptography. For
symmetric cryptography, the encryption key is the same with the decryption. Otherwise, we the
cryptography as asymmetric.

Symmetric cryptography, such as DES, 3DES, AES, is normally used for data transmission, since it
requires less computation power than asymmetric cryptography. The task of privately choosing a key
before communicating, however, can be problematic. Applications in real case may use asymmetric
cryptography for to protect distribution of keys (symmetric), and uses symmetric cryptography for
data transmission.

Asymmetric cryptography solves the key exchange problem by defining an algorithm which uses two
keys, each of which can be used to encrypt a message. If one key is used to encrypt a message, then
the other must be used to decrypt it. This makes it possible to receive secure messages by simply
publishing one key (the public key) and keeping the other secret (the private key).

LO2. What is PKI?
PKIl is acronym of Public Key Infrastructure. A PKI is a comprehensive system of policies, processes,
and technologies working together to enable users of the Internet to exchange information securely
and confidentially. Public Key Infrastructures are based on the use of cryptography — the scrambling
of information by a mathematical formula and a virtual key so that it can only be decoded by an
authorized party using a related key.

A PKI uses pairs of cryptographic keys provided by a trusted third party known as a Certification
Authority (CA). Central to the workings of a PKI, a CA issues digital certificates that positively
identify the holder's identity. A Certification Authority maintains accessible directories of valid
certificates, and a list of certificates it has revoked.

LO3. What are the security services PKI provides?
PKI brings to the electronic world the security and confidentiality features provided by the physical
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documents, hand-written signatures, sealed envelopes and established trust relationships of traditional,
paper-based transactions. These features are:

Confidentiality: Ensures than only intended recipients can read files.

Data Integrity: Ensures that files cannot be changed without detection.

Authentication:  Ensures that participants in an electronic transaction are who they claim to be.
Non-repudiation: Prevents participants from denying involvement in an electronic transaction.

LO4. What are the main elements of a PKI?

A PKI includes:

A Certification Authority

Digital certificates

Mathematically related key pairs, each comprising a private key and a public key
These elements work within a formal structure defined by:

Certificate Policies

A Certification Practice Statement.

LO5. What is a Certification Authority?

A Certification Authority is a trusted third party that verifies the identity of an applicant registering for
a digital certificate. Once a Certification Authority is satisfied as to the authenticity of an applicant's
identity, it issues that person a digital certificate binding his or her identity to a public key. (Digital
certificates are also issued to organizations and devices, but we will focus on people for the purposes
of this discussion.)

LO6. What is a digital certificate?

An electronic credential that vouches for the holder's identity, a digital certificate has characteristics
similar to those of a passport — it has identifying information, is forgery-proof, and is issued by a
trusted third party. Digital certificates are published in on-line directories. Typically, a digital
certificate contains:

The user's distinguished name (a unique identifier)

The issuing Certification Authority's distinguished name

The user's public key

The validity period

The certificate's serial number

The issuing Certification Authority's digital signature is for verifying the information in the digital
certificate.
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LO7. What are public and private keys, and what is their relationship?

A PKI uses asymmetric cryptography to encrypt and decrypt information. In asymmetric cryptography,
encryption is done by a freely available public key, and decryption is done by a closely guarded

private key. Although the public and private keys in a particular key pair are mathematically related, it
is impossible to determine one key from the other. Each key in an asymmetric key pair performs a
function that only the other can undo.

LO8. What are Certificate Policies (CPs)?

Certification Authorities issue digital certificates that are appropriate to specific purposes or
applications. For example, in the Government of Canada Public Key Infrastructure, digital certificates
for data confidentiality are different from those used for digital signatures. Certificate Policies
describe the rules governing the different uses of these certificates.

L09. How does a PKI ensure data confidentiality?

Users' public keys are published in an accessible directory. A person wishing to send an encrypted
message uses the recipient's public key to scramble the information in the message. Only the
recipient's private key can decrypt the message.

So, if Bob wants to send a confidential message to Alice, his PKI software finds Alice's public key in
the directory where it is published, and he uses it to encrypt his message. When Alice receives the
encrypted message, she uses her private key to decrypt it. Because Alice keeps her private key secret,
Bob can be assured that, even if his message were to be intercepted, only Alice can read it.

Alice's Public . 5 Alice's Public
Encryption Ke Cipher message 0 Decryption Key

X
|

Plaintext Message Plaintext Message

Bob Alice
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L10. What is a digital signature?

Not to be confused with a digitized signature (a scan of a hand-written signature), a digital signature
can be used with either encrypted or unencrypted messages to confirm the sender’s identity and ensure
the recipient that the message content has not been changed in transmission. Digital signatures
incorporate the characteristics of hand-written signatures in that they can only be generated by the
signer, are verifiable, and cannot easily be imitated or repudiated.

L11. How does a digital signature work?

Suppose that the famous Bob and Alice wish to correspond electronically. Bob wants to assure Alice
that he originated the electronic message, and that its contents have not been tampered with. He does
so by signing the message with a digital signature.

When Bob clicks on the digital signature option on his e-mail application, special software applies a
mathematical formula known as a hash function to the message, converting it to a fixed-length string
of characters called a message digest. The digest acts as a "digital fingerprint™ of the original message.
If the original message is changed in any way, it will not produce the same message digest when the
hash function is applied. Bob's software then encrypts the message digest with his private key,
producing a digital signature of the message. He transmits the message and digital signature to Alice.
Alice uses Bob's public key to decrypt the digital signature, revealing the message digest. Since only
Bob's public key can decrypt the digital signature, she is able to verify that Bob was the sender of the
message. This verification process also tells Alice's software which hash function was used to create
the message digest of Bob's original message. To verify the message content, Alice's software applies
the hash function to the message she received from Bob. The message digests should be identical. If
they are, Alice knows the message has not been changed and she is assured of its integrity. (If Bob had
wanted to ensure the confidentiality of his message, he could have encrypted it with Alice's public key
before applying the hash function to the message.)

The best thing about all these encryption, decryption, verifying and authenticating processes is that
special software does them all transparently, so that Bob and Alice receive the assurances they need
without having actually to engage in computations themselves.

299
All contents copyright (c) 2005 ZyXEL Communications Corporation.



ZyXEL

ZyWALL 70 Support Notes

Strong Authentication and Data Integrity

BOB: MESSAGE SENDEE

‘6d 0K ooghkt o be
enouwghk for
arybody™

2ill Gates, 1981

ALICE: MESSAGE RECIPIENT

“Sd 0N owght to
be enough for
aryhbody™

2l G ates, 1981

Bob haz hes the message by

Alice hashes the message and
compares the result to the

mazmage digest. They should
be ide ntical

[DATA INTEGRITY)

uzing @ hash function to
create a message digest

Alice umes Bobm public key
to dacryptthe digital
mig nature

[STRONG A UTHENTICA TIO N)

Eob creates a digital signature
by e ncrypting the mezzage
digest with his private kay

Bob =sands the message Alice recaives the
and the digital signature mazaage and tha
to A lice digital mig nature

L12. Does ZyXEL provide CA service?
No, ZyXEL doesn't maintain CA service for customers, customers need to find CA server (trusted 3rd
party) in order to use PKI functionality on ZyWALL.

L13. What if customers don't have access to CA service, but would like to use PKI
function?

ZyXEL VPN solution provides a mechanism called "self-signed™ Certificate. If you don't have access
CA service, but would like to use PKI function, please use the self-signed Certificate. Check here for
how to configure it.

L14. How can | have Self-signed certificate for ZyXEL appliance?
Each ZyXEL appliance would provide a Self-signed certificate along with default configuration file.
You can check content of Self-signed certificate in WEB GUI.
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L15. Can | create self-signed certificates in addition to the default one?
Yes, you can create self-signed certificates of your own by selecting self-signed category when
creating My Certificates.

L16. Will Self-signed certificate be erased if | reset to default configuration file?
Yes, the original Self-signed certificate will be erased. But ZyXEL appliance will create a new
self-signed certificate at it's first boot-up time after resetting the configuration. But the new
self-signed certificate is different from the original one. So users also need to export the new
self-signed certificate to appliance's peer if they would like to use PKI for VPN.

L17. Will certificates stored in ZyXEL appliance be erased if | reset to default
configuration file?

Yes, My Certificates, Trusted CAs' Certificates, and Trusted Remote's Certificates will be totally
erased after erasing configuration files. Users need to enroll My Certificates and import Trusted CA's
certificates & Trusted Remote's certificates again.

L18. What can | do prior to reset appliance's configuration?
You can export Trusted CA's certificates and Trusted Remote's certificates before resetting
configuration to the local computer. Then import them back to ZyXEL appliance.

L19. If | export My Certificates from ZyXEL appliance, save them locally, and then
import them back after resetting the configuration file, can | reuse the imported My
Certificates ?

No, you can't reuse them. Each certificate stored in My Certificates has corresponding private key.
When you erase the configuration, the corresponding private keys are also deleted. So you can't reuse
the certificates by importing them afterward.

M. Dual WAN Auto Fail-over/Fail-back and Load Balance FAQ
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MO1. How do ZyWALLs dispatch outgoing sessions to different WAN connections?

When load-balance 1s enabled on ZyWALLSs which have multiple WAN connections (e.g. ZyWALL
35/70/1000), the ZyWALL will dispatch the outgoing traffic which refers to default route (no policy route or
static route applied to it). The traffic will be forwarded to the wan connections according the load-balance
algorithms selected (e.g. Spiller-Over, Weighted Round Robin, or Least-Load First). When the outgoing session
1s dispatched to a specific wan connection (e.g. WANI1 or WAN?), the session will be fixed on this connection
until it 18 terminated by the hosts or servers.

MO2. Can ZyWALL support VPN load balancing?

No, because when using IPSec VPN, you need to specify source/destination
security gateways, thus ZW can NOT dynamically change gateway (WAN) to go
infout. And with Load balancing mechanism, session manager in ZyWALL will
decide each session will go to primary WAN or secondary WAN. That is, one
session may possible to be sent via primary WAN or secondary WAN. In this
way, it may cause the gateway is not the same as defined in VPN rule.

As for ZyWALL v3.64, we only supports BWM and fail-over for VPN tunnel.

N. Bandwidth Management FAQ

NO1l. How many class can | create in ZyWALL Bandwidth Management class tree? And,
what is the max depth of a class?
Number of classes and max depth of a class supported on ZyWALL’s Bandwidth management is model
specific.
(1) Max depth of a classes

ZyWALL 70: 5

ZyWALL 35: 3

ZyWALL 5:1

(2) Number of classes
ZyWALL 70: 100
ZyWALL 35: 50
ZyWALL 5: 20
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O. Wireless FAQ

OO01. Which wireless cards does it support in ZyWALL 5/35/70?
(ZW1000 doesn’t support wireless function)

Following table illustrates which wireless cards are supported by ZyWALL. For example:
B-120/G-100/G-110 are supported on ZW?70 since firmware 3.63 and later.

B-100 B-101 B-120 G-100 G-110
ZW5 3.62 3.62 3.62 3.62 3.62
ZW35 3.62 3.62 3.62 3.62 3.62
ZW70 3.62 3.62 3.63 3.63 3.63

002. Which wireless security option can | use while using related wireless cards?
(ZW1000 doesn’t support wireless function)

When wireless cards are inserted to the slot of ZyWALL, the only related security options are supported. For
example, using a B-100 wireless card means that “Static WEP” is supported but “WPA-PSK” , “WPA”
& “802.1x+" Dynamic WEP” are not supported.

B-100 B-101 B-120 G-100 G-110

No Security

Static WEP

WPA-PSK

WPA

802.1x + Dynamic WEP

802.1x + Static WEP

802.1x + No WEP
No Access 802.1x + Static WEP
No Access 802.1x + No WEP

O|O0O |0 |0 |X | X|X|O|O
O |00 |0 |X | X|X|O|O
o|o|j0O|0O|O0O |00 |O |O
oO|0o|j0O|O0O|O0O |00 |O |O
oO|o|j0oO|j0O|O0O |00 |O |O

Please Note:
“X” means NOT support
“O” means support

If "WPA" is selected, external radius must be used for authentication.
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If "802.1x+ Dynamic WEP" is selected, external radius must be used for authentication.
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