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Federal Communications
Commission (FCC) Interference
Statement

This device complies with Part 15 of FCC rules. Operation is subject to the following two
conditions:

* This device may not cause harmful interference.

» This device must accept any interference received, including interference that may cause
undesired operations.

This equipment has been tested and found to comply with the limits for a Class B digital
device pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a commercial environment. This equipment
generates, uses, and can radiate radio frequency energy, and if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications.

If this equipment does cause harmful interference to radio/television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

» Reorient or relocate the receiving antenna.
* Increase the separation between the equipment and the receiver.

* Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

* Consult the dealer or an experienced radio/TV technician for help.
Notice 1

Changes or modifications not expressly approved by the party responsible for compliance
could void the user's authority to operate the equipment.

This Class B digital apparatus complies with Canadian ICES-003.
Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.

Certifications

1 Go to www.zyxel.com.

2 Select your product from the drop-down list box on the ZyXEL home page to go to that
product's page.

3 Select the certification you wish to view from this page.

3 Federal Communications Commission (FCC) Interference Statement
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Safety Warnings

For your safety, be sure to read and follow all warning notices and instructions.

* Do NOT open the device or unit. Opening or removing covers can expose you to
dangerous high voltage points or other risks. ONLY qualified service personnel can
service the device. Please contact your vendor for further information.

* Connect the power cord to the right supply voltage (110V AC in North America or 230V
AC in Europe).

* Place connecting cables carefully so that no one will step on them or stumble over them.
Do NOT allow anything to rest on the power cord and do NOT locate the product where
anyone can walk on the power cord.

* [fyou wall mount your device, make sure that no electrical, gas or water pipes will be
damaged.

* Do NOT install nor use your device during a thunderstorm. There may be a remote risk of
electric shock from lightning.

* Do NOT expose your device to dampness, dust or corrosive liquids.

* Do NOT use this product near water, for example, in a wet basement or near a swimming
pool.

» Make sure to connect the cables to the correct ports.

* Do NOT obstruct the device ventilation slots, as insufficient airflow may harm your
device.

* Do NOT store things on the device.
* Connect ONLY suitable accessories to the device.

5 Safety Warnings
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ZyXEL Limited Warranty

ZyXEL warrants to the original end user (purchaser) that this product is free from any defects
in materials or workmanship for a period of up to two years from the date of purchase. During
the warranty period, and upon proof of purchase, should the product have indications of failure
due to faulty workmanship and/or materials, ZyXEL will, at its discretion, repair or replace the
defective products or components without charge for either parts or labor, and to whatever
extent it shall deem necessary to restore the product or components to proper operating
condition. Any replacement will consist of a new or re-manufactured functionally equivalent
product of equal value, and will be solely at the discretion of ZyXEL. This warranty shall not
apply if the product is modified, misused, tampered with, damaged by an act of God, or
subjected to abnormal working conditions.

Note

Repair or replacement, as provided under this warranty, is the exclusive remedy of the
purchaser. This warranty is in lieu of all other warranties, express or implied, including any
implied warranty of merchantability or fitness for a particular use or purpose. ZyXEL shall in
no event be held liable for indirect or consequential damages of any kind of character to the
purchaser.

To obtain the services of this warranty, contact ZyXEL's Service Center for your Return
Material Authorization number (RMA). Products must be returned Postage Prepaid. It is
recommended that the unit be insured when shipped. Any returned products without proof of
purchase or those with an out-dated warranty will be repaired or replaced (at the discretion of
ZyXEL) and the customer will be billed for parts and labor. All repaired or replaced products
will be shipped by ZyXEL to the corresponding return address, Postage Paid. This warranty
gives you specific legal rights, and you may also have other rights that vary from country to
country.

ZyXEL Limited Warranty 6
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Customer Support

Please have the following information ready when you contact customer support.

¢ Product model and serial number.

* Warranty Information.

» Date that you received your device.

* Brief description of the problem and the steps you took to solve it.

METHOD | SUPPORT E-MAIL TELEPHONEA WEB SITE
REGULAR MAIL
LOCATION SALES E-MAIL FAX FTP SITE
support@zyxel.com.tw | +886-3-578-3942 www.zyxel.com ZyXEL Communications Corp.

CORPORATE www.europe.zyxel.com | 6 Innovation Road Il
HEADQUARTERS Science Park

(WORLDWIDE) sales@zyxel.com.tw +886-3-578-2439 ftp.zyxel.com Hsinchu 300

ftp.europe.zyxel.com Taiwan

CZECH REPUBLIC

info@cz.zyxel.com

+420-241-091-350

info@cz.zyxel.com

+420-241-091-359

www.zyxel.cz

ZyXEL Communications
Czech s.r.o.

Modranska 621

143 01 Praha 4 - Modrany
Ceska Republika

support@zyxel.dk

+45-39-55-07-00

www.zyxel.dk

ZyXEL Communications A/S
Columbusve;j

DENMARK sales@zyxel.dk +45-39-55-07-07 2860 Soeborg
Denmark
support@zyxel.fi +358-9-4780-8411 www.zyxel.fi ZyXEL Communications Oy
FINLAND - Malminkaari 10
sales@zyxel fi +358-9-4780 8448 00700 Helsinki
Finland
info@zyxel.fr +33-4-72-52-97-97 www.zyxel.fr ZyXEL France
1 rue des Vergers
FRANCE +33-4-72-52-19-20 Bat. 1/C
69760 Limonest
France
support@zyxel.de +49-2405-6909-0 www.zyxel.de ZyXEL Deutschland GmbH.
GERMANY Adenauerstr. 20/A2 D-52146
sales@zyxel.de +49-2405-6909-99 Wouerselen
Germany
support@zyxel.hu +36-1-3361649 www.zyxel.hu ZyXEL Hungary
HUNGARY - 48, Zoldlomb Str.
info@zyxel.hu +36-1-3259100 H-1025, Budapest
Hungary
http://zyxel.kz/support | +7-3272-590-698 www.zyxel.kz ZyXEL Kazakhstan
43, Dostyk ave.,Office 414
KAZAKHSTAN sales@zyxel.kz +7-3272-590-689 Dostyk Business Centre
050010, Almaty
Republic of Kazakhstan
support@zyxel.com 1-800-255-4101 www.us.zyxel.com ZyXEL Communications Inc.
+1-714-632-0882 1130 N. Miller St.
NORTH AMERICA Anaheim
sales@zyxel.com +1-714-632-0858 ftp.us.zyxel.com SAS9A2806-2001
support@zyxel.no +47-22-80-61-80 www.zyxel.no ZyXEL Communications A/S
NORWAY Nils Hansens vei 13
sales@zyxel.no +47-22-80-61-81 0667 Oslo
Norway
7 Customer Support
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METHOD

SUPPORT E-MAIL

TELEPHONEA

WEB SITE

LOCATION

SALES E-MAIL

FAX

FTP SITE

REGULAR MAIL

info@pl.zyxel.com

+48-22-5286603

www.pl.zyxel.com

ZyXEL Communications
ul.Emilli Plater 53

POLAND +48-22-5206701 00-113 Warszawa
Poland
http://zyxel.ru/support | +7-095-542-89-29 www.zyxel.ru ZyXEL Russia
RUSSIA Ostrovityanova 37a Str.
sales@zyxel.ru +7-095-542-89-25 Moscow, 117279
Russia
support@zyxel.es +34-902-195-420 www.zyxel.es ZyXEL Communications
SPAIN Alejandro Villegas 33
sales@zyxel.es +34-913-005-345 1°,' 28043 Madrid
Spain
support@zyxel.se +46-31-744-7700 www.zyxel.se ZyXEL Communications A/S
SWEDEN Sjoporten 4, 41764 Goéteborg
sales@zyxel.se +46-31-744-7701 Sweden
support@ua.zyxel.com | +380-44-247-69-78 www.ua.zyxel.com ZyXEL Ukraine
UKRAINE 13, Pimonenko Str.
sales@ua.zyxel.com +380-44-494-49-32 Kiev, 04050
Ukraine

support@zyxel.co.uk

+44-1344 303044

08707 555779 (UK only)

www.zyxel.co.uk

UNITED KINGDOM

sales@zyxel.co.uk

+44-1344 303034

ftp.zyxel.co.uk

ZyXEL Communications UK
Ltd.,11 The Courtyard,
Eastern Road, Bracknell,
Berkshire, RG12 2XB,
United Kingdom (UK)

a. “+” is the (prefix) number you enter to make an international telephone call.

Customer Support




ZyWALL 5/35/70 Series User's Guide

9 Customer Support



ZyWALL 5/35/70 Series User’s Guide

Table of Contents

COPYFIGNTE .o ————— 2
Federal Communications Commission (FCC) Interference Statement............... 3
Safety Warnings ... 5
ZyXEL Limited Warranty ... sssssssssssssssssssses 6
04T 15 T 1 0= ST U o] oo 7
Table of Contents ... ————————— 10
List Of FIQUIeS ... 32
List Of TABIES ....covviieeiirri i 44
Preface ... 52
Chapter 1
Getting to KNow Your ZyWALL ... ssnnnn 54
1.1 ZyWALL Internet Security Appliance OVEIrVIEW ...........cccceviiiiiiiiiiiiiiieeciieee 54
1.2 ZYWALL FEAUIES ...ttt e e e e e e e e e e e e e e eeeeeees 54
1.2.1 Physical FEatUres .........occuuiiiiiiiiiiic e 55
1.2.2 Non-Physical Features ..o 56
1.3 Applications for the ZyWALL ... 62
1.3.1 Secure Broadband Internet Access via Cable or DSL Modem ................. 62
1.3.2 VPN Application .......oooiiie e 62
1.3.3 Front Panel LEDS ... 63
Chapter 2
Introducing the Web Configurator...........cccocorrriiriiciicrrccrrcccc e 66
2.1 Web Configurator OVEIVIEW ...........ceeiiiiiieiiiiiiiiieiee e e e e 66
2.2 Accessing the ZyWALL Web Configurator ..........cccoocviiiiiiiiiiiiiiieeee 66
2.3 Resetting the ZYWALL ..o 67
2.3.1 Procedure To Use The Reset Button ..o 68
2.3.2 Uploading a Configuration File Via Console Port ...........cccccceviiiiiiiiiiiinnns 68
2.4 Navigating the ZyWALL Web Configurator .........cccooiiiiiiiiiiiiiieeceiieeee 68
2.4.1 ROULEI MOTE ...ttt 69
2.4.2 Bridge MOGE ....ccoiiieiiiieiee s 71
2.4.3 Navigation Panel .........ccoooi i 74
2.4.4 System StatiStiCS.......cooiiiiiiie i 79

Table of Contents 10



ZyWALL 5/35/70 Series User's Guide

2.4.5 Show Statistics: Line Chart............coooiiiiiiiiiiiiie e 80

2.4.6 DHCP Table SCrEEN ...ttt e e e e e 81

2.4.7 VPN SEAUUS ..ottt 82
Chapter 3

WiZard Setup .......ccciieiiiiiniiiire s 84

3.1 Wizard Setup OVEIVIEW .........uuiiiiiiiiiiieie ettt e e e 84

3.2 INTEIMNET ACCESS  .oeeiiiiieeee ettt e e e e e e e e e e e e ea e e e e e e e e annnnnes 84

3.2.1 ISP PAra@meters ......cccceeiiiiiiiiiii ettt 84

B2 1 Ethernet . 84

3.2.1.2 PPPOE Encapsulation ..............uuuiiiiiiiieie e 86

3.2.1.3 PPTP Encapsulation ... 87

3.2.2 Internet Access Wizard: Second SCreen .........ccccveeveeiiiieeieiiiiiiiee e 89

3.2.3 Internet Access Wizard: Registration............cccociiiiiiiiiee 90

3.3 VPN Wizard Gateway Setting ........coooiiiiiiiiiiiiiiiiee e 93

3.4 VPN Wizard Network Setting .........oooiiiiiiii e 94

3.5 VPN Wizard IKE Tunnel Setting (IKE Phase 1) .....ccccccoviiiiiiiiiiieee e 96

3.6 VPN Wizard IPSec Setting (IKE Phase 2) .........ccooiiiiiiiiiie e 98

3.7 VPN Wizard Status SUMMAIY ......ccooiiiiiiieiiiiee e 99

3.8 VPN Wizard Setup Complete ..........ooiiiiiiiiiiiiiiee e 102
Chapter 4

ReIStration ... e 104

4.1 MYZYXEL.COM OVEIVIEW ...eeiiuiiiiiieeiiiiiiee ettt e ettt e et e e e nnre e e e 104

4.1.1 Subscription Services Available on the ZyWALL ..........ccccccoeiviiiiiennne. 104

4.2 ReGISTratioN ....cooiiiiiiii e 105

R IS 1Y Yo SRR 107
Chapter 5

LY S T o7 - T 110

5.1 LAN OVEIVIEW ..ottt ettt e e e ettt e e e s et e e e s ee e e e s nnnneeeeas 110

5.2 DHCP SELUD ..ieieiiiiie ettt ettt et et e e e e e et e e e enae e ne e e e aneeeeennes 110

5.2.1 IP POOI SEIUP .ottt 110

BB LAN TCP/IP ettt ettt et e e et e e et e e e e e e e nnneeennes 110

5.3.1 Factory LAN Defaults .........occouiiiiiiiiiiiiieceee e 110

5.3.2 IP Address and Subnet Mask ...........coooiiiiiiiiiiiiiiieee e 111

B5.3.3 RIP SEIUP it 111

B5.3.4 MUIICAST ..ot 112

5.4 DINS SEIVEIS ...eiiiiieeiiiiiie ettt e ettt e e e st e e e st e e e e s nnneeeeeannnaeeaens 112

B0 LAN ettt e e et e e e R e e e ateeeante e e anteeaanneaeanreeen 112

5.6 LAN Static DHCP .....oiiiiiiiie et 115

T I N\ | = S 116

5.8 LAN POIt ROIES ..ottt 118

11

Table of Contents



ZyWALL 5/35/70 Series User’s Guide

Chapter 6
(27 T o TR T o2 (= T=1 o 1= 122
6.1 Bridge LOOP ....eeeeieiiiiiieiee ettt 122
6.2 Spanning Tree ProtoCol (STP) ...cooviiiiiiiii e 122
6.2.1 RAPIA STP oottt s et ae e e e e neeas 123
6.2.2 STP TErmMiNOIOGY ....uvvuviiiiiiiieeeeei ittt e e e e e e e e e e e e e e e e e e e e annnes 123
6.2.3 HOW STP WOIKS ... e e 123
6.2.4 STP POrt STAteS ....ooiiiiiiiiiiie it 124
B.3 BIAGE .eeeiieee ettt e e s e e e e e e e e e ananeeans 124
6.4 Bridge POt ROIES ...t 126

Chapter 7
L4 IS e ==Y o T 130
7.1 WAN OVEIVIEW ...ttt ettt ettt ettt e e s ettt e e s et e e e st e e e s ennaeeeeas 130
7.2 MURIPIE WAN ..ot e et e e s et e e e s e e e e e ennneeeens 130
7.3 Load Balancing IntrodUcCtion .............ooouiiiiiiiiiiiiiiei e 131
7.4 Load Balancing AIgOrithms .......cuueiiiiii e 131
7.4.1 Least Load First ... 131
T4 EXaMPIE T et a e 132
T4 2 EXAMPIE 2 oo ————— 132
7.4.2 Weighted RoOUNd RODIN .....ooiiiiiiiiiiic e 133
T 4.3 SPIIOVET .ottt e e e e e e e e e e e e e e e e aaanes 133
7.5 TCP/IP Priority (METFIC) ..oeeeeeiiiiiieiei et 134
7.6 WAN GENETAI ....eeiiiiiiiiiii ettt e e e nnaeeee s 134
7.7 Configuring Load BalanCing ..........coooiiiiiiiiiiiiiicieee e 137
T7.7.1 Least Load First ... 138
7.7.2 Weighted RoOUNd RODIN .....oiiiiiiiiiiiic e 139
T.7.3 SPIIOVET .ot e e e e e e e e e e e e e e e e e e e eenanes 139
7.8 WAN ROULE ..ttt et e e e ettt e e e e e e e s e nnsee e e s ennsneeens 140
7.9 WAN [P Address ASSIQNMENT ........ocooiiiiiiiiiiiiiiieee e 142
7.10 DNS Server Address ASSIGNMENt ......o.uuiiiiiiiiiiie e 142
7.11 WAN MAC AJAIESS ..eeiieiiiiiiiee ettt ettt e e ee e e s annaeee s 143
T A2 WAN et e ettt e e et e e e et e e e e e bt e e e s e e e e e e annr e e e e e ananaees 143
7.12.1 WAN Ethernet Encapsulation ...........ccccco i 143
7.12.2 PPPOE Encapsulation ..o 146
7.12.3 PPTP ENCapsulation ........cccoooiiiiiiiiiiiic e 150
7 A3 Traffic REAITECT ... 153
7.14 Configuring Traffic REAIr€Ct .........ccoveeiiiiiii e 154
7.15 Configuring Dial BaCKUP .......ccoiiuiiiiiiiiiiiiiic e 155
7.16 Advanced Modem SELUD .....cccccviiiiiiiiie e 159
7.16.1 AT Command SEHNGS ...ccooiuiiiiieiiiiie et 159
7.16.2 DTR SiGNal oot 159
7.16.3 RESPONSE SIINGS .o 159

Table of Contents 12



ZyWALL 5/35/70 Series User's Guide

Chapter 8

Chapter 9

7.17 Configuring Advanced Modem Setup .........ccccceiiiiiiiiie i 159
[ A T o7 =Y T 162
BT DIMZ bbb 162
8.2 Configuring DMZ .......oeiiiiiie et 162
8.3 DMZ StatiC DHOCP ...ttt 165
SR Y A | N - 1SS 167
8.5 DMZ Public IP Address Example ...........oooomimimiiiiiiiiiiiie e 168
8.6 DMZ Private and Public IP Address Example ..........cccccoviiiiiiiiiiiiiieee e 169
8.7 DMZ POIt ROIES ...ttt ettt 170
Wireless LAN ...t 174
9.1 Wireless LAN INtrodUuCioN ............uuuiiiiiiiiiae e 174
9.1.1 Additional Installation Requirements for Using 802.1X .......ccccccevviiiineen. 174

9.2 Configuring WLAN ..ottt e et e e s e e e s ee e e e e nnnaeeee s 174
9.3 WLAN Static DHCP ...ttt e e e 177
9.4 WLAN TP AIBS ...eeeitieeeiee ettt ettt ettt en et e e e e s 178
9.5 WLAN POIt ROIES ...eoiiieieeiiiie ettt e e e e s 180
9.6 WIr€lESS SECUNLY ..iveiiiiei ittt e e e e ennaeee s 182
9.6.1 ENCIYPLON .ot 183
9.6.2 AuthentiCation ............eeiiiie e 183
9.6.3 ReSINCIEA ACCESS oot 184
9.6.4 Hide ZyWALL Identity .......cccoeeiimiiiiiiiiiee e 184

9.7 Security Parameters SUMMArY ........coooiiiiiiiiiiiiie e 184
9.8 WEP ENCIYPLION ..ottt e e e e e e e e e as 184
9.9 802.1X OVEIVIEW ...eiieiiiieeiiiie et ettt et e e ee et e e st e e smte e e enee e e eneeeeneeeeneeeennees 185
9.9.1 Introduction t0 RADIUS .......eiiiiiiie et 185
9.9.1.1 Types of RADIUS MESSAQES ......ceeeiiiiiiieiiiiiiiee et 185

9.9.2 EAP Authentication OVEIVIEW .........cc.coiiiiiiiiiieiiiiiiie e 186
9.10 Dynamic WEP Key EXChange ..........ccouiiiiiiiiiiii e 186
9.11 Introduction t0 WPA ... 187
9.11.1 User AUthentiCation ...........cooouiiiiiiii e 187
9112 ENCIYPHION .ot e e 187
9.12 WPA-PSK Application EXample ..........cccoiiiiiiiiiiiieee e 188
9.13 Introduction t0 RADIUS .......oooiiiiiiiie it 189
9.14 WPA with RADIUS Application EXample .........ccccooiiiiiiiniiiiiiieeiieeee e 189
9.15 Wireless Client WPA Supplicants ..........ccccouviiiiiiiiieee e 190
.16 WIrlESS Card ....coeiiuiieiiie ittt e e 190
9.16.1 StAtIC WEP ... 192
9.16.2 WPA-PSK .ttt e et e e aaeeen 193
9.168.3 VWP A e e 195

13

Table of Contents



ZyWALL 5/35/70 Series User’s Guide

9.16.4 IEEE 802.1x + DynamiC WEP ........cccoiiiiiiiiiiieeccee e 196
9.16.5 IEEE 802.1x + Static WEP ... 197
9.16.6 IEEE 802.1X + NO WEP ....etiiiiiiie e 198
9.16.7 No Access 802.1x + Static WEP ..o, 199
9.16.8 No Access 802.1X + NOWEP ... 200
SR 1Y O 1T TS 200
Chapter 10
FIr@WallS ... s 202
10.1 FireWall OVEIVIEW ...ttt e 202
10.2 Types Of FIreWallS .......oeiiiiiiiiiiie et 202
10.2.1 Packet Filtering FirewallS ............ooiiiiiiiiiii e 202
10.2.2 Application-level Firewalls ...............ouvuviiiiiiiiiiiiiiiieeeeeee 202
10.2.3 Stateful Inspection Firewalls ..o 203
10.3 Introduction to ZyXEL's Firewall ............ccooiiiiiiiiiiii e 203
10.4 Denial Of SEIVICE ...cooiiiiiiie e 204
T0.4.1 BASICS ittt ettt e e e e eas 204
10.4.2 Types of DOS AHACKS ......cooiiiiiiiiiiiiiie e 205
10.4.2.1 ICMP VUINErability .......cccoeoiiiiiiiiieiiieie e 207
10.4.2.2 lllegal Commands (NetBIOS and SMTP) .....ccccceeeiviiieeiiiiiiieeee 207
10.4.2.3 TraCerOULE .......ceeieiiiieiie ettt e e e 208
10.5 Stateful INSPECHION .......eiiiiie e 208
10.5.1 Stateful INSpection ProCeSS .........ueeeviiiiiiiiiiiiiiiieeeeeee e 209
10.5.2 Stateful Inspection and the ZyWALL ... 210
T0.5.3 TCP SECUIMLY .ottt 210
10.5.4 UDP/ICMP SECULY ...eeeiiiieiiiieiiie et etiee et seeee e e e 211
10.5.5 Upper Layer ProtoCoIS ...........oooiiiiiiiiiiiiiiieeeeee e 211
10.6 Guidelines For Enhancing Security With Your Firewall ..............cccccociienne 212
10.7 Packet Filtering Vs Firewall ... 212
10.7.1 Packet FIEring: ..oc.veeiieiieee e 212
10.7.1.1 When To Use FItering ......coooeeiiiiiiiiieeeeeeeeeee e 212
10.7.2 FIreWall ..ottt e e 213
10.7.2.1 When To Use The Firewall ..o, 213
Chapter 11
Firewall SCreens.........cccovciiiiiniinir e ———— 214
11.1 ACCESS MELNOAS ... 214
11.2 Firewall POlICIES OVEIVIEW .......ciiiiiiiiiiii et 214
11.3 RUIE LOGIC OVEIVIEW ....oeiiiiiiiiiiee ettt e e e 216
11.3.1 Rule CheCKIiSt ......ooiiiieiii et 216
11.3.2 Security Ramifications ..........coocoiiiiiiiiiii e 216
11.3.3 Key Fields For Configuring Rules ...........coooiiiiiiiiiiieieeee e 216
11,3031 ACHION e 216

Table of Contents 14



ZyWALL 5/35/70 Series User's Guide

T1.3.3.2 SEIVICE .ottt 217
11.3.3.3 SOUICE AAArESS ....ueeieiiiiiiieiee ettt e e e e e 217
11.3.3.4 Destination AdAreSS ......ooviiiiiii i 217
11.4 Connection Direction EXamples ..........coooiiiiiiiiiiiiiiie e 217
11.4.1 LAN TO WAN RUIES ...ttt 217
11.4.2 WAN TO LAN RUIES ...t 218
LRI =Y o SRR 218
11.6 Firewall Default Rule (Router Mode) ..........coooiiiiiieiiiiee e, 219
11.7 Firewall Default Rule (Bridge Mode) .....ccceiiiiiiiiiieeeeie e 220
11.8 Firewall Rule SUMMAry ... 222
11.8.1 Firewall EAit RUIE ..o 223
T1.9 ANti-PrObING e 226
11.10 Firewall Threshold ..o 227
11.10.1 Threshold ValUES .........oooeiiiieeee e 227
11.10.2 Half-Open SESSIONS ........cuvuiiiiiiiieieeeeeee e 227
11.10.2.1 TCP Maximum Incomplete and Blocking Time .............ccccceeee 228
R B S 1Y o PRSP PRPR 230
11.11.1 Firewall Edit Custom ServiCe ...........ooooiiiiiiiiiiiiiiieeeeeeee e 232
11.11.2 Predefined SErVICES ........coiiiiiiiiiiiiiiie et 233
11.12 Example Firewall RUIE ..........oooiii e 235
Chapter 12
Intrusion Detection and Prevention (IDP).........cccciiimmmiiiinniiisnnse e 240
12.1 Introduction t0 IDP ..o 240
12.1.1 Firewalls and INtruSiONS ...........uuiiiiiiiiiiiiii e 240
12.1.21IDS @nd IDP .o 241
T2 1.3 HOSEIDP et e e et ee e e 241
1214 NetWOTK IDP ..ot are e e 241
12.1.5 Example INtruSIiONS ......ooooiiiiiiee e 242
12.1.5.1 SQL Slammer WOrm ......cooiiiiiiieiie e e e 242
12.1.5.2 Blaster W32.WOIM ......coooiiiiiiiiiiiieeeee e 242
12153 NIMAA ooiiiiiiiee et 242
12.1.5.4 MYyDOOM ..o a e e 243
12.1.6 ZYWALL IDP oottt eaaaee e e 243
Chapter 13
L0 43 1o 1T T T 1 1 244
T30 OVEIVIEW ..ottt e et e e e et e e e e e ab e e e e e eabeeaeeeensees 244
T30 T INTEITACES .t e e 244
13.2 GeNEral SEIUP ... 245
13.3 IDP SIGNAtUIES ...eeiieeiiiiiiee ettt e e e et e e e e nbee e e e e enneeas 246
13.3.1 AACK TYPES oo 246
13.3.2 INtruSioN SEVENLY ....ooiiiiiiiiiie et 248

15 Table of Contents



ZyWALL 5/35/70 Series User’s Guide

13.3.3 Signature ACHIONS ......coiiiiiii e 248

13.3.4 Configuring IDP Signatures ..o 249

13.3.5 QUEIY VIBW ..ottt 251

13.3.5.1 Query EXample T ... 251

13.3.5.2 Query EXample 2 ..o 253

T34 UPAAte e 254

13.4.1 MYSECUNLY ZONE ....vviiiiiiiiiiiee ettt s e e enraeeeeeenes 254

13.4.2 Configuring IDP Update .........occueiiiiiiiiiiii e 255

13.5 Backup and RESLOIE ........uuuueiiiiii i 257
Chapter 14

ANI-VIFUS oot 258

T4.1 ANt-VIFUS OVEIVIEW .ottt 258

14.1.1 Types of COMPULEr VIFUSES  ......ooiiiiiiiiiiieiiiieee e 258

14.1.2 Computer Virus Infection and Prevention ...............ccccooiiiiiiiiieeennnne.n. 258

14.1.3 Types of Anti-Virus SCanNer ..........ccccccoiiiiiiiiiiiie e 259

14.2 Introduction to the ZyWALL Anti-Virus Scanner ..........ccccccceeiiiiiiiiiiiiieeeeen. 259

14.2.1 How the ZyWALL Anti-Virus Scanner Works ..........ccccooceeeiniiinnennnne 260

14.2.2 Notes About the ZyWALL Anti-Virus .........oovvvuviiiiiiieiiieieeeeeeeeeeeeeeeiias 260

14.3 General Anti-Virus SEIUD ......oeeiiiiiiiie e 261

14.4 Signature Update  .....c.ooiiiiii e 262

14.4.1 MYSECUNLY ZONE ....eeeiiiiiiiiiiee et e e 263

14.4.2 Configuring Anti-virus Update ..........ccccceiiiiiiiiiiiiiieee e 263
Chapter 15

/2N 41 S o 1 1 o PP PPRPPPPIRE 266

15.1 Anti-Spam OVEIVIEW  ...oooiiiiiiiiii et 266

15.1.1 Anti-Spam External Database ............cccccciiiiiiiiiii e 266

15.1.1.1 SpamBUIK ENGINE .....eviiiiiiiee e 267

15.1.1.2 SpamRepute ENGINE ........ccoeiiiiiiiiiiiiiiiie e 267

15.1.1.3 SpamContent ENGINE .......c.eeviiiiiiiiiiiiciee e 267

15.1.1.4 SpamTricks ENGINE ....ooooiiiiiiiiiii e 268

15.1.2 Spam ThreShold ..........oooiiiiiie e 268

15. 1.3 PRISNING .ottt 268

15.1.4 WRIEIIST ... e 269

15,15 BIACKIISE ...t 269

15.1.6 SMTP @nd POP3 ...t 269

15.1.7 MIME HEAEIS .....eeiiiiiiiiiiie et 270

15.2 Anti-Spam General SCrEEN ...........uvveeiiiiiieeeee et 270

15.3 Anti-Spam External DB Screen ... 271

15.4 Anti-Spam Lists SCreen .......ccooiiiiiiiiiieeee e 273

15.5 Anti-Spam Rule Edit Screen ... 275

Table of Contents 16



ZyWALL 5/35/70 Series User's Guide

Chapter 16

Content Filtering SCreens ..o 278

16.1 Content Filtering OVEIVIEW .........ooiiiiiiiiiiiiie e 278

16.1.1 Restrict Web Features ... 278

16.1.2 Create a Filter List ..o 278

16.1.3 Customize Web Site ACCESS ......uiiiiiiiiiiiiiiee e 278

16.2 Content Filter General ... 278

16.3 Content Filtering with an External Database ............cccccccveiieiiiiiiccciiiee 280

16.4 Content Filter Categori€s  ......ooiiiiiiie e 281

16.5 Content Filter Customization  .........ccoooiiiiiii i 288

16.6 Customizing Keyword Blocking URL ChecKing ...........cccceeviiiieieiiiiiieeeeeiee, 290

16.6.1 Domain Name or IP Address URL ChecKing .......ccccccccoeeviiiiirirreeeenennn. 290

16.6.2 Full Path URL CheCKiNG ......ccccviiiieiiiiiiie et 290

16.6.3 File Name URL CheCKiNg .....cccuvuviiiiiiiieeeiieiiiieeee e 290

16.7 Content Filtering Cache ..........cooiiiiiiiiii e 291
Chapter 17

Content Filtering RepOrts ... 294

17.1 Checking Content Filtering Activation ..........cccoccoiiiii e, 294

17.2 Viewing Content Filtering REPOITS ........uvviiiiiiiiieiii e 294

17.3 Web Site SUDMISSION ...cooiiiiii e 299
Chapter 18

INtroduction £0 IPSEC ... 302

T8.1 VPN OVEIVIEW ...ttt e e e e e e e e e e e e e eeeeeas 302

S Tt T B 1 T ST PUPRPOPPPRR 302

18.1.2 Security ASSOCIAtION .....ocueiiiiiiiiiie e 302

18.1.3 Other TErmMiNOIOQY ....ccoccciiiiiieeiee et 302

18.1.3.1 ENCIYPLION oo 302

18.1.3.2 Data Confidentiality ...........cccccoeiiiiiiiiiiieee e 303

18.1.3.3 Data INtegrity .....cooiiiiiiiiie 303

18.1.3.4 Data Origin Authentication .............cccccciiiiiiiiiiiiie e, 303

18.1.4 VPN ApPliCatioNS ..coeeeiiiee e 303

18.1.4.1 Linking Two or More Private Networks Together ......................... 303

18.1.4.2 Accessing Network Resources When NAT Is Enabled ............... 303

18.1.4.3 Unsupported IP Applications ...........coooviiiiiiiiiiiicciceeeee e, 303

18.2 IPSEC ArChiteCIUre ... 304

18.2.1 IPSeC AIGOrithMS ..o 304

18.2.2 Key Management .......coouiiiiiiiiiiiiiee e 304

18.3 ENCAPSUIAtION ... 304

18.3.1 Transport MOde .....cooo oo 305

18.3.2TUNNEI MOAE ... 305

18.4 IPSEC @NA NAT ..ot ee e e et ee e e e e entae e e e e ennes 305

17 Table of Contents



ZyWALL 5/35/70 Series User’s Guide

Chapter 19
74 2 1V RS T (==Y o 1= 308
19.1 VPN/IPSEC OVEIVIEW ..ottt e e 308
19.2 IPSEC AIGOTtNMS ...viiiiiiiiieee et re e e e 308
19.2.1 AH (Authentication Header) Protocol ...........cccccciiiiiiiiiiiiiiiiiieec e 308
19.2.2 ESP (Encapsulating Security Payload) Protocol ............ccccocvvvvveveneen.n. 308
TO. B MY ZYWALL oottt e e e e bee e e e e enbe e e e e e nnees 309
19.4 Remote Gateway AdArESS .......cooiiiiiiiiiiiiieeeee et 309
19.4.1 Dynamic Remote Gateway AdAress .........cccccceeiiiiiieeiiniinieeeieee e 310
TOE NGB UD ittt e e e e e e 310
T9.6 NAT Traversal ...t e e e e e e e e e 310
19.6.1 NAT Traversal Configuration ............ccccevviiiiiiiiiiiiieeee e 31
19.7 ID Type and CONENt ......oooiiiiiiie e 311
19.7.1 ID Type and Content EXamples ...........cooovieiiiiiiiiiiiieie e 312
TO.8 IKE PRASES ..ottt ettt e et e e e et ee e e e et e e e e nnes 313
19.8.1 Negotiation MOde ........ccooiiiiiiiee e 314
19.8.2 Pre-Shared KEY .......coooiiiiiiii it 314
19.8.3 Diffie-Hellman (DH) Key Groups .........cccoooeiiciiiiiiiiiiieeee e 315
19.8.4 Perfect Forward Secrecy (PFS) ..o 315
19.9 X-Auth (Extended Authentication) ...........ccccceeiiiiiiiiiiiiie e 315
19.9.1 Authentication Server ... 315
19.10 VPN RUIES (IKE) ..ot 316
19.11 VPN Rules (IKE) Gateway Policy Edit ..o 318
19.12 VPN Rules (IKE): Network Policy Edit  ......cooiiieiiiiiieee e 324
19.13 VPN Rules (IKE): Network Policy Move .........ccoooiiiiiiiiiieeee e 328
19.14 VPN Rules (ManUAI) ...oooiiiiiiieiiee e 329
19.15 VPN Rules (Manual): Edit ..o 331
19.15.1 Security Parameter Index (SPI) ........coooiiiiiiiiiieee e 331
19.16 VPN SA MONIOTr ..ottt nrae e e e e 335
19.17 VPN GIobal SettNgG ...ooooiiiiiiiieiiiie e 336
19.18 Telecommuter VPN/IPSec Examples ..o 337
19.18.1 Telecommuters Sharing One VPN Rule Example ........ccccccvvveeeeeeen.n. 337
19.18.2 Telecommuters Using Unique VPN Rules Example ...........ccc.....c...... 338
19.19 VPN and Remote Management .........cccoooiviiiiiiiiiiiiiieeer e 340

Chapter 20
CertifiCates...coei e —————————— 342
20.1 Certificates OVEIVIEW ......coiieiiiiiiiiiiiie et 342
20.1.1 Advantages of Certificates ........ccccoviiiiiiiii 343
20.2 Self-signed Certificates ........ccccciviiiiiiiiiieee e 343
20.3 Configuration SUMIMAIY ........cooiiiiiiiiiie e 343
20.4 My CertifiCates ....viiiiiiiiee e 344
20.5 My Certificate IMport ... 346

Table of Contents

18



ZyWALL 5/35/70 Series User's Guide

20.5.1 Certificate File FOrmats .........ccccoeeiiiiiiiiiieeeeee e 346
20.6 My Certificate Create ... 347
20.7 My Certificate Details  ..........ooveiiiiiiiie e 350
D I (U] (Yo [0 S 353
20.9 Trusted CA IMPOrt ..o 355
20.10 Trusted CA DetailS ..oceeeiieceeeee e a e e 356
20.11 Trusted Remote HOSIS ..o 359
20.12 Verifying a Trusted Remote Host’s Certificate ..........cccccooiiiviiiiinie, 361

20.12.1 Trusted Remote Host Certificate Fingerprints ...........ccccceeeeiiiineennee 361
20.13 Trusted Remote HOsts IMport ... 362
20.14 Trusted Remote Host Certificate Details  ........ccceevviiiiiiiiie e, 363
20.15 DIr€CtOry SEIVEIS  ...oeiiiiiiiiiiiie ittt e e e 366
20.16 Directory Server Add or Edit  .....ooviiiiie e 367

Chapter 21
Authentication Server.........i e ————— 370
21.1 Authentication Server OVEIVIEW ............ccccuiieiiiiiiieeeeciiee e 370

21.1.1 Local User Database ..........cocoeeiiiiiiiiiiiiiiieeeee e 370

21 1.2 RADIUS .ot 370
21.2 Local User Database ........ccccuviiiiiiiiieee et 370
21.3 RADIUS oot e e e e e anees 372

Chapter 22
Network Address Translation (NAT) .......ccccccmmiiinnininssmmr s 374
22,1 NAT OVEIVIEW ..eeiiiieiiiieiee ettt e et e e et e e et e e e e ettt e e e e e nnaeeeeeannsaeeeeeeneees 374

22.1.1 NAT DEfiNItiONS ..oeeiiiiiiiiii e 374

22.1.2 WHhat NAT DOES ....ooieiiiiiiiiee ittt e e e e 375

22.1.3 HOW NAT WOIKS ..eiieiiiiiiee ettt et 375

22.1.4 NAT Application ......cccooiiiiiiee e 376

22.1.5 Port Restricted Cone NAT ..o 377

22.1.6 NAT Mapping TYPES .ot e e 377
22.2 USING NAT oot et e e e e e e e e et e e e e et e e e e enb e e e e e e nres 378

22.2.1 SUA (Single User Account) Versus NAT .......cocoiiiieiiiiiiieee e 378
22 .3 NAT OVEIVIEW  ooeeiieiiiieiee ettt e ettt e et e e e et e e e e et e e e e e nnsaee e e e enses 379
22.4 NAT AdAress Mapping  .ococeeeeeeieeieeeeee et s e e eee e e e e e e 380

22.4.1 NAT Address Mapping Edit ... 382
22.5 POrt FOrWArAING ...eeeeeeiieeeeeeiii ittt e e e e e e e e e e eaeeas 383

22.5.1 Default Server IP ADAress .......oooveeeiiiiicieeeeee e 384

22.5.2 Port Forwarding: Services and Port Numbers .............cccoooeeiiiiinnnnnn. 384

22.5.3 Configuring Servers Behind Port Forwarding (Example) ...................... 384

22.5.4 NAT and Multiple WAN ... ..o 385

22.5.5 Port Translation ... 385
22.6 POrt FOrWardiNg ..eoeeieieeeeiei ettt e e e e e e e e e e as 386

19

Table of Contents



ZyWALL 5/35/70 Series User’s Guide

D = o 4 A e o =T 4T T IO 388
Chapter 23

Static ROULE ........eeeeiite it ————— 392

231 IP Static ROUIE oo e e e e 392

23.2 1P StatiC ROULE ..ooieiieie ettt e 392

23.2.1 IP Static Route Edit ........cooiiiiiiiii e 394
Chapter 24

POlICY ROULE .......eiiiiiiieeteeecess s s s s rrr s s s s s s e s s e rmnms s s s e s e s e e rmmm s n e s e e e e e e nnmnn s nnnnnnnns 396

24.1 POlICY ROULE ...ttt 396

24.2 BENETIS .eeiiiiiiieeiee e 396

24.3 ROULING POLICY ...ttt e e e e e 396

24 .4 |P Routing POlICY SELUD .....eeiiiiiiiiiiieeee e 397

24 .5 Policy ROULE Edit .....ooeiiiiiiiiiee e 398
Chapter 25

Bandwidth Management.............oooeiiii e e 402

25.1 Bandwidth Management OVEIVIEW  .......cc.euiveiiiiiiieeeeee e 402

25.2 Bandwidth Classes and Filters ... 402

25.3 Proportional Bandwidth Allocation ... 403

25.4 Application-based Bandwidth Management ............ccccciiiiiiiiiiiiice e, 403

25.5 Subnet-based Bandwidth Management ... 403

25.6 Application and Subnet-based Bandwidth Management ...............ccccooiiieeen. 404

25.7 SCREAUIET ...ttt e e et e e e e aee e e e e enneeas 404

25.7.1 Priority-based Scheduler ...........ccoiiiiiiiii e 404

25.7.2 Fairness-based Scheduler ............cccoiiiiiiiiiii e 404

25.7.3 Maximize Bandwidth Usage ...........ccccciiiiiiiiiiiie e 404

25.7.4 Reserving Bandwidth for Non-Bandwidth Class Traffic ........................ 405

25.7.5 Maximize Bandwidth Usage Example ..........cccooooiiiiiiineiiiiiieceeee, 405

25.7.5.1 Priority-based Allotment of Unused and Unbudgeted Bandwidth 406
25.7.5.2 Fairness-based Allotment of Unused and Unbudgeted Bandwidth ...

406
25.8 Bandwidth BOITOWING .....cooiiiiiiiiiiiieiee et e e e e 407
25.8.1 Bandwidth Borrowing Example ..........cccooiiiiiiiiiiiiiii e 407
25.9 Maximize Bandwidth Usage With Bandwidth Borrowing ...........cccccccevenneennn. 408
25.10 Configuring SUMIMAIY .......ooiiiiiiiiiee et e e 408
25.11 Configuring Class SEIUP  .....ccoiiuiiiieiiiiiie et 410
25.11.1 Bandwidth Manager Class Configuration ............ccccooiiiiiiiiiiiieneinne 411
25.11.2 Bandwidth Management Statistics  .........ccccoeviiieiiii e, 414
25.12 Configuring MONITOr ... 415

Table of Contents 20



ZyWALL 5/35/70 Series User's Guide

Chapter 26
DN S . nnnan 418
26.1 DNS OVEIVIBW ..ottt e et e e e e e e e e e e e e e eeeeeaaaaeaeas 418
26.2 DNS Server Address ASSIGNMENT ........oooviiiiiiiiieeeee e 418
26.3 DINS SEIVEIS ..eieeeieeiiieie ettt e e e e et e e e e e e e e e e e e e aeeeeaaaaaaaaean 418
26.4 AAAreSs RECOIM .......uiiiiiiiiiiiii e a e 419
26.4.1 DNS WilACArd ......eeiiieiiiiiiee ettt e 419
26.5 Name Server RECOIA .......coiiiiiiiiiiiiie et 419
26.5.1 Private DNS SEIVer ...t 419
26.6 SYSIEM SCrEEN ....vvviiiiiiiiiiee et e e e e e e e re e e e e e e an 420
26.6.1 Adding an Address ReCOId ........coocueiiiiiiiiiiieiiieee e 422
26.6.2 Inserting a Name Server reCord ........ccccvveeiiiieeeeeeeeiiiiiiiiieeeee e e e e 423
26.7 DNS CaAChe  ..oeeeiiiiiiieeee ettt e a e e 424
26.8 Configure DNS CaAChe .......ccoiiiiieeeeee et 425
26.9 Configuring DNS DHCP ..o 426
26.10 DynamiC DINS it 428
26.10.1 DYNDNS WilCArd ..........coocuiiieeiiiiiiiee e e ee e e 428
26.10.2 High Availability ......cc.cooiiiiiii e 428
26.11 Configuring Dynamic DNS ... e 428

Chapter 27
Remote Management ... s e e s e r e e 432
27.1 Remote Management OVEIVIEW .........c.ueiiiiiiiiiiiiaiiiiiee e 432
27.1.1 Remote Management Limitations .........cccccoveieieiiiiiiiiiiie 432
27.1.2 System TIMEOUL ....cooiiiiiiii i 433
27.2 Introduction 0 HTTPS ...t 433
27 3 WWWWV ettt e e et e e e e ettt e e e e e e e e e e e e e e e anraeaeeeannees 434
27 4 HTTPS EXGMPIE .ttt et e e e 436
27.4.1 Internet Explorer Warning Messages .........ccccvvuiiiieiiiiiinee e 436
27.4.2 Netscape Navigator Warning Messages ........cccvvevieeieeiieiiicieeeeeiiiiens 437
27.4.3 Avoiding the Browser Warning Messages .........ccccceevriieeeiiiiiieeeeenien. 438
27.4.4 LOQIN SCIEEN ...coieeieeee ettt e e e e e e e e et e e e e aaaae e s 438
27 5 S SOH e e e ae e e e e annaes 441
27 .8 HOW SSH WOTKS ...oeiiiiiiiiie ettt e e e e e e e e e e e e anneees 441
27.7 SSH Implementation on the ZyWALL ..........coooiiiiiiee e 442
27.7.1 Requirements for Using SSH ..........coooiiiiiiiiiee e 443
27.8 Configuring SSH ... 443
27.9 Secure Telnet Using SSH EXamples .........cccooviiiiiiiiiiiiiiieeeccecccieeee e 444
27.9.1 Example 1: Microsoft WindOWS ... 444
27.9.2 EXamPIEe 2: LINUX ..o e e e e e e e e 444
27.10 Secure FTP Using SSH EXample .......cccuviiiiiiiiiii e 445
A A0 T =Y 3 1= PSSR 446
27.12 Configuring TELNET ... 446

21

Table of Contents



ZyWALL 5/35/70 Series User’s Guide

D 1 T o 1 PR UUPPUPRTRRN 447

2714 SNIMP ettt e e nae e e anae e e anteeeanneean 448

27.14.1 SUPPOEd MIBS .....uviiiiiiiiiieeeee e 450

27.14.2 SNMP TIAPS .eeieiiuieieiiieeetieeeeeee e etee e st e e st e e e see e e sneeeesteeeaneeeaeneeeeanees 450

27.14.3 REMOTE MANAGEMENT: SNMP .....oooiiiiiiiiiieiee e 450

A T L S USRS USRS 452

27.16 Introducing Vantage CNM ... 452

2717 Configuring CNM ... e 453
Chapter 28

L0 o | 456

28.1 Universal Plug and Play OVErvIEW .........ccccooiiiiiiieiiiiee e 456

28.1.1 How Do | Know If I'm Using UPNP? .......coooiiiiiie e 456

28.1.2 NAT TraverSal .....ccoeoiiiiiiie e e 456

28.1.3 Cautions With UPNP ... e 456

28.1.4 UPNP @nd ZYXEL .....oooiiiiiie et 457

28.2 Configuring UPNP .....iiii et 457

28.3 Displaying UPNP Port Mapping  .....ooeeeiiiiiiie e 458

28.4 Installing UPNP in Windows Example ... 459

28.4.1 Installing UPNP in WIindows Me .........ccccoiiiiiiiiiiiiie e 460

28.4.2 Installing UPNP in WINdows XP ... 461

28.5 Using UPNP in Windows XP EXample ........cccoooiiiiiiiiiiiee e 461

28.5.1 Auto-discover Your UPnP-enabled Network Device .........cccccccceeinnnnn. 462

28.5.2 Web Configurator Easy ACCESS ......c.ccoeeiiiiiiieeiiiiiee et 463
Chapter 29

N IR o =Y =Y o 466

29.1 ALG INrOUCHION  ..oiiieiiiiee ettt 466

29.1.1 ALG @Nd NAT ..ottt 466

29.1.2 ALG and the Firewall ..........cccooiiiiiiiiieie e 466

29.1.3 ALG and MUItiple WAN .........oiiiiiiiiiie e 466

DA A e I SRRSO 467

20,3 H. 323 ..ttt eanae e 467

DA B o I USRS 467

29.4.1 H.323 ALG DEtailS ...coiiiiiiiiiiieiieie et 467

DA TR TS 1 | OSSR 469

20.5.1 STUN L.ttt ettt 469

29.5.2 SIP ALG DetailS ..ocoueeieiiiieieiiie et 469

29.5.3 SIP Signaling Session TIMEOUL .........ccceoviiiiiieiiiiiie e 470

29.5.4 SIP Audio Session TIMEOUL ........cooiiiiiiiiiiiiiie e 470

29.8 ALG SCIEEN ...ttt e et e e et e e e et a e e et ee e e e e ee e e e e anneeas 470

Table of Contents 22



ZyWALL 5/35/70 Series User's Guide

Chapter 30
oY - o3 4 - - o 1= 472
30.1 Configuring VIEW LOG .....eeeeiiiiiiiiiee e 472
30.2 Log Description EXample ......cooooiiiiiieeeeere e 473
30.2.1 Certificate Not Trusted LOg NOte ........cooiiiiiiiiiiiiiii e, 474
30.3 Configuring LOg SettiNgS ....uvvviiiiiiiieieie i 475
30.4 Configuring REPOIMS ... 478
30.4.1 Viewing Web Site HitS .......ooivviiiiiiiiiiiieeeee e 480
30.4.2 Viewing ProtoCol/POrt ............eoiiiiiiiiiiie e 480
30.4.3 Viewing HOSt IP AdAreSS .....ccooeeiiiiiiiiiceeeeeeee e 482
30.4.4 Reports Specifications .........oooiiiiiie e 483
Chapter 31
MaiNteNANCE ... 484
31.1 MainteNanCe OVEIVIEW ..........uiiiiiiiiie et e e e e e e e e e 484
31.2 GENETAl SEIUP ..uvvviiiiiiiieie ettt e e e e e e e e e aaaa e 484
31.2.1 General Setup and System Name ...........ccocciiiiiiii e 484
31.2.2 GENEIAl SELUP ...ttt e e e e e e 484
31.3 Configuring PasSWOrd ..........ooiiiiiiiiiiiiiiiee it 485
31.4 TiMe @Nd DAte .....ooeiiiiiiiii i 486
31.5 Pre-defined NTP Time Servers List ... 489
31.5.1 Resetting the TiMe ......uiiiiii e 489
31.5.2 Time Server Synchronization ............cccoiiiiiiiiiiiie e 489
31.6 Introduction To Transparent Bridging ............ueueiiiiiiiiiiiiieeeeeeeeeeeeeeeen 491
31.7 Transparent FireWallS ... e 491
31.8 Configuring Device Mode (ROULET) ......ccuuviiiiiiiiiiie e 492
31.9 Configuring Device Mode (Bridge) .......ccooiiiiiiiiiiiiiieceiiieece e 493
31.10 F/W UPIOAd SCIEEN ...ttt e e e e e e e e 494
31.11 Backup and ReStOre ... 496
31.11.1 Backup Configuration ............ccoociiiiiiiiiiiie e 497
31.11.2 Restore Configuration ... 497
31.11.3 Back to Factory Defaults ........cccceveeiiiiiiiiiiiiiieeee e 499
3112 Restart SCreen oo 499
Chapter 32
Introducing the SMT ... e 500
32.1 Introduction to the SMT ... e 500
32.2 Accessing the SMT via the Console POort ..........cccoooviiiiiiiiiiee e 500
32.2.1 Initial SCrEEN .. ..o 500
32.2.2 Entering the Password ... 501
32.3 Navigating the SMT Interface ... 501
32.3.1 MaAIN IMENU .. 502
32.3.2 SMT MeNUS OVEIVIEW ....eeiiiiieieiiiiieiieei et e e e e e e e e e e e 504

23 Table of Contents



ZyWALL 5/35/70 Series User’s Guide

32.4 Changing the System Password .........c.cccccooiiiiiiiiiiiiiiee e 506
32.5 Resetting the ZyWALL ... 507
Chapter 33
SMT Menu 1 - General Setup........coooviiiiiiiiiiiir i 508
33.1 Introduction to General Setup ........ccooiiiiiiiiiii 508
33.2 Configuring GENEral SEIUP .......cccueiiieiiiiiiie et 508
33.2.1 Configuring Dynamic DNS .......oooiiiiiie e 510
33.2.1.1 Editing DDNS HOSt ....cotiiiiiiiiiiiieeeceeee e 510
Chapter 34
WAN and Dial Backup Setup........ccccerrrimmmiiniss s s ssssanne e 514
34.1 Introduction to WAN and Dial Backup Setup .......cccccccoeiiiiiiiiiiiiiiiieeeeeeeeee 514
34.2 WAN SEEUD ..eeiee ittt ettt e et e e et e e e ente e e ne e e e e neeeeennes 514
34.3 DiIal BACKUD ...ueiiieii e ————— 515
34.4 Configuring Dial Backup in MENU 2 .........ccooiiiiiiiiiiiiiee e 515
34.5 Advanced WAN SetUpP ...cooooiiiiiiieeee e 516
34.6 Remote Node Profile (Backup ISP) ........coooiiiiiiiiii e 518
34.7 Editing PPP OPtioNS ....oooiiiiiiiiiiiiee et 520
34.8 Editing TCP/IP OPLIONS ....eoiiiiiieiiiie ettt e 521
34.9 Editing LOGIN SCrIPL ..eiiiiiieiiii ettt 523
34.10 Remote NOde Flter ........oeeiiiiiiiee e 525
Chapter 35
I S 1= T o 526
35.1 Introduction t0 LAN SetUD ..ooooiiiiiiiiiie e 526
35.2 Accessing the LAN MENUS ......uiiiiiiiiiiieeeee e 526
35.3 LAN POrt Filter SEIUD ...cooiieiiiiieie e 526
35.4 TCP/IP and DHCP Ethernet Setup Menu ..........cceeeeeviiiiiiiiiiiiiiiiiieeeeeeeeee, 527
35.4.1 1P AlIaS SELUP ...eieiiiieiiiie ettt 530
Chapter 36
INEErNEt ACCESS ....eeec s mmmmmmmmmmmmnnnnes 532
36.1 Introduction to Internet ACCESS SELUP .....coiviiiiiiiiiiiiiee e 532
36.2 Ethernet Encapsulation ............ooovviiiiiiiiiiccee e 532
36.3 Configuring the PPTP Client ..........oooiiiiii e 534
36.4 Configuring the PPPOE ClieNt ........cccciuiiiiiiiiiiii e 534
36.5 Basic Setup COMPIELE ......c.eeiiiiii e 535
Chapter 37
DIMZ SEEUP ..o e 536
37.1 Configuring DMZ SELUD .....eeeiiiiiiiiiee et 536
37.2 DMZ Port Filter SEtUP ...ccooeeeeieeeeeeeeee e 536

Table of Contents 24



ZyWALL 5/35/70 Series User's Guide

373 TCP/IP SEIUP eeieitiie ittt ettt 536
A R I | o [0 | =Y PSP 537
37.3.21P AlIas SEIUD ...ccoiiiciiiiteeeee e 538
Chapter 38
ROULE SELUP ... s 540
38.1 Configuring ROUE SEIUP ...vviiiiiiiiiiie e 540
38.2 ROULE ASSESSMENT ..ot e e e e e e e e e e e 540
38.3 Traffic REAINECT ... 541
38.4 ROULE FAIlOVET ....oiiiiiiieee et e e e e e 542
Chapter 39
WireleSs SELUP ....uuueieeeememeenmmccemmmemeeemcemmcemren e e emnenn e e e e e e e neee s e e se s e e re e e e e enneennennnes 544
39.1 Wireless LAN SeIUD ..coiiiiiiiiiii it 544
39.1.1 MAC Address Filter Setup ........ooooiiiiiiiiiiiieeee e, 546
K1 T W O o | Y=Y (1o U S 547
39.2.1 IP AQArESS ..ottt 547
39.2.2 1P AlIAS SELUP ..eeiiiiiieiiiie ettt 548
Chapter 40
Remote NOde Setup ... e 550
40.1 Introduction to Remote Node Setup ........cccoeeiiiiiiiiiiii e 550
40.2 Remote NOAE SEIUP ....uuviiiiiiiiiiiiiee e 550
40.3 Remote Node Profile SEtUD ......oooiiiiiiiiii e 551
40.3.1 Ethernet Encapsulation ................uuuuiiiiiiiiiiiiceeeeeeeeeeeeeeeee 551
40.3.2 PPPOE ENncapsulation ... 553
40.3.2.1 Outgoing Authentication Protocol ............cccccceiiiiiiiiiieieiiiiieeeee 553
40.3.2.2 Nailed-Up ConnecCtioN ..........coooiiiiiiiiiiiiiiee e 553
40.3.2.3 METIIC ittt 554
40.3.3 PPTP ENcapsulation ..o 554
0.4 EQITIP .ottt 555
40.5 RemMote NOAE Flter .......veiiiiiiiiiee e 557
40.6 Traffic REAIFECT .....ooeiiiiieee e 558
Chapter 41
IP Static Route Setup .......cccccciiiiiiiicccrrrcr s 560
41.1 1P Static ROULE SELUD ..eeeeiiiii e 560
Chapter 42
Network Address Translation (NAT) .......ccccccmmriiniiinnnsnir e 562
42,1 USING NAT ittt ettt b et e st e bt e e snbe e e anbe e e nnnneeaa 562
42.1.1 SUA (Single User Account) Versus NAT .......ccoooiiieiiiiieeiiieeee e 562
42.1.2 APPIYING NAT L. 562

25

Table of Contents



ZyWALL 5/35/70 Series User’s Guide

2.2 NAT SEUUPD .eteiiiiiieitee ettt bttt ettt e et e e s e e abee e e nnneeea 564
42.2.1 Address Mapping Sets .......ccouiiiiiiiiiiiiiiie e 565
42.2.1.1 SUA Address Mapping Set ........cccceeeiiiiiiiieiiiiiee e 565
42.2.1.2 User-Defined Address Mapping Sets .......ccccccvieiiiiiiieneniiineeeenne 566
42.2.1.3 Ordering YOUr RUIES .......ccuuviiiiiiiiiie et 567
42.3 Configuring a Server behind NAT ... 569
42.4 General NAT EXAMPIES ...ooooiiiiiiiiieceeee e 572
42.4.1 Internet ACCESS ONIY ....eeviiiiiiiieiiee e 572
42.4.2 Example 2: Internet Access with an Default Server ..............ccceeeeeeee.n. 574
42.4.3 Example 3: Multiple Public IP Addresses With Inside Servers ............. 574
42.4.4 Example 4: NAT Unfriendly Application Programs .............ccccccceeeennee. 578
42.5 Trigger Port FOrwarding .........ooooiiuieiioiiiiiiee e 579
42.5.1 Two Points To Remember About Trigger Ports .........ccccooiiiiiiiiiiennnen. 579
Chapter 43
Introducing the ZyWALL Firewall ...........ccoommmmiiiniinininine s nnnens 582
43.1 Using ZyWALL SMT MENUS ....ooiiiiiiiiiieeeiiiiie ettt e e 582
43.1.1 Activating the Firewall ... 582
Chapter 44
Filter Configuration.......... e 584
44 1 Introduction 10 Filters ..........cueiiiiii e 584
44 1.1 The Filter Structure of the ZyWALL .........cooiiiiiiiiiee e 585
44.2 Configuring @ Filter Set .......ocueiiiiii e 587
44.2.1 Configuring @ Filter RUIE .........cceiiiiiiiiiiii e 588
44.2.2 Configuring a TCP/IP Filter Rule .........ccooiiiiiiiiiiee e 589
44.2.3 Configuring a Generic Filter Rule ..........cocciieiiiiiiee e 591
44 .3 EXamMPIE FIEI ..o 593
44 4 Filter Types and NAT ... e e e 595
44.5 Firewall Versus FIlters ..o 595
44.6 ApPIYING @ FIREE ..o 596
44.6.1 Applying LAN Filters ....cooueiiiiiiiieee e 596
44.6.2 Applying DMZ FILErs ....coooiiieiieeeeee e 596
44.6.3 Applying Remote Node Filters ...........cccccooiiiiiiiiiiieee e 597
Chapter 45
SNMP Configuration ... 598
45.1 SNMP Configuration .........ooeeiiiiiiieeee e 598
45.2 SNIMP TIAPS ..ottt e e et e e e e e e e e e e et 599
Chapter 46
System Information & Diagnosis.........ccccvrimrriininne 600
46.1 Introduction to System Status ........cccooviiiiiii i 600

Table of Contents 26



ZyWALL 5/35/70 Series User's Guide

46.2 SYStem StatUS .......uviiiiiieiie e 600
46.3 System Information and Console Port Speed ..........cccociiiiiiiiie i, 602
46.3.1 System Information ... 602
46.3.2 Console Port SPEed ........ccooiiiiiiiiiiiiiie e 603
R oY =T o Lo I I = o7 SRS 604
46.4.1 VIEWING EITOr LOG ...cciiiiiiiiiiee ittt e 604
46.4.2 SYSIOg LOGGING .eiivieiiieeiiiiiee ettt e et e st e e et aeeee e 605
46.4.3 Call-Triggering Packet ... 608
46.5 DIAgNOSHIC .oeieiiiiiiiie et e e 608
468.5.1 WAN DHCP ..ttt 609
Chapter 47

Firmware and Configuration File Maintenance ..........cccccconiiiimmmiencccceennn, 612
.y T 1o Yo {1134 o o H PP PRR 612
47.2 Filename CONVENTIONS ......ccueiiiiiiaiiiie ittt 612
47.3 Backup Configuration ...........ocueieioiiiiiiee e 613
47.3.1 Backup Configuration ...........coocoiiiiiiiiiiiie e 613
47.3.2 Using the FTP Command from the Command Line ..............cccccocce 614
47.3.3 Example of FTP Commands from the Command Line ......................... 615
47.3.4 GUI-based FTP CHENtS .....cccoveiiiiieiiii et 615
47.3.5 File Maintenance Over WAN ..o 615
47.3.6 Backup Configuration Using TFTP ..o 616
47.3.7 TEFTP Command EXample .........ceeiiiiiiiiiiiieeeeeeeeeeeeeeeeeeee e 616
47.3.8 GUI-based TFTP CleNtS ....c.coeviuiieiiiie e 617
47.3.9 Backup Via Console POrt ..........eeuviiiiiiiiiiiii e 617
47.4 Restore Configuration ............coooiiiiiiiiiiie e 618
47.4.1 Restore UsiNg FTP e 618
47.4.2 Restore Using FTP Session Example ..o 620
47.4.3 Restore Via Console POrt ... 620
47.5 Uploading Firmware and Configuration Files ...........ccccociiiiiiini 621
47.5.1 Firmware File Upload ............oovviiiiiiiiieii e 621
47.5.2 Configuration File Upload ...........ccooiiiiiiiiiiii e 622
47.5.3 FTP File Upload Command from the DOS Prompt Example ................ 623
47.5.4 FTP Session Example of Firmware File Upload .............cccccooiienennne 623
47.5.5 TFTP File UPIoad ......c.oooiiiiiiiiieiiiee e 623
47.5.6 TFTP Upload Command Example .........cccocveiiiiiiiiiieiiieceeeeee e 624
47.5.7 Uploading Via Console POrt ...........coociiiiiiiiiiiiiee e 624
47.5.8 Uploading Firmware File Via Console Port ...........cccccooiiiiiiiiieeeee 624
47.5.9 Example Xmodem Firmware Upload Using HyperTerminal .................. 625
47.5.10 Uploading Configuration File Via Console Port ...........ccccccoviiiieennnn 625
47.5.11 Example Xmodem Configuration Upload Using HyperTerminal ......... 626

27

Table of Contents



ZyWALL 5/35/70 Series User’s Guide

Chapter 48
System Maintenance Menus 8 to 10.........ccccccririiiiiicrimrrr e 628
48.1 Command Interpreter Mode ..........ooooiiiiiiii e 628
48.1.1 CommaNnd SYNTAX .....cooeiiiiiiiiiiiii e e e e e e 628
48.1.2 CommMANd USAQJE ...ceeiiiuiiiiiiiiiiiiii ettt 629
48.2 Call CONLrol SUPPOIT ..eeeiiiiieeeee et a e e e e e e eeeeeas 630
48.2.1 Budget Management .........coooiiiiiiiiiiiiiiie e 630
48.2.2 Call HISTOTY ...eeiiiiiieiiie ettt e e e enraee e e e 631
48.3 Time and Date Setting .......eoeeiiiiiiiii e 632
Chapter 49
Remote Management ... i r s s s r s s r e e 636
49.1 Remote Management ........c.ueiiiiiiiiiiiie e 636
49.1.1 Remote Management Limitations .........cccccoeiiiiiiiiiiiie 638
Chapter 50
IP Policy ROULING.......ueiiiie i 640
50.1 IP Routing POIICY SUMMANY .....ooiiiiiiiiiiiieeeee e 640
50.2 IP Routing POlICY SEIUD ....eviiiiiiiiiiiiiiiiiee ettt 641
50.2.1 Applying Policy t0 Packets ...........cooiiiiiiiiiiiiiciee e 643
50.3 IP Policy Routing EXampPle ...........oeiiiiiiiiiiiiieic e 644
Chapter 51
Call SChedUling .....cccoiiiiiieeeeeeee e ————— 648
51.1 Introduction to Call SCheduling ........ceoeiiiiiiii e 648
Chapter 52
TroublesShooting .......cccuiiiiiiiii i ——— 652
52.1 Problems Starting Up the ZyWALL ..........ooiiii e 652
52.2 Problems with the LAN INferface .........cccccoiiiiiiiiiiiii e 652
52.3 Problems with the DMZ Interface ...........oooiii e 653
52.4 Problems with the WAN Interface ..........ccccooiiiiiiiiiiiii e 653
52.5 Problems Accessing the ZyWALL .......ccooiiiiiiii e 654
52.5.1 Pop-up Windows, JavaScripts and Java Permissions .................c........ 654
52.5.1.1 Internet Explorer Pop-up Blockers ... 655
52.5.1.2 JAVASCIIPLS .oeeviiiiiiee et 658
52.5.1.3 Java Permissions .........ooooiiiiiiiiiie e 660
52.6 PACKEE FIOW ... 662
Appendix A
Product Specifications .........ccccociiiiiiiiiiiiccrrcccccc s 664

Appendix B

Table of Contents 28



ZyWALL 5/35/70 Series User's Guide

Hardware Installation...........ccoovmmiiii 672
Appendix C
Removing and Installing @ Fuse .........cccccmmmiiiiniiiinirre e 676

Appendix D

Setting up Your Computer’s IP Address.........cceevviiiiiiiiciisssssssscs s 678
Appendix E

IP SUDbNEtting .....cooiiiieeiiii i ———— 694
Appendix F

PPPOE ...t 702
Appendix G

el N =P 704
Appendix H

WireleSs LANS ..o s n s e e e e e e e e s e e nnnnennnannnes 708
Appendix |

Triangle ROULE .........coiiiciirr e 722
Appendix J

Windows 98 SE/Me Requirements for Anti-Virus Message Display................ 726

Appendix K
R 1 IS 7= T 2P 730

Appendix L
Importing Certificates ..........ccccciiiiiiiiiiiiirirrss s s s n s nnnnnnnnnnnns 742

Appendix M
Command INterpreter ... 754

Appendix N

Firewall COMMANAS .....ccoiieeiiieiiieesiirnsirsssrrnssirsssrenssssssssranssressssrenssrssnssrenssrsnnsnns 756
Appendix O
NetBIOS Filter COmMMEANAS .....cieuiieeireireireireiresrnrensrensrensrensrrnsrensrenssensrenssensrenns 762
Appendix P
Certificates CoOMMANAS .....cciveriiieriirieirreiiirrs e rrssrrnsssresssrensssrensssenssssnns 766
Appendix Q
Brute-Force Password Guessing Protection...........cccccciiiniiiiniimenccccnnnnn, 770

Appendix R
BOOt COMMANAS ...ceeeiiieiiiiniiiesiirsesirssssrssssrrnsssrenssrensssssnssransssesnssrenssrssnssrenssrennsnns 772

29

Table of Contents



ZyWALL 5/35/70 Series User’s Guide

Appendix S
(oY D LT o ] o)1 4 Lo o =3 PRSP 774
g Lo = PPN 798

Table of Contents 30



ZyWALL 5/35/70 Series User's Guide

31 Table of Contents



ZyWALL 5/35/70 Series User’s Guide

List of Figures

Figure 1 Secure Internet Access via Cable, DSL or Wireless Modem ...........cccccevvevinnnennn. 62
Figure 2 VPN APPLICAtION ......eiiiiiiieiiee et e e 63
Figure 3 ZyWALL 70 Front Panel ... 63
Figure 4 ZyWALL 35 Front Panel ... 63
Figure 5 ZyWALL 5 Front Panel ... 63
Figure 6 Change Password SCrEEN .........coiiiiiiiiie ittt 67
Figure 7 Replace Certificate SCre@N .........coviiiiiiiiii e 67
Figure 8 Example Xmodem Upload ............ooiiiiiiiiiiiiiie e 68
Figure 9 Web Configurator HOME Screen in Router Mode ...........ccccceviiiiiiiiiiiiiiieee e, 69
Figure 10 Web Configurator HOME Screen in Bridge Mode ..........cccooviiiiiiiiiiiiiice, 72
Figure 11 Home : Show StatiStiCS .......coiiuiiiiiiiiiiiiie e 79
Figure 12 Home : Show Statistics: Line Chart ..o 80
Figure 13 HOome : DHCP TabIE .....cviiiiieiiiieie ettt e e 81
Figure 14 HOome : VPN SEAtUS ....o.oeeiiiiii e 83
Figure 15 ISP Parameters : Ethernet Encapsulation ............ccccccooiiiiiiiiiiiiiee e, 85
Figure 16 ISP Parameters : PPPOE Encapsulation ...........ccccoiiiiiiiiiiiie e 86
Figure 17 ISP Parameters: PPTP Encapsulation ............ccccuveiiiiiiiiiiiieee e 88
Figure 18 Internet Access Wizard: Second SCreen ...........ccocceeviiiiiiiiciiiie e 89
Figure 19 Internet Access Setup COmMPIELE ......c.eveiviiiiiiiiie e 90
Figure 20 Internet Access Wizard: Registration ............cccccoviiiiiiiiiie e 90
Figure 21 Internet Access Wizard: Registration in Progress .........ccccccvviiiiiiiiiiiiiiceenn, 91
Figure 22 Internet Access Wizard: Status ..........cceeviiiiiiiiiiiii e 92
Figure 23 Internet Access Wizard: Registration Failed ............cccccooiiiiiiiiiii 92
Figure 24 Internet Access Wizard: Registered DeviCe ..........ccccceiiiiiiiiiiiiiiiiie e, 92
Figure 25 Internet Access Wizard: Activated Services ........cccccccceeiiiiiiiiiiiiiiiiiiiieeeeeeeeee, 93
Figure 26 VPN Wizard: Gateway Setting ..........cccuiiiiiiiiiiieii e 93
Figure 27 VPN Wizard: Network Setting ............ueeeeiiiiiiiiiiiiieeeeee e 95
Figure 28 VPN Wizard: IKE Tunnel Setting ........c.eoviiiiiiiiiiiie e 96
Figure 29 VPN Wizard: IPSeC Setting .......ccccuuiiiiiiiiiieeiieeeee e 98
Figure 30 VPN Wizard: VPN SEAtUS ......ooouiiiiiiiiie e 100
Figure 31 VPN Wizard Setup ComPplete ...........eeeeiiiiiiiiiiiiiiieeeeeee e 102
Figure 32 RegiStration .........c.ueiiiiiiiiiie e 105
Figure 33 Registration: Registered DeVICe ............ouvviiiiiiiiiiiiiiiieiceeeeeeeeeeeeeeeeee 107
Figure 34 Registration: SErviCe ..........ooiiiiiiiiiiii e 107
FIQUIE 35 LAN .ottt et ettt s s s e e e e e e e e e aeaeaeaeaeeeeeeeaeesnranns 113
Figure 36 LAN Static DHCP ...t e snee e snneeens 115
Figure 37 Physical Network & Partitioned Logical Networks .............cccccoeeviiiiiiiiieneeneeeennn. 116
Figure 38 LAN TP AlIGS .. ..eeieiiiieiiie ettt e et e e et e e e e e e smeeeeeneeeeanneeeens 117

List of Figures 32



ZyWALL 5/35/70 Series User's Guide

Figure 39 WLAN Port Role EXample ... 118
Figure 40 LAN POrt ROIES .....ooiiiiiiiiieee e 119
Figure 41 Port Roles Change Complete .........cccuiiiiiiiiiiiieiieee e 120
Figure 42 Bridge Loop: Bridge Connected to Wired LAN .........ccoiiiiiiiiiiiee e, 122
T [0 (I G B = o (o TS PPUEPRRRR 125
Figure 44 WLAN Port Role EXamPple .......ooiiiiiii e 127
Figure 45 Bridge POt ROIES ...coooiiiiii e 127
Figure 46 Port Roles Change Complete ... 128
Figure 47 Least Load First EXample ... 132
Figure 48 Weighted Round Robin Algorithm Example ..........cccccciiiiiiiiiiee e, 133
Figure 49 Spillover Algorithm EXample .........cooiiiiiieiiiee e 134
Figure 50 WAN GENETAI .........eiiiiiiiiiiiee ettt e e e 135
Figure 51 Load Balancing: Least Load First ..o, 138
Figure 52 Load Balancing: Weighted Round RoObIN ...........cccoiiiiiiiiieee e, 139
Figure 53 Load Balancing: SPIllOVET ..........coooiiiiiiiiiiiiii et 140
FIgure 54 WAN ROULE ....ooiiiiiiiiiei ittt e e e e 141
Figure 55 WAN: Ethernet ENncapsulation ... 144
Figure 56 WAN: PPPOE ENcapsulation ... 147
Figure 57 WAN: PPTP Encapsulation ... 150
Figure 58 Traffic RedireCt WAN SEtUD ......ouiiiiiiiiiiie e 153
Figure 59 Traffic RedireCt LAN SEIUD .....uuiiiiiiiiiiiiieie e 154
Figure 60 Traffic REdIir€Ct .........ooo i 154
Figure 61 Dial BaCKUD .....oooviiiiiiiiiee e e e e e e e e e e e e e e ar e 156
Figure 62 AdVanCed SEIUD ......ooiiiiiiiiiie e 160
FIQUIE B3 DIMIZ ...ttt ettt e e e e e e e e e e e e e e aeeeeeeeeeaearaba b 163
Figure 64 DMZ Static DHCP ........ooiiiie ettt e e e e eneee e 166
Figure 65 DIMZ: [P AlIGS ....ovuveiiiiiieie e e e e e e e e e e e e e e e e e e e e e e e e e ae e s b e e s 167
Figure 66 DMZ Public Address EXample ... 169
Figure 67 DMZ Private and Public Address Example ...........cooiiiiiiiiiiiiiiiiieee, 170
Figure 68 WLAN Port Role EXamPple .......ouiiiiiii e 171
Figure 69 DMZ: POt ROIES .....ciiiiieiceeee et 172
FIGUIE 70 WLAN ..ottt ettt e et e e st e e smte e e ete e e e te e e s amteeeaneeaeaneeeaneeens 175
Figure 71 WLAN Static DHCP ... 178
Figure 72 WLAN IP AlIGS ..ottt et e st e e mee e e s e e enaeeeeneeeans 179
Figure 73 WLAN Port Role EXample ...t 180
Figure 74 WLAN POrt ROIES ......coiiiiiiiiiii e 181
Figure 75 WLAN Port Roles Change Complete .........ccccuuiiiiiiiiiiiie e, 182
Figure 76 ZyWALL Wireless Security LEVEIS ..........oooiiiiiiiiiii e 183
Figure 77 EAP Authentication ... 186
Figure 78 WPA-PSK AUthentiCation .............ooiiiiiiiiiie e 189
Figure 79 WPA with RADIUS Application Example .........cccccooiiiiiiiiiiiiiiiiccieeeeee e, 190
Figure 80 Wireless Card: NO SECUNLY ........ueiiiiiiiiiiieiiiie e 191
Figure 81 Wireless Card: Static WEP ... 193

33

List of Figures



ZyWALL 5/35/70 Series User’s Guide

Figure 82 Wireless Card: WPA-PSK ...ttt 194
Figure 83 Wireless Card: WPA ... ... e et 195
Figure 84 Wireless Card: 802.1x + Dynamic WEP ..........cccoiiiiiiiiiiiee e 196
Figure 85 Wireless Card: 802.1x + Static WEP ........cooiiiiiiiiiee e 197
Figure 86 Wireless Card: 802.1x + NOWEP ......c.uiiiiiiiee e 198
Figure 87 Wireless Card: No Access 802.1x + Static WEP ..., 199
Figure 88 Wireless Card: MAC Address Filter ........ccoooiiiiiiiiiieee e 201
Figure 89 ZyWALL Firewall AppliCation ........occuuiiiiiiiiiiiee e 204
Figure 90 Three-Way HandshaKe ... 205
Figure 91 SYN FIOOM .....ueiiieiiiieiie ettt et e st e e sate e e neeeenneeeeanneeeas 206
Figure 92 SmuUrf AACK .....oioiiiiiie e 207
Figure 93 Stateful INSPECHION ......coiiiiiiii e 209
Figure 94 LAN 0 WAN TraffiC ..o.oiiiiiiiieiiiie ettt 218
Figure 95 WAN t0 LAN TraffiC ..oooiiiiiiiie it 218
Figure 96 Default Rule (ROUtEr MOE) .......eeiiiiiiiiiieecee et 219
Figure 97 Default Rule (Bridge MOdE) .........cooiiiiiiiiiiiiiie e 221
Figure 98 RUIE SUMMAIY ......ooiiiiiiiiiie ettt e e s e e e e s s ee e s annneeeas 222
Figure 99 Firewall EAit RUIE ........ccoiiiiiiii e 224
Figure 100 ANti-Probing .........coooiiiiiiii e e e e 226
Figure 101 Firewall ThreShold .........oeiiiiiie e 229
Figure 102 FIreWall SEIVICE .........cooiiiiieeeee e 231
Figure 103 Firewall Edit CUSIOM SEIVICE .......ccoiiiiiiiiiiiiie e 232
FIQUIE 104 SEIVICE ...ttt e e e e e e et ee e e e e e e e e e 236
Figure 105 Edit Custom Service EXample ... 236
Figure 106 RUIE SUMMAIY ......ooiiiiiiiiii i e e e aaaa e 237
Figure 107 Rule Edit EXamPIE ........oooiiiiiiie e 237
Figure 108 My Service Rule Configuration ............cccooiiiiiiiiiiiiie e 238
Figure 109 My Service Example Rule SUMMary .........ccccooiiiiiiiiiiec e 239
Figure 110 Network INtruSIONS  .....cooiiiiieeeeeee e 240
Figure 111 Applying IDP t0 INterfaces ........c..oviiiiiiiiiiie e 245
FIgure 112 IDP: GENEIAI ......vveeiiiiiiieee et aaa e 246
Figure 113 AtACK TYPES oot e e e e 247
Figure 114 Signature ACHIONS ..........ooiiiiiieeee e 249
Figure 115 IDP: SIGNAtUIES .....cooiiiuiiiiiiiiiieii et e s 250
Figure 116 Signature Query by Partial Name .........cccoooiiiiiiiiii e 252
Figure 117 Signature Query by Complete ID .........oocuiiiiiiiiii e 253
Figure 118 Signature Query by AHIHDULE. ......cceviiiiii e 254
Figure 119 Signatures Update ... 255
Figure 120 IDP: Backup & RESIOIE ........uuuiiiiiiiiiiiiiiie et 257
Figure 121 ZyWALL Anti-virus EXample ..o 260
Figure 122 Anti-Virus: GENEIal .........cooiiiiiiiiiieeee et a e 261
Figure 123 Anti-Virus: Update .........oooiiiiiiiii e 264
Figure 124 Anti-spam External Database Example .............ooomiiiiiiiiiieeeeei, 268

List of Figures 34



ZyWALL 5/35/70 Series User's Guide

Figure 125 Anti-Spam: GENETAl .........cocoiiiiiiiiiiiiiee et e 270
Figure 126 Anti-Spam: EXternal DB ...........ooiiiiiii e 272
Figure 127 Anti-Spam: LISES ......coiiiiiiiiiiiiiii et e e e 274
Figure 128 Anti-Spam Rule Edit ... 275
Figure 129 Content Filter : GENEral ...........cooiiiiiiiiiiii e 279
Figure 130 Content Filtering LOOKUP Procedure ...........ccoocuiiiiiiiiiiiie e 281
Figure 131 Content Filter : Categories ... 282
Figure 132 Content Filter: CuStoMIZation ...........cc.eeviiiiiiiiii e 288
Figure 133 Content Filter: Cache ... 291
Figure 134 myZyXEL.COM: LOGIN ...oiiiiiiiiiiie et 295
Figure 135 myZyXEL.COM: WEICOME ......uuiiiiiiiiiiie ettt a e 295
Figure 136 myZyXEL.com: Service Management ............ccoeiiiiiiiiiieeiiiiie e 296
Figure 137 Blue Coat: LOGIN ..ooiiiiiiiiiieiiiiiie ettt et e e e e e e 296
Figure 138 Content Filtering Reports Main SCreen ..........ccoceiiiiiiiiiiie e 297
Figure 139 Blue Coat: ReEPOrt HOME .........iviiiiiiiiie e 297
Figure 140 Global Report Screen EXample ...........oooiiiiiiiiiiiiiiee e 298
Figure 141 Requested URLS EXaMPIE .......oiiiiiiiiiiii e 299
Figure 142 Web Page Review Process SCre€n ...........cooiiiiiiiiiiiiiiieeeiiieee e 300
Figure 143 Encryption and DeCryption .......ccc..eueeiiiiiiiiiia i 303
Figure 144 IPSeC ArChitECIUr® ......ooueiiiiii e 304
Figure 145 Transport and Tunnel Mode IPSec Encapsulation ...........c.ccccceviiiiiiiinieninnenn. 305
Figure 146 NAT Router Between IPSeC ROULETS .........cooiiiiiiiiiiiiiiiieeeee e 31
Figure 147 Two Phases to Set Up the IPSeC SA ... 313
Figure 148 VPN RUIES (IKE) ...cciiiiieiiee ittt e e e e eeeeeneeeeeneeeens 316
Figure 149 Gateway and Network POlICIES .........coviiiiiiiiieiie e 317
Figure 150 IPSec Fields SUMMArY ..o 317
Figure 151 VPN Rules (IKE): Gateway Policy: Edit  .........occoiiiiiiiiie e 319
Figure 152 VPN Rules (IKE): Network Policy Edit .........oooiiiiiiiiieee e 325
Figure 153 VPN Rules (IKE): Network Policy MOVE .........ccoiiiiiiiiiiiiiiee e 329
Figure 154 VPN RuUIES (MANUAI) ...ooiiiiiiiiiiee e 330
Figure 155 VPN Rules (Manual): Edit .........ooooiiiiiiiiiiiec e 332
Figure 156 VPN: SA MONIOT ...ccoiiiiiiieiiiie e e 335
Figure 157 VPN: Global Setting .........cccoouiiiiiiieiceee e 336
Figure 158 Telecommuters Sharing One VPN Rule Example .........cccccooiiiiiiiiiiine i, 338
Figure 159 Telecommuters Using Unique VPN Rules Example ..........cccccceiiiiiiiiiiiiiiiinnnnn, 339
Figure 160 Certificate Configuration OVErvIEW .............ccoiiiiiiiiiiiiiiiee e 343
Figure 161 My CertifiCates .........cooiiiiiiiieee e 344
Figure 162 My Certificate IMPOrt ........ooo i 347
Figure 163 My Certificate Create ...........oooiiiiiiiiiieee e 348
Figure 164 My Certificate Details ...........c.eeviiiiiiiiii e 351
FIGUre 165 TrUSEA CAS ..uuviiiiiiiiiiiee ettt e e e e e e e e e e e et ereeaaaaeaeas 354
Figure 166 Trusted CA IMPOIT ... e 355
Figure 167 Trusted CA DEtailS ........cooiiiiiiiiieeeeee e 357

35

List of Figures



ZyWALL 5/35/70 Series User’s Guide

Figure 168 Trusted Remote HOSES ......ccuiiiiiiiiiiiie e 360
Figure 169 Remote Host Certificates ..........ouiiiiiiiiiiii e 361
Figure 170 Certificate Details ..........oooiiiiii e 362
Figure 171 Trusted Remote HOSt IMPOrt .......coooiiiiiiii e 363
Figure 172 Trusted Remote Host Details ... 364
Figure 173 DiIr€CIOrY SEIVEIS .....oooiiiiiiiie ittt 366
Figure 174 Directory Server Add .........oooo ittt 367
Figure 175 Local User Database .........c..ooiiiiiiiiiiiiiiiiiee et 371
Figure 176 RADIUS ...ttt ettt ra e e sbe e e sabeeean 372
Figure 177 HOW NAT WOTKS ....cooiiiiiiiiie it 376
Figure 178 NAT Application With [P AlIas ...........oeiiiiiiiiii e 376
Figure 179 Port Restricted Cone NAT EXamPIE .......cooiiiiiiiiiiiiiiieiee e 377
FIQUre 180 NAT OVEIVIEW .....eeiiiiiieiiiiie ettt e e e et e e e et e e e e et ee e e e eanneeeeeeeanneeas 379
Figure 181 NAT Address MappiNg .....cooueeeieiiiiiiie ettt e e 381
Figure 182 NAT Address Mapping Edit ... 382
Figure 183 Multiple Servers Behind NAT EXample ... 385
Figure 184 Port Translation EXample ... 386
Figure 185 POrt FOrWardiNg .......ooueeiiiiiiiie et 387
Figure 186 Trigger Port Forwarding Process: Example ..........ccccocooiiiiiiiiiiiiiiiiiieeeeeeee 388
Figure 187 POrt TrIGQEIiNG .....ooeoiiiiiiiieiiiie ettt e et e e e ee e e e e 389
Figure 188 Example of Static Routing TOPOIOgY ......ccoiiiiiiiiiiiiiiie e 392
Figure 189 IP StatiC ROULE ......ciiiiiiiiiiie e 393
Figure 190 IP Static Route Edit ...........ooooiii e 394
Figure 191 Policy ROULE SUMMAIY ..o 397
Figure 192 Edit IP PoOliCy ROULE .....uueeiiiiie e 399
Figure 193 Subnet-based Bandwidth Management Example ...........cccoocieiiiiiiiiieniiinenn. 403
Figure 194 Bandwidth Management: SUMMAIY .........ccccoiiiiiiiiiiieiiee e 409
Figure 195 Bandwidth Management: Class SEtup .........cccccoviiiiiiiiiiiiiieee e 410
Figure 196 Bandwidth Management: Edit Class ...........cccoooiiiiiiiiiiiiiii e, 412
Figure 197 Bandwidth Management: Statistics ...........cccoviiiiiiiiiiiii e 415
Figure 198 Bandwidth Management: MONItOr .............ouviiiiiiiiiiiiieie e 416
Figure 199 Private DNS Server EXample ... 420
Figure 200 System DNS ..o 421
Figure 201 System DNS: Add Address RECOId ..........cccuuiiiiiiiiiiieiiiiiee e 422
Figure 202 System DNS: Insert Name Server Record .........cccccevveiiiiiiiiiiiiiiiiiieieeeeee e, 423
Figure 203 DINS CaACh@ ..ottt e e e 425
Figure 204 DNS DHOCP ...ttt ettt bb e e b e e aa 427
Figure 205 DDINS ... ..ciiieiiie ittt et ettt e e ettt e e st e e s teeeeanseeeanseeeanneeeaneeesanneneaneeens 429
Figure 206 HTTPS Implementation ..o 434
FIgUure 207 WWWWV ..ttt ettt ettt s e e s ae e e s et e e e smteeeamteeeamneeeamneeeeanneeans 435
Figure 208 Security Alert Dialog Box (Internet EXpIOrer) ........cccceeviviiieeiiiiiie e 436
Figure 209 Security Certificate 1 (NEISCAPE) ....eevviiiiiiiiiiiiii e 437
Figure 210 Security Certificate 2 (NEISCAPE) ....vevveiiiiiiiiieiiiie e 437

List of Figures 36



ZyWALL 5/35/70 Series User's Guide

Figure 211 Login Screen (Internet EXPIOrer) ... 439
Figure 212 Login Screen (NetSCAPE) ...ocoioueieiiiiiiiiie et 439
Figure 213 Replace Certificate ... 440
Figure 214 Device-specific CertifiCate ... 440
Figure 215 Common ZyWALL Certificate ...........ooviiiiiiiiiiiiiee e 441
Figure 216 SSH Communication EXample ..o 441
FIgure 217 HOW SSH WOTKS .....cciiiiiiiieiiiiie ettt e e e e e enaee e e e e 442
FIGUIE 2718 SSH ...ttt e e et e e e ettt e e et e e e ante e e e neeeesanneeenneeans 443
Figure 219 SSH Example 1: Store HOSt KEY ........vviviiiiiiiieieie e 444
Figure 220 SSH EXample 2: TEST ....ooiiiiiiiiiee e 445
Figure 221 SSH EXample 2: LOG N ..ooeeiiiiiiee et 445
Figure 222 Secure FTP: Firmware Upload EXample ..o 446
Figure 223 Telnet Configuration on @ TCP/IP NetWOrk ........cccccovvviiiiiieiiiiiiee e 446
FIGUIE 224 TeINEL ... ettt e e e e e nneeas 447
FIGUIE 225 FTP .ttt et b e e e bt e e st e et e e e s abeeeanneens 448
Figure 226 SNMP Management Model ..o 449
FIGUIE 227 SNIMP ...ttt ettt e bt et e e s e e e s ana e e e nneeens 451
Figure 228 DINS ...ttt e et e et e e et ee e e e nte e e anee e e e neeeanneeeeaneeeeanreens 452
FIGure 229 CNIM ...ttt e e e e e e e e e e e aeeeeeaaaaee e 453
FIGUIE 230 UPNP ...ttt e ettt e e e e e e e nneeas 457
FIgure 231 UPNP POIMS ...ooeiiiiiiieiee et e e e e e e e e 458
Figure 232 H.323 ALG EXaMPIE ...oooiiiieiie et 468
Figure 233 H.323 with Multiple WAN IP Addresses .........ccccuiiiiiiiiiiiieeeiie e 468
Figure 234 H.323 Calls from the WAN with Multiple Outgoing Calls ............cccceviiniiinnnn. 469
Figure 235 SIP ALG EXaMPIE .....eeiiiiiiiie e e 470
FIGUIE 236 ALG ..ottt et e et et e e et e e e e nt e e enee e e aneeeateeeeanneeeaneeans 471
FIQUIE 237 VIEW LOQ ..ttt e e e e e e e e e st eeeaeeaaaeeeas 472
Figure 238 myZyXEL.com: Download Center ...........coocuuiiiiiiiiiiieeiieee e 474
Figure 239 myZyXEL.com: Certificate Download ............ccccciiiiiiiiiiiiinieee e 475
Figure 240 LOg SEttNGS ....oueeieiiiiiiiiii ettt e 476
FIQUIE 241 REPOIMS ...ttt ettt e e e e e e e e e e e eeeeeaaaaeeean 479
Figure 242 Web Site Hits Report EXample ... 480
Figure 243 Protocol/Port Report EXample ..........ooooiiiiiiiiiiiiiiee e 481
Figure 244 Host IP Address Report EXample ..........ccooiiiiiiiiiiiiiiee e 482
Figure 245 GENEral SEIUP .......oiiiiiiiiiiie et e e et bee e e e e e e e e s 485
Figure 246 PassWOord SEIUD .......oiiiiiiiiiiii et 486
Figure 247 TiMe and DAte ........oooi it 487
Figure 248 Synchronization in ProCeSS .........coiiiiiiiiiiiie e 490
Figure 249 Synchronization is SUCCESSTUI ........cuuiiiiiiiii e 490
Figure 250 Synchronization Fail .............ooiiiiiiii e 490
Figure 251 Device Mode (ROULEr MOE) .....cccueviiieiiiiiiiie et 492
Figure 252 Device Mode (Bridge MOAE) .......c.uueiiiiiiiiiiiie i 493
Figure 253 Firmware UplOad .............uuuiiiiiiiiii et e e e e e e e e e e aaeaaaaans 495

37

List of Figures



ZyWALL 5/35/70 Series User’s Guide

Figure 254 Firmware Upload [N ProCeSS .........uuiiiiiiiiiiiaiieiiiei e 495
Figure 255 Network Temporarily DiSCONNECted ...........ccueviiiiiiiiiiiiiee e 496
Figure 256 Firmware Upload ErTOr ..........eeiiiiiiiiee et e e 496
Figure 257 Backup and RESIOre ........cooiiiiiiiiiiii e 497
Figure 258 Configuration Upload SUCCESSTUl ..........oceiiiiiiiiiiiie e 498
Figure 259 Network Temporarily DiSCONNected ...........ccceviiiiiiiiiiiiiiee e 498
Figure 260 Configuration Upload EITOr ...........coccieiieiiiiiiiee et 498
Figure 261 Reset Warning MESSAQE .......ccuuuiiiiiiiiiie et 499
Figure 262 ReSIArt SCrEEN ........ooiiiiiiiiie ettt e e e e e e 499
Figure 263 INitial SCrEEN .......eeiiiieee e 501
Figure 264 PassWOrd SCIEEN .......cccuuiiiiiiiiiiie ettt e et e e e st e e e e bee e e e e snnbee e e e e nees 501
Figure 265 Main Menu (Router MOdE) .........ccoiiiiiiiiiiiie e 503
Figure 266 Main Menu (Bridge MOGE) ........cccuiiiiiiiiiiiiie et 503
Figure 267 Menu 23: System PasSWOrd ..........cceeiiiiiiiiiieiiiieiee e 507
Figure 268 Menu 1: General Setup (Router MOde) ..........cooviiiiieeiiiiiiiee e 508
Figure 269 Menu 1: General Setup (Bridge Mode) ..........cooviiiiiiiiiiiiieee e 509
Figure 270 Menu 1.1: Configure Dynamic DNS ..........cccciiiiiiiiee e 510
Figure 271 Menu 1.1.1: DDNS HOSt SUMMAIY .......oooiiiiiiiiiiiee e 511
Figure 272 Menu 1.1.1: DDNS Edit HOSt ......ooiiiiiiiieiie e 512
Figure 273 MAC Address Cloning in WAN Setup ......ccueeiiiiiiiiiiiiiieee e 514
Figure 274 Menu 2: Dial Backup SEIUD  ....oiiiiiiiiiiiee e 516
Figure 275 Menu 2.1: Advanced WAN Setup ........cooiiiiiiiiiiiiie e 517
Figure 276 Menu 11.3: Remote Node Profile (Backup ISP) .......ccccviviiiiiiiiiiiieeee e, 519
Figure 277 Menu 11.3.1: Remote Node PPP OptioNS .........cccciviiiiiiiieeiiiiee e 521
Figure 278 Menu 11.3.2: Remote Node Network Layer Options ..........cccccceveviiiiieieniinnenen. 522
Figure 279 Menu 11.3.3: Remote NOde SCript .......cooiiiiiiiiiiiie e 524
Figure 280 Menu 11.3.4: Remote Node Filter ...........ouviuiiiiiiiiiiiie e 525
Figure 281 Menu 3: LAN SEIUD ..ooiiiiiiiiiieieie ettt 526
Figure 282 Menu 3.1: LAN Port Filter SEtUP .....cooviiiiiiiiiiieeeee e 527
Figure 283 Menu 3: TCP/IP and DHCP Setup ....ccoeiiiiiiieeeeee e 527
Figure 284 Menu 3.2: TCP/IP and DHCP Ethernet Setup .......ccccccccooiiiiiiiiiiiiiiieeeeeeeee, 528
Figure 285 Menu 3.2.1: [P AlIaS SELUD ....ueeiiiiiiiiiiiiee it 530
Figure 286 Menu 4: Internet Access Setup (Ethernet) .........ccccooviiiiiiiiii e, 532
Figure 287 Internet Access Setup (PPTP) ..o 534
Figure 288 Internet Access Setup (PPPOE) ......c..uiiiiiiie e 535
Figure 289 Menu 5: DMZ SEIUD ....eeeiiiiiiiiiiiie ettt 536
Figure 290 Menu 5.1: DMZ Port Filter SEtUp ........cccooiiiiiiiiiieeeeee e 536
Figure 291 Menu 5: DIMZ SEIUD .....eviiiiiiiiiiiiee ettt 537
Figure 292 Menu 5.2: TCP/IP and DHCP Ethernet Setup .......ccccccceeiiiiiiiiiiiiiiiiieeeeeeeee 537
Figure 293 Menu 5.2.1: [P AlIaS SELUD ....uuiiiiiiiiiiiiee it 538
Figure 294 Menu 6: ROULE SELUP .....coooiiiieeeee e 540
Figure 295 Menu 6.1: Route ASSESSMENT ......cooiiiiiiiii e 540
Figure 296 Menu 6.2: Traffic REAIreCt .........cccuviiiiiiiiiic e 541

List of Figures 38



ZyWALL 5/35/70 Series User's Guide

Figure 297 Menu 6.3: Route FailoVer ... 542
Figure 298 Menu 7.1: WiIreless SELUD .......uviiiiiiiiiiee e 544
Figure 299 Menu 7.1.1: WLAN MAC Address Filter ... 546
Figure 300 Menu 7: WLAN SEIUD ....uiiiiiiiiiii et 547
Figure 301 Menu 7.2: TCP/IP and DHCP Ethernet Setup ......ccccoeviiiiiiiiiiiie e, 548
Figure 302 Menu 7.2.1: [P AlIaS SELUD ....ueiiiiiiiiiiiiee et 549
Figure 303 Menu 11: Remote NOdE SetUP ....ccoiiiiiiiiiiiiie e 551
Figure 304 Menu 11.1: Remote Node Profile for Ethernet Encapsulation ..................c....... 551
Figure 305 Menu 11.1: Remote Node Profile for PPPoE Encapsulation ...........cccccccceeueeee.. 553
Figure 306 Menu 11.1: Remote Node Profile for PPTP Encapsulation .............ccccccevinieen. 555
Figure 307 Menu 11.1.2: Remote Node Network Layer Options for Ethernet Encapsulation
556

Figure 308 Menu 11.1.4: Remote Node Filter (Ethernet Encapsulation) ..............ccccoocueeen. 558
Figure 309 Menu 11.1.4: Remote Node Filter (PPPoE or PPTP Encapsulation) ................ 558
Figure 310 Menu 11.1.5: Traffic Redirect Setup .........ccceeiiiiiiiiii e 559
Figure 311 Menu 12: IP Static ROUte SEtUP .....ooiiiiiiiiiii e 560
Figure 312 Menu 12. 1: Edit IP Static ROULE .........eoviiiiii e 561
Figure 313 Menu 4: Applying NAT for Internet ACCESS ........cccueiveiiiiiiiieeeiiiee e 563
Figure 314 Menu 11.1.2: Applying NAT to the Remote Node ...........cccooiiiiiiiiiiiiieii, 563
Figure 315 Menu 15: NAT SEIUD ....eviiiiiiiiiiiie ettt e et e e e e e 564
Figure 316 Menu 15.1: Address Mapping Sets ........occcuiiiiiiiiiiiiiiiee e 565
Figure 317 Menu 15.1.255: SUA Address Mapping Rules ........ccccocoiiiiiiiiieeiiieee e, 565
Figure 318 Menu 15.1.1: First St ....ooviiie e 567
Figure 319 Menu 15.1.1.1: Editing/Configuring an Individual Rule in a Set ..............cc........ 568
Figure 320 Menu 15.2: NAT Server SetS ... 569
Figure 321 Menu 15.2.1: NAT Server SEtS ......ccciiiiiiiiiiiee et 570
Figure 322 15.2.1.2: NAT Server Configuration ...........ccccciiiiiiiiiiiie e 571
Figure 323 Menu 15.2.1: NAT Server SEUP ....cceiiiiiiiiiiiecceeeeeee e 572
Figure 324 Server Behind NAT EXaMPIE .....oooiiiiiiiiiiiiiee e 572
Figure 325 NAT EXamPIe 1 oo 573
Figure 326 Menu 4: Internet Access & NAT EXample ........oocceeiiiiiiiiiiiiiee e 573
Figure 327 NAT EXamMPIE 2 ..ot 574
Figure 328 Menu 15.2.1: Specifying an Inside Server .........ccccccoiiiiieiiiieee e 574
Figure 329 NAT EXamPIe 3 oot e e e e e 575
Figure 330 Example 3: MenU 11.1.2 ..o 576
Figure 331 Example 3: Menu 15.1.1.1 .o e 576
Figure 332 Example 3: Final Menu 15.1.1 .o 577
Figure 333 Example 3: MenuU 15.2.1 ...t 577
Figure 334 NAT EXGMPIE 4 ....oooiiiiiiiiei ettt 578
Figure 335 Example 4: Menu 15.1.1.1: Address Mapping Rule ............ccocooeeiiiiiiiiiiiiiiiinnnn, 578
Figure 336 Example 4: Menu 15.1.1: Address Mapping Rules .........ccccooiiiiiiiiiiiicniiinen, 579
Figure 337 Menu 15.3.1: Trigger Port SELUP .......eevviiiiiiiiiiiieee e 580
Figure 338 Menu 21: Filter and Firewall SEtUD ........cccuiiiiiiiii e 582

39

List of Figures



ZyWALL 5/35/70 Series User’s Guide

Figure 339 Menu 21.2: Firewall SetUD ....cccuiiiiiiiiiiiie e 583
Figure 340 Outgoing Packet Filtering ProCess ..........cccuiiiiiiiiiiiiiiiee e 584
Figure 341 Filter RUIE PrOCESS ......oiiiiiiiiiiiii et 586
Figure 342 Menu 21: Filter and Firewall SEtUD ........cccuiiiiiiiiiii e 587
Figure 343 Menu 21.1: Filter Set Configuration ............cccccoviiiiieiiiiiiiee e 587
Figure 344 Menu 21.1.1.1: TCP/IP Filter RUIE ......veiiiieieee e 589
Figure 345 Executing an IP Filter ... 591
Figure 346 Menu 21.1.1.1: Generic Filter RUle ... 592
Figure 347 Telnet Filter EXample ... 593
Figure 348 Example Filter: Menu 21.1.3.1 ..o 594
Figure 349 Example Filter Rules Summary: Menu 21.1.3 .....cccooiiiiiiiieee e 594
Figure 350 Protocol and Device Filter Sets ........ccuiviiiiiiiiie e 595
Figure 351 Filtering LAN TraffiC .....ooviiiiiiiie e 596
Figure 352 Filtering DMZ TraffiC ........ooviiii e 597
Figure 353 Filtering Remote Node TraffiC ..........cccoceiiiiiiiiiii e 597
Figure 354 Menu 22: SNMP Configuration ............coooiiiiiiiiiiiiie e 598
Figure 355 Menu 24: System Maintenance ..........cccoeviiiiieiiiiiiiie e 600
Figure 356 Menu 24.1: System Maintenance: Status ...........ccccoocieiiiiiiii e 601
Figure 357 Menu 24.2: System Information and Console Port Speed ...........cccccvveviinneen.. 602
Figure 358 Menu 24.2.1: System Maintenance: Information .............cccccooiiiiiiiiiies 603
Figure 359 Menu 24.2.2: System Maintenance: Change Console Port Speed ................... 604
Figure 360 Menu 24.3: System Maintenance: Log and Trace .........ccccocveeveeiiiiieeeeninnnnenn. 604
Figure 361 Examples of Error and Information MesSages ..........ccocovvevviiiiiiieiiiiieeee e, 605
Figure 362 Menu 24.3.2: System Maintenance: Syslog Logging .......ccccccceeeveiiiiieeieninninenn. 605
Figure 363 Call-Triggering Packet EXample ..........c.coooiiiiiiiiiiiiii e 608
Figure 364 Menu 24.4: System Maintenance: DiagnostiC ...........cccceeiiiiiiiiiiiniiiiece e, 609
Figure 365 WAN & LAN DHCP .....oiiiiiiiiie et 609
Figure 366 Telnet into MEnU 24.5 ... 614
Figure 367 FTP Session EXamMPIE .....ccoiiiiiiiiiiiieeeeee e 615
Figure 368 System Maintenance: Backup Configuration ..........c.cccccooiiiiiii i, 617
Figure 369 System Maintenance: Starting Xmodem Download Screen ..................c......... 617
Figure 370 Backup Configuration EXample .........c..ooooiiiiiii e 618
Figure 371 Successful Backup Confirmation SCreen ...........c.cccccoeiiiiiiiiiiiiieeiiieeeeeeeeeeee, 618
Figure 372 Telnet into MENU 24.6 .......oooiiiiiiiiieie e 619
Figure 373 Restore Using FTP Session EXamPIe ..........ceeiiiiiiiiiiiiiiiiciiieeeeeeeeeee e, 620
Figure 374 System Maintenance: Restore Configuration ...........cccccceiiiiiiiiiiiiiieein e, 620
Figure 375 System Maintenance: Starting Xmodem Download Screen ................ccccoeue. 620
Figure 376 Restore Configuration EXample ... 620
Figure 377 Successful Restoration Confirmation Screen ..........cccccccooiiiiiiiiiiiiiiiieeeeeee, 621
Figure 378 Telnet Into Menu 24.7.1: Upload System Firmware ............cccccviiiiiiiiiininnn. 622
Figure 379 Telnet Into Menu 24.7.2: System Maintenance ..............ccccecviviiiiieeeeeeeeeeeieen, 622
Figure 380 FTP Session Example of Firmware File Upload ..........ccccccoiiiiiiiiiiiiiiineee, 623
Figure 381 Menu 24.7.1 As Seen Using the Console Port .........ccccccccooiiiiiiiiiiiiiieeieeeeeeee, 625

List of Figures 40



ZyWALL 5/35/70 Series User's Guide

Figure 382 Example Xmodem Upload .........c..oueiiiiiiiiiiiiieee e 625
Figure 383 Menu 24.7.2 As Seen Using the Console Port ..., 626
Figure 384 Example Xmodem Upload .........c..oueiiiiiiiiiiiiie e 626
Figure 385 Command Mode in MEeNU 24 ............oooiiiiiiiii e 628
Figure 386 Valid COMMEANGAS .....cooiiiiiiieee e e e e e e e e e e e 629
Figure 387 Call CONMIOl ...t e e e 630
Figure 388 Budget Management .............ouiiiiiiiiiii e 631
Figure 389 Call HISTOrY .......oueiiiieiiiiee ettt e es 632
Figure 390 Menu 24: System Maintenance ...........ccoeiiiiiieieiiiiiie e 633
Figure 391 Menu 24.10 System Maintenance: Time and Date Setting ...........ccccccceiiiiienn. 633
Figure 392 Menu 24.11 — Remote Management Control ..........ccccccceeeiniiiieeiniiiiee e 637
Figure 393 Menu 25: Sample IP Routing Policy Summary .........cccccoceeiiiiiiiiiiee e 640
Figure 394 Menu 25.1: IP Routing Policy SetUP .......ccooiiiiiiiiiiiie e 642
Figure 395 Menu 25.1.1: IP Routing POliCy SEtup .......ccueviiiiiiiiiiiieee e 644
Figure 396 Example of IP Policy ROULING ........coiiiiiiiiiiiiee e 645
Figure 397 IP Routing Policy EXample T ... 645
Figure 398 IP Routing Policy EXample 2 ... 646
Figure 399 SChedule SELUD .......ooiiiiiiiie e 648
Figure 400 Schedule Set SEIUP ......oiiiiiiiiiiie e 649
Figure 401 Applying Schedule Set(s) to a Remote Node (PPPOE) .........cccccceviiiiiiiiiiinenn. 650
Figure 402 Applying Schedule Set(s) to a Remote Node (PPTP) ........cocoiiviiiiiiiieeeiiieeen, 651
Figure 403 POP-UP BIOCKET .....ooiiiiiiii e 655
Figure 404 Internet OptionS: PriVACY .......cc.ueiiiiiiiiiiee ettt e 656
Figure 405 Internet Options: PriVaCY .......cc.uuiiiiiiiiiiee e 657
Figure 406 Pop-up Blocker SEttings .......ooiiiiiiiiiie e 658
Figure 407 Internet Options: SECUNLY .....c.eueiiiiiiieee e 659
Figure 408 Security Settings - Java Scripting ..........coooiiiiiiiiiii e, 660
Figure 409 Security Settings - Java .......ceeeiiiiii 661
FIQUIE 410 JaVa (SUN) .eeeiieiiiiiiiie ettt et e e e e e e e e st e e e e e e nsbeeeeeeennbaeeeeeennees 662
Figure 411 WLAN Card INStallation ...........c..oiiiiiiiiieeiie e 669
Figure 412 Console/Dial Backup Port Pin Layout ............ccccvveeiiiiiiiiiiiiiieeee e, 669
Figure 413 Ethernet Cable Pin ASSIGNMENTS ........cooiiiiiiiiiiiiii e 670
Figure 414 Attaching Rubber Feet ... 673
Figure 415 Attaching Mounting Brackets and SCrews ..........cccccccoiiiiiieiiiiiiee e 674
Figure 416 Rack MOUNTING .....ooviiiiiiiiiie i e e 674
Figure 417 Windows 95/98/Me: Network: Configuration ...........ccccooiiiieiiiiiiiiiee e, 679
Figure 418 Windows 95/98/Me: TCP/IP Properties: IP Address .........cccccccvvveeeeeieeeeeeeeieen, 680
Figure 419 Windows 95/98/Me: TCP/IP Properties: DNS Configuration ..........cccccccovinneeee. 681
Figure 420 Windows XP: Start MENU ...........eeeiiiiiiiiiiiiiiiiie e 682
Figure 421 Windows XP: Control Panel ..........c..oooiiiiiiiiiiiie e 682
Figure 422 Windows XP: Control Panel: Network Connections: Properties ....................... 683
Figure 423 Windows XP: Local Area Connection Properties ...........cccccoiiiieiiiiiiiieeeinineen. 683
Figure 424 Windows XP: Internet Protocol (TCP/IP) Properties .........ccccccvveviiiiieeeniinnenen. 684

41

List of Figures



ZyWALL 5/35/70 Series User’s Guide

Figure 425 Windows XP: Advanced TCP/IP Properties ..........ccccccuiiieeeeiiiiiee e 685
Figure 426 Windows XP: Internet Protocol (TCP/IP) Properties .........cccccovveiiiieeeeniiiinenn. 686
Figure 427 Macintosh OS 8/9: APPIe MENU ........eeiviiiiiiiiie e 687
Figure 428 Macintosh OS 8/9: TCP/IP .....coo it 687
Figure 429 Macintosh OS X: Apple MENU .........eiiiiiiiiiiie et 688
Figure 430 Macintosh OS X: NetWOIK .......cocoiiiiiiiiiiiii e 689
Figure 431 Red Hat 9.0: KDE: Network Configuration: Devices .........ccccccoccveeiiiiineennnnnen. 690
Figure 432 Red Hat 9.0: KDE: Ethernet Device: General .........ccccooiiiiiiiiiiiiic e 690
Figure 433 Red Hat 9.0: KDE: Network Configuration: DNS ..........cccccoiiiiiiiiiiee e, 691
Figure 434 Red Hat 9.0: KDE: Network Configuration: Activate ............cccccooiiiiiiiiine 691
Figure 435 Red Hat 9.0: Dynamic IP Address Setting in ifconfig-ethO ...........ccccceieiinneen. 692
Figure 436 Red Hat 9.0: Static IP Address Setting in ifconfig-ethO  ...........ccocoiiiiinen. 692
Figure 437 Red Hat 9.0: DNS Settings in resolv.conf — ........cccccoiiiiiiiiiiie e, 692
Figure 438 Red Hat 9.0: Restart Ethernet Card ... 693
Figure 439 Red Hat 9.0: Checking TCP/IP Properties ........cccccceiiiiieieiiiiiiie e 693
Figure 440 Single-Computer per Router Hardware Configuration .............cccoccviiiniinnnn, 703
Figure 441 ZyWALL as @ PPPOE ClieNt ........cccuuiiiiiiiiee e 703
Figure 442 Transport PPP frames over Ethernet ..., 704
Figure 443 PPTP ProtoCol OVEIVIEW ........coiiiiiiiiieiiiiiiie ettt e e e enneeeeas 705
Figure 444 Example Message Exchange between Computer and an ANT .........ccccoceeeen. 706
Figure 445 Peer-to-Peer Communication in an Ad-hoc Network ...........ccccoceeiiiieeennnnnen. 708
Figure 446 BasiC SErviCe St ...t 709
Figure 447 Infrastructure WLAN ... e 710
Figure 448 RTS/CTS ..oiiiiiiieiiie ettt ettt e e e st e e st e e e te e e s nte e e nteeeaneeeeanaeaeaneeeans 711
Figure 449 EAP AuthentiCation ............oooiiiiiiiiiie e 714
Figure 450 WEP Authentication StEPS ........euiiiiiiiiiiicie e 717
Figure 451 Roaming EXample .........oooiiiii e 720
FIgure 452 1d@al SEIUD .....oiueeiiiiee et 722
Figure 453 “Triangle Route” Problem ............oooiiiiiiiiiiiiccee e 723
FIGUIE 454 1P AlIGS ... .eeeeie ettt ettt et e e e et e e et e e e e e nneeas 724
Figure 455 Gateways on the WAN Side ...........uuveiiiiiiiiiiiiiiiiieeee e 724
Figure 456 Windows 98 SE: WINPOPUD  ...coiiiiiiiiiiee e 726
Figure 457 Windows 98 SE: Program Task Bar ...........ccoooiiiiiiiiiiiiie e, 727
Figure 458 Windows 98 SE: Task Bar Properties ..o 727
Figure 459 Windows 98 SE: StartUp  ........cvveeiiiiiiiii e 728
Figure 460 Windows 98 SE: Startup: Create ShortCut ..o, 728
Figure 461 Windows 98 SE: Startup: Select a Title for the Program  .........cccccceeeeiiiiinnni, 729
Figure 462 Windows 98 SE: Startup: ShortCut ..........ccuiiiiiiii e 729
FIgure 463 VPN RUIES .......ooieiiiiiiiee e e e e e s 731
Figure 464 Headquarters Gateway Policy Edit ...........cccccoiiiiiiiiiii e 732
Figure 465 Branch Office Gateway Policy Edit .............cccooiiiiiiiiiii e, 733
Figure 466 Headquarters VPN RUIE .........oooiiiiiiiii i 734
Figure 467 Branch Office VPN RUIE .........uuiiiiiiiiiiiiii e 734

List of Figures 42



ZyWALL 5/35/70 Series User's Guide

Figure 468 Headquarters Network Policy Edit ...........cc.oeeiiiiiiiie e, 735
Figure 469 Branch Office Network Policy Edit ... 736
Figure 470 VPN Rule CONfIQUIEA ........cooiiiiiiiiieiiiee ettt e e 737
Figure 471 VPN DIal ..ooiieiiieie ettt e ee e et e et eeaee e e sneeeaeneeeeenneeeans 737
Figure 472 VPN Tunnel EstabliShed ... 737
Figure 473 VPN LOg EXamPIE ...t 739
Figure 474 IKE/IPSec Debug EXamPIe ........cccuiiiiiiiiiiiiee et 740
Figure 475 Security CertifiCcate ..........ooiiiiiii s 742
FIQUre 476 LOGIN SCIEEN ......veiiiieiiiiiiie ettt et e ettt e e et e e e e et e e e e et beeeeeennnbeeeeeeneees 743
Figure 477 Certificate General Information before Import ..........cccoooiiiiii 743
Figure 478 Certificate Import Wizard 1 .........ooooiiiiiiiiie e 744
Figure 479 Certificate Import Wizard 2 ...........oooiiiiiiiii e 744
Figure 480 Certificate Import Wizard 3 ...........cooiiiiiiiiiie e 745
Figure 481 Root Certificate StOre ........coioiiiiiiiie e 745
Figure 482 Certificate General Information after Import ...........cccccoiiiiii e, 746
Figure 483 ZyWALL Trusted CA SCreeN .......cuueiiiiiiiiiiii e 747
Figure 484 CA Certificate EXamPIE .........ooiiiiiiiiiiie it 748
Figure 485 Personal Certificate Import Wizard 1 ... 749
Figure 486 Personal Certificate Import Wizard 2 ............cccooiiiiiiiiiiiiie e 749
Figure 487 Personal Certificate Import Wizard 3 ............oooiiiiiiiii e 750
Figure 488 Personal Certificate Import Wizard 4 ............ccooiiiiiiiiiiiee e 750
Figure 489 Personal Certificate Import Wizard 5 ..........cccooiiiiiiiiiieeeee e 751
Figure 490 Personal Certificate Import Wizard 6 ............ccccoeeiiiiiiiiiiiie e 751
Figure 491 Access the ZyWALL Via HTTPS ... 751
Figure 492 SSL Client Authentication .............ccccccoiiiiiiiiiiiiiee e, 752
Figure 493 ZyWALL Secure LOGIN SCrEEN .......c.ueiiiiiiiiiiiie e 752
Figure 494 Option to Enter Debug Mode ...........coooiiiiiiiiiiiiie e, 772
Figure 495 Boot Module COMMANAS ........eeiiiiiiiiiiie e 773
Figure 496 Displaying Log Categories Example ...........ccccooviiiiieiiiiiiiiiiiiccciieeeeeeee e 796
Figure 497 Displaying Log Parameters EXample ............ccccooiiiiiiiiiiiiece e 796

43

List of Figures



ZyWALL 5/35/70 Series User’s Guide

List of Tables

Table 1 Model SPeCific FEAtUIrES .........oooiiiiiiiiieee e 54
Table 2 Front Panel LEDS ...ttt ee e e e e e e e e e e e e 64
Table 3 Web Configurator HOME Screen in Router Mode ..........ccoocoiieiiiiiiiiiiee e 70
Table 4 Web Configurator HOME Screen in Bridge Mode .........ccoccieiiiiiiiiiiiiiieeee 72
Table 5 Bridge and Router Mode Features CompariSon ...........ccccvuiiieiiiiieeeeeniiiciieeeeee 74
Table 6 SCreeNS SUMMAIY  ...iiiiiie et e et e e e s b ee e 75
Table 7 Home: Show StatiStICS .....ccoiiiiiiiiiiiiie e 79
Table 8 Home: Show Statistics: Line Chart ... 81
Table 9 HOMe: DHCP Table .....oeiiiiiiiiiiee et e enree e e 82
Table 10 HOME : VPN SEAtUS ....ueeiiiiiiiiiiiie et e e e e e e 83
Table 11 ISP Parameters : Ethernet Encapsulation ..............cccoooiiiiiiicee, 85
Table 12 ISP Parameters: PPPOE Encapsulation ............ccccoiiiiiiiiiiiiiiieiieiee e 86
Table 13 ISP Parameters : PPTP Encapsulation ..............ccoooiiiiiiiiceee 88
Table 14 Internet Access Wizard: Registration ..........ocooiiiiiiiiii e 91
Table 15 VPN Wizard: Gateway Setting ......cc..ooiiiiiiiiiii i 94
Table 16 VPN Wizard : Network Setting ........oooviiiiiiiiii e 95
Table 17 VPN Wizard: IKE Tunnel Setting .......ooooiiiiiiiiii e 97
Table 18 VPN Wizard: IPSeC Setling .......cvuiiiiiiiiiiiii e 98
Table 19 VPN Wizard: VPN StatUS .........coiiiiiiiiiiiiiiic et 100
Table 20 ReGISIration .......oooiiiiiiii e 106
TaADIE 271 SEIVICE .ieteiiie ettt et s e e e e e et e e e e e st e e e e e e ate e e e e anreeaeenees 108
TabIE 22 LAN oo e e e e e e e e e e aabeeaenaes 113
Table 23 LAN StatiC DHCP .......uiiiiiiiee ettt eeee e e e nnreeeaeeaaes 115
Table 24 LAN IP AlIGS  .....oeeiiii ettt e e e et e e e et e e e s eenbaaaae e 117
Table 25 LAN POrt ROIES .. ...t 119
Table 26 STP Path COStS ..ot e e e e e e ee s 123
Table 27 STP POrt SEAtES  ..oeiiiieiiie e e s aee e e e 124
TabIE 28 BriAGE ....ceeeiieiiiieiie et e e a e 125
Table 29 Bridge POrt ROIES ... e e e e e e e eeeeees 127
Table 30 Least Load First: Example 1 ..o 132
Table 31 Least Load First: EXamPIe 2 ......ooommeiieiiiiie e e e e 132
Table 32 WAN GENEIAI .....cceiiiiiieeeeeee ettt e e e e e e s e e e e e e e e aa e e e e e e e nnnneneeeees 136
Table 33 Load Balancing: Least Load First .........ccccoooiiiiiiiiiiiiiiee e 138
Table 34 Load Balancing: Weighted Round RODIN .........cooiiiiiiiiiieeee e 139
Table 35 Load Balancing: SPillOVEr .........cooiiiiiiieeeeeeee e 140
Table 36 WAN ROULE ......eiiiiiiiiiiiiie ettt e e e et e e e s et e e e e s abaeee e e s sntaaeeeeans 141
Table 37 Private IP Address RANGES .....oovviviiiiiiiiiei e e e e e e e eeenees 142
Table 38 Example of Network Properties for LAN Servers with Fixed IP Addresses ......... 143

List of Tables 44



ZyWALL 5/35/70 Series User's Guide

Table 39 WAN: Ethernet Encapsulation ............cooiiiiiiiiii i 144
Table 40 WAN: PPPOE Encapsulation ..o 148
Table 41 WAN: PPTP ENcapsulation ...........oeuiiiiiiiii e 151
Table 42 Traffic REAIFECT .....oooeeee e e e 154
Table 43 Dial BACKUD  ....cooiiiiiieeece ettt e e e e e e e e e e e e e e e e e eeaanaeaes 157
Table 44 AdVanCed SELUD  ....eeiiiiiiiiei e a e 160
TabIE 45 DIMIZ ...t e et e e e e e e e e e e e e e e e e aareeaeenees 163
Table 46 DMZ Static DHCP .......oooiiiiiiiiee ettt e e et ae e 166
Table 47 DMZ: IP AlIGS ....eiiiiiiiiiiie ettt e e e ettt e e e st e e e s et eeeessnreeeeeeaans 167
Table 48 DMZ: POt ROIES ...ttt e e e e e e e e eeeeeas 172
JLE= 1L TR N PR 175
Table 50 WLAN Static DHCP  ....ooiiiee ettt a e 178
Table 51 WLAN TP AlI@S  ..ooiiiiiiiiiie ettt ettt e e ettt e e e s ettt e e e s st e e e e s anbeeeaeeans 179
Table 52 WLAN POt ROIES  ......uiiiiiiiiiieee et e e e e e e e e ee e eeas 181
Table 53 Wireless Security Relational MatriX ..........ccoccooiiiiiiiiiiieice e 184
Table 54 Wireless Card: NO SECUILY  ....coiiuiiiiiiiiiii e 191
Table 55 Wireless Card: Static WEP  .......ccuviiiiiiiee et 193
Table 56 Wireless Card: WPA-PSK ... ittt e e eea e e 194
Table 57 Wireless Card: WPA ... . ittt e et e e e e aneeeeaeeanes 195
Table 58 Wireless Card: 802.1x + Dynamic WEP ... 196
Table 59 Wireless Card: 802.1x + Static WEP  ........oooiiiiiiiiiee e 197
Table 60 Wireless Card: 802.1X + NOWEP  .....ueeiiiiiiiiii e 199
Table 61 Wireless Card: No Access 802.1x + Static WEP ........c.cooiivieiiiieee e 200
Table 62 Wireless Card: MAC Address Filter ... 201
Table 63 ComMMON [P POIMS  .....ueiiiiiiiiiiie ettt e et e e e s entaeeee e e 204
Table 64 ICMP Commands That Trigger Alerts ... 207
Table 65 Legal NetBIOS Commands .........ooooiiiiiiiiiiiiieeeee e 207
Table 66 Legal SMTP COMMANAS  ....ooiiiiiiiiiiiei it e e e e 208
Table 67 Default Rule (ROUEr MOGE) ......cooiiiiiiiiiiiiiee e 219
Table 68 Default Rule (Bridge MOdE) ......cceeeiiiiiiiiiiiici e 221
Table 69 RUIE SUMMAIY ... e e e e e e e e 222
Table 70 Firewall EQit RUIE ..........ouiiiiiiiiiiiee e e e 225
Table 71 Anti-Probing .......ccooiiiii e 226
Table 72 Firewall ThreShold .........oooiiiiiiiiee e e e ee e 229
Table 73 FireWall SEIVICE .....ocviiiiiiiiiiie ettt e e et e e e s abee e e e eanes 231
Table 74 Firewall Edit CUStOM SEIVICE .....cceeiiiiiiiiee e 232
Table 75 Predefin@d SEIVICES ......ccoiiiiiiiiiiiiiie ettt ee e snraee e e 233
Table 76 IDP: GeNeral SEIUD  ....coiiiiiiiiiie it e e 246
Table 77 AHACK TYPES ..ottt e e e e e e e e e e e e e e e eeeeeeareanraaes 247
Table 78 INtruSion SEVEIIY .....c.eiiiiiii e 248
Table 79 SigNature ACHONS  ......uuiiiiiiiiieiee e e e e e e e e e eee s 249
Table 80 IDP Signatures: Group VIEW ......c...oiiiiiiiiiiiiiiiiiee e 250
Table 81 Signatures UPAate ..........ceeeiiiiiiiiiiiiiiie e 256
45 List of Tables



ZyWALL 5/35/70 Series User’s Guide

Table 82 Common CoMPULET ViIrUS TYPES  ...uvvviiiiiiiieeeeeee ettt 258
Table 83 Anti-VIiruS: GENEIAl ........uiiiiiiiiiie et e e e e e e s eeee s 262
Table 84 Anti-Virus: Update ........ooooiiiiiicece e 264
Table 85 Anti-Spam: GENETal .........occuoiiiiiiiiiiie e 271
Table 86 Anti-Spam: External DB ............oooiiiiiie e 272
Table 87 Anti-Spam: LiStS ....coiiiiiiiiiii e 274
Table 88 Anti-Spam RuUle Edit ..........oooiiiiiiiiiiiiee e 276
Table 89 Content Filter : GENEral ... 279
Table 90 Content Filter: Categorie€S ........oiiiuiiiiii it 282
Table 91 Content Filter: Customization ..........cccueiiiiiiiiii e 289
Table 92 Content FIlter: CaChe ........occuoiiiiiiiiie e 292
Table 93 VPN @nd NAT oottt e e e sttt e e e s s sab e e e e s ensb e e e e s sbbaeaaeaans 306
Table 94 ESP and AH ..o e e e e eeeeeane 309
Table 95 Local ID Type and Content Fields ........oooiiiiiiiiiii e 312
Table 96 Peer ID Type and Content FieldS ..........cccccooiiiiiiiiiiiiieeee e 312
Table 97 Matching ID Type and Content Configuration Example ............cccccociiiiiiennneeenn. 312
Table 98 Mismatching ID Type and Content Configuration Example ............cccoccoieernnnne. 313
Table 99 IPSec Fields SUMMAIY ......oeiiii e 316
Table 100 VPN SCreen ICONS KEY .....ooviiiiiiiiiiiiieee ettt e e e e e e e e e eeaeeenaes 317
Table 101 VPN Rules (IKE): Gateway Policy: Edit ..........cccccceiiiiiiieiiiiiiee e 320
Table 102 VPN Rules (IKE): Network Policy Edit .........ccccccooiiiiiiiii e 326
Table 103 VPN Rules (IKE): Network Policy MoVe .........cccooiiiiiiiieeeee e 329
Table 104 VPN RUIES (MANUAI) ..ottt et e et e e e et e e e 330
Table 105 VPN Rules (Manual) Edit .........cccoiiiiiiiiiii e 332
Table 106 VPN: SA MONITOT  ...uuiiiiiiiiiiie ettt e e e e st e e e e s anreeeeeeaaes 335
Table 107 VPN: Global SENG .....ccoiiiiiiiiiiiiiiie e 336
Table 108 Telecommuters Sharing One VPN Rule Example ........cccccccviiiiiiiiiiiiiiiiiiieee. 338
Table 109 Telecommuters Using Unique VPN Rules Example ..........ccccccoiiiieiiiiiiinenns 339
Table 110 My Certificates .......cooiiiiiiiieieeeee e 344
Table 111 My Certificate IMpOrt ......ocuei e 347
Table 112 My Certificate Create .........ooooiiiiiiiiiiiiieeeeee e 348
Table 113 My Certificate DetailS ...........oooiiiiiiiiiie e 352
Table 114 TrUSIEA CAS  .eeeiiii ittt e ettt e e e et e e e e st e e e e e nnteeeeeeaneeeeeeaanes 354
Table 115 Trusted CA IMPOIt .....ooii e e e sbeee e e e 356
Table 116 Trusted CA DetailS .....oooiiiiiiiiiiiie e e 357
Table 117 Trusted ReEMOLE HOSES ....oiiiiiiieiei e 360
Table 118 Trusted Remote HOSt IMPOrt .......oveeiiiiiii e 363
Table 119 Trusted Remote Host Details ... 364
Table 120 DIr€CLOIY SEIVEIS ......uuuiiiiiiiiiee ettt e e e e e e e e e e e e e eab e eeea s 367
Table 121 Directory Server Add .........ooi oo 368
Table 122 Local User Database ..o 372
Table 123 RADIUS ..ottt e et e e e s et e e e s s sab e e e e s eaasaeeeessrbneaaeaans 373
Table 124 NAT DefiNIfIONS  ...ooiiiiiiiie i et e e et e e e e e nnbaeeaeeans 374

List of Tables 46



ZyWALL 5/35/70 Series User's Guide

Table 125 NAT Mapping TYPES  ...ueeeeieiiiiiae ettt e e e e e e e e e e e e eas 378
Table 126 NAT OVEIVIEW .....oiiiuiiieiiiee e ee et e st et e e st e e e aneeeasaeeeeenneeeaeeeeeaneeeennes 379
Table 127 NAT AdAress MappiNg ..eeeeeoeeooooiiie e e e e e e e eeeeeas 381
Table 128 NAT Address Mapping Edit ........oooiiiii e 383
Table 129 Services and Port NUMDEIS ........oooiiiiiiiiiiii e 384
Table 130 POrt FOrwWarding ....c...eeioiiiiiie ettt e e e e e 387
L] o) (ST S B B o o I T T 1= 4T o ST P P PPP 389
Table 132 P StatiC ROULE ....cooeiiiiiie e e 393
Table 133 IP Static Route Edit .........ccceiiiiiiii e 394
Table 134 Policy ROUIE SUMMAIY ....oeiiiiiie e 398
Table 135 Edit IP PoliCy ROULE ......cooieeieeeeee e 399
Table 136 Application and Subnet-based Bandwidth Management Example .................... 404
Table 137 Maximize Bandwidth Usage Example ... 405
Table 138 Priority-based Allotment of Unused and Unbudgeted Bandwidth Example ....... 406
Table 139 Fairness-based Allotment of Unused and Unbudgeted Bandwidth Example .... 406
Table 140 Bandwidth Borrowing EXample ..o 407
Table 141 Bandwidth Management: SUMMArY ........ccccoviiiiiiii i 409
Table 142 Bandwidth Management: Class Setup ... 410
Table 143 Bandwidth Management: Edit Class ........ccccccceiiiiiiiiii i 412
Table 144 Services and Port NUMDErs ... 414
Table 145 Bandwidth Management: Statistics ..........cooooiiiiiiiiii e 415
Table 146 Bandwidth Management: MONItor ...........oooiiiiiiiiiii e 416
Table 147 System DNS ..o e 421
Table 148 System DNS: Add Address ReCOrd .........cooiiiiiiiiiiiiiiiie e 423
Table 149 System DNS: Insert Name Server Record ............ooocociiiiiiieiieeieeeeeeceeciieee 424
Table 150 DNS CaACh@ ...ttt e e e e s ee s 425
Table 151 DNS DHOCP ..ottt be e et 427
Table 152 DDINS ..ottt e e ettt e et e e e st e e e amee e e eneeeeateeeeaneeeanneeeeaneeeenneen 429
Table 153 WIWWWV ettt ettt e be e eb et e et e e e s beeeannee 435
QL= 1o LT 7 30 3 o USSR 443
Table 155 TeINEL ...ttt e e e e e e e e e e eeeeee s 447
JLE= o) LT T T I USSR 448
Table 157 SNIMP TrapS ..occoiiiiiiiete ettt e e e e e e e e e e e e e e e e e et vaaeee s 450
JLE= o] LT S TR T NS 451
Table 159 DINS ..o b ettt e s be e e e bt nbe e aaeas 452
JLE= o] L= 0 I N SRR 453
Table 161 UPNP ettt be et e e e 457
Table 162 UPNP POIS ...ttt e s ee e 459
TabIE 163 ALG ittt bbbt naeas 471
TabIE 164 VIBW LOG ..ottt ettt e e e e e e e b e e e 473
Table 165 Example Log DeSCHPON .....coovviiiiiiiiciie e 473
Table 166 LOG SELHNGS ....eeiiiiiiiiiiie ittt e et e e e e s snreeeeeeaaes 477
TabIE 167 REPOIS oottt e e e e et e et e e e e e e e e e e e aeaeaeeeeeaes 479
47 List of Tables



ZyWALL 5/35/70 Series User’s Guide

Table 168 Web Site HitS REPOIt .......oooiiiiiiiiiiiie e 480
Table 169 Protocol/ Port REPOIt .........oiiiiiiiiiie e 481
Table 170 Host IP Address REPOIt .......ovveiiiiiiiieie e e e e e e eeenees 482
Table 171 Report SpecCifiCationNS ..........oviiiiiiiiiie e 483
Table 172 General SEIUP  ......ccuuiiiiiieeeeeeeeee e 485
Table 173 PassWord SETUD  ....eeiiiiiiiiiiie e e e e 486
Table 174 Time and Date ... 487
Table 175 Default TIME SEIVEIS ......ooiiiiiiei it e e e e e e s aeeeee s 489
Table 176 MAC-address-to-port Mapping Table ..., 491
Table 177 Device Mode (Router MOdE) ........oueiiiiiiiiiiiie e 492
Table 178 Device Mode (Bridge MOAE) .......cocoiiiiiiiiiiiiiiiee et 493
Table 179 Firmware UPload .........coooiiiiiiiiiiiie et e e e e 495
Table 180 Restore Configuration ............coioiiiiiiiiiiiie e 497
Table 181 Main Menu COmMMANAS  ....oooeiiiiieeeee e e e e e e e eeeeeaeeas 501
Table 182 Main MENU SUMMEIY  ...ocuuiiiieiiiiiiee et e ettt e e e et e e e e s enteeeeeesanteeeeeeanes 503
Table 183 SMT MENUS OVEIVIEW  ....ooviiieiieiiiieciiieieie et e e e e e e e s e e e e e e e e e e s e nnneenaeeeeeeas 504
Table 184 Menu 1: General Setup (Router Mode) .........ccccviiiiiiiiiieiiiiiee e 508
Table 185 Menu 1: General Setup (Bridge Mode) ..........occviiiiiiiiiiiiiiiieeee e 509
Table 186 Menu 1.1: Configure Dynamic DNS ... 510
Table 187 Menu 1.1.1: DDNS HOSt SUMMAIY ......ooiiiiiiiiiii e 511
Table 188 Menu 1.1.1: DDNS Edit HOSt ....ooiiiiiiiiiiiece e 512
Table 189 MAC Address Cloning in WAN Setup .......coooiiiiiiiiiiiiiiiee e 515
Table 190 Menu 2: Dial Backup SEtUP ......ccccuuiiiiiieiieeeeeeeeee e 516
Table 191 Advanced WAN Port Setup: AT Commands Fields ...........cccocoiiiiiiiiieeinnn, 517
Table 192 Advanced WAN Port Setup: Call Control Parameters .............ccccccovvvivieennene... 518
Table 193 Menu 11.3: Remote Node Profile (Backup ISP) .....ccccoiiiiiiiiiieeeee 519
Table 194 Menu 11.3.1: Remote Node PPP Options .........ccoooiiiiiiiiieeiieeeeecceceeeeeee 521
Table 195 Menu 11.3.2: Remote Node Network Layer Options .........ccccoeviiieeeeiiiiieneeeee 522
Table 196 Menu 11.3.3: Remote Node SCript ......cccuviiiiiiiiiieeeceee e 525
Table 197 Menu 3.2: DHCP Ethernet Setup Fields .........ccooiiiiiii 528
Table 198 Menu 3.2: LAN TCP/IP Setup Fields .......coeeeeviiiiiiiiiiiieeeee e 529
Table 199 Menu 3.2.1: IP Alias SetUD ...ooeeiiiiiie e 530
Table 200 Menu 4: Internet Access Setup (Ethernet) ..o 533
Table 201 New Fields in Menu 4 (PPTP) SCreen ........ccoooiiiiiiiiiiiiiee e 534
Table 202 New Fields in Menu 4 (PPPOE) SCrEEN  ......ccccuiiieiiiiiiie et 535
Table 203 Menu 6.1: Route ASSESSMENT  ....oiiiiiiiiiiii e 541
Table 204 Menu 6.2: Traffic REAIFECt ......ccveiiiiiiie e 541
Table 205 Menu 6.3: Route FailoOVer ........c..ooiiiiiiiiiiiiii e 542
Table 206 Menu 7.1: WIreless SetUp ......ccccciiiiiiiiiiieecc e 545
Table 207 Menu 7.1.1: WLAN MAC Address Filter ..o 546
Table 208 Menu 11.1: Remote Node Profile for Ethernet Encapsulation .............c............. 552
Table 209 Fields in Menu 11.1 (PPPoE Encapsulation Specific) .......ccccoovviiiiineenn 554
Table 210 Menu 11.1: Remote Node Profile for PPTP Encapsulation ...........ccccoeveeeeeeee.n. 555

List of Tables 48



ZyWALL 5/35/70 Series User's Guide

Table 211 Remote Node Network Layer Options Menu Fields ..............ccccoiiiiiiiiiieennnnn.. 556
Table 212 Menu 11.1.5: Traffic Redirect Setup ......c.oooiiiiiiiii e 559
Table 213 Menu 12. 1: Edit IP Static ROUTE ......cceeiiiii e 561
Table 214 Applying NAT in Menus 4 & 11.1.2 oo 564
Table 215 SUA Address Mapping RUIES ........cooiiuiiiiiiiiiiecc e 566
Table 216 Fields in MeNU 15.1.1 oo e e e eeeas 567
Table 217 Menu 15.1.1.1: Editing/Configuring an Individual Rule ina Set ........................ 568
Table 218 15.2.1.2: NAT Server Configuration ............ccccoiiiiiiiiieiiie e 571
Table 219 Menu 15.3.1: Trigger POrt SEUDP  ....ooiiiiiiiieec e 580
Table 220 Abbreviations Used in the Filter Rules Summary Menu ...........cccccooviiiiieennne 588
Table 221 Rule Abbreviations Used ... 588
Table 222 Menu 21.1.1.1: TCP/IP Filter RUIE .......oocoiiiiiiiiiiiee e 589
Table 223 Generic Filter Rule Menu Fields ........coooiiiiiiiiiiiei e 592
Table 224 SNMP Configuration Menu Fields ... 598
Table 225 SNIMP TrapS ..occooiiiiii ettt e e e e e e e e e e e e e e e e e e e avaaeee s 599
Table 226 System Maintenance: Status Menu Fields ..., 601
Table 227 Fields in System Maintenance: Information ..............ccccoveeiiiiiiiiee 603
Table 228 System Maintenance Menu Syslog Parameters ..........cccoocooiiiiiiiieiiiiiieeeene 605
Table 229 System Maintenance Menu DiagnostiC ........cccooviiiiiieiiiiiiie e 610
Table 230 Filename CONVENLIONS  ......oiiiiiiiieie e e e e e e e 613
Table 231 General Commands for GUI-based FTP Clients ........ccccociiiieiiiiiiie e 615
Table 232 General Commands for GUI-based TFTP Clients ........cccocooieiiiiiiieeiiiiiiieees 617
Table 233 Valid COMMANAS  ......oiiiiiiiiiii et e e e 629
Table 234 Budget Management ..........oooiiiiiiiiiiii e 631
Table 235 Call HISTOrY .....coooiiiieeeeee e 632
Table 236 Menu 24.10 System Maintenance: Time and Date Setting .........cccccoiiiirnnne 634
Table 237 Menu 24.11 — Remote Management Control ...........ccccccccoeeiiiiiiiiiiiiiiiieeieeeeeeee, 637
Table 238 Menu 25: Sample IP Routing Policy Summary ..........ccccooiiiiiiiiiiiieeeeee 640
Table 239 IP Routing PoliCy SEIUP .......oooiiiiiieeee e 641
Table 240 Menu 25.1: IP Routing PoliCy Setup .....c..eoiiiiiiiiiiiiiee e 642
Table 241 Menu 25.1.1: IP Routing Policy Setup ..........ccooiiiiiiiiiiiieeeeeeeceeee e 644
Table 242 Schedule Set SEIUD ....ooiiiiiii e 649
Table 243 Troubleshooting the Start-Up of Your ZyWALL ..o 652
Table 244 Troubleshooting the LAN Interface .........cccoooiieiiiiiiii e 652
Table 245 Troubleshooting the DMZ Interface ...........cccooiiiiiiiiiiiieiiieeee e 653
Table 246 Troubleshooting the WAN Interface .........cccceiiiiiiiiiiiiie e 653
Table 247 Troubleshooting Accessing the ZyWALL ... 654
Table 248 Device SpecCifiCations .......c..ooiiiiiiiiiii e 664
Table 249 PerfOrMaNCE  .......coiiiiiiii ettt e e ettt e e e s ettt e e e s abtee e e e s abbaeeeeaans 665
Table 250 Firmware FEATUMNES  .......oeiiiiiie et e e e e e e eeeeeeees 665
Table 251 Feature SpecCifications ............coooiiiiiiiiiiiiiie e 667
Table 252 Compatible ZyXEL WLAN Cards and Security Features ..........cccccccoviieniennnn 668
Table 253 Console/Dial Backup Port Pin Assignments .........cccccccveeeeeiiiiiiiiiiiieeeeeeeeeeee, 670
49 List of Tables



ZyWALL 5/35/70 Series User’s Guide

Table 254 Classes Of IP AAAreSSES  ....oooiiiiiiiiiii e 694
Table 255 Allowed IP Address Range By Class ... 695
Table 256 “Natural” MasKS .........eiiiiiiiiiiieee ittt e e e e e e eeas 695
Table 257 Alternative Subnet Mask Notation ..........cccccoiiiiiiiii e 696
Table 258 Two SubNets EXamMPIE .......ooooiiiiiiiiieeeeee e 696
Table 259 SUDNET 1 oot e e e e e e e e e e e e e e e e e e e e e eeees 697
Table 260 SUDNEL 2 ..o 697
Table 261 SUDNEL 1 .o e e 698
Table 262 SUDNEL 2 ..o 698
Table 263 SUDNEL 3 ..o 698
Table 264 SUDNEL 4 ... e 699
Table 265 Eight SUDNETS ....oooiiiiiiii e 699
Table 266 Class C Subnet Planning .........cccvioiiiiiiiiee e 699
Table 267 Class B Subnet Planning .......ooieiiiioiiiii e 700
Table 268 IEEEBD2.110G .uiiiiieiiiiiie ettt ettt e e et e e e st e e e e et e e e e anreeeeeenees 712
Table 269 Comparison of EAP Authentication Types ........ccccooiiiiiiiiiii e 718
Table 270 Wireless Security Relational MatrixX ..........ccccceveiiiiiiiiiiiiiiieeeeeeeeeeeeeee 719
Table 271 Firewall COMMANAS  .......eiiiiiiiie i e e e e e e e e e e aeeeeeeas 756
Table 272 NetBIOS Filter Default Settings ........cccveviiiiiiiiie e 763
Table 273 Certificates COMMANAS  ...oooiiiiiiiiiiiee e 766
Table 274 Brute-Force Password Guessing Protection Commands ............cccccvveeeeeeeeen... 770
Table 275 System MaintenancCe LOGS .....c.ueeiiiiiiiiiiei e 774
Table 276 System ErrOr LOGS ....eiiiiiiiiiiiee ettt e e e e e 775
Table 277 ACCeSS CONIrOl LOGS ....oiiiiiiiieiiiiiiie et e e 776
Table 278 TCP RESEE LOGS  .....uuiiiiiiiiiiiieee et 777
Table 279 Packet FIter LOGS .....ooiiiiiiiiieei ettt 777
Table 280 ICIMP LOGS ..ueiiiiieiiiiiiee ettt ettt e ettt e e e e ettt e e e e s entt e e e e s antt e e e e e eantaeeeesaanbneeaeeans 778
Table 281 CDR LOGS  .iiiiiiiiiii ittt ettt e e e ettt e e e e st e e e e s anbaeeeeeaae 778
TaDIE 282 PPP LOGS ..o iiiiiiiiie ittt ettt ettt e e e ettt e e e ettt e e e e ettt e e e e abae e e e e e antaeaaeeans 778
Table 283 UPNP LOGS ...ttt ettt ettt e et e e e e et e e e e e enbaeeeeeans 779
Table 284 Content FilteriNg LOGS  ..ooooeiiiiiiieeeeee et 779
Table 285 AACK LOGS ...ttt 780
Table 286 Remote Management LOGS .....ooviiiiiiiiiiiiiiie e 781
Table 287 WiIr€leSS LOGS ...eiiiiiiiiiiie ittt ettt e e et e e e e anbeeeeeeaae 782
Table 288 IPSEC LOGS  .oiiiiiiiiiiiiict et e e e e e e e e e e e e e 782
Table 289 IKE LOGS oottt ettt et e et e et e e e e s e e e 783
Table 290 PRI LOGS .oiiiiiiiiiii ettt ettt ettt e e e e et e e e e st e e e e e nbe e e e e e aneeeeeeennes 786
Table 291 Certificate Path Verification Failure Reason Codes ...........ccccccoviiiiiiiiiiiinneenne 787
Table 292 802.1X LOGS  -vretiieiitiiiieeeiiiite e e ettt e e e ettt e e e e sttt e e e e snbb e e e e ensbee e e e e snbeeeeeesnnbeeeeeennnes 787
Table 293 ACL Setting NOTES  .....oiiiiiiiiiie et e e 788
Table 294 ICIMP NOLES  ...veiiiiiiiiiiie ettt ettt e e ettt e e e e sttt e e e e et eeeeesanbeeeeeeanes 789
TabIE 295 IDP LOGS  ..eieiiuiieiiee ittt ettt ettt e e et e e et e e e e e e 790
TaDIE 296 AV LOGS  oiiiii ittt e e aaaaaaa e 791

List of Tables 50



ZyWALL 5/35/70 Series User's Guide

TADIE 297 AS LOGS  -eeteeiiiiiiiai ittt e e e e e e e e et e e e e e e e e e e e e e e eeeeeaeas 792
Table 298 SYSIOQG LOGS  ...eeeiiieiiiiiiee ittt ettt e et e e e sttt e e et e e e e e e e e aae 794
Table 299 RFC-2408 ISAKMP Payload TYPES .....ccceeeiiiieiiiiieiie et 795

51 List of Tables



ZyWALL 5/35/70 Series User’s Guide

Preface

Congratulations on your purchase of the ZyWALL.

Note: Register your product online to receive e-mail notices of firmware upgrades and
information at www.zyxel.com for global products, or at www.us.zyxel.com for
North American products.

Your ZyWALL is easy to install and configure.

About This User's Guide

This manual is designed to guide you through the configuration of your ZyWALL for its
various applications. The web configurator parts of this guide contain background information
on features configurable by web configurator. The SMT parts of this guide contain
background information solely on features not configurable by web configurator.

Note: Use the web configurator, System Management Terminal (SMT) or command
interpreter interface to configure your ZyWALL. Not all features can be
configured through all interfaces.

Related Documentation

* Supporting Disk
Refer to the included CD for support documents.
* Quick Start Guide

The Quick Start Guide is designed to help you get up and running right away. It contains
a detailed easy-to-follow connection diagram, default settings, handy checklists and
information on setting up your network and configuring for Internet access.

* Web Configurator Online Help

Embedded web help for descriptions of individual screens and supplementary
information.

* ZyXEL Glossary and Web Site

Please refer to www.zyxel.com for an online glossary of networking terms and additional
support documentation.

User Guide Feedback

Help us help you. E-mail all User Guide-related comments, questions or suggestions for
improvement to techwriters@zyxel.com.tw or send regular mail to The Technical Writing
Team, ZyXEL Communications Corp., 6 Innovation Road 11, Science-Based Industrial Park,
Hsinchu, 300, Taiwan. Thank you!
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Syntax Conventions
» “Enter” means for you to type one or more characters. “Select” or “Choose” means for
you to use one predefined choices.
* The SMT menu titles and labels are in Bold Times New Roman font. Predefined field
choices are in Bold Arial font. Command and arrow keys are enclosed in square
brackets. [ENTER] means the Enter, or carriage return key; [ESC] means the Escape key

and [SPACE BAR] means the Space Bar.

* Mouse action sequences are denoted using a comma. For example, “In Windows, click
Start, Settings and then Control Panel” means first click the Start button, then point
your mouse pointer to Settings and then click Control Panel.

* “e.g.,” is a shorthand for “for instance”, and “i.e.,” means “that is” or “in other words”.
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CHAPTER 1
Getting to Know Your ZyWALL

This chapter introduces the main features and applications of the ZyWALL.

1.1 ZyWALL Internet Security Appliance Overview

The ZyWALL is loaded with security features including VPN, firewall, content filtering, anti-
spam, IDP (Intrusion Detection and Prevention), anti-virus and certificates. The ZyWALL’s
De-Militarized Zone (DMZ) increases LAN security by providing separate ports for
connecting publicly accessible servers. The ZyWALL 70 and ZyWALL 35 are designed for
medium sized business that need the increased throughput and reliability of dual WAN ports
and load balancing. The ZyWALL 35 and ZyWALL 5 provide the option to change port roles
from LAN to DMZ.

You can also deploy the ZyWALL as a transparent firewall in an existing network with
minimal configuration.

The ZyWALL provides bandwidth management, NAT, port forwarding, policy routing (not
available for the ZyWALL 5), DHCP server and many other powerful features.

The PCMCIA/CardBus slot allows you to add a 802.11b/g-compliant wireless LAN. You can
use the wireless card as part of the LAN, DMZ or WLAN. The ZyWALL offers highly secured

wireless connectivity to your wired network with IEEE 802.1x, WEP data encryption, WPA
(Wi-Fi Protected Access) and MAC address filtering.

1.2 ZyWALL Features

The following table lists model specific features.

Note: See the product specifications in the appendix for detailed features and
standards support.

Table 1 Model Specific Features

FEATURE NODEL ZyWALL 5 ZyWALL 35 ZyWALL 70
Multiple WAN o] O

Load Balancing (0] o
Changing Port Roles between the LAN | O (0]

and DMZ

Policy Route (0] o
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Table Key: An O in a mode’s column shows that the device mode has the specified feature.
The information in this table was correct at the time of writing, although it may be subject to
change.

1.2.1 Physical Features

LAN Port

The 10/100 Mbps auto-negotiating Ethernet LAN port allows the ZyWALL to detect the speed
of incoming transmissions and adjust appropriately without manual intervention. It allows data
transfer of either 10 Mbps or 100 Mbps in either half-duplex or full-duplex mode depending
on your Ethernet network. The port is also auto-crossover (MDI/MDI-X) meaning it
automatically adjusts to either a crossover or straight-through Ethernet cable.

DMZ Ports

Public servers (Web, FTP, etc.) attached to a DeMilitarized Zone (DMZ) port are visible to the
outside world (while still being protected from DoS (Denial of Service) attacks such as SYN
flooding and Ping of Death) and can also be accessed from the secure LAN.

The 10/100 Mbps auto-negotiating Ethernet ports allow the ZyWALL to detect the speed of
incoming transmissions and adjust appropriately without manual intervention. It allows data
transfer of either 10 Mbps or 100 Mbps in either half-duplex or full-duplex mode depending
on your Ethernet network. The ports are also auto-crossover (MDI/MDI-X) meaning they
automatically adjust to either a crossover or straight-through Ethernet cable.

WLAN Ports

You can set some of the Ethernet ports to a WLAN port role. This allows you to connect
wireless LAN Access Points (APs) to extend the ZyWALL’s wireless LAN coverage area.

Dual Auto-negotiating 10/100 Mbps Ethernet WAN (single on the ZyWALL 5)

The Ethernet WAN ports connect to the Internet via broadband modem or router. You can use
a second connection for load sharing to increase overall network throughput or as a backup to
enhance network reliability.

The 10/100 Mbps auto-negotiating Ethernet ports allow the ZyWALL to detect the speed of
incoming transmissions and adjust appropriately without manual intervention. They allow data
transfers of either 10 Mbps or 100 Mbps in either half-duplex or full-duplex mode depending
on your Ethernet network. The ports are also auto-crossover (MDI/MDI-X) meaning they
automatically adjust to either a crossover or straight-through Ethernet cable.

Dial Backup WAN

The dial backup port can be used in reserve as a traditional dial-up connection when/if ever the
WAN, (or WAN 1, 2) and traffic redirect connections fail.
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Time and Date

The ZyWALL allows you to get the current time and date from an external server when you
turn on your ZyWALL. You can also set the time manually. The Real Time Chip (RTC) keeps
track of the time and date.

Reset Button
Use the reset button to restore the factory default password to 1234; IP address to 192.168.1.1,

subnet mask to 255.255.255.0 and DHCP server enabled with a pool of 32 IP addresses
starting at 192.168.1.33.

Dual PCMCIA and CardBus Slot

The dual PCMCIA and CardBus slot provides the option of a wireless LAN. You can
alternatively insert a ZyWALL Turbo Card to use the anti-virus and IDP features.

IEEE 802.11 b/g Wireless LAN

The optional wireless LAN card provides mobility and a fast network environment for small
and home offices. Users can connect to the local area network without any wiring efforts and
enjoy reliable high-speed connectivity.

1.2.2 Non-Physical Features

Load Balancing

The ZyWALL improves quality of service and maximizes bandwidth utilization by dividing
traffic loads between the two WAN interfaces (or ports).

Transparent Firewall

Transparent firewall is also known as a bridge firewall. The ZyWALL can act as a bridge and
still have the capability of filtering and inspecting the packets between a router and the LAN,
or two routers. You do not need to do any other changes to your existing network.

SIP Passthrough

The ZyWALL includes a SIP Application Layer Gateway (ALG). It allows VoIP calls to pass
through NAT by examining and translating IP addresses embedded in the data stream. Use the
ALG screen to enable or disable the SIP ALG.

STP (Spanning Tree Protocol) / RSTP (Rapid STP)

When the ZyWALL is set to bridge mode, (R)STP detects and breaks network loops and
provides backup links between switches, bridges or routers. It allows a bridge to interact with
other (R)STP -compliant bridges in your network to ensure that only one path exists between
any two stations on the network.
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Bandwidth Management

Bandwidth management allows you to allocate network resources according to defined
policies. This policy-based bandwidth allocation helps your network to better handle real-time
applications such as Voice-over-IP (VoIP).

IPSec VPN Capability

Establish a Virtual Private Network (VPN) to connect with business partners and branch
offices using data encryption and the Internet to provide secure communications without the
expense of leased site-to-site lines. The ZyWALL VPN is based on the IPSec standard and is
fully interoperable with other [PSec-based VPN products.

X-Auth (Extended Authentication)

X-Auth provides added security for VPN by requiring each VPN client to use a username and
password.

Certificates

The ZyWALL can use certificates (also called digital IDs) to authenticate users. Certificates
are based on public-private key pairs. Certificates provide a way to exchange public keys for
use in authentication.

SSH

The ZyWALL uses the SSH (Secure Shell) secure communication protocol to provide secure
encrypted communication between two hosts over an unsecured network.

HTTPS

HyperText Transfer Protocol over Secure Socket Layer, or HTTP over SSL is a web protocol
that encrypts and decrypts web sessions. Use HTTPS for secure web configurator access to the
ZyWALL

Firewall

The ZyWALL is a stateful inspection firewall with DoS (Denial of Service) protection. By
default, when the firewall is activated, all incoming traffic from the WAN to the LAN is
blocked unless it is initiated from the LAN. The ZyWALL firewall supports TCP/UDP
inspection, DoS detection and prevention, real time alerts, reports and logs.
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Content Filtering

The ZyWALL can block web features such as ActiveX controls, Java applets and cookies, as
well as disable web proxies. The ZyWALL can block or allow access to web sites that you
specify. The ZyWALL can also block access to web sites containing keywords that you
specify. You can define time periods and days during which content filtering is enabled and
include or exclude a range of users on the LAN from content filtering.

You can also subscribe to category-based content filtering that allows your ZyWALL to check
web sites against an external database of dynamically updated ratings of millions of web sites.

Anti-Spam
The ZyWALL’s anti-spam feature helps detect and mark or discard junk e-mail (spam). The
ZyWALL has a whitelist for identifying legitimate e-mail and a blacklist for identifying spam

email. You can also subscribe to an anti-spam external database service that checks e-mail
against more than a million know spam patterns.

Anti-Virus Scanner
With the anti-virus packet scanner, your ZyWALL scans files transmitting through the enabled
interfaces into the network. The ZyWALL helps stop threats at the network edge before they
reach the local host computers.
Intrusion Detection and Prevention (IDP)
IDP can detect and take actions on malicious or suspicious packets and traffic flows.
ZyWALL Turbo Card
ZyWALL Turbo Card is a co-processor accelerator that is used in conjunction with your
ZyWALL for fast, efficient IDP (Intrusion Detection and Prevention) and AV (Anti Virus)
traffic inspection.
Universal Plug and Play (UPnP)
Using the standard TCP/IP protocol, the ZyWALL and other UPnP-enabled devices can

dynamically join a network, obtain an IP address and convey its capabilities to other devices
on the network.

RADIUS (RFC2138, 2139)

RADIUS (Remote Authentication Dial In User Service) server enables user authentication,
authorization and accounting.
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IEEE 802.1x for Network Security
The ZyWALL supports the IEEE 802.1x standard that works with the IEEE 802.11 to enhance
user authentication. With the local user profile, the ZyWALL allows you to configure up 32
user profiles without a network authentication server. In addition, centralized user and
accounting management is possible on an optional network authentication server.

Wi-Fi Protected Access
Wi-Fi Protected Access (WPA) is a subset of the IEEE 802.111 security specification draft.

Key differences between WPA and WEP are user authentication and improved data
encryption.

Wireless LAN MAC Address Filtering

Your ZyWALL can check the MAC addresses of wireless stations against a list of allowed or
denied MAC addresses.

WEP Encryption

WEP (Wired Equivalent Privacy) encrypts data frames before transmitting over the wireless
network to help keep network communications private.

Packet Filtering

The packet filtering mechanism blocks unwanted traffic from entering/leaving your network.
Call Scheduling

Configure call time periods to restrict and allow access for users on remote nodes.
PPPoE

PPPoE facilitates the interaction of a host with an Internet modem to achieve access to high-
speed data networks via a familiar "dial-up networking" user interface.

PPTP Encapsulation

Point-to-Point Tunneling Protocol (PPTP) is a network protocol that enables secure transfer of
data from a remote client to a private server, creating a Virtual Private Network (VPN) using a
TCP/IP-based network.

PPTP supports on-demand, multi-protocol and virtual private networking over public
networks, such as the Internet. The ZyWALL supports one PPTP server connection at any
given time.
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Dynamic DNS Support

With Dynamic DNS (Domain Name System) support, you can have a static hostname alias for
a dynamic IP address, allowing the host to be more easily accessible from various locations on
the Internet. You must register for this service with a Dynamic DNS service provider.

IP Multicast

Deliver IP packets to a specific group of hosts using IP multicast. IGMP (Internet Group
Management Protocol) is the protocol used to support multicast groups. The latest version is
version 2 (see RFC 2236); the ZyWALL supports both versions 1 and 2.

IP Alias

IP Alias allows you to partition a physical network into logical networks over the same
Ethernet interface. The ZyWALL supports three logical LAN, WLAN and/or DMZ interfaces
via its single physical Ethernet LAN, WLAN and/or DMZ interface with the ZyWALL itself
as the gateway for each network.

IP Policy Routing

IP Policy Routing provides a mechanism to override the default routing behavior and alter
packet forwarding based on the policies defined by the network administrator.

Central Network Management

Central Network Management (CNM) allows an enterprise or service provider network
administrator to manage your ZyWALL. The enterprise or service provider network
administrator can configure your ZyWALL, perform firmware upgrades and do
troubleshooting for you.

SNMP

SNMP (Simple Network Management Protocol) is a protocol used for exchanging
management information between network devices. SNMP is a member of the TCP/IP
protocol suite. Your ZyWALL supports SNMP agent functionality, which allows a manager
station to manage and monitor the ZyWALL through the network. The ZyWALL supports
SNMP version one (SNMPv1).

Network Address Translation (NAT)

Network Address Translation (NAT) allows the translation of an Internet protocol address
used within one network (for example a private IP address used in a local network) to a
different IP address known within another network (for example a public IP address used on
the Internet).
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Traffic Redirect
Traffic Redirect forwards WAN traffic to a backup gateway on the LAN when the ZyWALL

cannot connect to the Internet, thus acting as an auxiliary backup when your regular WAN
connection fails.

Port Forwarding
Use this feature to forward incoming service requests to a server on your local network. You

may enter a single port number or a range of port numbers to be forwarded, and the local IP
address of the desired server.

DHCP (Dynamic Host Configuration Protocol)
DHCP (Dynamic Host Configuration Protocol) allows the individual client computers to
obtain the TCP/IP configuration at start-up from a centralized DHCP server. The ZyWALL has
built-in DHCP server capability, enabled by default, which means it can assign IP addresses,
an IP default gateway and DNS servers to all systems that support the DHCP client. The

ZyWALL can also act as a surrogate DHCP server (DHCP Relay) where it relays IP address
assignment from the actual real DHCP server to the clients.

Full Network Management
The embedded web configurator is an all-platform web-based utility that allows you to easily
access the ZyWALL’s management settings and configure the firewall. Most functions of the
ZyWALL are also software configurable via the SMT (System Management Terminal)
interface. The SMT is a menu-driven interface that you can access from a terminal emulator
through the console port or over a telnet connection.

RoadRunner Support

In addition to standard cable modem services, the ZyWALL supports Time Warner’s
RoadRunner Service.

Logging and Tracing

Built-in message logging and packet tracing.

Syslog facility support.
Upgrade ZyWALL Firmware via LAN

The firmware of the ZyWALL can be upgraded via the LAN.
Embedded FTP and TFTP Servers

The ZyWALL’s embedded FTP and TFTP Servers enable fast firmware upgrades as well as
configuration file backups and restoration.
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1.3 Applications for the ZyWALL

Here are some examples of what you can do with your ZyWALL.

1.3.1 Secure Broadband Internet Access via Cable or DSL Modem

You can connect a cable modem, DSL or wireless modem to the ZyWALL for broadband
Internet access via Ethernet or wireless port on the modem. The ZyWALL guarantees not only
high speed Internet access, but secure internal network protection and traffic management as

well.

Figure 1 Secure Internet Access via Cable, DSL or Wireless Modem

WAN

—\"——_ Internet
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1.3.2 VPN Application

ZyWALL VPN is an ideal cost-effective way to connect branch offices and business partners
over the Internet without the need (and expense) for leased lines between sites.
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Figure 2 VPN Application
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1.3.3 Front Panel LEDs

Figure 3 ZyWALL 70 Front Panel
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Figure 4 ZyWALL 35 Front Panel
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The following table describes the LEDs.

Table 2 Front Panel LEDs

LED COLOR |STATUS |DESCRIPTION
PWR Off The ZyWALL is turned off.
Green On The ZyWALL is turned on.
Red On The power to the ZyWALL is too low.
SYS Green Off The ZyWALL is not ready or has failed.
On The ZyWALL is ready and running.
Flashing | The ZyWALL is restarting.
ACT Green Off The backup port is not connected.
Flashing | The backup port is sending or receiving packets.
CARD Green Off The wireless LAN is not ready, or has failed.
On The wireless LAN is ready.
Flashing | The wireless LAN is sending or receiving packets.
LAN 10/100 Off The LAN/DMZ is not connected.
ng]3|/;,/;/ALL 70 Green On The ZyWALL has a successful 10Mbps Ethernet connection.
Flashing | The 10M LAN is sending or receiving packets.
Orange |On The ZyWALL has a successful 100Mbps Ethernet
connection.

Flashing | The 100M LAN is sending or receiving packets.

WAN1/2 10/100 Off The WAN connection is not ready, or has failed.
or Green On The ZyWALL has a successful 10Mbps WAN connection.
WAN 10/100 - - . —
Flashing | The 10M WAN is sending or receiving packets.
Orange |On The ZyWALL has a successful 100Mbps WAN connection.
Flashing | The 100M WAN is sending or receiving packets.
DMZ 10/100 Off The LAN/DMZ is not connected.
an;I/;I/;/ALL 70 Green On The ZyWALL has a successful 10Mbps Ethernet connection.
Flashing | The 10M LAN is sending or receiving packets.
Orange |On The ZyWALL has a successful 100Mbps Ethernet
connection.
Flashing | The 100M LAN is sending or receiving packets.
LAN/DMZ 10/ Off The LAN/DMZ is not connected.
100 Green On The ZyWALL has a successful 10Mbps Ethernet connection.
(ZyWALL 35
and ZyWALL 5) Flashing | The 10M LAN is sending or receiving packets.
Orange |On The ZyWALL has a successful 100Mbps Ethernet
connection.

Flashing | The 100M LAN is sending or receiving packets.
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CHAPTER 2

Introducing the Web
Configurator

This chapter describes how to access the ZyWALL web configurator and provides an
overview of its screens.

2.1 Web Configurator Overview

The web configurator is an HTML-based management interface that allows easy ZyWALL
setup and management via Internet browser. Use Internet Explorer 6.0 and later or Netscape
Navigator 7.0 and later versions. The recommended screen resolution is 1024 by 768 pixels.

In order to use the web configurator you need to allow:

* Web browser pop-up windows from your device. Web pop-up blocking is enabled by
default in Windows XP SP (Service Pack) 2.

» JavaScripts (enabled by default).

» Java permissions (enabled by default).

See the Troubleshooting chapter if you want to make sure these functions are allowed in
Internet Explorer or Netscape Navigator.

2.2 Accessing the ZyWALL Web Configurator

Note: By default, the packets from WLAN to WLAN/ZyWALL are dropped and users
cannot configure the ZyWALL wirelessly.

1 Make sure your ZyWALL hardware is properly connected and prepare your computer/
computer network to connect to the ZyWALL (refer to the Quick Start Guide).

2 Launch your web browser.

3 Type "192.168.1.1" as the URL.

4 Type "1234" (default) as the password and click Login. In some versions, the default
password appears automatically - if this is the case, click Login.

5 You should see a screen asking you to change your password (highly recommended) as
shown next. Type a new password (and retype it to confirm) and click Apply or click
Ignore.
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Figure 6 Change Password Screen

Use this screen to change the password.

New Password: -

Retype to Confirm: |

6 Click Apply in the Replace Certificate screen to create a certificate using your
ZyWALL’s MAC address that will be specific to this device.

Note: If you do not replace the default certificate here or in the CERTIFICATES
screen, this screen displays every time you access the web configurator.

Figure 7 Replace Certificate Screen

Replace Factory Default Certificate

The factory default certificate is common to all
ZyWALL models. Click Apply to create a certificate
using your ZyWALL's MAC address that will be
specific to this device.

7 You should now see the HOME screen (see Figure 9 on page 69).

Note: The management session automatically times out when the time period set in
the Administrator Inactivity Timer field expires (default five minutes). Simply
log back into the ZyWALL if this happens to you.

2.3 Resetting the ZyWALL

If you forget your password or cannot access the web configurator, you will need to reload the
factory-default configuration file or use the RESET button on the back of the ZyWALL.
Uploading this configuration file replaces the current configuration file with the factory-
default configuration file. This means that you will lose all configurations that you had
previously and the speed of the console port will be reset to the default of 9600bps with 8 data
bit, no parity, one stop bit and flow control set to none. The password will be reset to 1234,
also.
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2.3.1 Procedure To Use The Reset Button

Make sure the SYS LED is on (not blinking) before you begin this procedure.

1 Press the RESET button for ten seconds, and then release it. If the SYS LED begins to
blink, the defaults have been restored and the ZyWALL restarts. Otherwise, go to step 2.

2 Turn the ZyWALL off.
3 While pressing the RESET button, turn the ZyWALL on.

4 Continue to hold the RESET button. The SYS LED will begin to blink and flicker very
quickly after about 20 seconds. This indicates that the defaults have been restored and the

ZyWALL is now restarting.
5 Release the RESET button and wait for the ZyWALL to finish restarting.

2.3.2 Uploading a Configuration File Via Console Port
1 Download the default configuration file from the ZyXEL FTP site, unzip it and save it in
a folder.

2 Turn off the ZyWALL, begin a terminal emulation software session and turn on the
ZyWALL again. When you see the message "Press Any key to enter Debug Mode within
3 seconds", press any key to enter debug mode.

3 Enter "y" at the prompt below to go into debug mode.
4 Enter "atlc" after "Enter Debug Mode" message.
5 Wait for "Starting XMODEM upload" message before activating Xmodem upload on

your terminal. This is an example Xmodem configuration upload using HyperTerminal.

Figure 8 Example Xmodem Upload

i Send File d

Type the configuration file’s location,
or click Browse to search for it.

Eilenarne:

C:AProducthconfig. Browsze. . I

C Pt o |Choose the Xmodem protocol. ‘
/

Protocal;
””’I Then click Send. ‘

Folder: C:%Pragram Files

C

IXdeem

Send Lloze Cancel |

6 After successful firmware upload, enter "atgo" to restart the router.

2.4 Navigating the ZyWALL Web Configurator

The following summarizes how to navigate the web configurator from the HOME screen.
This guide uses the ZyWALL 70 screenshots as an example. The screens may vary slightly for
different ZyWALL models.
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Note: Follow the instructions you see in the HOME screen or click the E&@] icon.

The screen varies according to the device mode you select in the MAINTENANCE Device
Mode screen.

2.4.1 Router Mode

The following screen displays when the ZyWALL is set to router mode. The ZyWALL is set to
router mode by default. Not all fields are available on all models.

Figure 9 Web Configurator HOME Screen in Router Mode
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The following table describes the labels in this screen.

Table 3 Web Configurator HOME Screen in Router Mode

LABEL

DESCRIPTION

Wizards for WAN 1
(WAN) and VPN
Quick Setup

Internet Access

Click Internet Access to use the initial configuration wizard. This configures
WAN1 on a ZyWALL with multiple WAN ports or the WAN port on a ZyWALL with
a single WAN port.

VPN

Click VPN to create VPN policies.

Device Information

System Name

This is the System Name you enter in the MAINTENANCE General screen. It is
for identification purposes.

Firmware Version

This is the ZyNOS Firmware version and the date created. ZyNOS is ZyXEL's
proprietary Network Operating System design.

Routing Protocol

This shows the routing protocol - IP for which the ZyWALL is configured. This field
is not configurable.

Device Mode

This displays whether the ZyWALL is functioning as a router or a bridge.

Firewall

This displays whether or not the ZyWALL's firewall is activated.

System Time

This field displays your ZyWALL's present date and time along with the difference
from the Greenwich Mean Time (GMT) zone. The difference from GMT is based
on the time zone. It is also adjusted for Daylight Saving Time if you set the
ZywALL to use it.

Memory

The first number shows how many kilobytes of the heap memory the ZyWALL is
using. Heap memory refers to the memory that is not used by ZyNOS (ZyXEL
Network Operating System) and is thus available for running processes like NAT,
VPN and the firewall.

The second number shows the ZyWALL's total heap memory (in kilobytes).

The bar displays what percent of the ZyWALL's heap memory is in use. The bar
turns from green to red when the maximum is being approached.

Sessions

The first number shows how many sessions are currently open on the ZyWALL.
This includes all sessions that are currently:

« Traversing the ZyWALL
* Terminating at the ZyWALL
* Initiated from the ZyWALL

The second number is the maximum number of sessions that can be open at one
time.

The bar displays what percent of the maximum number of sessions is in use. The
bar turns from green to red when the maximum is being approached.

Policy Routes

The first number shows how many policy routes you have configured.

The second number shows the maximum number of policy routes that you can
configure on the ZyWALL.

The bar displays what percent of the ZyWALL's possible policy routes are
configured. The bar turns from green to red when the maximum is being
approached.

Network Status
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Table 3 Web Configurator HOME Screen in Router Mode (continued)

LABEL DESCRIPTION

Interface This is the port type.
Port types for a ZyWALL with multiple WAN ports are: WAN1, WAN2, Dial
Backup, LAN, WLAN and DMZ.
Port types for a ZyWALL with a single WAN port are: WAN, Dial Backup, LAN,
WLAN and DMZ.
Click "+" to expand or "-" to collapse the LAN, WLAN (when the wireless card is
part of the WLAN in the Port Roles screen), and DMZ |IP alias drop-down lists.

Status For the LAN and DMZ ports, this displays the port speed and duplex setting.
For the WAN and Dial Backup ports, it displays the port speed and duplex setting
if you're using Ethernet encapsulation and Down (line is down or not connected),
Idle (line (ppp) idle), Dial (starting to trigger a call) or Drop (dropping a call) if
you’re using PPPoE encapsulation.
For the WLAN port, it displays the transmission rate when a wireless LAN card is
inserted and WLAN is enabled or Down when a wireless LAN card is not inserted
or WLAN is disabled.

IP Address This shows the port’s IP address.

Subnet Mask This shows the port’s subnet mask.

IP Assignment

This shows the WAN port’s DHCP role - DHCP Client or Static.
This shows the LAN, WLAN or DMZ port’s DHCP role - DHCP Server, DHCP
Relay or Static.

This shows N/A for the Dial Backup port and the WLAN port when you set the
wireless card to be part of the DMZ or LAN in the Port Roles screen.

Renew If you are using Ethernet encapsulation and the WAN port is configured to get the
IP address automatically from the ISP, click Renew to release the WAN port’s
dynamically assigned IP address and get the IP address afresh. Click Dial to dial
up the PPTP, PPPoE or dial backup connection.

Show Statistics Click Show Statistics to see router performance statistics such as the number of

packets sent and number of packets received for each port, including WAN (or
WAN1, WAN2), Dial Backup, LAN, WLAN and DMZ.

Show DHCP Table

Click Show DHCP Table to show current DHCP client information.

VPN Status

Click VPN Status to display the active VPN connections.

2.4.2 Bridge Mode

The following screen displays when the ZyWALL is set to bridge mode. While in bridge
mode, the ZyWALL cannot get an IP address from a DHCP server. The LAN, WAN, DMZ and
WLAN interfaces all have the same (static) IP address and subnet mask. You can configure the
ZyWALL's IP address in order to access the ZyWALL for management. If you connect your
computer directly to the ZyWALL, you also need to assign your computer a static IP address in
the same subnet as the ZyWALL's IP address in order to access the ZyWALL.

The ZyWALL bridges traffic traveling between the ZyWALL's interfaces.

You can use the firewall in bridge mode (refer to the firewall chapters for details on
configuring the firewall).
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Figure 10 Web Configurator HOME Screen in Bridge Mode

HOME

Wizards for ¥PN Quick Setup

Device Information

Network Status

Bridge Port | Port Status | RSTP Status |RSTP Active| _RSTP R
Priority Cost

6/10000

The following table describes the labels in this screen.

Table 4 Web Configurator HOME Screen in Bridge Mode

LABEL DESCRIPTION

Wizards for VPN

Quick Setup

VPN Click VPN to create VPN policies.

Device

Information

System Name This is the System Name you enter in the MAINTENANCE General screen. It is for
identification purposes.
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Table 4 Web Configurator HOME Screen in Bridge Mode (continued)

LABEL

DESCRIPTION

Firmware Version

This is the ZyNOS Firmware version and the date created. ZyNOS is ZyXEL's
proprietary Network Operating System design.

Device Mode

This displays whether the ZyWALL is functioning as a router or a bridge.

Firewall

This displays whether or not the ZyWALL's firewall is activated.

System Time

This field displays your ZyWALL'’s present date and time along with the difference
from the Greenwich Mean Time (GMT) zone. The difference from GMT is based on
the time zone. It is also adjusted for Daylight Saving Time if you set the ZywALL to
use it.

Memory

The first number shows how many kilobytes of the heap memory the ZyWALL is
using. Heap memory refers to the memory that is not used by ZyNOS (ZyXEL
Network Operating System) and is thus available for running processes like NAT,
VPN and the firewall.

The second number shows the ZyWALL's total heap memory (in kilobytes).

The bar displays what percent of the ZyWALL's heap memory is in use. The bar
turns from green to red when the maximum is being approached.

Sessions

The first number shows how many sessions are currently open on the ZyWALL.
This includes all sessions that are currently:

* Traversing the ZyWALL
* Terminating at the ZyWALL
+ Initiated from the ZyWALL

The second number is the maximum number of sessions that can be open at one
time.

The bar displays what percent of the maximum number of sessions is in use. The
bar turns from green to red when the maximum is being approached.

Network Status

IP Address This is the IP address of your ZyWALL in dotted decimal notation.
Subnet Mask This is the IP subnet mask of the ZyWALL.

Gateway IP This is the gateway IP address.

Address

Rapid Spanning
Tree Protocol

This shows whether RSTP (Rapid Spanning Tree Protocol) is active or not. The
following labels or values relative to RSTP do not apply when RSTP is disabled.

Bridge Priority

This is the bridge priority of the ZyWALL.

Bridge Hello Time

This is the interval of BPDUs (Bridge Protocol Data Units) from the root bridge.

Bridge Max Age

This is the predefined interval that a bridge waits to get a Hello message (BPDU)
from the root bridge.

Forward Delay

This is the forward delay interval.

Bridge Port This is the port type. Port types are: WAN (or WAN1, WAN2), LAN, Wireless Card,
DMZ and WLAN Interface.
Port Status For the WAN, LAN, DMZ, and WLAN Interfaces, this displays the port speed and

duplex setting. For the WAN port, it displays Down when the link is not ready or has
failed. For the wireless card, it displays the transmission rate when a wireless LAN
card is inserted and WLAN is enabled or Down when a wireless LAN is not inserted
or WLAN is disabled.

RSTP Status

This is the RSTP status of the corresponding port.

RSTP Active

This shows whether or not RSTP is active on the corresponding port.

RSTP Priority

This is the RSTP priority of the corresponding port.
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Table 4 Web Configurator HOME Screen in Bridge Mode (continued)

LABEL DESCRIPTION

RSTP Path Cost | This is the cost of transmitting a frame from the root bridge to the corresponding
port.

Show Statistics Click Show Statistics to see bridge performance statistics such as the number of
packets sent and number of packets received for each port, including WAN (or
WAN1, WAN2), Dial Backup, LAN, WLAN and DMZ.

VPN Status Click VPN Status to display the active VPN connections.

2.4.3 Navigation Panel

After you enter the password, use the sub-menus on the navigation panel to configure

ZyWALL features.

The following table lists the features available for each device mode. Not all ZyWALLs have

all features listed in this table.

Table 5 Bridge and Router Mode Features Comparison

FEATURE

BRIDGE MODE

ROUTER MODE

Internet Access Wizard

VPN Wizard

DHCP Table

System Statistics

O

Registration

LAN

WAN

DMz

O|0|O0|O|0O|0O|0O|O

Bridge

@)

WLAN

Wireless Card

Firewall

IDP

Anti-Virus

Anti-Spam

Content Filter

VPN

Certificates

Authentication Server

oO|lO0|O0|O|O|O|O|O|O

NAT

Static Route

Policy Route

Bandwidth Management

O|O0|O0|O|O|O|O|O|O|O|0O|O|O|O
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Table 5 Bridge and Router Mode Features Comparison

FEATURE BRIDGE MODE ROUTER MODE
DNS o
Remote Management (0] (0]
UPNnP o
ALG o o
Logs (0] (0]
Maintenance @) )

Table Key: An O in a mode’s column shows that the device mode has the specified feature.
The information in this table was correct at the time of writing, although it may be subject to

change.

The following table describes the sub-menus.

Table 6 Screens Summary

LINK

TAB

FUNCTION

HOME

This screen shows the ZyWALL'’s general device and network
status information. Use this screen to access the wizards, statistics
and DHCP table.

REGISTRATION

Registration

Use this screen to register your ZyWALL and activate the trial
service subscriptions.

Service Use this to manage and update the service status and license
information.

NETWORK

LAN LAN Use this screen to configure LAN DHCP and TCP/IP settings.
Static DHCP Use this screen to assign fixed IP addresses on the LAN.
IP Alias Use this screen to partition your LAN interface into subnets.
Port Roles Use this screen to change the LAN/DMZ/WLAN port roles.
(ZyWALL 5
and ZyWALL
35)

BRIDGE Bridge Use this screen to change the bridge settings on the ZyWALL.
Port Roles Use this screen to change the DMZ/WLAN port roles on the

ZyWALL 70 or the LAN/DMZ/WLAN port roles on the ZyWALL 5 or
ZyWALL 35.
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Table 6 Screens Summary (continued)

LINK TAB FUNCTION
WAN General This screen allows you to configure load balancing, route priority
and traffic redirect properties.
Route This screen allows you to configure route priority.
(ZyWALL 5
only)
WAN (ZyWALL | Use this screen to configure the WAN port for internet access.
5 only)
WAN1 Use this screen to configure the WAN1 port for Internet access.
(ZyWALL 35
and ZyWALL
70)
WAN2 Use this screen to configure the WAN2 port for Internet access.
(ZyWALL 35
and ZyWALL
70)
Traffic Redirect | Use this screen to configure your traffic redirect properties and
parameters.
Dial Backup Use this screen to configure the backup WAN dial-up connection.
DMZ DMZ Use this screen to configure your DMZ connection.
Static DHCP Use this screen to assign fixed IP addresses on the DMZ.
IP Alias Use this screen to partition your DMZ interface into subnets.
Port Roles Use this screen to change the DMZ/WLAN port roles on the
ZyWALL 70 or the LAN/DMZ/WLAN port roles on the ZyWALL 5 or
ZyWALL 35.
WLAN WLAN Use this screen to configure your WLAN connection.
Static DHCP Use this screen to assign fixed IP addresses on the WLAN.
IP Alias Use this screen to partition your WLAN interface into subnets.
Port Roles Use this screen to change the DMZ/WLAN port roles on the
ZyWALL 70 or the LAN/DMZ/WLAN port roles on the ZyWALL 5 or
ZyWALL 35.
WIRELESS Wireless Card | Use this screen to configure the wireless LAN settings and WLAN
CARD authentication/security settings.
MAC Filter Use this screen to change MAC filter settings on the ZyWALL
SECURITY
FIREWALL Default Rule Use this screen to activate/deactivate the firewall and the direction
of network traffic to which to apply the rule
Rule Summary | This screen shows a summary of the firewall rules, and allows you
to edit/add a firewall rule.
Anti-Probing Use this screen to change your anti-probing settings.
Threshold Use this screen to configure the threshold for DoS attacks.
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Table 6 Screens Summary (continued)

LINK TAB FUNCTION
IDP General Use this screen to enable IDP on the ZyWALL and choose what
interface(s) you want to protect from intrusions.

Signature Use these screens to view signatures by attack type or search for
signatures by signature name, ID, severity, target operating
system, action etc. You can also configure signature actions here.

Update Use this screen to download new signature downloads. It is
important to do this as new intrusions evolve.

Backup & Use this screen to back up, restore or revert to the default

Restore signatures’ actions.

ANTI-VIRUS General Use this screen to activate AV scanning on the interface(s) and
specify actions when a virus is detected.

Update Use this screen to view the version number of the current
signatures and configure the signature update schedule.

ANTI-SPAM General Use this screen to turn the anti-spam feature on or off and set how
the ZyWALL treats spam.

External DB Use this screen to enable or disable the use of the anti-spam
external database.

Customization |Use this screen to configure the whitelist to identify legitimate e-
mail and configure the blacklist to identify spam e-mail.

CONTENT General This screen allows you to enable content filtering and block certain
FILTER web features.

Categories Use this screen to select which categories of web pages to filter
out, as well as to register for external database content filtering and
view reports.

Customization |Use this screen to customize the content filter list.

Cache Use this screen to view and configure the ZyWALL’s URL caching.

VPN VPN Rules Use this screen to configure VPN connections using IKE key

(IKE) management and view the rule summary.

VPN Rules Use this screen to configure VPN connections using manual key

(Manual) management and view the rule summary.

SA Monitor Use this screen to display and manage active VPN connections.

Global Setting | Use this screen to configure the IPSec timer settings.

CERTIFICATES | My Certificates | Use this screen to view a summary list of certificates and manage

certificates and certification requests.

Trusted CAs

Use this screen to view and manage the list of the trusted CAs.

Trusted
Remote Hosts

Use this screen to view and manage the certificates belonging to
the trusted remote hosts.

Directory Use this screen to view and manage the list of the directory
Servers servers.

AUTH SERVER | Local User Use this screen to configure the local user account(s) on the
Database ZyWALL.
RADIUS Configure this screen to use an external server to authenticate

wireless and/or VPN users.

ADVANCED
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Table 6 Screens Summary (continued)

LINK TAB FUNCTION

NAT NAT Overview | Use this screen to enable NAT.
Address Use this screen to configure network address translation mapping
Mapping rules.
Port Use this screen to configure servers behind the ZyWALL.
Forwarding

Port Triggering

Use this screen to change your ZyWALL's port triggering settings.

STATIC ROUTE

IP Static Route

Use this screen to configure IP static routes.

POLICY ROUTE | Policy Rout Use this screen to view a summary list of all the policies and
Summary configure policies for use in IP policy routing.
BW MGMT Summary Use this screen to enable bandwidth management on an interface.
Class Setup Use this screen to set up the bandwidth classes.
Monitor Use this screen to view the ZyWALL'’s bandwidth usage and
allotments.
DNS System Use this screen to configure the address and name server records.
Cache Use this screen to configure the DNS resolution cache.
DHCP Use this screen to configure LAN/DMZ/WLAN DNS information.
DDNS Use this screen to set up dynamic DNS.

REMOTE MGMT | WWW Use this screen to configure through which interface(s) and from
which IP address(es) users can use HTTPS or HTTP to manage
the ZyWALL.

SSH Use this screen to configure through which interface(s) and from
which IP address(es) users can use Secure Shell to manage the
ZyWALL.

TELNET Use this screen to configure through which interface(s) and from
which IP address(es) users can use Telnet to manage the
ZyWALL.

FTP Use this screen to configure through which interface(s) and from
which IP address(es) users can use FTP to access the ZyWALL.

SNMP Use this screen to configure your ZyWALL'’s settings for Simple
Network Management Protocol management.

DNS Use this screen to configure through which interface(s) and from
which IP address(es) users can send DNS queries to the ZyWALL.

CNM Use this screen to configure and allow your ZyWALL to be
managed by the Vantage CNM server.

UPnP UPnP Use this screen to enable UPnP on the ZyWALL.

Ports Use this screen to view the NAT port mapping rules that UPnP
creates on the ZyWALL.

ALG ALG Use this screen to allow certain applications to pass through the
ZyWALL.

LOGS View Log Use this screen to view the logs for the categories that you

selected.

Log Settings

Use this screen to change your ZyWALL'’s log settings.

Reports

Use this screen to have the ZyWALL record and display the
network usage reports.
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Table 6 Screens Summary (continued)

LINK TAB FUNCTION
MAINTENANCE | General This screen contains administrative.
Password Use this screen to change your password.

Time and Date |Use this screen to change your ZyWALL'’s time and date.

Device Mode | Use this screen to configure and have your ZyWALL work as a
router or a bridge.

F/W Upload Use this screen to upload firmware to your ZyWALL

Backup & Use this screen to backup and restore the configuration or reset
Restore the factory defaults to your ZyWALL.
Restart This screen allows you to reboot the ZyWALL without turning the
power off.
LOGOUT Click this label to exit the web configurator.

2.4.4 System Statistics

Click Show Statistics in the HOME screen. Read-only information here includes port status
and packet specific statistics. Also provided is "Up Time" and "poll interval(s)". The Poll
Interval(s) field is configurable. Not all fields are available on all models.

Figure 11 Home : Show Statistics

| Port | Status | TxPkts |
e

WAN 2

System Up Time : 0:03:18

Poll Interval(s) : |5 Set Intersal | Stop |

The following table describes the labels in this screen.

Table 7 Home: Show Statistics

LABEL DESCRIPTION
Click the icon to display the chart of throughput statistics.
Port These are the ZyWALL's interfaces.
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Table 7 Home: Show Statistics (continued)

LABEL DESCRIPTION

Status For the LAN and DMZ ports, this displays the port speed and duplex setting.

For the WAN and Dial Backup ports, this displays the port speed and duplex setting
if you’re using Ethernet encapsulation and Down (line is down), Idle (line (ppp) idle),
Dial (starting to trigger a call) or Drop (dropping a call) if you're using PPPoE
encapsulation.

For the WLAN port, it displays the transmission rate when a wireless LAN card is
inserted and WLAN is enabled or Down when a wireless LAN is not inserted or
WLAN is disabled.

TxPkts This is the number of transmitted packets on this port.

RxPkts This is the number of received packets on this port.

Tx Bls This displays the transmission speed in bytes per second on this port.
Rx B/s This displays the reception speed in bytes per second on this port.
Up Time This is the total amount of time the line has been up.

System Up Time | This is the total time the ZyWALL has been on.

Poll Interval(s) Enter the time interval for refreshing statistics in this field.

Set Interval Click this button to apply the new poll interval you entered in the Poll Interval(s)
field.
Stop Click Stop to stop refreshing statistics.

2.4.5 Show Statistics: Line Chart

Click the icon in the Show Statistics screen. This screen shows you the line chart of each
port’s throughput statistics.

Figure 12 Home : Show Statistics: Line Chart
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The following table describes the labels in this screen.

Table 8 Home: Show Statistics: Line Chart

LABEL DESCRIPTION

Click the icon to go back to the Show Statistics screen.

Port Select the check box(es) to display the throughput statistics of the corresponding
port(s).

B/s Specify the direction of the traffic for which you want to show throughput statistics in
this table.
Select Tx to display transmitted traffic throughput statistics and the amount of traffic
(in bytes). Select Rx to display received traffic throughput statistics and the amount
of traffic (in bytes).

Throughput Set the range of the throughput (in B/s, KB/s or MB/s) to display.

Range Click Set Range to save this setting back to the ZyWALL.

2.4.6 DHCP Table Screen

DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows individual
clients to obtain TCP/IP configuration at start-up from a server. You can configure the
ZyWALL as a DHCP server or disable it. When configured as a server, the ZyWALL provides
the TCP/IP configuration for the clients. If DHCP service is disabled, you must have another
DHCEP server on your LAN, or else the computer must be manually configured.

Click Show DHCP Table in the HOME screen when the ZyWALL is set to router mode.
Read-only information here relates to your DHCP status. The DHCP table shows current

DHCP client information (including IP Address, Host Name and MAC Address) of all

network clients using the ZyWALL’s DHCP server.

Figure 13 Home : DHCP Table
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The following table describes the labels in this screen.

Table 9 Home: DHCP Table

LABEL DESCRIPTION

Interface Select LAN, DMZ or WLAN to show the current DHCP client information for the
specified interface.

# This is the index number of the host computer.

IP Address This field displays the IP address relative to the # field listed above.

Host Name This field displays the computer host name.

MAC Address | The MAC (Media Access Control) or Ethernet address on a LAN (Local Area Network)
is unique to your computer (six pairs of hexadecimal notation).

A network interface card such as an Ethernet adapter has a hardwired address that is
assigned at the factory. This address follows an industry standard that ensures no
other adapter has a similar address.

Reserve Select the check box in the heading row to automatically select all check boxes or
select the check box(es) in each entry to have the ZyWALL always assign the
selected entry(ies)’s IP address(es) to the corresponding MAC address(es) (and host
name(s)). You can select up to 128 entries in this table. After you click Apply, the
MAC address and IP address also display in the LAN Static DHCP screen (where you
can edit them).

Refresh Click Refresh