ZyXEL ZyWALL 50 Standard Version
3.50(WC.1)CO0
Release Note

Date: December 18, 2001

Supported Platforms:

ZyWALL 50

Note:
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IKE process in phase 2 will check 1D information between system and the peer. If you found that the
IPSEC connection isfailed, please check your settings. For aVVPN peer which uses | P subnet range, we
have aworkaround for that. Please fill the IP Addr End as the subnet mask.

Using Web to configure VPN, the phase 1 algorithms have been fixed to DES + MDS5. If other
algorithms are preferred, please use SMT to configure them.

When firewall turns from “off” to “on”, initialization procedure will disconnect al connections running
through the ZyWALL.

Known Bugs:
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Content Filter does not block cookies.

Features:

Modification in V3.50(WC.1) | 12/18/2001
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[ENHANCEMENT] When phase 2 id check fails, VPN LOG will show both peer ID information and
system setting.

[FEATURE CHANGE] Add CLI support.

[FEATURE CHANGE] SMT24.7 wording changed.

[FEATURE CHANGE] In SMT27.1, "EDIT" will jump to the selected rule automatically

[BUG FIX] When using PPPoE encapsul ation and turning on firewall, system is very unstable and it may
crash.

[BUG FIX] When there are two active IPSEC rules with the same secure gateway, packets which should
match thelatter rulewill still usetheformer rulefor IKE process. In some cases, thiswill cause system to
establish many invalid tunnels for one rule. At last, system does not have enough memory.

[BUG FIX] When encapsul ation switches from Ethernet to PPPOE, 1P Alias 2 will become *not
available’.

[BUG FIX] Opera 6.0 cannot login eWC.

[BUG FIX] IP Alias cannot fake MAC addressin SMT2 and WEB.

[BUG FIX] When firewall turned on, received ainvalid AH packet (protocol 51) from LAN will cause
ZyWALL crashed

[BUG FIX] Removeincorrect tag in WEB->WAN->PPPoE / PPTP

[BUG FIX] Smartbit test with 1 VPN tunnel cause ZyWALL crashed.

[BUG FIX] Typing “atgo” in debug mode, the restore default romfile ping didn't work.



14. [BUG FIX] WEB: When modifying a used custom port, it will not apply to the rule using this custom
port. If trying to remove the custom port from that rule, ZyWALL will crash.

15. [BUG FIX] After IKE re-keying procedure, some memory doesn't be freed. After along term test,
system will have no free memory section.

Modification in V3.50(WC.0) | 12/04/2001

1. [ENHANCEMENT] Add anew CI command “ipsec show_runtime sa’ to show runtime phase 1 and
phase2 SA information.

2. [ENHANCEMENT] Manual key SA will runtime creates when traffic matches SPD.

3. [ENHANCEMENT] SA monitor will show manual key SA, and command to delete it is available.

4. [ENHANCEMENT] Idletimer also applies on manua key SA. When no traffic transmits through the
SA, system will deleteiit.

5. [ENHANCEMENT] VPN LOG istotally revised. Now it will show al IKE packets information.
Besides, It will show error messages to identify the reason why connection cannot be built.

6. [ENHANCEMENT] IKE processin phase 2 will check ID information between system and the peer. If
they don’'t match, i.e. both sites have different local / remote Addr setting, system will reject the
connection and log in the VPN LOG.

7. [ENHANCEMENT] Simultaneous SA check: All VPN rules can be set to “ACTIVE", but only 50
runtime SA can be established at the same time.

8. [FEATURE CHANGE] Only thelast rule ( rule 60 )can apply security gateway to “0.0.0.0".

9. [FEATURE CHANGE] Web (SUA/NAT) default DMZ server changes to default server.

10. [FEATURE CHANGE] Web status after saving configuration has changed to “ Configuration updated
successfully”.

11. [FEATURE CHANGE] Put default PPTP settings(my PPTP IP and PPTP server IP) on Wizard.

12. [BUG FIXED] Cannot use IPSec tunnel for remote management.

13. [BUG FIXED] Remove non-configured filter set from remote node.

14. [BUG FIXED] Fix incorrect help page link in WEB.

15. [BUG FIXED] SMT 24.11 fail to control connections from WAN using LAN alias | P addresses.

16. [BUG FIXED] When firewall turns off and SUA only, PC in the WAN side can ping PCsin the LAN
Side.

17. [BUG FIXED] When the WAN side is using PPPoE connection and NAT turns off, firewall does not
protect the LAN side.

18. [BUG FIXED] When the WAN side is using PPPoE connection, LAN-to-WAN ACL rule will not be
applied. The Packet will transmit through firewall from LAN to WAN, even existing afirewall ruleto
block it.

19. [BUG FIXED] Web (Content filter-> EXEMPT ZONE) Apply button didn’t work.

20. [BUG FIXED] VPN connection cannot be re-built after dynamic WAN IP being changed.

—“>When one ZyWALL has “Secure Gateway |P Addr” to be "0.0.0.0" and the other one has “My IP
Addr” to be "0.0.0.0", as below.

ZyWALL 1 (security gateway 1P 0.0.0.0 ) <-------- ZyWALL 2 (my IP0.0.0.0)

If ZyWALL 2 hasbeen configured as"dynamic WAN IP", the VPN tunnel between ZyWALL 1
and ZyWALL 2 can be established at the first time. However, if ZyWALL 2 hasits WAN ip
changed, the VPN tunnel cannot be re-built again.

>Fix:
1) For therole of ZyWALLZ2, it periodically checks WAN [P, as long as IP changes, system
will auto-disconnect tunnel. Thiswill belogsin VPN Logs.
2) Fortheroleof ZyWALL1, it periodicaly checksif any runtime SA has no traffic for along
time. If a SA has no traffic through it in 2 minutes, system will disconnect the tunnel.
3) Therearetwo new Cl commandsto configure 1) and 2). They are “ipsec timer chk_my_ip”
and “ipsec timer chk_conn”
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4) For the role of ZyWALL1, security gateway |IP setting to be 0.0.0.0 can receive multiple
requests at the same time. Appendix 1 isasimple configuration example.

[BUG FIXED] VPN timeout re-connection function is not robust.

- When “SA Lifetime” istime out, sometimes the VPN tunnel cannot be re-established again.

[BUG FIXED] VPN tunnel cannot be established if WAN IP is static without default gateway
configured.

“>When aZyWALL isconfigured as “static IP” but default gateway as “0.0.0.0”, and t he other
ZyWALL isplaced in the same subnet, the VPN tunnel cannot be established between them.

[BUG FIXED] VPN tunnel cannot work with multi-NAT.

[BUG FIXED] Use Web setup VPN for manual mode, it can not work until savein SMT again

[BUG FIXED] Web (Firewall) will show error messages when try to access help pages.

[BUG FIXED] When phase 2 SA lifetime out, sometimes there exists a phase 1 SA and no tunnel can be
built.

[BUG FIXED] IPSEC pass through cannot support multiple sessions.

[BUG FIXED] NAT loopback server problem is solved. When a server in the LAN site and there exists
aNAT server set directed toit, WAN sitetraffic can accessthe WAN IP, then be redirected to the server.
But the LAN site cannot use the WAN 1P to accessthe server. It only can access the server through LAN
IP. A new Cl command “i p nat | oopback”isadded to turn on the feature, “NAT server loopback”.
Whenitturnson, PC on LAN site can accessthe LAN site server through WAN IP. NOTE: Turnonthe
feature will cause throughput decreased.

[BUG FIXED] POP3(TCP:110) didn’t show on firewall pre-configured port.

[BUG FIXED] When VPN LOG recorded more than 64 entries, it will show incorrect format.

[BUG FIXED] Responder cannot find phasel SA by address pair. Thiswill cause sometimes phase 1 SA
will remain after SA reconnection

[BUG FIXED] Web VPN LOG format corrected.

[BUG FIXED] When receive deleting phase 1 packet, system will only delete phase 1 SA and let an
useless phase2 SA alive. Thiswill cause along delay to reconnection.

[BUG FIXED] Wrong wording in content filter log.

[BUG FIXED] Timeinitialized won't show in the content filter and firewall logs.

. [BUG FIXED] Infirewall log mail, the header contained wrong date display.

. [BUG FIXED] IPALIAS didn't apply firewall LAN -to-WAN ACL rules.

. [BUG FIXED] Web configurator (VPN / Content filter) cannot be accessed by Netscape 4.78
. [BUG FIXED] In b6, Web configurator (WAN->PPPoE / PPTP ) will cause system crashed

[BUG FIXED] With PPPoE / PPTP configured, but no dial-up, system would crash after typing “ip ro st”
in CI command mode.

. [BUG FIXED] DNS proxy can't get the address when the original DNS server failed.

[BUG FIXED] In debug mode, command “atgo” will cause RAS to restore default romfile.
[BUG FIXED] After PPTP connection built, system would crash.

[BUG FIXED] When SNMP query through the system, it would crash.

[BUG FIXED] IPAlias couldn't work.

. [BUG FIXED] In SMT 24.6, interrupt the upload procedure would cause system crashed.
. [BUG FIXED] Web (WAN->MAC): if MAC spoofing is active, change configuration back to “factory

default” will not apply at the same time. System must be reboot to make change done.

[BUG FIXED] After applying MAC spoofing, both WAN and LAN MAC will be changed to be the
same as PC.

[BUG FIXED] Content filter cannot get the list.

[BUG FIXED] Content filter configuration behavior modified. Configuration changeswill not be saved
unless press the “apply” button. “Reset” button will clear all configuration changes and reload the page.
[BUG FIXED] System hanged during smart-bit testing (100M <->100M).

[FEATURE CHANGE] When system crashes, it will not stop in the screen. Instead after showing
memory dump, system will reboot automatically.

[ENHANCEMENT] In firewall setup, IKE ( UDP:500) is placed in standard protocol instead of custom
port. Default romfile changed.

[ENHANCEMENT] VPN logs and debug messages were modified to be much readable.
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[ENHANCEMENT] When dynamic WAN-IP changes, system will disconnect all VPN connections
which MyIPis“0.0.0.0".

[ENHANCEMENT] When VPN connection has no traffic through it for a period, it will disconnect
automatically.

[ENHANCEMENT] Add two new Cl commandsin “ipsec timer” to configure VPN timers.

[BUG FIXED] SMT 27.1.1.1 pre-shared key check error.

[ENHANCEMENT] Enhanced Ethernet driver.

[ENHANCEMENT] Enhanced firewall stability.

[BUG FIXED] Restore default romfile can not work in V3.50(WC.0)b4.

[BUG FIXED] When DHCP server and DHCP relay exist in the same network providing ZyWALLS50 IP
address, saving configuration will not be correct.

[BUG FIXED] Content filter keyword blocking didn’t work.

[ENHANCEMENT] System stability enhanced.

[BUG FIXED] System crashed by unusua 1KE message.

[BUG FIXED] Fix IPSec configuration bugs.

[BUG FIXED] Debug messages removed.

[ENHANCEMENT!] Speed up flesh writing process.

[BUG FIXED] IPSec rule name disappear.

[BUG FIXED] Console login didn't kick out web configurator.

[BUG FIXED] Debug messages removed.

[BUG FIXED] When use web to configure IPSEC, system crashed.

[BUG FIXED] When use web to move firewall rules, system crashed.

[BUG FIXED] When use web to configure Content Filter, system crashed.

[BUG FIXED] VPN failed when transmitting large packets.

[BUG FIXED] SA monitor was incorrect.

[ENHANCEMENT] System stability enhanced.

[ENHANCEMENT] Add support for reset button (restore default romfile).



Appendix:

1. Example for configuring security gateway to be 0.0.0.0.

=y [ ZyWALL1 ZyWALL2

ZyWALL3 PC3

SMT27.1.1 of ZyWALLZI:

Menu 27.1.1 - | PSec Setup

| ndex #= 10
Name= ZyWALL1
Active= Yes

My | P Addr= 4.4.4.254
Secure Gateway | P Addr= 0.0.0.0
Protocol= 0

Enabl e Repl ay Detection= No
Key Managenent = | KE

Edit | KE Setup= No

Edit Manual Setup= N A

Press ENTER to Confirmor ESC to Cancel:

Local: |IP Addr Start=1.1.1.1 End= 1.1.1.50
Port Start= 0 End= N A
Renote: | P Addr Start= N A End= N A
Port Start= N A End= N A




SMT27.1 of ZyWALL1 will show:

Menu 27.1 - | PSec Summary

# Nane A Local Addr Start - Local Addr End Encap. |PSec Al gorithn
Renmpt e Addr Start - Renote Addr End Secur e Qv Addr
001 ZyWALL1 Y 1,11 1.1.1.50 Tunnel ESP DES- SHAL
| KE dynam c dynami c dynami c
002
003
004
005
Sel ect Command= None Select Rule= NA

Press ENTER to Confirmor ESC to Cancel:

SMT27.1.1. of ZyWALL2:

Menu 27.1.1 - | PSec Setup

| ndex #= 1
Nanme= ZyWALL2
Active= Yes

My P Addr= 4.4.4.1
Secure Gateway | P Addr= 4.4.4.254
Protocol = 0

Local: |IP Addr Start= 3.3.3.1 End= 3. 3. 3.100
Port Start= 0 End= N A

Renote: |IP Addr Start=1.1.1.1 End= 1.1.1.50
Port Start= 0 End= N A

Enabl e Repl ay Detection= No
Key Managenent = | KE

Edit | KE Setup= No

Edit Manual Setup= N A

Press ENTER to Confirmor ESC to Cancel:




After connection built successfully, the SA Monitor in ZyWALL1 will show:

Menu 27.2 - SA Mbnitor

# Name Encap. | PSec ALgorithn
1 ZyWALL1 :3.3.3.1 - 3.3.3.100 Tunnel ESP DES- SHA1
2

3

4

5

6

7

8

9

10

Sel ect Command= Refresh
Sel ect Connection= N A

Press ENTER to Confirmor ESC to Cancel:

What follows the Name is the runtime “Remote IP Addr” linking with the dial-in user. Since there will
be alot of users match the rule named “ZyWALL1", we use “Remote IP Addr” to distinguish them and
selecting one of them to delete will not affect others. However, for the rule whose security gateway is not
0.0.0.0, we can use names to distinguish them, so their Remote IP Addr will not be showed.

NOTE:

1. Only IKE supports security gateway to be 0.0.0.0. Manua key does not.

2. For ZyWALL 2 and ZyWALLS, their “Loca IP Addr’ will become the “Remote IP Addr” in
ZyWALLZY s runtime SPD, so they should not overlap, or ZyWALL1 will be confused which routeis
correct. If this 1P conflict happens, IKE procedure will fail and will log inthe VPN Logs.

3. Alsofor ZyWALL2 and ZyWALLS3, their “Remote IP Addr” should match the“Local IP Addr”, or the
runtime SPD check will fail.

4.  For therule whose security gateway is0.0.0.0, it only can be“responder”. In other words, it can initiate
aconnection. It only can receive others' IKE request to built the tunnel.

5. Only thelast rule can apply security gateway 0.0.0.0.



