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Federal Communications
Commission (FCC) Interference
Statement

This device complies with Part 15 of FCC rules. Operation is subject to the following two
conditions:

* This device may not cause harmful interference.

» This device must accept any interference received, including interference that may cause
undesired operations.

This equipment has been tested and found to comply with the limits for a Class B digital
device pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a commercial environment. This equipment
generates, uses, and can radiate radio frequency energy, and if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications.

If this equipment does cause harmful interference to radio/television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

» Reorient or relocate the receiving antenna.
* Increase the separation between the equipment and the receiver.

* Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

* Consult the dealer or an experienced radio/TV technician for help.
Notice 1

Changes or modifications not expressly approved by the party responsible for compliance
could void the user's authority to operate the equipment.

This Class B digital apparatus complies with Canadian ICES-003.
Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.

Certifications

1 Go to www.zyxel.com.

2 Select your product from the drop-down list box on the ZyXEL home page to go to that
product's page.

3 Select the certification you wish to view from this page.

3 Federal Communications Commission (FCC) Interference Statement
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Safety Warnings

For your safety, be sure to read and follow all warning notices and instructions.

* Do NOT open the device or unit. Opening or removing covers can expose you to
dangerous high voltage points or other risks. ONLY qualified service personnel can
service the device. Please contact your vendor for further information.

* Connect the power cord to the right supply voltage (110V AC in North America or 230V
AC in Europe).

* Place connecting cables carefully so that no one will step on them or stumble over them.
Do NOT allow anything to rest on the power cord and do NOT locate the product where
anyone can walk on the power cord.

* [fyou wall mount your device, make sure that no electrical, gas or water pipes will be
damaged.

* Do NOT install nor use your device during a thunderstorm. There may be a remote risk of
electric shock from lightning.

* Do NOT expose your device to dampness, dust or corrosive liquids.

* Do NOT use this product near water, for example, in a wet basement or near a swimming
pool.

» Make sure to connect the cables to the correct ports.

* Do NOT obstruct the device ventilation slots, as insufficient airflow may harm your
device.

* Do NOT store things on the device.
* Connect ONLY suitable accessories to the device.

5 Safety Warnings
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ZyXEL Limited Warranty

ZyXEL warrants to the original end user (purchaser) that this product is free from any defects
in materials or workmanship for a period of up to two years from the date of purchase. During
the warranty period, and upon proof of purchase, should the product have indications of failure
due to faulty workmanship and/or materials, ZyXEL will, at its discretion, repair or replace the
defective products or components without charge for either parts or labor, and to whatever
extent it shall deem necessary to restore the product or components to proper operating
condition. Any replacement will consist of a new or re-manufactured functionally equivalent
product of equal value, and will be solely at the discretion of ZyXEL. This warranty shall not
apply if the product is modified, misused, tampered with, damaged by an act of God, or
subjected to abnormal working conditions.

Note

Repair or replacement, as provided under this warranty, is the exclusive remedy of the
purchaser. This warranty is in lieu of all other warranties, express or implied, including any
implied warranty of merchantability or fitness for a particular use or purpose. ZyXEL shall in
no event be held liable for indirect or consequential damages of any kind of character to the
purchaser.

To obtain the services of this warranty, contact ZyXEL's Service Center for your Return
Material Authorization number (RMA). Products must be returned Postage Prepaid. It is
recommended that the unit be insured when shipped. Any returned products without proof of
purchase or those with an out-dated warranty will be repaired or replaced (at the discretion of
ZyXEL) and the customer will be billed for parts and labor. All repaired or replaced products
will be shipped by ZyXEL to the corresponding return address, Postage Paid. This warranty
gives you specific legal rights, and you may also have other rights that vary from country to
country.

ZyXEL Limited Warranty 6
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Customer Support

Please have the following information ready when you contact customer support.

¢ Product model and serial number.

* Warranty Information.

» Date that you received your device.

* Brief description of the problem and the steps you took to solve it.

METHOD | SUPPORT E-MAIL TELEPHONEA WEB SITE
REGULAR MAIL
LOCATION SALES E-MAIL FAX FTP SITE
support@zyxel.com.tw | +886-3-578-3942 www.zyxel.com ZyXEL Communications Corp.

CORPORATE www.europe.zyxel.com | 6 Innovation Road Il
HEADQUARTERS Science Park

(WORLDWIDE) sales@zyxel.com.tw +886-3-578-2439 ftp.zyxel.com Hsinchu 300

ftp.europe.zyxel.com Taiwan

CZECH REPUBLIC

info@cz.zyxel.com

+420-241-091-350

info@cz.zyxel.com

+420-241-091-359

www.zyxel.cz

ZyXEL Communications
Czech s.r.o.

Modranska 621

143 01 Praha 4 - Modrany
Ceska Republika

support@zyxel.dk

+45-39-55-07-00

www.zyxel.dk

ZyXEL Communications A/S
Columbusve;j

DENMARK sales@zyxel.dk +45-39-55-07-07 2860 Soeborg
Denmark
support@zyxel.fi +358-9-4780-8411 www.zyxel.fi ZyXEL Communications Oy
FINLAND - Malminkaari 10
sales@zyxel fi +358-9-4780 8448 00700 Helsinki
Finland
info@zyxel.fr +33-4-72-52-97-97 www.zyxel.fr ZyXEL France
1 rue des Vergers
FRANCE +33-4-72-52-19-20 Bat. 1/C
69760 Limonest
France
support@zyxel.de +49-2405-6909-0 www.zyxel.de ZyXEL Deutschland GmbH.
GERMANY Adenauerstr. 20/A2 D-52146
sales@zyxel.de +49-2405-6909-99 Wouerselen
Germany
support@zyxel.hu +36-1-3361649 www.zyxel.hu ZyXEL Hungary
HUNGARY - 48, Zoldlomb Str.
info@zyxel.hu +36-1-3259100 H-1025, Budapest
Hungary
http://zyxel.kz/support | +7-3272-590-698 www.zyxel.kz ZyXEL Kazakhstan
43, Dostyk ave.,Office 414
KAZAKHSTAN sales@zyxel.kz +7-3272-590-689 Dostyk Business Centre
050010, Almaty
Republic of Kazakhstan
support@zyxel.com 1-800-255-4101 www.us.zyxel.com ZyXEL Communications Inc.
+1-714-632-0882 1130 N. Miller St.
NORTH AMERICA Anaheim
sales@zyxel.com +1-714-632-0858 ftp.us.zyxel.com SAS9A2806-2001
support@zyxel.no +47-22-80-61-80 www.zyxel.no ZyXEL Communications A/S
NORWAY Nils Hansens vei 13
sales@zyxel.no +47-22-80-61-81 0667 Oslo
Norway
7 Customer Support
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METHOD

SUPPORT E-MAIL

TELEPHONEA

WEB SITE

LOCATION

SALES E-MAIL

FAX

FTP SITE

REGULAR MAIL

info@pl.zyxel.com

+48-22-5286603

www.pl.zyxel.com

ZyXEL Communications
ul.Emilli Plater 53

POLAND +48-22-5206701 00-113 Warszawa
Poland
http://zyxel.ru/support | +7-095-542-89-29 www.zyxel.ru ZyXEL Russia
RUSSIA Ostrovityanova 37a Str.
sales@zyxel.ru +7-095-542-89-25 Moscow, 117279
Russia
support@zyxel.es +34-902-195-420 www.zyxel.es ZyXEL Communications
SPAIN Alejandro Villegas 33
sales@zyxel.es +34-913-005-345 1°,' 28043 Madrid
Spain
support@zyxel.se +46-31-744-7700 www.zyxel.se ZyXEL Communications A/S
SWEDEN Sjoporten 4, 41764 Goéteborg
sales@zyxel.se +46-31-744-7701 Sweden
support@ua.zyxel.com | +380-44-247-69-78 www.ua.zyxel.com ZyXEL Ukraine
UKRAINE 13, Pimonenko Str.
sales@ua.zyxel.com +380-44-494-49-32 Kiev, 04050
Ukraine

support@zyxel.co.uk

+44-1344 303044

08707 555779 (UK only)

www.zyxel.co.uk

UNITED KINGDOM

sales@zyxel.co.uk

+44-1344 303034

ftp.zyxel.co.uk

ZyXEL Communications UK
Ltd.,11 The Courtyard,
Eastern Road, Bracknell,
Berkshire, RG12 2XB,
United Kingdom (UK)

a. “+” is the (prefix) number you enter to make an international telephone call.

Customer Support
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Preface

Congratulations on your purchase of the ZyWALL.

Note: Register your product online to receive e-mail notices of firmware upgrades and
information at www.zyxel.com for global products, or at www.us.zyxel.com for
North American products.

Your ZyWALL is easy to install and configure.

About This User's Guide

This manual is designed to guide you through the configuration of your ZyWALL for its
various applications. The web configurator parts of this guide contain background information
on features configurable by web configurator. The SMT parts of this guide contain
background information solely on features not configurable by web configurator.

Note: Use the web configurator, System Management Terminal (SMT) or command
interpreter interface to configure your ZyWALL. Not all features can be
configured through all interfaces.

Related Documentation

* Supporting Disk
Refer to the included CD for support documents.
* Quick Start Guide

The Quick Start Guide is designed to help you get up and running right away. It contains
a detailed easy-to-follow connection diagram, default settings, handy checklists and
information on setting up your network and configuring for Internet access.

* Web Configurator Online Help

Embedded web help for descriptions of individual screens and supplementary
information.

* ZyXEL Glossary and Web Site

Please refer to www.zyxel.com for an online glossary of networking terms and additional
support documentation.

User Guide Feedback

Help us help you. E-mail all User Guide-related comments, questions or suggestions for
improvement to techwriters@zyxel.com.tw or send regular mail to The Technical Writing
Team, ZyXEL Communications Corp., 6 Innovation Road 11, Science-Based Industrial Park,
Hsinchu, 300, Taiwan. Thank you!
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Syntax Conventions
» “Enter” means for you to type one or more characters. “Select” or “Choose” means for
you to use one predefined choices.
* The SMT menu titles and labels are in Bold Times New Roman font. Predefined field
choices are in Bold Arial font. Command and arrow keys are enclosed in square
brackets. [ENTER] means the Enter, or carriage return key; [ESC] means the Escape key

and [SPACE BAR] means the Space Bar.

* Mouse action sequences are denoted using a comma. For example, “In Windows, click
Start, Settings and then Control Panel” means first click the Start button, then point
your mouse pointer to Settings and then click Control Panel.

* “e.g.,” is a shorthand for “for instance”, and “i.e.,” means “that is” or “in other words”.
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CHAPTER 1
Getting to Know Your ZyWALL

This chapter introduces the main features and applications of the ZyWALL.

1.1 ZyWALL Internet Security Appliance Overview

The ZyWALL is loaded with security features including VPN, firewall, content filtering, anti-
spam, IDP (Intrusion Detection and Prevention), anti-virus and certificates. The ZyWALL’s
De-Militarized Zone (DMZ) increases LAN security by providing separate ports for
connecting publicly accessible servers. The ZyWALL 70 and ZyWALL 35 are designed for
medium sized business that need the increased throughput and reliability of dual WAN ports
and load balancing. The ZyWALL 35 and ZyWALL 5 provide the option to change port roles
from LAN to DMZ.

You can also deploy the ZyWALL as a transparent firewall in an existing network with
minimal configuration.

The ZyWALL provides bandwidth management, NAT, port forwarding, policy routing (not
available for the ZyWALL 5), DHCP server and many other powerful features.

The PCMCIA/CardBus slot allows you to add a 802.11b/g-compliant wireless LAN. You can
use the wireless card as part of the LAN, DMZ or WLAN. The ZyWALL offers highly secured

wireless connectivity to your wired network with IEEE 802.1x, WEP data encryption, WPA
(Wi-Fi Protected Access) and MAC address filtering.

1.2 ZyWALL Features

The following table lists model specific features.

Note: See the product specifications in the appendix for detailed features and
standards support.

Table 1 Model Specific Features

FEATURE NODEL ZyWALL 5 ZyWALL 35 ZyWALL 70
Multiple WAN o] O

Load Balancing (0] o
Changing Port Roles between the LAN | O (0]

and DMZ

Policy Route (0] o

Chapter 1 Getting to Know Your ZyWALL 54



ZyWALL 5/35/70 Series User's Guide

Table Key: An O in a mode’s column shows that the device mode has the specified feature.
The information in this table was correct at the time of writing, although it may be subject to
change.

1.2.1 Physical Features

LAN Port

The 10/100 Mbps auto-negotiating Ethernet LAN port allows the ZyWALL to detect the speed
of incoming transmissions and adjust appropriately without manual intervention. It allows data
transfer of either 10 Mbps or 100 Mbps in either half-duplex or full-duplex mode depending
on your Ethernet network. The port is also auto-crossover (MDI/MDI-X) meaning it
automatically adjusts to either a crossover or straight-through Ethernet cable.

DMZ Ports

Public servers (Web, FTP, etc.) attached to a DeMilitarized Zone (DMZ) port are visible to the
outside world (while still being protected from DoS (Denial of Service) attacks such as SYN
flooding and Ping of Death) and can also be accessed from the secure LAN.

The 10/100 Mbps auto-negotiating Ethernet ports allow the ZyWALL to detect the speed of
incoming transmissions and adjust appropriately without manual intervention. It allows data
transfer of either 10 Mbps or 100 Mbps in either half-duplex or full-duplex mode depending
on your Ethernet network. The ports are also auto-crossover (MDI/MDI-X) meaning they
automatically adjust to either a crossover or straight-through Ethernet cable.

WLAN Ports

You can set some of the Ethernet ports to a WLAN port role. This allows you to connect
wireless LAN Access Points (APs) to extend the ZyWALL’s wireless LAN coverage area.

Dual Auto-negotiating 10/100 Mbps Ethernet WAN (single on the ZyWALL 5)

The Ethernet WAN ports connect to the Internet via broadband modem or router. You can use
a second connection for load sharing to increase overall network throughput or as a backup to
enhance network reliability.

The 10/100 Mbps auto-negotiating Ethernet ports allow the ZyWALL to detect the speed of
incoming transmissions and adjust appropriately without manual intervention. They allow data
transfers of either 10 Mbps or 100 Mbps in either half-duplex or full-duplex mode depending
on your Ethernet network. The ports are also auto-crossover (MDI/MDI-X) meaning they
automatically adjust to either a crossover or straight-through Ethernet cable.

Dial Backup WAN

The dial backup port can be used in reserve as a traditional dial-up connection when/if ever the
WAN, (or WAN 1, 2) and traffic redirect connections fail.
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Time and Date

The ZyWALL allows you to get the current time and date from an external server when you
turn on your ZyWALL. You can also set the time manually. The Real Time Chip (RTC) keeps
track of the time and date.

Reset Button
Use the reset button to restore the factory default password to 1234; IP address to 192.168.1.1,

subnet mask to 255.255.255.0 and DHCP server enabled with a pool of 32 IP addresses
starting at 192.168.1.33.

Dual PCMCIA and CardBus Slot

The dual PCMCIA and CardBus slot provides the option of a wireless LAN. You can
alternatively insert a ZyWALL Turbo Card to use the anti-virus and IDP features.

IEEE 802.11 b/g Wireless LAN

The optional wireless LAN card provides mobility and a fast network environment for small
and home offices. Users can connect to the local area network without any wiring efforts and
enjoy reliable high-speed connectivity.

1.2.2 Non-Physical Features

Load Balancing

The ZyWALL improves quality of service and maximizes bandwidth utilization by dividing
traffic loads between the two WAN interfaces (or ports).

Transparent Firewall

Transparent firewall is also known as a bridge firewall. The ZyWALL can act as a bridge and
still have the capability of filtering and inspecting the packets between a router and the LAN,
or two routers. You do not need to do any other changes to your existing network.

SIP Passthrough

The ZyWALL includes a SIP Application Layer Gateway (ALG). It allows VoIP calls to pass
through NAT by examining and translating IP addresses embedded in the data stream. Use the
ALG screen to enable or disable the SIP ALG.

STP (Spanning Tree Protocol) / RSTP (Rapid STP)

When the ZyWALL is set to bridge mode, (R)STP detects and breaks network loops and
provides backup links between switches, bridges or routers. It allows a bridge to interact with
other (R)STP -compliant bridges in your network to ensure that only one path exists between
any two stations on the network.
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Bandwidth Management

Bandwidth management allows you to allocate network resources according to defined
policies. This policy-based bandwidth allocation helps your network to better handle real-time
applications such as Voice-over-IP (VoIP).

IPSec VPN Capability

Establish a Virtual Private Network (VPN) to connect with business partners and branch
offices using data encryption and the Internet to provide secure communications without the
expense of leased site-to-site lines. The ZyWALL VPN is based on the IPSec standard and is
fully interoperable with other [PSec-based VPN products.

X-Auth (Extended Authentication)

X-Auth provides added security for VPN by requiring each VPN client to use a username and
password.

Certificates

The ZyWALL can use certificates (also called digital IDs) to authenticate users. Certificates
are based on public-private key pairs. Certificates provide a way to exchange public keys for
use in authentication.

SSH

The ZyWALL uses the SSH (Secure Shell) secure communication protocol to provide secure
encrypted communication between two hosts over an unsecured network.

HTTPS

HyperText Transfer Protocol over Secure Socket Layer, or HTTP over SSL is a web protocol
that encrypts and decrypts web sessions. Use HTTPS for secure web configurator access to the
ZyWALL

Firewall

The ZyWALL is a stateful inspection firewall with DoS (Denial of Service) protection. By
default, when the firewall is activated, all incoming traffic from the WAN to the LAN is
blocked unless it is initiated from the LAN. The ZyWALL firewall supports TCP/UDP
inspection, DoS detection and prevention, real time alerts, reports and logs.
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Content Filtering

The ZyWALL can block web features such as ActiveX controls, Java applets and cookies, as
well as disable web proxies. The ZyWALL can block or allow access to web sites that you
specify. The ZyWALL can also block access to web sites containing keywords that you
specify. You can define time periods and days during which content filtering is enabled and
include or exclude a range of users on the LAN from content filtering.

You can also subscribe to category-based content filtering that allows your ZyWALL to check
web sites against an external database of dynamically updated ratings of millions of web sites.

Anti-Spam
The ZyWALL’s anti-spam feature helps detect and mark or discard junk e-mail (spam). The
ZyWALL has a whitelist for identifying legitimate e-mail and a blacklist for identifying spam

email. You can also subscribe to an anti-spam external database service that checks e-mail
against more than a million know spam patterns.

Anti-Virus Scanner
With the anti-virus packet scanner, your ZyWALL scans files transmitting through the enabled
interfaces into the network. The ZyWALL helps stop threats at the network edge before they
reach the local host computers.
Intrusion Detection and Prevention (IDP)
IDP can detect and take actions on malicious or suspicious packets and traffic flows.
ZyWALL Turbo Card
ZyWALL Turbo Card is a co-processor accelerator that is used in conjunction with your
ZyWALL for fast, efficient IDP (Intrusion Detection and Prevention) and AV (Anti Virus)
traffic inspection.
Universal Plug and Play (UPnP)
Using the standard TCP/IP protocol, the ZyWALL and other UPnP-enabled devices can

dynamically join a network, obtain an IP address and convey its capabilities to other devices
on the network.

RADIUS (RFC2138, 2139)

RADIUS (Remote Authentication Dial In User Service) server enables user authentication,
authorization and accounting.
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IEEE 802.1x for Network Security
The ZyWALL supports the IEEE 802.1x standard that works with the IEEE 802.11 to enhance
user authentication. With the local user profile, the ZyWALL allows you to configure up 32
user profiles without a network authentication server. In addition, centralized user and
accounting management is possible on an optional network authentication server.

Wi-Fi Protected Access
Wi-Fi Protected Access (WPA) is a subset of the IEEE 802.111 security specification draft.

Key differences between WPA and WEP are user authentication and improved data
encryption.

Wireless LAN MAC Address Filtering

Your ZyWALL can check the MAC addresses of wireless stations against a list of allowed or
denied MAC addresses.

WEP Encryption

WEP (Wired Equivalent Privacy) encrypts data frames before transmitting over the wireless
network to help keep network communications private.

Packet Filtering

The packet filtering mechanism blocks unwanted traffic from entering/leaving your network.
Call Scheduling

Configure call time periods to restrict and allow access for users on remote nodes.
PPPoE

PPPoE facilitates the interaction of a host with an Internet modem to achieve access to high-
speed data networks via a familiar "dial-up networking" user interface.

PPTP Encapsulation

Point-to-Point Tunneling Protocol (PPTP) is a network protocol that enables secure transfer of
data from a remote client to a private server, creating a Virtual Private Network (VPN) using a
TCP/IP-based network.

PPTP supports on-demand, multi-protocol and virtual private networking over public
networks, such as the Internet. The ZyWALL supports one PPTP server connection at any
given time.
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Dynamic DNS Support

With Dynamic DNS (Domain Name System) support, you can have a static hostname alias for
a dynamic IP address, allowing the host to be more easily accessible from various locations on
the Internet. You must register for this service with a Dynamic DNS service provider.

IP Multicast

Deliver IP packets to a specific group of hosts using IP multicast. IGMP (Internet Group
Management Protocol) is the protocol used to support multicast groups. The latest version is
version 2 (see RFC 2236); the ZyWALL supports both versions 1 and 2.

IP Alias

IP Alias allows you to partition a physical network into logical networks over the same
Ethernet interface. The ZyWALL supports three logical LAN, WLAN and/or DMZ interfaces
via its single physical Ethernet LAN, WLAN and/or DMZ interface with the ZyWALL itself
as the gateway for each network.

IP Policy Routing

IP Policy Routing provides a mechanism to override the default routing behavior and alter
packet forwarding based on the policies defined by the network administrator.

Central Network Management

Central Network Management (CNM) allows an enterprise or service provider network
administrator to manage your ZyWALL. The enterprise or service provider network
administrator can configure your ZyWALL, perform firmware upgrades and do
troubleshooting for you.

SNMP

SNMP (Simple Network Management Protocol) is a protocol used for exchanging
management information between network devices. SNMP is a member of the TCP/IP
protocol suite. Your ZyWALL supports SNMP agent functionality, which allows a manager
station to manage and monitor the ZyWALL through the network. The ZyWALL supports
SNMP version one (SNMPv1).

Network Address Translation (NAT)

Network Address Translation (NAT) allows the translation of an Internet protocol address
used within one network (for example a private IP address used in a local network) to a
different IP address known within another network (for example a public IP address used on
the Internet).
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Traffic Redirect
Traffic Redirect forwards WAN traffic to a backup gateway on the LAN when the ZyWALL

cannot connect to the Internet, thus acting as an auxiliary backup when your regular WAN
connection fails.

Port Forwarding
Use this feature to forward incoming service requests to a server on your local network. You

may enter a single port number or a range of port numbers to be forwarded, and the local IP
address of the desired server.

DHCP (Dynamic Host Configuration Protocol)
DHCP (Dynamic Host Configuration Protocol) allows the individual client computers to
obtain the TCP/IP configuration at start-up from a centralized DHCP server. The ZyWALL has
built-in DHCP server capability, enabled by default, which means it can assign IP addresses,
an IP default gateway and DNS servers to all systems that support the DHCP client. The

ZyWALL can also act as a surrogate DHCP server (DHCP Relay) where it relays IP address
assignment from the actual real DHCP server to the clients.

Full Network Management
The embedded web configurator is an all-platform web-based utility that allows you to easily
access the ZyWALL’s management settings and configure the firewall. Most functions of the
ZyWALL are also software configurable via the SMT (System Management Terminal)
interface. The SMT is a menu-driven interface that you can access from a terminal emulator
through the console port or over a telnet connection.

RoadRunner Support

In addition to standard cable modem services, the ZyWALL supports Time Warner’s
RoadRunner Service.

Logging and Tracing

Built-in message logging and packet tracing.

Syslog facility support.
Upgrade ZyWALL Firmware via LAN

The firmware of the ZyWALL can be upgraded via the LAN.
Embedded FTP and TFTP Servers

The ZyWALL’s embedded FTP and TFTP Servers enable fast firmware upgrades as well as
configuration file backups and restoration.
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1.3 Applications for the ZyWALL

Here are some examples of what you can do with your ZyWALL.

1.3.1 Secure Broadband Internet Access via Cable or DSL Modem

You can connect a cable modem, DSL or wireless modem to the ZyWALL for broadband
Internet access via Ethernet or wireless port on the modem. The ZyWALL guarantees not only
high speed Internet access, but secure internal network protection and traffic management as

well.

Figure 1 Secure Internet Access via Cable, DSL or Wireless Modem

WAN

—\"——_ Internet
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1.3.2 VPN Application

ZyWALL VPN is an ideal cost-effective way to connect branch offices and business partners
over the Internet without the need (and expense) for leased lines between sites.
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Figure 2 VPN Application
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1.3.3 Front Panel LEDs

Figure 3 ZyWALL 70 Front Panel
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Figure 4 ZyWALL 35 Front Panel
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The following table describes the LEDs.

Table 2 Front Panel LEDs

LED COLOR |STATUS |DESCRIPTION
PWR Off The ZyWALL is turned off.
Green On The ZyWALL is turned on.
Red On The power to the ZyWALL is too low.
SYS Green Off The ZyWALL is not ready or has failed.
On The ZyWALL is ready and running.
Flashing | The ZyWALL is restarting.
ACT Green Off The backup port is not connected.
Flashing | The backup port is sending or receiving packets.
CARD Green Off The wireless LAN is not ready, or has failed.
On The wireless LAN is ready.
Flashing | The wireless LAN is sending or receiving packets.
LAN 10/100 Off The LAN/DMZ is not connected.
ng]3|/;,/;/ALL 70 Green On The ZyWALL has a successful 10Mbps Ethernet connection.
Flashing | The 10M LAN is sending or receiving packets.
Orange |On The ZyWALL has a successful 100Mbps Ethernet
connection.

Flashing | The 100M LAN is sending or receiving packets.

WAN1/2 10/100 Off The WAN connection is not ready, or has failed.
or Green On The ZyWALL has a successful 10Mbps WAN connection.
WAN 10/100 - - . —
Flashing | The 10M WAN is sending or receiving packets.
Orange |On The ZyWALL has a successful 100Mbps WAN connection.
Flashing | The 100M WAN is sending or receiving packets.
DMZ 10/100 Off The LAN/DMZ is not connected.
an;I/;I/;/ALL 70 Green On The ZyWALL has a successful 10Mbps Ethernet connection.
Flashing | The 10M LAN is sending or receiving packets.
Orange |On The ZyWALL has a successful 100Mbps Ethernet
connection.
Flashing | The 100M LAN is sending or receiving packets.
LAN/DMZ 10/ Off The LAN/DMZ is not connected.
100 Green On The ZyWALL has a successful 10Mbps Ethernet connection.
(ZyWALL 35
and ZyWALL 5) Flashing | The 10M LAN is sending or receiving packets.
Orange |On The ZyWALL has a successful 100Mbps Ethernet
connection.

Flashing | The 100M LAN is sending or receiving packets.
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CHAPTER 2

Introducing the Web
Configurator

This chapter describes how to access the ZyWALL web configurator and provides an
overview of its screens.

2.1 Web Configurator Overview

The web configurator is an HTML-based management interface that allows easy ZyWALL
setup and management via Internet browser. Use Internet Explorer 6.0 and later or Netscape
Navigator 7.0 and later versions. The recommended screen resolution is 1024 by 768 pixels.

In order to use the web configurator you need to allow:

* Web browser pop-up windows from your device. Web pop-up blocking is enabled by
default in Windows XP SP (Service Pack) 2.

» JavaScripts (enabled by default).

» Java permissions (enabled by default).

See the Troubleshooting chapter if you want to make sure these functions are allowed in
Internet Explorer or Netscape Navigator.

2.2 Accessing the ZyWALL Web Configurator

Note: By default, the packets from WLAN to WLAN/ZyWALL are dropped and users
cannot configure the ZyWALL wirelessly.

1 Make sure your ZyWALL hardware is properly connected and prepare your computer/
computer network to connect to the ZyWALL (refer to the Quick Start Guide).

2 Launch your web browser.

3 Type "192.168.1.1" as the URL.

4 Type "1234" (default) as the password and click Login. In some versions, the default
password appears automatically - if this is the case, click Login.

5 You should see a screen asking you to change your password (highly recommended) as
shown next. Type a new password (and retype it to confirm) and click Apply or click
Ignore.
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Figure 6 Change Password Screen

Use this screen to change the password.

New Password: -

Retype to Confirm: |

6 Click Apply in the Replace Certificate screen to create a certificate using your
ZyWALL’s MAC address that will be specific to this device.

Note: If you do not replace the default certificate here or in the CERTIFICATES
screen, this screen displays every time you access the web configurator.

Figure 7 Replace Certificate Screen

Replace Factory Default Certificate

The factory default certificate is common to all
ZyWALL models. Click Apply to create a certificate
using your ZyWALL's MAC address that will be
specific to this device.

7 You should now see the HOME screen (see Figure 9 on page 69).

Note: The management session automatically times out when the time period set in
the Administrator Inactivity Timer field expires (default five minutes). Simply
log back into the ZyWALL if this happens to you.

2.3 Resetting the ZyWALL

If you forget your password or cannot access the web configurator, you will need to reload the
factory-default configuration file or use the RESET button on the back of the ZyWALL.
Uploading this configuration file replaces the current configuration file with the factory-
default configuration file. This means that you will lose all configurations that you had
previously and the speed of the console port will be reset to the default of 9600bps with 8 data
bit, no parity, one stop bit and flow control set to none. The password will be reset to 1234,
also.
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2.3.1 Procedure To Use The Reset Button

Make sure the SYS LED is on (not blinking) before you begin this procedure.

1 Press the RESET button for ten seconds, and then release it. If the SYS LED begins to
blink, the defaults have been restored and the ZyWALL restarts. Otherwise, go to step 2.

2 Turn the ZyWALL off.
3 While pressing the RESET button, turn the ZyWALL on.

4 Continue to hold the RESET button. The SYS LED will begin to blink and flicker very
quickly after about 20 seconds. This indicates that the defaults have been restored and the

ZyWALL is now restarting.
5 Release the RESET button and wait for the ZyWALL to finish restarting.

2.3.2 Uploading a Configuration File Via Console Port
1 Download the default configuration file from the ZyXEL FTP site, unzip it and save it in
a folder.

2 Turn off the ZyWALL, begin a terminal emulation software session and turn on the
ZyWALL again. When you see the message "Press Any key to enter Debug Mode within
3 seconds", press any key to enter debug mode.

3 Enter "y" at the prompt below to go into debug mode.
4 Enter "atlc" after "Enter Debug Mode" message.
5 Wait for "Starting XMODEM upload" message before activating Xmodem upload on

your terminal. This is an example Xmodem configuration upload using HyperTerminal.

Figure 8 Example Xmodem Upload

i Send File d

Type the configuration file’s location,
or click Browse to search for it.

Eilenarne:

C:AProducthconfig. Browsze. . I

C Pt o |Choose the Xmodem protocol. ‘
/

Protocal;
””’I Then click Send. ‘

Folder: C:%Pragram Files

C

IXdeem

Send Lloze Cancel |

6 After successful firmware upload, enter "atgo" to restart the router.

2.4 Navigating the ZyWALL Web Configurator

The following summarizes how to navigate the web configurator from the HOME screen.
This guide uses the ZyWALL 70 screenshots as an example. The screens may vary slightly for
different ZyWALL models.
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Note: Follow the instructions you see in the HOME screen or click the E&@] icon.

The screen varies according to the device mode you select in the MAINTENANCE Device
Mode screen.

2.4.1 Router Mode

The following screen displays when the ZyWALL is set to router mode. The ZyWALL is set to
router mode by default. Not all fields are available on all models.

Figure 9 Web Configurator HOME Screen in Router Mode
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The following table describes the labels in this screen.

Table 3 Web Configurator HOME Screen in Router Mode

LABEL

DESCRIPTION

Wizards for WAN 1
(WAN) and VPN
Quick Setup

Internet Access

Click Internet Access to use the initial configuration wizard. This configures
WAN1 on a ZyWALL with multiple WAN ports or the WAN port on a ZyWALL with
a single WAN port.

VPN

Click VPN to create VPN policies.

Device Information

System Name

This is the System Name you enter in the MAINTENANCE General screen. It is
for identification purposes.

Firmware Version

This is the ZyNOS Firmware version and the date created. ZyNOS is ZyXEL's
proprietary Network Operating System design.

Routing Protocol

This shows the routing protocol - IP for which the ZyWALL is configured. This field
is not configurable.

Device Mode

This displays whether the ZyWALL is functioning as a router or a bridge.

Firewall

This displays whether or not the ZyWALL's firewall is activated.

System Time

This field displays your ZyWALL's present date and time along with the difference
from the Greenwich Mean Time (GMT) zone. The difference from GMT is based
on the time zone. It is also adjusted for Daylight Saving Time if you set the
ZywALL to use it.

Memory

The first number shows how many kilobytes of the heap memory the ZyWALL is
using. Heap memory refers to the memory that is not used by ZyNOS (ZyXEL
Network Operating System) and is thus available for running processes like NAT,
VPN and the firewall.

The second number shows the ZyWALL's total heap memory (in kilobytes).

The bar displays what percent of the ZyWALL's heap memory is in use. The bar
turns from green to red when the maximum is being approached.

Sessions

The first number shows how many sessions are currently open on the ZyWALL.
This includes all sessions that are currently:

« Traversing the ZyWALL
* Terminating at the ZyWALL
* Initiated from the ZyWALL

The second number is the maximum number of sessions that can be open at one
time.

The bar displays what percent of the maximum number of sessions is in use. The
bar turns from green to red when the maximum is being approached.

Policy Routes

The first number shows how many policy routes you have configured.

The second number shows the maximum number of policy routes that you can
configure on the ZyWALL.

The bar displays what percent of the ZyWALL's possible policy routes are
configured. The bar turns from green to red when the maximum is being
approached.

Network Status
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Table 3 Web Configurator HOME Screen in Router Mode (continued)

LABEL DESCRIPTION

Interface This is the port type.
Port types for a ZyWALL with multiple WAN ports are: WAN1, WAN2, Dial
Backup, LAN, WLAN and DMZ.
Port types for a ZyWALL with a single WAN port are: WAN, Dial Backup, LAN,
WLAN and DMZ.
Click "+" to expand or "-" to collapse the LAN, WLAN (when the wireless card is
part of the WLAN in the Port Roles screen), and DMZ |IP alias drop-down lists.

Status For the LAN and DMZ ports, this displays the port speed and duplex setting.
For the WAN and Dial Backup ports, it displays the port speed and duplex setting
if you're using Ethernet encapsulation and Down (line is down or not connected),
Idle (line (ppp) idle), Dial (starting to trigger a call) or Drop (dropping a call) if
you’re using PPPoE encapsulation.
For the WLAN port, it displays the transmission rate when a wireless LAN card is
inserted and WLAN is enabled or Down when a wireless LAN card is not inserted
or WLAN is disabled.

IP Address This shows the port’s IP address.

Subnet Mask This shows the port’s subnet mask.

IP Assignment

This shows the WAN port’s DHCP role - DHCP Client or Static.
This shows the LAN, WLAN or DMZ port’s DHCP role - DHCP Server, DHCP
Relay or Static.

This shows N/A for the Dial Backup port and the WLAN port when you set the
wireless card to be part of the DMZ or LAN in the Port Roles screen.

Renew If you are using Ethernet encapsulation and the WAN port is configured to get the
IP address automatically from the ISP, click Renew to release the WAN port’s
dynamically assigned IP address and get the IP address afresh. Click Dial to dial
up the PPTP, PPPoE or dial backup connection.

Show Statistics Click Show Statistics to see router performance statistics such as the number of

packets sent and number of packets received for each port, including WAN (or
WAN1, WAN2), Dial Backup, LAN, WLAN and DMZ.

Show DHCP Table

Click Show DHCP Table to show current DHCP client information.

VPN Status

Click VPN Status to display the active VPN connections.

2.4.2 Bridge Mode

The following screen displays when the ZyWALL is set to bridge mode. While in bridge
mode, the ZyWALL cannot get an IP address from a DHCP server. The LAN, WAN, DMZ and
WLAN interfaces all have the same (static) IP address and subnet mask. You can configure the
ZyWALL's IP address in order to access the ZyWALL for management. If you connect your
computer directly to the ZyWALL, you also need to assign your computer a static IP address in
the same subnet as the ZyWALL's IP address in order to access the ZyWALL.

The ZyWALL bridges traffic traveling between the ZyWALL's interfaces.

You can use the firewall in bridge mode (refer to the firewall chapters for details on
configuring the firewall).
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Figure 10 Web Configurator HOME Screen in Bridge Mode

HOME
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The following table describes the labels in this screen.

Table 4 Web Configurator HOME Screen in Bridge Mode

LABEL DESCRIPTION

Wizards for VPN

Quick Setup

VPN Click VPN to create VPN policies.

Device

Information

System Name This is the System Name you enter in the MAINTENANCE General screen. It is for
identification purposes.
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Table 4 Web Configurator HOME Screen in Bridge Mode (continued)

LABEL

DESCRIPTION

Firmware Version

This is the ZyNOS Firmware version and the date created. ZyNOS is ZyXEL's
proprietary Network Operating System design.

Device Mode

This displays whether the ZyWALL is functioning as a router or a bridge.

Firewall

This displays whether or not the ZyWALL's firewall is activated.

System Time

This field displays your ZyWALL'’s present date and time along with the difference
from the Greenwich Mean Time (GMT) zone. The difference from GMT is based on
the time zone. It is also adjusted for Daylight Saving Time if you set the ZywALL to
use it.

Memory

The first number shows how many kilobytes of the heap memory the ZyWALL is
using. Heap memory refers to the memory that is not used by ZyNOS (ZyXEL
Network Operating System) and is thus available for running processes like NAT,
VPN and the firewall.

The second number shows the ZyWALL's total heap memory (in kilobytes).

The bar displays what percent of the ZyWALL's heap memory is in use. The bar
turns from green to red when the maximum is being approached.

Sessions

The first number shows how many sessions are currently open on the ZyWALL.
This includes all sessions that are currently:

* Traversing the ZyWALL
* Terminating at the ZyWALL
+ Initiated from the ZyWALL

The second number is the maximum number of sessions that can be open at one
time.

The bar displays what percent of the maximum number of sessions is in use. The
bar turns from green to red when the maximum is being approached.

Network Status

IP Address This is the IP address of your ZyWALL in dotted decimal notation.
Subnet Mask This is the IP subnet mask of the ZyWALL.

Gateway IP This is the gateway IP address.

Address

Rapid Spanning
Tree Protocol

This shows whether RSTP (Rapid Spanning Tree Protocol) is active or not. The
following labels or values relative to RSTP do not apply when RSTP is disabled.

Bridge Priority

This is the bridge priority of the ZyWALL.

Bridge Hello Time

This is the interval of BPDUs (Bridge Protocol Data Units) from the root bridge.

Bridge Max Age

This is the predefined interval that a bridge waits to get a Hello message (BPDU)
from the root bridge.

Forward Delay

This is the forward delay interval.

Bridge Port This is the port type. Port types are: WAN (or WAN1, WAN2), LAN, Wireless Card,
DMZ and WLAN Interface.
Port Status For the WAN, LAN, DMZ, and WLAN Interfaces, this displays the port speed and

duplex setting. For the WAN port, it displays Down when the link is not ready or has
failed. For the wireless card, it displays the transmission rate when a wireless LAN
card is inserted and WLAN is enabled or Down when a wireless LAN is not inserted
or WLAN is disabled.

RSTP Status

This is the RSTP status of the corresponding port.

RSTP Active

This shows whether or not RSTP is active on the corresponding port.

RSTP Priority

This is the RSTP priority of the corresponding port.
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Table 4 Web Configurator HOME Screen in Bridge Mode (continued)

LABEL DESCRIPTION

RSTP Path Cost | This is the cost of transmitting a frame from the root bridge to the corresponding
port.

Show Statistics Click Show Statistics to see bridge performance statistics such as the number of
packets sent and number of packets received for each port, including WAN (or
WAN1, WAN2), Dial Backup, LAN, WLAN and DMZ.

VPN Status Click VPN Status to display the active VPN connections.

2.4.3 Navigation Panel

After you enter the password, use the sub-menus on the navigation panel to configure

ZyWALL features.

The following table lists the features available for each device mode. Not all ZyWALLs have

all features listed in this table.

Table 5 Bridge and Router Mode Features Comparison

FEATURE

BRIDGE MODE

ROUTER MODE

Internet Access Wizard

VPN Wizard

DHCP Table

System Statistics

O

Registration

LAN

WAN

DMz

O|0|O0|O|0O|0O|0O|O

Bridge

@)

WLAN

Wireless Card

Firewall

IDP

Anti-Virus

Anti-Spam

Content Filter

VPN

Certificates

Authentication Server

oO|lO0|O0|O|O|O|O|O|O

NAT

Static Route

Policy Route

Bandwidth Management

O|O0|O0|O|O|O|O|O|O|O|0O|O|O|O
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Table 5 Bridge and Router Mode Features Comparison

FEATURE BRIDGE MODE ROUTER MODE
DNS o
Remote Management (0] (0]
UPNnP o
ALG o o
Logs (0] (0]
Maintenance @) )

Table Key: An O in a mode’s column shows that the device mode has the specified feature.
The information in this table was correct at the time of writing, although it may be subject to

change.

The following table describes the sub-menus.

Table 6 Screens Summary

LINK

TAB

FUNCTION

HOME

This screen shows the ZyWALL'’s general device and network
status information. Use this screen to access the wizards, statistics
and DHCP table.

REGISTRATION

Registration

Use this screen to register your ZyWALL and activate the trial
service subscriptions.

Service Use this to manage and update the service status and license
information.

NETWORK

LAN LAN Use this screen to configure LAN DHCP and TCP/IP settings.
Static DHCP Use this screen to assign fixed IP addresses on the LAN.
IP Alias Use this screen to partition your LAN interface into subnets.
Port Roles Use this screen to change the LAN/DMZ/WLAN port roles.
(ZyWALL 5
and ZyWALL
35)

BRIDGE Bridge Use this screen to change the bridge settings on the ZyWALL.
Port Roles Use this screen to change the DMZ/WLAN port roles on the

ZyWALL 70 or the LAN/DMZ/WLAN port roles on the ZyWALL 5 or
ZyWALL 35.
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Table 6 Screens Summary (continued)

LINK TAB FUNCTION
WAN General This screen allows you to configure load balancing, route priority
and traffic redirect properties.
Route This screen allows you to configure route priority.
(ZyWALL 5
only)
WAN (ZyWALL | Use this screen to configure the WAN port for internet access.
5 only)
WAN1 Use this screen to configure the WAN1 port for Internet access.
(ZyWALL 35
and ZyWALL
70)
WAN2 Use this screen to configure the WAN2 port for Internet access.
(ZyWALL 35
and ZyWALL
70)
Traffic Redirect | Use this screen to configure your traffic redirect properties and
parameters.
Dial Backup Use this screen to configure the backup WAN dial-up connection.
DMZ DMZ Use this screen to configure your DMZ connection.
Static DHCP Use this screen to assign fixed IP addresses on the DMZ.
IP Alias Use this screen to partition your DMZ interface into subnets.
Port Roles Use this screen to change the DMZ/WLAN port roles on the
ZyWALL 70 or the LAN/DMZ/WLAN port roles on the ZyWALL 5 or
ZyWALL 35.
WLAN WLAN Use this screen to configure your WLAN connection.
Static DHCP Use this screen to assign fixed IP addresses on the WLAN.
IP Alias Use this screen to partition your WLAN interface into subnets.
Port Roles Use this screen to change the DMZ/WLAN port roles on the
ZyWALL 70 or the LAN/DMZ/WLAN port roles on the ZyWALL 5 or
ZyWALL 35.
WIRELESS Wireless Card | Use this screen to configure the wireless LAN settings and WLAN
CARD authentication/security settings.
MAC Filter Use this screen to change MAC filter settings on the ZyWALL
SECURITY
FIREWALL Default Rule Use this screen to activate/deactivate the firewall and the direction
of network traffic to which to apply the rule
Rule Summary | This screen shows a summary of the firewall rules, and allows you
to edit/add a firewall rule.
Anti-Probing Use this screen to change your anti-probing settings.
Threshold Use this screen to configure the threshold for DoS attacks.
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Table 6 Screens Summary (continued)

LINK TAB FUNCTION
IDP General Use this screen to enable IDP on the ZyWALL and choose what
interface(s) you want to protect from intrusions.

Signature Use these screens to view signatures by attack type or search for
signatures by signature name, ID, severity, target operating
system, action etc. You can also configure signature actions here.

Update Use this screen to download new signature downloads. It is
important to do this as new intrusions evolve.

Backup & Use this screen to back up, restore or revert to the default

Restore signatures’ actions.

ANTI-VIRUS General Use this screen to activate AV scanning on the interface(s) and
specify actions when a virus is detected.

Update Use this screen to view the version number of the current
signatures and configure the signature update schedule.

ANTI-SPAM General Use this screen to turn the anti-spam feature on or off and set how
the ZyWALL treats spam.

External DB Use this screen to enable or disable the use of the anti-spam
external database.

Customization |Use this screen to configure the whitelist to identify legitimate e-
mail and configure the blacklist to identify spam e-mail.

CONTENT General This screen allows you to enable content filtering and block certain
FILTER web features.

Categories Use this screen to select which categories of web pages to filter
out, as well as to register for external database content filtering and
view reports.

Customization |Use this screen to customize the content filter list.

Cache Use this screen to view and configure the ZyWALL’s URL caching.

VPN VPN Rules Use this screen to configure VPN connections using IKE key

(IKE) management and view the rule summary.

VPN Rules Use this screen to configure VPN connections using manual key

(Manual) management and view the rule summary.

SA Monitor Use this screen to display and manage active VPN connections.

Global Setting | Use this screen to configure the IPSec timer settings.

CERTIFICATES | My Certificates | Use this screen to view a summary list of certificates and manage

certificates and certification requests.

Trusted CAs

Use this screen to view and manage the list of the trusted CAs.

Trusted
Remote Hosts

Use this screen to view and manage the certificates belonging to
the trusted remote hosts.

Directory Use this screen to view and manage the list of the directory
Servers servers.

AUTH SERVER | Local User Use this screen to configure the local user account(s) on the
Database ZyWALL.
RADIUS Configure this screen to use an external server to authenticate

wireless and/or VPN users.

ADVANCED

77

Chapter 2 Introducing the Web Configurator



ZyWALL 5/35/70 Series User’s Guide

Table 6 Screens Summary (continued)

LINK TAB FUNCTION

NAT NAT Overview | Use this screen to enable NAT.
Address Use this screen to configure network address translation mapping
Mapping rules.
Port Use this screen to configure servers behind the ZyWALL.
Forwarding

Port Triggering

Use this screen to change your ZyWALL's port triggering settings.

STATIC ROUTE

IP Static Route

Use this screen to configure IP static routes.

POLICY ROUTE | Policy Rout Use this screen to view a summary list of all the policies and
Summary configure policies for use in IP policy routing.
BW MGMT Summary Use this screen to enable bandwidth management on an interface.
Class Setup Use this screen to set up the bandwidth classes.
Monitor Use this screen to view the ZyWALL'’s bandwidth usage and
allotments.
DNS System Use this screen to configure the address and name server records.
Cache Use this screen to configure the DNS resolution cache.
DHCP Use this screen to configure LAN/DMZ/WLAN DNS information.
DDNS Use this screen to set up dynamic DNS.

REMOTE MGMT | WWW Use this screen to configure through which interface(s) and from
which IP address(es) users can use HTTPS or HTTP to manage
the ZyWALL.

SSH Use this screen to configure through which interface(s) and from
which IP address(es) users can use Secure Shell to manage the
ZyWALL.

TELNET Use this screen to configure through which interface(s) and from
which IP address(es) users can use Telnet to manage the
ZyWALL.

FTP Use this screen to configure through which interface(s) and from
which IP address(es) users can use FTP to access the ZyWALL.

SNMP Use this screen to configure your ZyWALL'’s settings for Simple
Network Management Protocol management.

DNS Use this screen to configure through which interface(s) and from
which IP address(es) users can send DNS queries to the ZyWALL.

CNM Use this screen to configure and allow your ZyWALL to be
managed by the Vantage CNM server.

UPnP UPnP Use this screen to enable UPnP on the ZyWALL.

Ports Use this screen to view the NAT port mapping rules that UPnP
creates on the ZyWALL.

ALG ALG Use this screen to allow certain applications to pass through the
ZyWALL.

LOGS View Log Use this screen to view the logs for the categories that you

selected.

Log Settings

Use this screen to change your ZyWALL'’s log settings.

Reports

Use this screen to have the ZyWALL record and display the
network usage reports.
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Table 6 Screens Summary (continued)

LINK TAB FUNCTION
MAINTENANCE | General This screen contains administrative.
Password Use this screen to change your password.

Time and Date |Use this screen to change your ZyWALL'’s time and date.

Device Mode | Use this screen to configure and have your ZyWALL work as a
router or a bridge.

F/W Upload Use this screen to upload firmware to your ZyWALL

Backup & Use this screen to backup and restore the configuration or reset
Restore the factory defaults to your ZyWALL.
Restart This screen allows you to reboot the ZyWALL without turning the
power off.
LOGOUT Click this label to exit the web configurator.

2.4.4 System Statistics

Click Show Statistics in the HOME screen. Read-only information here includes port status
and packet specific statistics. Also provided is "Up Time" and "poll interval(s)". The Poll
Interval(s) field is configurable. Not all fields are available on all models.

Figure 11 Home : Show Statistics

| Port | Status | TxPkts |
e

WAN 2

System Up Time : 0:03:18

Poll Interval(s) : |5 Set Intersal | Stop |

The following table describes the labels in this screen.

Table 7 Home: Show Statistics

LABEL DESCRIPTION
Click the icon to display the chart of throughput statistics.
Port These are the ZyWALL's interfaces.
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Table 7 Home: Show Statistics (continued)

LABEL DESCRIPTION

Status For the LAN and DMZ ports, this displays the port speed and duplex setting.

For the WAN and Dial Backup ports, this displays the port speed and duplex setting
if you’re using Ethernet encapsulation and Down (line is down), Idle (line (ppp) idle),
Dial (starting to trigger a call) or Drop (dropping a call) if you're using PPPoE
encapsulation.

For the WLAN port, it displays the transmission rate when a wireless LAN card is
inserted and WLAN is enabled or Down when a wireless LAN is not inserted or
WLAN is disabled.

TxPkts This is the number of transmitted packets on this port.

RxPkts This is the number of received packets on this port.

Tx Bls This displays the transmission speed in bytes per second on this port.
Rx B/s This displays the reception speed in bytes per second on this port.
Up Time This is the total amount of time the line has been up.

System Up Time | This is the total time the ZyWALL has been on.

Poll Interval(s) Enter the time interval for refreshing statistics in this field.

Set Interval Click this button to apply the new poll interval you entered in the Poll Interval(s)
field.
Stop Click Stop to stop refreshing statistics.

2.4.5 Show Statistics: Line Chart

Click the icon in the Show Statistics screen. This screen shows you the line chart of each
port’s throughput statistics.

Figure 12 Home : Show Statistics: Line Chart
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Chapter 2 Introducing the Web Configurator 80



ZyWALL 5/35/70 Series User's Guide

The following table describes the labels in this screen.

Table 8 Home: Show Statistics: Line Chart

LABEL DESCRIPTION

Click the icon to go back to the Show Statistics screen.

Port Select the check box(es) to display the throughput statistics of the corresponding
port(s).

B/s Specify the direction of the traffic for which you want to show throughput statistics in
this table.
Select Tx to display transmitted traffic throughput statistics and the amount of traffic
(in bytes). Select Rx to display received traffic throughput statistics and the amount
of traffic (in bytes).

Throughput Set the range of the throughput (in B/s, KB/s or MB/s) to display.

Range Click Set Range to save this setting back to the ZyWALL.

2.4.6 DHCP Table Screen

DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows individual
clients to obtain TCP/IP configuration at start-up from a server. You can configure the
ZyWALL as a DHCP server or disable it. When configured as a server, the ZyWALL provides
the TCP/IP configuration for the clients. If DHCP service is disabled, you must have another
DHCEP server on your LAN, or else the computer must be manually configured.

Click Show DHCP Table in the HOME screen when the ZyWALL is set to router mode.
Read-only information here relates to your DHCP status. The DHCP table shows current

DHCP client information (including IP Address, Host Name and MAC Address) of all

network clients using the ZyWALL’s DHCP server.

Figure 13 Home : DHCP Table
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The following table describes the labels in this screen.

Table 9 Home: DHCP Table

LABEL DESCRIPTION

Interface Select LAN, DMZ or WLAN to show the current DHCP client information for the
specified interface.

# This is the index number of the host computer.

IP Address This field displays the IP address relative to the # field listed above.

Host Name This field displays the computer host name.

MAC Address | The MAC (Media Access Control) or Ethernet address on a LAN (Local Area Network)
is unique to your computer (six pairs of hexadecimal notation).

A network interface card such as an Ethernet adapter has a hardwired address that is
assigned at the factory. This address follows an industry standard that ensures no
other adapter has a similar address.

Reserve Select the check box in the heading row to automatically select all check boxes or
select the check box(es) in each entry to have the ZyWALL always assign the
selected entry(ies)’s IP address(es) to the corresponding MAC address(es) (and host
name(s)). You can select up to 128 entries in this table. After you click Apply, the
MAC address and IP address also display in the LAN Static DHCP screen (where you
can edit them).

Refresh Click Refresh to reload the DHCP table.

2.4.7 VPN Status

Click VPN Status in the HOME screen when the ZyWALL is set to router mode. Read-only
information here includes encapsulation mode and security protocol. The Poll Interval(s)
field is configurable.

Chapter 2 Introducing the Web Configurator 82



ZyWALL 5/35/70 Series User's Guide

Figure 14 Home : VPN Status
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The following table describes the labels in this screen.

Table 10 Home : VPN Status

LABEL DESCRIPTION
# This is the security association index number.
Name This field displays the identification name for this VPN policy.

Local Network

This field displays the IP address of the computer using the VPN IPSec feature of
your ZyWALL.

Remote Network

This field displays IP address (in a range) of computers on the remote network
behind the remote IPSec router.

Encapsulation

This field displays Tunnel or Transport mode.

IPSec Algorithm

This field displays the security protocols used for an SA.

Both AH and ESP increase ZyWALL processing requirements and communications
latency (delay).

Poll Interval(s)

Enter the time interval for refreshing statistics in this field.

Set Interval Click this button to apply the new poll interval you entered in the Poll Interval(s)
field.
Stop Click Stop to stop refreshing statistics.
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CHAPTER 3
Wizard Setup

This chapter provides information on the Wizard Setup screens in the web configurator. The
Internet access wizard is only applicable when the ZyWALL is in router mode.

3.1 Wizard Setup Overview

The web configurator's setup wizards help you configure WAN1 on a ZyWALL with multiple
WAN ports or the WAN port on a ZyWALL with a single WAN port to access the Internet and
edit VPN policies and configure IKE settings to establish a VPN tunnel.

3.2 Internet Access

The Internet access wizard screen has three variations depending on what encapsulation type
you use. Refer to information provided by your ISP to know what to enter in each field. Leave
a field blank if you don’t have that information.

3.2.1 ISP Parameters

The ZyWALL offers three choices of encapsulation. They are Ethernet, PPTP or PPPoE.

The wizard screen varies according to the type of encapsulation that you select in the
Encapsulation field.

3.2.1.1 Ethernet
For ISPs (such as Telstra) that send UDP heartbeat packets to verify that the customer is still
online, please create a WAN-to-WAN/ZyWALL firewall rule for those packets. Contact your
ISP to find the correct port number.

Choose Ethernet when the WAN port is used as a regular Ethernet.
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Figure 15 ISP Parameters : Ethernet Encapsulation

IP Address
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The following table describes the labels in this screen.

Table 11 ISP Parameters : Ethernet Encapsulation

LABEL

DESCRIPTION

ISP Parameters
for Internet
Access

Encapsulation

You must choose the Ethernet option when the WAN port is used as a regular
Ethernet. Otherwise, choose PPPoE or PPTP for a dial-up connection.

WAN IP Address

Assignment
IP Address Select Dynamic If your ISP did not assign you a fixed IP address. This is the
Assignment default selection.
Select Static If the ISP assigned a fixed IP address.
The fields below are available only when you select Static.
My WAN IP Enter your WAN IP address in this field.
Address
My WAN IP Enter the IP subnet mask in this field.
Subnet Mask
Gateway IP Enter the gateway IP address in this field.
Address
First DNS Server | Enter the DNS server's IP address(es) in the field(s) to the right.
Second DNS Leave the field as 0.0.0.0 if you do not want to configure DNS servers. If you do not
Server configure a DNS server, you must know the IP address of a machine in order to
access it.
Apply Click Apply to save your changes and go to the next screen.
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3.2.1.2 PPPoE Encapsulation

Point-to-Point Protocol over Ethernet (PPPoE) functions as a dial-up connection. PPPoE is an
IETF (Internet Engineering Task Force) standard specifying how a host personal computer
interacts with a broadband modem (for example xDSL, cable, wireless, etc.) to achieve access
to high-speed data networks.

Figure 16 ISP Parameters : PPPoE Encapsulation

You can select ethernet, PPPoE or PPTP according to in which the netwaork
you are. If you don't know, please ask your netwark adrministrator. The
most popular type of network is ethernet,

Encapsulation IPPP over Ethernet vi

Service Mare (Optional)

User Narme

Password I********
I********

Retype to Confirm

™ Nailed-Up
Idle Timeout 100 (Seconds)

IP Address Assic

ignmen it

IP Address Iﬁ
Assignment Dynattic j38

The following table describes the labels in this screen.

Table 12 ISP Parameters: PPPoE Encapsulation

LABEL DESCRIPTION

ISP Parameter for
Internet Access

Encapsulation Choose an encapsulation method from the pull-down list box. PPP over Ethernet
forms a dial-up connection.

Service Name Type the name of your service provider.

User Name Type the user name given to you by your ISP.

Password Type the password associated with the user name above.

Retype to Confirm | Type your password again for confirmation.

Nailed-Up Select Nailed-Up if you do not want the connection to time out.

Idle Timeout Type the time in seconds that elapses before the router automatically disconnects
from the PPPOE server. The default time is 100 seconds.

WAN [P Address
Assignment
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Table 12 ISP Parameters: PPPoE Encapsulation (continued)

LABEL DESCRIPTION
IP Address Select Dynamic If your ISP did not assign you a fixed IP address. This is the
Assignment default selection.
Select Static If the ISP assigned a fixed IP address.
The fields below are available only when you select Static.
My WAN IP Enter your WAN IP address in this field.
Address
First DNS Server |Enter the DNS server's IP address(es) in the field(s) to the right.
Second DNS Leave the field as 0.0.0.0 if you do not want to configure DNS servers. If you do not
Server configure a DNS server, you must know the IP address of a machine in order to
access it.
Apply Click Apply to save your changes and go to the next screen.

3.2.1.3 PPTP Encapsulation

Point-to-Point Tunneling Protocol (PPTP) is a network protocol that enables transfers of data
from a remote client to a private server, creating a Virtual Private Network (VPN) using TCP/
IP-based networks.

PPTP supports on-demand, multi-protocol, and virtual private networking over public
networks, such as the Internet.

Refer to Appendix G on page 704 for more information on PPTP.

Note: The ZyWALL supports one PPTP server connection at any given time.
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Figure 17

ISP Parameters: PPTP Encapsulation
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The following table describes the labels in this screen.

Table 13

ISP Parameters : PPTP Encapsulation

LABEL

DESCRIPTION

ISP Parameters for
Internet Access

Encapsulation

Select PPTP from the drop-down list box. To configure a PPTP client, you must
configure the User Name and Password fields for a PPP connection and the
PPTP parameters for a PPTP connection.

User Name

Type the user name given to you by your ISP.

Password

Type the password associated with the User Name above.

Retype to Confirm

Type your password again for confirmation.

Nailed-Up

Select Nailed-Up if you do not want the connection to time out.

Idle Timeout

Type the time in seconds that elapses before the router automatically disconnects
from the PPTP server.

PPTP Configuration

My IP Address

Type the (static) IP address assigned to you by your ISP.

My IP Subnet Mask

Type the subnet mask assigned to you by your ISP (if given).

Server IP Address

Type the IP address of the PPTP server.
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Table 13 ISP Parameters : PPTP Encapsulation

LABEL

DESCRIPTION

Connection ID/
Name

Enter the connection ID or connection name in this field. It must follow the "c:id"
and "n:name" format. For example, C:12 or N:My ISP.
This field is optional and depends on the requirements of your xXDSL modem.

WAN IP Address

Assignment
IP Address Select Dynamic If your ISP did not assign you a fixed IP address. This is the
Assignment default selection.
Select Static If the ISP assigned a fixed IP address.
The fields below are available only when you select Static.
My WAN IP Enter your WAN IP address in this field.
Address
First DNS Server Enter the DNS server's IP address(es) in the field(s) to the right.
Second DNS Leave the field as 0.0.0.0 if you do not want to configure DNS servers. If you do
Server not configure a DNS server, you must know the IP address of a machine in order
to access it.
Apply Click Apply to save your changes and go to the next screen.

3.2.2 Internet Access Wizard: Second Screen

Click Next to go to the screen where you can register your ZyWALL and activate the free
content filtering, anti-spam, anti-virus and IDP trial applications. Otherwise, click Skip to
display the congratulations screen and click Close to complete the Internet access setup.

Note: Make sure you have installed the ZyWALL Turbo Card before you activate the
IDP and anti-virus subscription services.

Turn the ZyWALL off before you install or remove the ZyWALL Turbo Card.

Figure 18 Internet Access Wizard: Second Screen

You can register ZyWalLL on http:/dwww,zyvxel.com and activate "Free Trial" of
Content Filtering, AntiSpam, Antivirus and IDP services on vour ZyWALL,

Click "Mext" to activate these services for FREE,
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Figure 19 Internet Access Setup Complete
INTERNET ACCESS

3.2.3 Internet Access Wizard: Registration

If you clicked Next in the previous screen (see Figure 18 on page 89), the following screen
displays.

Note: If you want to activate a standard service with your iCard’s PIN number (license
key), use the REGISTRATION Service screen.

Figure 20 Internet Access Wizard: Registration
INTERNET ACCESS

Device Registration

Ol
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The following table describes the labels in this screen.

Table 14 Internet Access Wizard: Registration

LABEL

DESCRIPTION

Device Registration

If you select Existing myZyXEL.com account, only the User Name and
Password fields are available.

New myZyXEL.com
account

If you haven’t created an account at myZyXEL.com, select this option and
configure the following fields to create an account and register your ZyWALL.

Existing myZyXEL.com
account

If you already have an account at myZyXEL.com, select this option and enter
your user name and password in the fields below to register your ZyWALL.

User Name Enter a user name for your myZyXEL.com account. The name should be
from six to 20 alphanumeric characters (and the underscore). Spaces are not
allowed.

Check Click this button to check with the myZyXEL.com database to verify the user
name you entered has not been used.

Password Enter a password of between six and 20 alphanumeric characters (and the

underscore). Spaces are not allowed.

Confirm Password

Enter the password again for confirmation.

E-Mail Address

Enter your e-mail address. You can use up to 80 alphanumeric characters
(periods and the underscore are also allowed) without spaces.

Country Select your country from the drop-down box list.
Back Click Back to return to the previous screen.
Next Click Next to continue.

After you fill in the fields and click Next, the following screen shows indicating the
registration is in progress. Wait for the registration progress to finish.

Figure 21 Internet Access Wizard: Registration in Progress

Register on myZ2yXEL.com server in Progress

This may take up to 40 seconds. Please wait. ..

1 ] EEEEEE_ | SeREEENE

Click Close to leave the wizard screen when the registration and activation are done.
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Figure 22 Internet Access Wizard: Status
INTERNET ACCESS

Status

The following screen appears if the registration was not successful. Click Return to go back to
the Device Registration screen and check your settings.

Figure 23 Internet Access Wizard: Registration Failed
INTERNET ACCESS

If the ZyWALL has been registered, the Device Registration screen is read-only and the

Service Activation screen appears indicating what trial applications are activated after you
click Next.

Figure 24 Internet Access Wizard: Registered Device
INTERNET ACCESS

Device Registration
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Figure 25 Internet Access Wizard: Activated Services
INTERNET ACCESS

Service Activation

3.3 VPN Wizard Gateway Setting

Use the VPN wizard screens to configure a VPN rule that uses a pre-shared key. If you want to
set the rule to use a certificate, please go to the VPN screens for configuration.

Click VPN Wizard in the HOME screen to open the VPN configuration wizard. The first
screen displays as shown next.

Figure 26 VPN Wizard: Gateway Setting
WIZARD - VPN

Gateway Policy Property

Gateway Policy Setting

BranchOfficecom
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The following table describes the labels in this screen.

Table 15 VPN Wizard: Gateway Setting

LABEL

DESCRIPTION

Gateway Policy
Property

Name

Type up to 32 characters to identify this VPN gateway policy. You may use any
character, including spaces, but the ZyWALL drops trailing spaces.

My ZyWALL

When the ZyWALL is in router mode, enter the WAN IP address or the domain name
of your ZyWALL or leave the field set to 0.0.0.0.

For a ZyWALL with multiple WAN ports, the following applies if the My ZyWALL field
is configured as 0.0.0.0:

*  When the WAN port operation mode is set to Active/Passive, the ZyWALL uses
the IP address (static or dynamic) of the WAN port that is in use.

* When the WAN port operation mode is set to Active/Active, the ZyWALL uses
the IP address (static or dynamic) of the primary (highest priority) WAN port to set
up the VPN tunnel as long as the corresponding WAN1 or WAN2 connection is
up. If the corresponding WAN1 or WAN2 connection goes down, the ZyWALL
uses the IP address of the other WAN port.

» If both WAN connections go down, the ZyWALL uses the dial backup IP address
for the VPN tunnel when using dial backup or the LAN IP address when using
traffic redirect. See the chapter on WAN for details on dial backup and traffic
redirect.

A ZyWALL with a single WAN port uses its current WAN IP address (static or
dynamic) in setting up the VPN tunnel if you leave this field as 0.0.0.0. If the WAN
connection goes down, the ZyWALL uses the dial backup IP address for the VPN
tunnel when using dial backup or the LAN IP address when using traffic redirect.

The VPN tunnel has to be rebuilt if this IP address changes.

When the ZyWALL is in bridge mode, this field is read-only and displays the
ZyWALL's IP address.

Remote
Gateway
Address

Enter the WAN IP address or domain name of the remote IPSec router (secure
gateway) in the field below to identify the remote IPSec router by its IP address or a
domain name. Set this field to 0.0.0.0 if the remote IPSec router has a dynamic WAN
IP address.

Next

Click Next to continue.

3.4 VPN Wizard Network Setting

Two active SAs cannot have the local and remote IP address(es) both the same. Two active
SAs can have the same local or remote IP address, but not both. You can configure multiple
SAs between the same local and remote IP addresses, as long as only one is active at any time.
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Figure 27 VPN Wizard: Network Setting
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The following table describes the labels in this screen.

Table 16 VPN Wizard : Network Setting

LABEL DESCRIPTION

Network Policy

Property

Active If the Active check box is selected, packets for the tunnel trigger the ZyWALL to build
the tunnel.
Clear the Active check box to turn the network policy off. The ZyWALL does not apply
the policy. Packets for the tunnel do not trigger the tunnel.

Name Type up to 32 characters to identify this VPN network policy. You may use any

character, including spaces, but the ZyWALL drops trailing spaces.

Network Policy
Setting

Local Network

Local IP addresses must be static and correspond to the remote IPSec router's
configured remote IP addresses.

Select Single for a single IP address. Select Range IP for a specific range of IP
addresses. Select Subnet to specify IP addresses on a network by their subnet mask.

Starting IP
Address

When the Local Network field is configured to Single, enter a (static) IP address on
the LAN behind your ZyWALL. When the Local Network field is configured to Range
IP, enter the beginning (static) IP address, in a range of computers on the LAN behind
your ZyWALL. When the Local Network field is configured to Subnet, this is a (static)
IP address on the LAN behind your ZyWALL.

Ending IP
Address/
Subnet Mask

When the Local Network field is configured to Single, this field is N/A. When the
Local Network field is configured to Range IP, enter the end (static) IP address, in a
range of computers on the LAN behind your ZyWALL. When the Local Network field
is configured to Subnet, this is a subnet mask on the LAN behind your ZyWALL.
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Table 16 VPN Wizard : Network Setting

LABEL DESCRIPTION

Remote Remote IP addresses must be static and correspond to the remote IPSec router's

Network configured local IP addresses.
Select Single for a single IP address. Select Range IP for a specific range of IP
addresses. Select Subnet to specify IP addresses on a network by their subnet mask.

Starting IP When the Remote Network field is configured to Single, enter a (static) IP address

Address on the network behind the remote IPSec router. When the Remote Network field is
configured to Range IP, enter the beginning (static) IP address, in a range of
computers on the network behind the remote IPSec router. When the Remote
Network field is configured to Subnet, enter a (static) IP address on the network
behind the remote IPSec router

Ending IP When the Remote Network field is configured to Single, this field is N/A. When the

Address/ Remote Network field is configured to Range IP, enter the end (static) IP address, in

Subnet Mask | a range of computers on the network behind the remote IPSec router. When the
Remote Network field is configured to Subnet, enter a subnet mask on the network
behind the remote IPSec router.

Back Click Back to return to the previous screen.

Next Click Next to continue.

3.5 VPN Wizard IKE Tunnel Setting (IKE Phase 1)

Figure 28 VPN Wizard: IKE Tunnel Setting

Megotiation Made ' Main Mode { Agaressive Mode
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The following table describes the labels in this screen.

Table 17 VPN Wizard: IKE Tunnel Setting

LABEL

DESCRIPTION

Negotiation Mode

Select Main Mode for identity protection. Select Aggressive Mode to allow
more incoming connections from dynamic IP addresses to use separate
passwords.

Note: Multiple SAs (security associations) connecting through a
secure gateway must have the same negotiation mode.

Encryption Algorithm

When DES is used for data communications, both sender and receiver must
know the same secret key, which can be used to encrypt and decrypt the
message or to generate and verify a message authentication code. The DES
encryption algorithm uses a 56-bit key. Triple DES (3DES) is a variation on DES
that uses a 168-bit key. As a result, 3DES is more secure than DES. It also
requires more processing power, resulting in increased latency and decreased
throughput. This implementation of AES uses a 128-bit key. AES is faster than
3DES.

Authentication MDS5 (Message Digest 5) and SHA1 (Secure Hash Algorithm) are hash

Algorithm algorithms used to authenticate packet data. The SHA1 algorithm is generally
considered stronger than MD5, but is slower. Select MD5 for minimal security
and SHA-1 for maximum security.

Key Group You must choose a key group for phase 1 IKE setup. DH1 (default) refers to
Diffie-Hellman Group 1 a 768 bit random number. DH2 refers to Diffie-Hellman
Group 2 a 1024 bit (1Kb) random number.

SA Life Time Define the length of time before an IKE SA automatically renegotiates in this

(Seconds) field. The minimum value is 180 seconds.

A short SA Life Time increases security by forcing the two VPN gateways to
update the encryption and authentication keys. However, every time the VPN
tunnel renegotiates, all users accessing remote resources are temporarily
disconnected.

Pre-Shared Key

Type your pre-shared key in this field. A pre-shared key identifies a
communicating party during a phase 1 IKE negotiation. It is called "pre-shared"
because you have to share it with another party before you can communicate
with them over a secure connection.

Type from 8 to 31 case-sensitive ASCII characters or from 16 to 62 hexadecimal
("0-9", "A-F") characters. You must precede a hexadecimal key with a "0x (zero
x), which is not counted as part of the 16 to 62 character range for the key. For

example, in "0x0123456789ABCDEF", 0x denotes that the key is hexadecimal

and 0123456789ABCDEF is the key itself.

Both ends of the VPN tunnel must use the same pre-shared key. You will receive
a PYLD_MALFORMED (payload malformed) packet if the same pre-shared key
is not used on both ends.

Back

Click Back to return to the previous screen.

Next

Click Next to continue.
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3.6 VPN Wizard IPSec Setting (IKE Phase 2)

Figure 29 VPN Wizard: IPSec Setting
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The following table describes the labels in this screen.

Table 18 VPN Wizard: IPSec Setting

LABEL DESCRIPTION

Encapsulation Mode | Tunnel is compatible with NAT, Transport is not.

Tunnel mode encapsulates the entire IP packet to transmit it securely. A Tunnel
mode is required for gateway services to provide access to internal systems.
Tunnel mode is fundamentally an IP tunnel with authentication and encryption.
Transport mode is used to protect upper layer protocols and only affects the
data in the IP packet. In Transport mode, the IP packet contains the security
protocol (AH or ESP) located after the original IP header and options, but before
any upper layer protocols contained in the packet (such as TCP and UDP).

IPSec Protocol Select the security protocols used for an SA.

Both AH and ESP increase ZyWALL processing requirements and
communications latency (delay).

Encryption Algorithm | When DES is used for data communications, both sender and receiver must
know the same secret key, which can be used to encrypt and decrypt the
message or to generate and verify a message authentication code. The DES
encryption algorithm uses a 56-bit key. Triple DES (3DES) is a variation on DES
that uses a 168-bit key. As a result, 3DES is more secure than DES. It also
requires more processing power, resulting in increased latency and decreased
throughput. This implementation of AES uses a 128-bit key. AES is faster than
3DES. Select NULL to set up a tunnel without encryption. When you select
NULL, you do not enter an encryption key.

Authentication MDS5 (Message Digest 5) and SHA1 (Secure Hash Algorithm) are hash
Algorithm algorithms used to authenticate packet data. The SHA1 algorithm is generally
considered stronger than MD5, but is slower. Select MD5 for minimal security
and SHA-1 for maximum security.
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Table 18 VPN Wizard: IPSec Setting (continued)

LABEL DESCRIPTION
SA Life Time Define the length of time before an IKE SA automatically renegotiates in this
(Seconds) field. The minimum value is 180 seconds.

A short SA Life Time increases security by forcing the two VPN gateways to
update the encryption and authentication keys. However, every time the VPN
tunnel renegotiates, all users accessing remote resources are temporarily
disconnected.

Perfect Forward

Perfect Forward Secret (PFS) is disabled (None) by default in phase 2 IPSec

Secret (PFS) SA setup. This allows faster IPSec setup, but is not so secure.
Select DH1 or DH2 to enable PFS. DH1 refers to Diffie-Hellman Group 1 a 768
bit random number. DH2 refers to Diffie-Hellman Group 2 a 1024 bit (1Kb)
random number (more secure, yet slower).

Back Click Back to return to the previous screen.

Next Click Next to continue.

3.7 VPN Wizard Status Summary

This read-only screen shows the status of the current VPN setting. Use the summary table to
check whether what you have configured is correct.
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Figure 30 VPN Wizard: VPN Status

WIZARD - VPN

Status

The following table describes the labels in this screen.

Table 19 VPN Wizard: VPN Status

LABEL

DESCRIPTION

Gateway Policy
Property

Name

This is the name of this VPN gateway policy.

Gateway Policy
Setting

My ZyWALL

This is the WAN IP address or the domain name of your ZyWALL in router mode
or the ZyWALL's IP address in bridge mode.

Remote Gateway

This is the IP address or the domain name used to identify the remote IPSec

Address router.

Network Policy

Property

Active This displays whether this VPN network policy is enabled or not.
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Table 19 VPN Wizard: VPN Status (continued)

LABEL

DESCRIPTION

Name

This is the name of this VPN network policy.

Network Policy
Setting

Local Network

Starting IP Address

This is a (static) IP address on the LAN behind your ZyWALL.

Ending IP Address/
Subnet Mask

When the local network is configured for a single IP address, this field is N/A.
When the local network is configured for a range IP address, this is the end
(static) IP address, in a range of computers on the LAN behind your ZyWALL.
When the local network is configured for a subnet, this is a subnet mask on the
LAN behind your ZyWALL.

Remote Network

Starting IP Address

This is a (static) IP address on the network behind the remote IPSec router.

Ending IP Address/
Subnet Mask

When the remote network is configured for a single IP address, this field is N/A.
When the remote network is configured for a range IP address, this is the end
(static) IP address, in a range of computers on the network behind the remote
IPSec router. When the remote network is configured for a subnet, this is a
subnet mask on the network behind the remote IPSec router.

IKE Tunnel Setting
(IKE Phase 1)

Negotiation Mode

This shows Main Mode or Aggressive Mode. Multiple SAs connecting through
a secure gateway must have the same negotiation mode.

Encryption Algorithm | This is the method of data encryption. Options can be DES, 3DES or AES.
Authentication MDS5 (Message Digest 5) and SHA1 (Secure Hash Algorithm) are hash
Algorithm algorithms used to authenticate packet data.

Key Group This is the key group you chose for phase 1 IKE setup.

SA Life Time This is the length of time before an IKE SA automatically renegotiates.
(Seconds)

Pre-Shared Key

This is a pre-shared key identifying a communicating party during a phase 1 IKE
negotiation.

IPSec Setting (IKE
Phase 2)

Encapsulation Mode

This shows Tunnel mode or Transport mode.

IPSec Protocol

ESP or AH are the security protocols used for an SA.

Encryption Algorithm

This is the method of data encryption. Options can be DES, 3DES, AES or
NULL.

Authentication MDS5 (Message Digest 5) and SHA1 (Secure Hash Algorithm) are hash
Algorithm algorithms used to authenticate packet data.

SA Life Time This is the length of time before an IKE SA automatically renegotiates.
(Seconds)

Perfect Forward

Perfect Forward Secret (PFS) is disabled (None) by default in phase 2 IPSec SA

Secret (PFS) setup. Otherwise, DH1 or DH2 are selected to enable PFS.
Back Click Back to return to the previous screen.
Finish Click Finish to complete and save the wizard setup.
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3.8 VPN Wizard Setup Complete

Congratulations! You have successfully set up the VPN rule after any existing rule(s) for your
ZyWALL.

Figure 31 VPN Wizard Setup Complete
WIZARD - VPN
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CHAPTER 4
Registration

4.1 myZyXEL.com overview

myZyXEL.com is ZyXEL’s online services center where you can register your ZyWALL and
manage subscription services available for the ZyWALL.

Note: You need to create an account before you can register your device and activate
the services at myZyXEL.com.

You can directly create a myZyXEL.com account, register your ZyWALL and activate a
service using the REGISTRATION screen. Alternatively, go to http://www.myZyXEL.com
with the ZyWALL’s serial number and LAN MAC address to register it. Refer to the web site’s
on-line help for details.

Note: To activate a service on a ZyWALL, you need to access myZyXEL.com via that
ZyWALL.

4.1.1 Subscription Services Available on the ZyWALL

At the time of writing, the ZyWALL can use content filtering, anti-spam, anti-virus and IDP
(Intrusion Detection and Prevention) subscription services.

Content filtering allows or blocks access to web sites. Subscribe to category-based content
filtering to block access to categories of web sites based on content. Your ZyWALL accesses
an external database that has millions of web sites categorized based on content. You can have
the ZyWALL block, block and/or log access to web sites based on these categories.

Anti-spam identifies and marks or discards spam e-mail. An anti-spam subscription lets the
ZyWALL check e-mail with an external anti-spam server.

Anti-virus allows the ZyWALL to scan packets for computer viruses and deletes the infected
packets.

IDP allows the ZyWALL to detect malicious or suspicious packets and respond immediately.
The ID&P and anti-virus features use the same signature files on the ZyWALL to detect and

scan for viruses. After the service is activated, the ZyWALL downloads the up-to-date
signature files from the update server (http://myupdate.zywall.zyxel.com).
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You will get automatic e-mail notification of new signature releases from mySecurityZone
after you activate the IDP/Anti-virus service. You can also check for new signature or virus

updates at http://mysecurity.zyxel.com.

See the chapters about content filtering, anti-virus, anti-spam and IDP for more information.

Note: To update the signature file or use a subscription service, you have to register

and activate the corresponding service at myZyXEL.com (through the

ZyWALL).

4.2 Registration

To register your ZyWALL with myXEL.com and activate a service, such as content filtering,
anti-spam or anti-virus, click REGISTRATION in the navigation panel to open the screen as

shown next.

Note: Make sure you have installed the ZyWALL Turbo extension card before you
activate the IDP and anti-virus subscription services.

Turn the ZyWALL off before you install or remove the ZyWALL Turbo Card.
See the ZyWALL Turbo Card guide for more information.

Figure 32 Registration

| Registration
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Password

Confirm Password
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Country
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Mote: Far more device services management, please go to myZyXEL.com

Apply | Reszet |
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The following table describes the labels in this screen.

Table 20 Registration

LABEL DESCRIPTION

Device Registration If you select Existing myZyXEL.com account, only the User Name and
Password fields are available.

New myZyXEL.com If you haven’t created an account at myZyXEL.com, select this option and

account configure the following fields to create an account and register your ZyWALL.

Existing myZyXEL.com | If you already have an account at myZyXEL.com, select this option and enter

account your user name and password in the fields below to register your ZyWALL.

User Name Enter a user name for your myZyXEL.com account. The name should be
from six to 20 alphanumeric characters (and the underscore). Spaces are not
allowed.

Check Click this button to check with the myZyXEL.com database to verify the user

name you entered has not been used.

Password Enter a password of between six and 20 alphanumeric characters (and the
underscore). Spaces are not allowed.

Confirm Password Enter the password again for confirmation.

E-Mail Address Enter your e-mail address. You can use up to 80 alphanumeric characters
(periods and the underscore are also allowed) without spaces.

Country Select your country from the drop-down box list.

Service Activation You can try trial service subscription. After the trial expires, you can buy an

iCard and enter the license key in the REGISTRATION Service screen to
extend the service.

Content Filtering 1- Select the check box to activate a trial. The trial period starts the day you
month Trial activate the trial.

Anti Spam 3-month Trial | Select the check box to activate a trial. The trial period starts the day you
activate the trial.

IDP/AV 3-month Trial Select the check box to activate a trial. The trial period starts the day you
activate the trial.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

Note: If the ZyWALL is registered already, this screen is read-only and indicates
whether trial services are activated. Use the Service screen to update your
service subscription status.
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Figure 33 Registration: Registered Device
REGISTRATION

Device Registration

A{]

4.3 Service

After you activate a trial, you can also use the Service screen to register and enter your iCard’s
PIN number (license key). Click REGISTRATION, Service to open the screen as shown
next.

Note: If you restore the ZyWALL to the default configuration file or upload a different
configuration file after you register, click the Service License Refresh button to
update license information.

Figure 34 Registration: Service
REGISTRATION
Registration

Service Management

| Service | Status |

License Upgrade
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The following table describes the labels in this screen.

Table 21 Service

LABEL DESCRIPTION

Service Management

Service This field displays the service name available on the ZyWALL.
Status This field displays whether a service is activated (Active) or not (Inactive).
Registration Type This field displays whether you applied for a trial application (Trial) or

registered a service with your iCard’s PIN number (Standard).

Expiration Day This field displays the date your service expires.

License Upgrade

License Key Enter your iCard’s PIN number and click Update to activate or extend a
standard service subscription.

If a standard service subscription runs out, you need to buy a new iCard
(specific to your ZyWALL) and enter the new PIN number to extend the
service.

Service License Refresh | Click this button to renew service license information (such as the license
key, registration status and expiration day).
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CHAPTER 5
LAN Screens

This chapter describes how to configure LAN settings. This chapter is only applicable when
the ZyWALL is in router mode. The LAN Port Roles screen is available on the ZyWALL 5
and ZyWALL 35.

5.1 LAN Overview

Local Area Network (LAN) is a shared communication system to which many computers are
attached. The LAN screens can help you configure a LAN DHCP server, manage IP addresses,
and partition your physical network into logical networks.

5.2 DHCP Setup

DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows individual
clients to obtain TCP/IP configuration at start-up from a server. You can configure the
ZyWALL as a DHCP server or disable it. When configured as a server, the ZyWALL provides
the TCP/IP configuration for the clients. If DHCP service is disabled, you must have another
DHCEP server on your LAN, or else the computer must be manually configured.

5.2.1 IP Pool Setup

The ZyWALL is pre-configured with a pool of IP addresses for the DHCP clients (DHCP
Pool). See the product specifications in the appendices. Do not assign static IP addresses from
the DHCP pool to your LAN computers.

5.3 LAN TCPI/IP

The ZyWALL has built-in DHCP server capability that assigns IP addresses and DNS servers
to systems that support DHCP client capability.

5.3.1 Factory LAN Defaults

The LAN parameters of the ZyWALL are preset in the factory with the following values:

o IP address of 192.168.1.1 with subnet mask of 255.255.255.0 (24 bits)
* DHCP server enabled with 128 client IP addresses starting from 192.168.1.33.
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These parameters should work for the majority of installations. If your ISP gives you explicit
DNS server address(es), read the embedded web configurator help regarding what fields need
to be configured.

5.3.2 IP Address and Subnet Mask

Similar to the way houses on a street share a common street name, so too do computers on a
LAN share one common network number.

Where you obtain your network number depends on your particular situation. If the ISP or
your network administrator assigns you a block of registered IP addresses, follow their
instructions in selecting the IP addresses and the subnet mask.

If the ISP did not explicitly give you an [P network number, then most likely you have a single
user account and the ISP will assign you a dynamic IP address when the connection is
established. If this is the case, it is recommended that you select a network number from
192.168.0.0 to 192.168.255.0 and you must enable the Network Address Translation (NAT)
feature of the ZyWALL. The Internet Assigned Number Authority (IANA) reserved this block
of addresses specifically for private use; please do not use any other number unless you are
told otherwise. Let's say you select 192.168.1.0 as the network number; which covers 254
individual addresses, from 192.168.1.1 to 192.168.1.254 (zero and 255 are reserved). In other
words, the first three numbers specify the network number while the last number identifies an
individual computer on that network.

Once you have decided on the network number, pick an IP address that is easy to remember,
for instance, 192.168.1.1, for your ZyWALL, but make sure that no other device on your
network is using that IP address.

The subnet mask specifies the network number portion of an IP address. Your ZyWALL will
compute the subnet mask automatically based on the IP address that you entered. You don't
need to change the subnet mask computed by the ZyWALL unless you are instructed to do
otherwise.

5.3.3 RIP Setup

RIP (Routing Information Protocol, RFC 1058 and RFC 1389) allows a router to exchange
routing information with other routers. RIP Direction controls the sending and receiving of
RIP packets. When set to Both or Out Only, the ZyWALL will broadcast its routing table
periodically. When set to Both or In Only, it will incorporate the RIP information that it
receives; when set to None, it will not send any RIP packets and will ignore any RIP packets
received.

RIP Version controls the format and the broadcasting method of the RIP packets that the
ZyWALL sends (it recognizes both formats when receiving). RIP-1 is universally supported;
but RIP-2 carries more information. RIP-1 is probably adequate for most networks, unless you
have an unusual network topology.
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Both RIP-2B and RIP-2M send routing data in RIP-2 format; the difference being that RIP-
2B uses subnet broadcasting while RIP-2M uses multicasting. Multicasting can reduce the
load on non-router machines since they generally do not listen to the RIP multicast address
and so will not receive the RIP packets. However, if one router uses multicasting, then all
routers on your network must use multicasting, also.

By default, RIP Direction is set to Both and RIP Version to RIP-1.

5.3.4 Multicast

Traditionally, IP packets are transmitted in one of either two ways - Unicast (1 sender - 1
recipient) or Broadcast (1 sender - everybody on the network). Multicast delivers IP packets to
a group of hosts on the network - not everybody and not just 1.

IGMP (Internet Group Multicast Protocol) is a network-layer protocol used to establish
membership in a Multicast group - it is not used to carry user data. IGMP version 2 (RFC
2236) is an improvement over version 1 (RFC 1112) but IGMP version 1 is still in wide use. If
you would like to read more detailed information about interoperability between IGMP
version 2 and version 1, please see sections 4 and 5 of RFC 2236. The class D IP address is
used to identify host groups and can be in the range 224.0.0.0 to 239.255.255.255. The address
224.0.0.0 is not assigned to any group and is used by IP multicast computers. The address
224.0.0.1 is used for query messages and is assigned to the permanent group of all IP hosts
(including gateways). All hosts must join the 224.0.0.1 group in order to participate in IGMP.
The address 224.0.0.2 is assigned to the multicast routers group.

The ZyWALL supports both IGMP version 1 (IGMP-v1) and IGMP version 2 (IGMP-v2). At
start up, the ZyWALL queries all directly connected networks to gather group membership.
After that, the ZyWALL periodically updates this information. IP multicasting can be enabled/
disabled on the ZyWALL LAN and/or WAN interfaces in the web configurator (LAN;

WAN). Select None to disable IP multicasting on these interfaces.

5.4 DNS Servers

Use the DNS LAN screen to configure the DNS server information that the ZyWALL sends to
the DHCP client devices on the LAN.

5.5 LAN

Click NETWORK, LAN to open the LAN screen. Use this screen to configure the
ZyWALL’s IP address and other LAN TCP/IP settings as well as the built-in DHCP server
capability that assigns IP addresses and DNS servers to systems that support DHCP client
capability.
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Figure 35 LAN
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The following table describes the labels in this screen.

Table 22 LAN

LABEL DESCRIPTION

LAN TCP/IP

IP Address Type the IP address of your ZyWALL in dotted decimal notation. 192.168.1.1 is the

factory default. Alternatively, click the right mouse button to copy and/or paste the
IP address.

IP Subnet Mask

The subnet mask specifies the network number portion of an IP address. Your
ZyWALL automatically calculates the subnet mask based on the IP address that
you assign. Unless you are implementing subnetting, use the subnet mask
computed by the ZyWALL.

RIP Direction

RIP (Routing Information Protocol, RFC1058 and RFC 1389) allows a router to
exchange routing information with other routers. The RIP Direction field controls
the sending and receiving of RIP packets. Select the RIP direction from Both/In
Only/Out Only/None. When set to Both or Out Only, the ZyWALL will broadcast
its routing table periodically. When set to Both or In Only, it will incorporate the RIP
information that it receives; when set to None, it will not send any RIP packets and
will ignore any RIP packets received. Both is the default.

RIP Version

The RIP Version field controls the format and the broadcasting method of the RIP
packets that the ZyWALL sends (it recognizes both formats when receiving). RIP-1
is universally supported but RIP-2 carries more information. RIP-1 is probably
adequate for most networks, unless you have an unusual network topology. Both
RIP-2B and RIP-2M sends the routing data in RIP-2 format; the difference being
that RIP-2B uses subnet broadcasting while RIP-2M uses multicasting.
Multicasting can reduce the load on non-router machines since they generally do
not listen to the RIP multicast address and so will not receive the RIP packets.
However, if one router uses multicasting, then all routers on your network must use
multicasting, also. By default, RIP direction is set to Both and the Version set to
RIP-1.
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Table 22 LAN (continued)

LABEL DESCRIPTION

Multicast Select IGMP V-1 or IGMP V-2 or None. IGMP (Internet Group Multicast Protocol) is
a network-layer protocol used to establish membership in a Multicast group - it is
not used to carry user data. IGMP version 2 (RFC 2236) is an improvement over
version 1 (RFC 1112) but IGMP version 1 is still in wide use. If you would like to
read more detailed information about interoperability between IGMP version 2 and
version 1, please see sections 4 and 5 of RFC 2236.

DHCP Setup

DHCP DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows

individual clients (workstations) to obtain TCP/IP configuration at startup from a
server. Unless you are instructed by your ISP, leave this field set to Server. When
configured as a server, the ZyWALL provides TCP/IP configuration for the clients.
When set as a server, fill in the IP Pool Starting Address and Pool Size fields.

Select Relay to have the ZyWALL forward DHCP requests to another DHCP
server. When set to Relay, fill in the DHCP Server Address field.

Select None to stop the ZyWALL from acting as a DHCP server. When you select
None, you must have another DHCP server on your LAN, or else the computers
must be manually configured.

IP Pool Starting

This field specifies the first of the contiguous addresses in the IP address pool.

Address

Pool Size This field specifies the size, or count of the IP address pool.

DHCP Server Type the IP address of the DHCP server to which you want the ZyWALL to relay

Address DHCP requests. Use dotted decimal notation. Alternatively, click the right mouse
button to copy and/or paste the IP address.

Windows NetBIOS (Network Basic Input/Output System) are TCP or UDP packets that

Networking enable a computer to connect to and communicate with a LAN. For some dial-up

(NetBIOS over services such as PPPoE or PPTP, NetBIOS packets cause unwanted calls.

TCP/IP) However it may sometimes be necessary to allow NetBIOS packets to pass

through to the WAN in order to find a computer on the WAN.

Allow between
LAN and WAN

Select this check box to forward NetBIOS packets from the LAN to the WAN and
from the WAN to the LAN. If your firewall is enabled with the default policy set to
block WAN to LAN traffic, you also need to enable the default WAN to LAN firewall
rule that forwards NetBIOS traffic.

Clear this check box to block all NetBIOS packets going from the LAN to the WAN
and from the WAN to the LAN.

Allow between
LAN and DMZ

Select this check box to forward NetBIOS packets from the LAN to the DMZ and
from the DMZ to the LAN. If your firewall is enabled with the default policy set to
block DMZ to LAN ftraffic, you also need to enable the default DMZ to LAN firewall
rule that forwards NetBIOS traffic.

Clear this check box to block all NetBIOS packets going from the LAN to the DMZ
and from the DMZ to the LAN.

Allow between
LAN and WLAN

Select this check box to forward NetBIOS packets from the LAN to the WLAN and
from the WLAN to the LAN.

Clear this check box to block all NetBIOS packets going from the LAN to the WLAN
and from the WLAN to the LAN.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.
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5.6 LAN Static DHCP

This table allows you to assign IP addresses on the LAN to specific individual computers
based on their MAC Addresses.

Every Ethernet device has a unique MAC (Media Access Control) address. The MAC address
is assigned at the factory and consists of six pairs of hexadecimal characters, for example,
00:A0:C5:00:00:02.

To change your ZyWALL’s static DHCP settings, click NETWORK, LAN and then the
Static DHCP tab. The screen appears as shown.

Figure 36 LAN Static DHCP
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The following table describes the labels in this screen.
Table 23 LAN Static DHCP
LABEL DESCRIPTION
# This is the index number of the Static IP table entry (row).
MAC Address Type the MAC address of a computer on your LAN.
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Table 23 LAN Static DHCP

LABEL DESCRIPTION

IP Address Type the IP address that you want to assign to the computer on your LAN.
Alternatively, click the right mouse button to copy and/or paste the IP address.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

5.7 LAN IP Alias

IP alias allows you to partition a physical network into different logical networks over the
same Ethernet interface. The ZyWALL supports three logical LAN interfaces via its single
physical Ethernet interface with the ZyWALL itself as the gateway for each LAN network.

When you use IP alias, you can also configure firewall rules to control access between the
LAN's logical networks (subnets).

Note: Make sure that the subnets of the logical networks do not overlap.
The following figure shows a LAN divided into subnets A, B, and C.
Figure 37 Physical Network & Partitioned Logical Networks

A192168.11 -192.168.1.24

Ethemet

B: 19216821 -192168.2.24
interface| "\ Bm— —_

C:192168.3.1 -192.168.3.24

>

To change your ZyWALL’s IP alias settings, click NETWORK, LAN and then the IP Alias
tab. The screen appears as shown.
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Figure 38 LAN IP Alias
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The following table describes the labels in this screen.

Table 24 LAN IP Alias

LABEL DESCRIPTION

Enable IP Alias 1, | Select the check box to configure another LAN network for the ZyWALL.
2

IP Address Enter the IP address of your ZyWALL in dotted decimal notation.

Alternatively, click the right mouse button to copy and/or paste the IP address.

IP Subnet Mask Your ZyWALL will automatically calculate the subnet mask based on the IP
address that you assign. Unless you are implementing subnetting, use the subnet
mask computed by the ZyWALL.

RIP Direction RIP (Routing Information Protocol, RFC 1058 and RFC 1389) allows a router to
exchange routing information with other routers. The RIP Direction field controls
the sending and receiving of RIP packets. Select the RIP direction from Both/In
Only/Out Only/None. When set to Both or Out Only, the ZyWALL will broadcast
its routing table periodically. When set to Both or In Only, it will incorporate the
RIP information that it receives; when set to None, it will not send any RIP packets
and will ignore any RIP packets received.

RIP Version The RIP Version field controls the format and the broadcasting method of the RIP
packets that the ZyWALL sends (it recognizes both formats when receiving). RIP-1
is universally supported but RIP-2 carries more information. RIP-1 is probably
adequate for most networks, unless you have an unusual network topology. Both
RIP-2B and RIP-2M sends the routing data in RIP-2 format; the difference being
that RIP-2B uses subnet broadcasting while RIP-2M uses multicasting.
Multicasting can reduce the load on non-router machines since they generally do
not listen to the RIP multicast address and so will not receive the RIP packets.
However, if one router uses multicasting, then all routers on your network must
use multicasting, also. By default, RIP direction is set to Both and the Version set
to RIP-1.
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Table 24 LAN IP Alias

LABEL

DESCRIPTION

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.

5.8 LAN Port Roles

Use the Port Roles screen to set ports as LAN, DMZ or WLAN interfaces. The LAN port role
is not available on all models.

Connect wireless LAN Access Points (APs) to WLAN interfaces to extend the ZyWALL’s
wireless LAN coverage. The WLAN port role allows the ZyWALL’s firewall to treat traffic
from connected APs as part of the ZyWALL’s WLAN. You can specify firewall rules for
traffic going to or from the WLAN. The WLAN includes the ZyWALL’s own WLAN and the
Ethernet ports in the WLAN port role.

The fol

lowing figure shows the ZyWALL with a wireless card installed and an AP connected

to an Ethernet port in the WLAN port role.

Figure

39 WLAN Port Role Example

>

Note:

|

|

N

P

Do the following if you are configuring from a computer connected to a LAN,
DMZ or WLAN port and changing the port's role:

1. A port's IP address varies as its role changes, make sure your computer's IP
address is in the same subnet as the ZyWALL's LAN, DMZ or WLAN IP
address.

2. Use the appropriate LAN, DMZ or WLAN IP address to access the ZyWALL.
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To change your ZyWALL’s port role settings, click NETWORK, LAN and then the Port
Roles tab. The screen appears as shown.

The radio buttons on the left correspond to Ethernet ports on the front panel of the ZyWALL.
Ports 1 to 4 are all LAN ports by default. The radio buttons on the right are for the wireless
card.

Note: Your changes are also reflected in the DMZ Port Roles and WLAN Port Roles
screens.

Figure 40 LAN Port Roles

LAN Static DHCP 1P Alias | Port Roles

_ LA & & o
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Mote 1: Your device must have a wireless card installed to use the WLAN port role.
Mote 2: The system will restart if wireless card configuration is changed.

Reset |

The following table describes the labels in this screen.

Table 25 LAN Port Roles

LABEL DESCRIPTION

LAN Select a port’s LAN radio button to use the port as part of the LAN. The port will
use the LAN IP address and MAC address.

DMZ Select a port’'s DMZ radio button to use the port as part of the DMZ. The port will
use the DMZ IP address and MAC address.

WLAN When you have the wireless card set to WLAN, you can select a port's WLAN

radio button to use the port as part of the WLAN.

The port will use the ZyWALL's WLAN IP address and the MAC address of the
WLAN card.

Note: You must install a wireless card to use the WLAN port role.
See Appendix A on page 664 for how to install a WLAN card.

Wireless Card Select LAN to use the wireless card as part of the LAN.

Select DMZ to use the wireless card as part of the DMZ.

Select WLAN to use the wireless card as part of the WLAN.
The ZyWALL restarts after you change the wireless card setting.

Note: If you set the wireless card to be part of the LAN or DMZ, you
can still use wireless access, but not the WLAN interface in
the firewall. The firewall will treat the wireless card as part of
the LAN or DMZ respectively.
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Table 25 LAN Port Roles (continued)

LABEL DESCRIPTION
Apply Click Apply to save your changes back to the ZyWALL.
Reset Click Reset to begin configuring this screen afresh.

After you change the LAN/DMZ/WLAN port roles and click Apply, please wait for few
seconds until the following screen appears. Click Return to go back to the Port Roles screen.

Figure 41 Port Roles Change Complete

Port Role Hardware Reconfiguration Complete

Please click on Return to go to the Port Roles screen,

Return |
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CHAPTER 6
Bridge Screens

This chapter describes how to configure bridge settings. This chapter is only applicable when
the ZyWALL is in bridge mode.

6.1 Bridge Loop

The ZyWALL can act as a bridge between a switch and a wired LAN or between two routers.

Be careful to avoid bridge loops when you enable bridging in the ZyWALL. Bridge loops
cause broadcast traffic to circle the network endlessly, resulting in possible throughput
degradation and disruption of communications. The following example shows the network
topology that can lead to this problem:

o If your ZyWALL (in bridge mode) is connected to a wired LAN while communicating
with another bridge or a switch that is also connected to the same wired LAN as shown
next.

Figure 42 Bridge Loop: Bridge Connected to Wired LAN
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To prevent bridge loops, ensure that your ZyWALL is not set to bridge mode while connected
to two wired segments of the same LAN or you enable RSTP in the Bridge screen.

6.2 Spanning Tree Protocol (STP)

STP detects and breaks network loops and provides backup links between switches, bridges or
routers. It allows a bridge to interact with other STP-compliant bridges in your network to
ensure that only one route exists between any two stations on the network.
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6.2.1 Rapid STP

The ZyWALL uses IEEE 802.1w RSTP (Rapid Spanning Tree Protocol) that allow faster
convergence of the spanning tree (while also being backwards compatible with STP-only
aware bridges). Using RSTP topology change information does not have to propagate to the
root bridge and unwanted learned addresses are flushed from the filtering database. In RSTP,
the port states are Discarding, Learning, and Forwarding.

6.2.2 STP Terminology

The root bridge is the base of the spanning tree; it is the bridge with the lowest identifier value
(MAC address).

Path cost is the cost of transmitting a frame from the root bridge to that port. It is assigned
according to the speed of the link to which a port is attached. The slower the media, the higher
the cost - see the next table.

Table 26 STP Path Costs

LK speeo | FECOMMENDED | RECOUMENOED | ALuoWeD
Path Cost |4Mbps 250 100 to 1000 1 to 65535
Path Cost | 10Mbps 100 50 to 600 1 to 65535
Path Cost | 16Mbps 62 40 to 400 1 to 65535
Path Cost | 100Mbps 19 10 to 60 1 to 65535
Path Cost | 1Gbps 4 3t010 1 to 65535
Path Cost | 10Gbps 2 1to 5 1 to 65535

On each bridge, the root port is the port through which this bridge communicates with the root.
It is the port on this switch with the lowest path cost to the root (the root path cost). If there is
no root port, then this bridge has been accepted as the root bridge of the spanning tree network.

For each LAN segment, a designated bridge is selected. This bridge has the lowest cost to the
root among the bridges connected to the LAN.

6.2.3 How STP Works

After a bridge determines the lowest cost-spanning tree with STP, it enables the root port and
the ports that are the designated ports for connected LANs, and disables all other ports that
participate in STP. Network packets are therefore only forwarded between enabled ports,
eliminating any possible network loops.

STP-aware bridges exchange Bridge Protocol Data Units (BPDUs) periodically. When the
bridged LAN topology changes, a new spanning tree is constructed.
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Once a stable network topology has been established, all bridges listen for Hello BPDUs
(Bridge Protocol Data Units) transmitted from the root bridge. If a bridge does not get a Hello
BPDU after a predefined interval (Max Age), the bridge assumes that the link to the root
bridge is down. This bridge then initiates negotiations with other bridges to reconfigure the
network to re-establish a valid network topology.

6.2.4 STP Port States

STP assigns five port states (see next table) to eliminate packet looping. A bridge port is not
allowed to go directly from blocking state to forwarding state so as to eliminate transient
loops.

Table 27 STP Port States

PORT STATE DESCRIPTION

Disabled STP is disabled (default).

Blocking Only configuration and management BPDUs are received and processed.

Listening All BPDUs are received and processed.

Learning All BPDUs are received and processed. Information frames are submitted to the
learning process but not forwarded.

Forwarding All BPDUs are received and processed. All information frames are received and
forwarded.

6.3 Bridge

Select Bridge and click Apply in the MAINTENANCE Device Mode screen to have the
ZyWALL function as a bridge.

Click NETWORK, BRIDGE to display the screen shown next. Use this screen to configure
bridge and RSTP (Rapid Spanning Tree Protocol) settings.
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Figure 43 Bridge
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The following table describes the labels in this screen.

Table 28 Bridge

LABEL

DESCRIPTION

Bridge IP Address Setup

IP Address

Type the IP address of your ZyWALL in dotted decimal notation.

IP Subnet Mask

The subnet mask specifies the network number portion of an IP address.

Gateway IP Address

Enter the gateway IP address.

First/Second/Third DNS
Server

DNS (Domain Name System) is for mapping a domain name to its
corresponding IP address and vice versa. The DNS server is extremely
important because without it, you must know the IP address of a machine
before you can access it. The ZyWALL uses a system DNS server (in the
order you specify here) to resolve domain names for content filtering, the
time server, etc.

If you have the IP address(es) of the DNS server(s), enter the DNS server's
IP address(es) in the field(s) to the right.
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Table 28 Bridge (continued)

LABEL

DESCRIPTION

Rapid Spanning Tree
Protocol Setup

Enable Rapid Spanning
Tree Protocol

Select the check box to activate RSTP on the ZyWALL.

Bridge Priority

Enter a number between 0 and 61440 as bridge priority of the ZyWALL. 0 is
the highest.

Bridge Hello Time

Enter an interval (between 1 and 10) in seconds that the root bridge
waits before sending a hello packet.

Bridge Max Age

Enter an interval (between 6 and 40) in seconds that a bridge waits to
get a Hello BPDU from the root bridge.

Forward Delay

Enter the length of time (between 4 and 30) in seconds that a bridge
remains in the listening and learning port states. The default is 15 seconds.

Bridge Port

This is the bridge port type.

RSTP Active

Select the check box to enable RSTP on the corresponding port.

RSTP Priority
0(Highest)~240(Lowest)

Enter a number between 0 and 240 as RSTP priority for the corresponding
port. 0 is the highest.

RSTP Path Cost
1(Lowest)~65535(Highes

t)

Enter a number between 1 and 65535 as RSTP path cost for the
corresponding port. 65535 is the highest.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.

6.4 Bridge Port Roles

Use the Port Roles screen to set ports as LAN, DMZ or WLAN interfaces. The LAN port role
is not available on all models.

Connect wireless LAN Access Points (APs) to WLAN interfaces to extend the ZyWALL’s
wireless LAN coverage. The WLAN port role allows the ZyWALL'’s firewall to treat traffic
from connected APs as part of the ZyWALL’s WLAN. You can specify firewall rules for
traffic going to or from the WLAN. The WLAN includes the ZyWALL’s own WLAN and the
Ethernet ports in the WLAN port role.

The following figure shows the ZyWALL with a wireless card installed and an AP connected
to an Ethernet port in the WLAN port role.
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Figure 44 WLAN Port Role Example

. .

To change your ZyWALL’s port role settings, click NETWORK, BRIDGE and then the Port
Roles tab. The screen appears as shown.

The radio buttons on the left correspond to Ethernet ports on the front panel of the ZyWALL.
Ports 1 to 4 are all DMZ ports on the ZyWALL 70 and all LAN ports on the ZyWALL 5 or
ZyWALL 35 by default. The radio buttons on the right are for the WLAN card.

Figure 45 Bridge Port Roles

Bridge Port Roles

Port Roles Setup
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Mote 1: Your device must have a wireless card installed to use the WLAN port role,
Mote 2: The system will restart if wireless card configuration is changed. :

e

The following table describes the labels in this screen.

Table 29 Bridge Port Roles

LABEL DESCRIPTION

LAN Select a port’s LAN radio button to use the port as part of the LAN. The port will
use the LAN IP address and MAC address.

DMZ Select a port's DMZ radio button to use the port as part of the DMZ. The port will
use the DMZ IP address and MAC address.
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Table 29 Bridge Port Roles (continued)

LABEL

DESCRIPTION

WLAN

When you have the wireless card set to WLAN, you can select a port's WLAN
radio button to use the port as part of the WLAN.

The port will use the ZyWALL's WLAN IP address and the MAC address of the
WLAN card.

Note: You must install a wireless card to use the WLAN port role.
See Appendix A on page 664 for how to install a WLAN card.

Wireless Card

Select LAN to use the wireless card as part of the LAN.

Select DMZ to use the wireless card as part of the DMZ.

Select WLAN to use the wireless card as part of the WLAN.
The ZyWALL restarts after you change the wireless card setting.

Note: If you set the wireless card to be part of the LAN or DMZ, you
can still use wireless access, but not the WLAN interface in
the firewall. The firewall will treat the wireless card as part of
the LAN or DMZ respectively.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.

After you change the LAN/DMZ/WLAN port roles and click Apply, please wait for few
seconds until the following screen appears. Click Return to go back to the Port Roles screen.

Figure 46 Port Roles Change Complete

Port Role Hardware Reconfiguration Complete

Please click on Return to go to the Port Roles screen,

Return |
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CHAPTER 7
WAN Screens

This chapter describes how to configure WAN settings. Multiple WAN and load balancing are
not available on the ZyWALL 5.

7.1 WAN Overview

* Use the WAN General screen to configure load balancing, route priority and traffic
redirect properties for the ZyWALL 70 and ZyWALL 35.

* Use the WAN Route screen to configure route priority for the ZyWALL 5.

» Use the WANTI screen to configure the WAN1 port for Internet access on the ZyWALL 70
and ZyWALL 35.

» Use the WAN2 screen to configure the WAN2 port for Internet access on the ZyWALL 70
and ZyWALL 35.

» Use the WAN screen to configure the WAN port for Internet access on the ZyWALL 5.

» Use the Traffic Redirect screen to configure your traffic redirect properties and
parameters.

» Use the Dial Backup screen to configure the backup WAN dial-up connection.

7.2 Multiple WAN

You can use a second connection for load sharing to increase overall network throughput or as
a backup to enhance network reliability.

The ZyWALL has two WAN ports. You can connect one port to one ISP (or network) and
connect the other to a second ISP (or network).

The ZyWALL can balance the load between the two WAN ports (see Section 7.3 on page
131).

You can use policy routing to specify the WAN port that specific services go through. An ISP
may give traffic from certain (more expensive) connections priority over the traffic from other
accounts. You could route delay intolerant traffic (like voice over IP calls) through this kind of
connection. Other traffic could be routed through a cheaper broadband Internet connection that
does not provide priority service. If one WAN port's connection goes down, the ZyWALL can
automatically send its traffic through the other WAN port. See Chapter 24 on page 396 for
details.

The ZyWALL's NAT feature allows you to configure sets of rules for one WAN port and
separate sets of rules for the other WAN port. Refer to Chapter 22 on page 374 for details.
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You can select through which WAN port you want to send out traffic from UPnP-enabled
applications (see Chapter 28 on page 456).

The ZyWALL's DDNS lets you select which WAN interface you want to use for each
individual domain name. The DDNS high availability feature lets you have the ZyWALL use
the other WAN interface for a domain name if the configured WAN interface's connection
goes down. See Section 26.10.2 on page 428 for details.

When configuring a VPN rule, you have the option of selecting one of the ZyWALL's domain
names in the My Address field.

7.3 Load Balancing Introduction

On the ZyWALL, load balancing is the process of dividing traffic loads between the two WAN
interfaces (or ports). This allows you to improve quality of services and maximize bandwidth
utilization.

See also policy routing to provide quality of service by dedicating a route for a specific traffic
type and bandwidth management to specify a set amount of bandwidth for a specific traffic
type on an interface.

7.4 Load Balancing Algorithms

The ZyWALL uses three load balancing methods (Least Load First, Weighted Round Robin
and Spillover) to decide which WAN port the traffic for a session' (from the LAN) should
use.

The following sections describe each load balancing method. The available bandwidth you
configure on the ZyWALL refers to the actual bandwidth provided by the ISP and the
measured bandwidth refers to as the bandwidth an interface is currently using.

7.4.1 Least Load First

The least load first algorithm uses the current (or recent) outbound and/or inbound bandwidth
utilization of each WAN interface as the load balancing index(es) when making decisions
about to which WAN interface a new LAN-originated session is to be distributed. The
outbound bandwidth utilization is defined as the measured outbound throughput over the
available outbound bandwidth and the inbound bandwidth utilization is defined as the
measured inbound throughput over the available inbound bandwidth.

1. Inthe load balancing section, a session may refer to normal connection-oriented, UDP and
SNMP2 traffic.
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7.4.1.1 Example 1

The following figure depicts an example where both the WAN ports on the ZyWALL are
connected to the Internet. The configured available outbound bandwidths for WAN 1 and
WAN 2 are 512K and 256K respectively.

Figure 47 Least Load First Example
WAN1
Outbound: 512K
Inbound: 256K

e

y a
— | K, [tenst
WAN2 P _ \)
Outbound: 256K N

Inbound: 128K

If the outbound bandwidth utilization is used as the load balancing index and the measured
outbound throughput of WAN 1 is 412K and WAN 2 is 198K, the ZyWALL calculates the
load balancing index as shown in the table below.

Since WAN 2 has a smaller load balancing index (meaning that it is less utilized than WAN 1),
the ZyWALL will send the subsequent new session traffic through WAN 2.

Table 30 Least Load First: Example 1

OUTBOUND LOAD BALANCING INDEX
INTERFACE A
AVAILABLE (A) MEASURED (M) (M/A)
WAN 1 512 K 412K 0.8
WAN 2 256 K 198 K 0.77

7.4.1.2 Example 2

This example uses the same network scenario as in Figure 47 on page 132, but uses both the
outbound and inbound bandwidth utilization in calculating the load balancing index. If the
measured inbound stream throughput for both WAN 1 and WAN 2 is 102K, the ZyWALL
calculates the average load balancing indices as shown in the table below.

Since WAN 1 has a smaller load balancing index (meaning that it is less utilized than WAN 2),
the ZyWALL will send the next new session traffic through WAN 1.

Table 31 Least Load First: Example 2

OUTBOUND INBOUND AVERAGE LOAD

INTERFACE | AVAILABLE | MEASURED | AVAILABLE | MEASURED gm%’:cﬁ“ﬁn';‘ﬁ'zf x
(OA) (om) (1A) (IM) ( )

WAN 1 512 K 412K 256 K 102 K (0.8+0.4)/2=0.6

WAN 2 256 K 198 K 128 K 102 K (077+0.8)/2=0.79
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7.4.2 Weighted Round Robin

Similar to the Round Robin (RR) algorithm, the Weighted Round Robin (WRR) algorithm sets
the ZyWALL to send traffic through each WAN interface in turn. In addition, the WAN
interfaces are assigned weights. An interface with a larger weight gets more of the traffic than
an interface with a smaller weight.

This algorithm is best suited for situations when the bandwidths set for the two WAN
interfaces are different.

For example, in the figure below, the configured available bandwidth of WANI1 is 1M and
WAN?2 is 512K. You can set the ZyWALL to distribute the network traffic between the two
interfaces by setting the weight of WAN1 and WAN2 to 2 and 1 respectively. The ZyWALL
assigns the traffic of two sessions to WANI for every session's traffic assigned to WAN2.

Figure 48 Weighted Round Robin Algorithm Example

WANA1
Bandwidth : 1M
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WAN2 e
Bandwidth: 512K -/

7.4.3 Spillover

With the spillover load balancing algorithm, the ZyWALL sends network traffic to the primary
interface until the maximum allowable load is reached, then the ZyWALL sends the excess
network traffic of new sessions to the secondary WAN interface. Configure the Route
Priority metrics in the WAN General screen to determine the primary and secondary WANSs.

In cases where the primary WAN interface uses an unlimited access Internet connection and
the secondary WAN uses a per-use timed access plan, the ZyWALL will only use the
secondary WAN interface when the traffic load reaches the upper threshold on the primary
WAN interface. This allows you to fully utilize the bandwidth of the primary WAN interface
while avoiding overloading it and reducing Internet connection fees at the same time.

In the following example figure, the upper threshold of the primary WAN interface is set to
800K. The ZyWALL sends network traffic of new sessions that exceeds this limit to the
secondary WAN interface.

133 Chapter 7 WAN Screens



ZyWALL 5/35/70 Series User’s Guide

Figure 49 Spillover Algorithm Example
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7.5 TCPIIP Priority (Metric)

The metric represents the "cost of transmission". A router determines the best route for
transmission by choosing a path with the lowest "cost". RIP routing uses hop count as the
measurement of cost, with a minimum of "1" for directly connected networks. The number
must be between "1" and "15"; a number greater than "15" means the link is down. The
smaller the number, the lower the "cost".

1 The metric sets the priority for the ZyWALL's routes to the Internet. Each route must
have a unique metric.

2 The priorities of the WAN port routes must always be higher than the dial-backup and
traffic redirect route priorities.

Take a ZyWALL with multiple WAN ports as an example, lets say that you have the WAN
operation mode set to active/passive and the WAN 1 route has a metric of "2", the WAN 2
route has a metric of "3", the traffic-redirect route has a metric of "14" and the dial-backup
route has a metric of "15". In this case, the WAN 1 route acts as the primary default route. If
the WAN 1 route fails to connect to the Internet, the ZyWALL tries the WAN 2 route next. If
the WAN 2 route fails, the ZyWALL tries the traffic-redirect route. In the same manner, the
ZyWALL uses the dial-backup route if the traffic-redirect route also fails.

For a ZyWALL with a single WAN port, if the WAN port route has a metric of "1" and the
traffic-redirect route has a metric of "2" and dial-backup route has a metric of "3", then the
WAN port route acts as the primary default route. If the WAN port route fails to connect to the
Internet, the ZyWALL tries the traffic-redirect route next. In the same manner, the ZyWALL
uses the dial-backup route if the traffic-redirect route also fails.

The dial-backup or traffic redirect routes cannot take priority over the WAN (or WAN 1 and
WAN 2) routes.

7.6 WAN General

Click NETWORK, WAN to open the General screen. Use this screen to configure load
balancing, route priority and traffic redirect properties.
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Figure 50 WAN General
WAN

Operation Mode
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Windows Networking (NetBI0OS over TCP/IP)
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The following table describes the labels in this screen.

Table 32 WAN General

LABEL

DESCRIPTION

Active/Passive
(Fail Over) Mode

Select the Active/Passive (fail over) operation mode to have the ZyWALL use the
second highest priority WAN port as a back up. This means that the ZyWALL will
normally use the highest priority (primary) WAN port (depending on the priorities
you configure in the Route Priority fields). The ZyWALL will switch to the
secondary (second highest priority) WAN port when the primary WAN port's
connection fails.

Fall Back to
Primary WAN
When Possible

This field determines the action the ZyWALL takes after the primary WAN port fails
and the ZyWALL starts using the secondary WAN port.

Select this check box to have the ZyWALL change back to using the primary WAN
port when the ZyWALL can connect through the primary WAN port again.

Clear this check box to have the ZyWALL continue using the secondary WAN port,
even after the ZyWALL can connect through the primary WAN port again. The
ZyWALL continues to use the secondary WAN port until it's connection fails (at
which time it will change back to using the primary WAN port if its connection is up.

Active/Active Select Active/Active Mode to have the ZyWALL use both of the WAN ports at the
Mode same time and allow you to enable load balancing.

Load Balancing Select Least Load First, Weighted Round Robin or Spillover to activate load
Algorithm balancing and set the related fields. Otherwise, select None.

Refer to Section 7.7 on page 137 for load balancing configuration.

Route Priority

WAN1 The default WAN connection is "1' as your broadband connection via the WAN port
WAN2 should always be your preferred method of accessing the WAN. The ZyWALL
Traffic Redi switches from WAN port 1 to WAN port 2 if WAN port 1's connection fails and then
raffic Redirect back to WAN port 1 when WAN port 1's connection comes back up. The default
Dial Backup priority of the routes is WAN 1, WAN 2, Traffic Redirect and then Dial Backup:
You have three choices for an auxiliary connection (WAN 2, Traffic Redirect and
Dial Backup) in the event that your regular WAN connection goes down. If Dial
Backup is preferred to Traffic Redirect, then type "14" in the Dial Backup Priority
(metric) field (and leave the Traffic Redirect Priority (metric) at the default of
ll1 5").
The Dial Backup field is available only when you enable the corresponding dial
backup feature in the Dial Backup screen.
Connectivity
Check

Check Period

The ZyWALL tests a WAN connection by periodically sending a ping to either the
default gateway or the address in the Ping this Address field.

Type a number of seconds (5 to 300) to set the time interval between checks. Allow
more time if your destination IP address handles lots of traffic.

Check Timeout Type the number of seconds (1 to 10) for your ZyWALL to wait for a response to the
ping before considering the check to have failed. This setting must be less than the
Check Period. Use a higher value in this field if your network is busy or congested.

Check Fail Type how many WAN connection checks can fail (1-10) before the connection is

Tolerance considered "down" (not connected). The ZyWALL still checks a "down" connection

to detect if it reconnects.
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Table 32 WAN General (continued)

LABEL DESCRIPTION

Check WAN1/2 Select the check box to have the ZyWALL periodically test the respective WAN
Connectivity port's connection.

Select Ping Default Gateway to have the ZyWALL ping the WAN port's default
gateway IP address.

Select Ping this Address and enter a domain name or IP address of a reliable
nearby computer (for example, your ISP's DNS server address) to have the
ZyWALL ping that address. For a domain name, use up to 63 alphanumeric
characters (hyphens, periods and the underscore are also allowed) without spaces.

Check Traffic Select the check box to have the ZyWALL periodically test the traffic redirect

Redirection connection.

Connectivity Select Ping Default Gateway to have the ZyWALL ping the backup gateway's IP
address.

Select Ping this Address and enter a domain name or IP address of a reliable
nearby computer (for example, your ISP's DNS server address) to have the
ZyWALL ping that address. For a domain name, use up to 63 alphanumeric
characters (hyphens, periods and the underscore are also allowed) without spaces.

Windows NetBIOS (Network Basic Input/Output System) are TCP or UDP packets that
Networking enable a computer to connect to and communicate with a LAN. For some dial-up
(NetBIOS over services such as PPPoE or PPTP, NetBIOS packets cause unwanted calls.
TCP/IP):

Allow between Select this check box to forward NetBIOS packets from the LAN to the WAN and
WAN and LAN from the WAN to the LAN. If your firewall is enabled with the default policy set to
block WAN to LAN traffic, you also need to enable the default WAN to LAN firewall
rule that forwards NetBIOS traffic.

Clear this check box to block all NetBIOS packets going from the LAN to the WAN
and from the WAN to the LAN.

Allow between Select this check box to forward NetBIOS packets from the WAN to the DMZ and
WAN and DMZ from the DMZ to the WAN.

Clear this check box to block all NetBIOS packets going from the WAN to the DMZ
and from the DMZ to the WAN.

Allow between Select this check box to forward NetBIOS packets from the WLAN to the WAN and
WAN and WLAN | from the WAN to the WLAN.

Clear this check box to block all NetBIOS packets going from the WLAN to the WAN
and from the WAN to the WLAN.

Allow Trigger Dial | Select this option to allow NetBIOS packets to initiate calls.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

7.7 Configuring Load Balancing

To configure load balancing on the ZyWALL, click NETWORK, WAN in the navigation
panel. The WAN General screen displays by default. Select Active/Active Mode under
Operation Mode to enable load balancing on the ZyWALL.

The WAN General screen varies depending on what you select in the Load Balancing
Algorithm field.
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7.7.1 Least Load First

To configure Least Load First, select Least Load First in the Load Balancing Algorithm

field.

Figure 51 Load Balancing: Least Load First
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The following table describes the related fields in this screen.

Table 33 Load Balancing: Least Load First

LABEL DESCRIPTION

Active/Active Select Active/Active Mode and set the related fields to enable load balancing on the
Mode ZyWALL.

Load Balancing | Select a load balancing method to use from the drop-down list box.

Algorithm

Time Frame You can set the ZyWALL to get the measured bandwidth using the average

bandwidth in the specified time interval.
Enter the time interval between 10 and 600 seconds.

Load Balancing
Index(es)

Specify the direction of the traffic utilization you want the ZyWALL to use in
calculating the load balancing index.

Select Outbound Only, Inbound Only or Outbound + Inbound.

Interface

This field displays the name of the WAN interface (WAN1 and WAN2).

Available
Inbound
Bandwidth

This field is applicable when you select Outbound + Inbound or Inbound Only in
the Load Balancing Index(es) field.

Specify the inbound (or downstream) bandwidth (in kilo bites per second) for the
interface.

Available
Outbound
Bandwidth

This field is applicable when you select Outbound + Inbound or Outbound Only in
the Load Balancing Index(es) field.

Specify the outbound (or upstream) bandwidth (in kilo bites per second) for the
interface.
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7.7.2 Weighted Round Robin

To load balance using the weighted round robin method, select Weighted Round Robin in the
Load Balancing Algorithm field.

Figure 52 Load Balancing: Weighted Round Robin
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The following table describes the related fields in this screen.

Table 34 Load Balancing: Weighted Round Robin

LABEL DESCRIPTION

Active/Active Select Active/Active Mode and set the related fields to enable load balancing on the
Mode ZyWALL.

Load Balancing | Select a load balancing method to use from the drop-down list box.
Algorithm

Interface | This field displays the name of the WAN interface (WAN1 and WAN2).

Ratio | Specify the weighted ration for the interface. Enter O to set the ZyWALL not to send
traffic load to the interface.

7.7.3 Spillover

To load balance using the spillover method, select Spillover in the Load Balancing
Algorithm field.

Configure the Route Priority metrics in the WAN General screen to determine the primary
and secondary WANSs. By default, WAN1 is the primary WAN and WAN?2 is the secondary
WAN.
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Figure 53 Load Balancing: Spillover
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The following table describes the related fields in this screen.

Table 35 Load Balancing: Spillover

LABEL DESCRIPTION

Active/Active Select Active/Active Mode and set the related fields to enable load balancing on the
Mode ZyWALL.

Load Balancing | Select a load balancing method to use from the drop-down list box.

Algorithm

Time Frame | You can set the ZyWALL to get the measured bandwidth using the average
bandwidth in the specified time interval.

Enter the time interval between 10 and 600 seconds.

Send traffic to | Specify the maximum allowable bandwidth on the primary WAN. Once this maximum
secondary WAN | bandwidth is reached, the ZyWALL sends the new session traffic that exceeds this
when primary | limit to the secondary WAN. The ZyWALL continues to send traffic of existing
WAN bandwidth | session to the primary WAN.
exceeds

7.8 WAN Route

Click NETWORK, WAN to open the Route screen. Use this screen to configure route
priority.
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Figure 54 WAN Route
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The following table describes the labels in this screen.

Table 36 WAN Route

LABEL

DESCRIPTION

Route Priority

WAN The default WAN connection is "1' as your broadband connection via the WAN port
Traffic Redirect should always be your preferred method of accessing the WAN. The default priority
Dial Backup of the routes is WAN, Traffic Redirect and then Dial Backup:
You have two choices for an auxiliary connection (Traffic Redirect and Dial
Backup) in the event that your regular WAN connection goes down. If Dial Backup
is preferred to Traffic Redirect, then type "14" in the Dial Backup Priority (metric)
field (and leave the Traffic Redirect Priority (metric) at the default of "15").
The Dial Backup field is available only when you enable the corresponding dial
backup feature in the Dial Backup screen.
Windows NetBIOS (Network Basic Input/Output System) are TCP or UDP packets that
Networking enable a computer to connect to and communicate with a LAN. For some dial-up
(NetBIOS over services such as PPPoE or PPTP, NetBIOS packets cause unwanted calls.
TCP/IP):
Allow between Select this check box to forward NetBIOS packets from the LAN to the WAN and
WAN and LAN from the WAN to the LAN. If your firewall is enabled with the default policy set to

block WAN to LAN traffic, you also need to enable the default WAN to LAN firewall
rule that forwards NetBIOS traffic.

Clear this check box to block all NetBIOS packets going from the LAN to the WAN
and from the WAN to the LAN.

Allow between
WAN and DMZ

Select this check box to forward NetBIOS packets from the WAN to the DMZ and
from the DMZ to the WAN.

Clear this check box to block all NetBIOS packets going from the WAN to the DMZ
and from the DMZ to the WAN.
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Table 36 WAN Route (continued)

LABEL DESCRIPTION

Allow between Select this check box to forward NetBIOS packets from the WLAN to the WAN and
WAN and WLAN | from the WAN to the WLAN.

Clear this check box to block all NetBIOS packets going from the WLAN to the WAN
and from the WAN to the WLAN.

Allow Trigger Dial | Select this option to allow NetBIOS packets to initiate calls.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

7.9 WAN IP Address Assignment

Every computer on the Internet must have a unique IP address. If your networks are isolated
from the Internet, for instance, only between your two branch offices, you can assign any IP
addresses to the hosts without problems. However, the Internet Assigned Numbers Authority
(IANA) has reserved the following three blocks of IP addresses specifically for private
networks.

Table 37 Private IP Address Ranges

10.0.0.0 - 10.255.255.255
172.16.0.0 - 172.31.255.255
192.168.0.0 - 192.168.255.255

You can obtain your IP address from the IANA, from an ISP or have it assigned by a private
network. If you belong to a small organization and your Internet access is through an ISP, the
ISP can provide you with the Internet addresses for your local networks. On the other hand, if
you are part of a much larger organization, you should consult your network administrator for
the appropriate IP addresses.

Note: Regardless of your particular situation, do not create an arbitrary IP address;
always follow the guidelines above. For more information on address
assignment, please refer to RFC 1597, Address Allocation for Private Internets
and RFC 1466, Guidelines for Management of IP Address Space.

7.10 DNS Server Address Assignment

Use DNS (Domain Name System) to map a domain name to its corresponding IP address and
vice versa, for instance, the IP address of www.zyxel.com is 204.217.0.2. The DNS server is
extremely important because without it, you must know the IP address of a computer before
you can access it.

The ZyWALL can get the DNS server addresses in the following ways.

Chapter 7 WAN Screens 142



ZyWALL 5/35/70 Series User's Guide

1 The ISP tells you the DNS server addresses, usually in the form of an information sheet,
when you sign up. If your ISP gives you DNS server addresses, manually enter them in
the DNS server fields.

2 If your ISP dynamically assigns the DNS server IP addresses (along with the ZyWALL’s
WAN IP address), set the DNS server fields to get the DNS server address from the ISP.

3 You can manually enter the IP addresses of other DNS servers. These servers can be
public or private. A DNS server could even be behind a remote IPSec router (see Section
26.5.1 on page 419).

7.11 WAN MAC Address

Every Ethernet device has a unique MAC (Media Access Control) address. The MAC address
is assigned at the factory and consists of six pairs of hexadecimal characters, for example,
00:A0:C5:00:00:02.

You can configure the WAN port's MAC address by either using the factory default or cloning
the MAC address from a computer on your LAN. Once it is successfully configured, the
address will be copied to the "rom" file (ZyNOS configuration file). It will not change unless
you change the setting or upload a different "rom" file.

Table 38 Example of Network Properties for LAN Servers with Fixed IP Addresses

Choose an IP address 192.168.1.2-192.168.1.32; 192.168.1.65-192.168.1.254.
Subnet mask 255.255.255.0
Gateway (or default route) 192.168.1.1(ZyWALL LAN IP)

7.12 WAN

To change your ZyWALL's WAN ISP, IP and MAC settings, click NETWORK, WAN and
then the WAN, WAN1 or WAN2 tab. The screen differs by the encapsulation.

Note: The WAN1 and WAN2 IP addresses of a ZyWALL with multiple WAN ports
must be on different subnets.

7.12.1 WAN Ethernet Encapsulation

For ISPs (such as Telstra) that send UDP heartbeat packets to verify that the customer is still
online, please create a WAN-to-WAN/ZyWALL firewall rule for those packets. Contact your
ISP to find the correct port number.

The screen shown next is for Ethernet encapsulation.
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Figure 55 WAN: Ethernet Encapsulation
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The following table describes the labels in this screen.

Table 39 WAN: Ethernet Encapsulation

LABEL

DESCRIPTION

ISP Parameters
for Internet
Access

Encapsulation

You must choose the Ethernet option when the WAN port is used as a regular
Ethernet.

Service Type Choose from Standard, Telstra (RoadRunner Telstra authentication method), RR-
Manager (Roadrunner Manager authentication method), RR-Toshiba (Roadrunner
Toshiba authentication method) or Telia Login.
The following fields do not appear with the Standard service type.

User Name Type the user name given to you by your ISP.

Password Type the password associated with the user name above.
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Table 39 WAN: Ethernet Encapsulation (continued)

LABEL

DESCRIPTION

Retype to Confirm

Type your password again to make sure that you have entered is correctly.

Login Server IP
Address

Type the authentication server IP address here if your ISP gave you one.
This field is not available for Telia Login.

Login Server
(Telia Login only)

Type the domain name of the Telia login server, for example login1.telia.com.

Relogin
Every(min)
(Telia Login only)

The Telia server logs the ZyWALL out if the ZyWALL does not log in periodically.
Type the number of minutes from 1 to 59 (30 default) for the ZyWALL to wait
between logins.

WAN IP Address
Assignment

Get automatically

Select this option If your ISP did not assign you a fixed IP address. This is the

from ISP default selection.

Use Fixed IP Select this option If the ISP assigned a fixed IP address.

Address

My WAN IP Enter your WAN IP address in this field if you selected Use Fixed IP Address.
Address

My WAN IP Enter the IP subnet mask (if your ISP gave you one) in this field if you selected Use
Subnet Mask Fixed IP Address.

Gateway IP Enter the gateway IP address (if your ISP gave you one) in this field if you selected
Address Use Fixed IP Address.

Advanced Setup

Enable NAT
(Network Address
Translation)

Network Address Translation (NAT) allows the translation of an Internet protocol
address used within one network (for example a private IP address used in a local
network) to a different IP address known within another network (for example a
public IP address used on the Internet).

Select this check box to enable NAT.

RIP Direction

RIP (Routing Information Protocol) allows a router to exchange routing information
with other routers. The RIP Direction field controls the sending and receiving of
RIP packets.

Choose Both, None, In Only or Out Only.

When set to Both or Out Only, the ZyWALL will broadcast its routing table
periodically.

When set to Both or In Only, the ZyWALL will incorporate RIP information that it
receives.

When set to None, the ZyWALL will not send any RIP packets and will ignore any
RIP packets received.

By default, RIP Direction is set to Both.

Chapter 7 WAN Screens



ZyWALL 5/35/70 Series User’s Guide

Table 39 WAN: Ethernet Encapsulation (continued)

LABEL

DESCRIPTION

RIP Version

The RIP Version field controls the format and the broadcasting method of the RIP
packets that the ZyWALL sends (it recognizes both formats when receiving).

Choose RIP-1, RIP-2B or RIP-2M.

RIP-1 is universally supported; but RIP-2 carries more information. RIP-1 is
probably adequate for most networks, unless you have an unusual network
topology. Both RIP-2B and RIP-2M sends the routing data in RIP-2 format; the
difference being that RIP-2B uses subnet broadcasting while RIP-2M uses
multicasting. Multicasting can reduce the load on non-router machines since they
generally do not listen to the RIP multicast address and so will not receive the RIP
packets. However, if one router uses multicasting, then all routers on your network
must use multicasting, also. By default, the RIP Version field is set to RIP-1.

Enable Multicast

Select this check box to turn on IGMP (Internet Group Multicast Protocol). IGMP is
a network-layer protocol used to establish membership in a Multicast group - it is
not used to carry user data.

Multicast Version

Choose None (default), IGMP-V1 or IGMP-V2. IGMP (Internet Group Multicast
Protocol) is a session-layer protocol used to establish membership in a Multicast
group — it is not used to carry user data. IGMP version 2 (RFC 2236) is an
improvement over version 1 (RFC 1112) but IGMP version 1 is still in wide use. If
you would like to read more detailed information about interoperability between
IGMP version 2 and version 1, please see sections 4 and 5 of RFC 2236.

Spoof WAN MAC
Address

You can use the factory assigned default MAC Address or cloning the MAC
address from a computer on your LAN.

Otherwise, select the check box next to Spoof WAN MAC Address and enter the
IP address of the computer on the LAN whose MAC you are cloning. Once it is
successfully configured, the address will be copied to the rom file (ZyNOS
configuration file). It will not change unless you change the setting or upload a
different ROM file.

Clone the Enter the IP address of the computer on the LAN whose MAC you are cloning.
computer's MAC | |t js recommended that you clone the MAC address prior to hooking up the WAN
address — IP port.

Address

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

7.12.2 PPPoE Encapsulation

The ZyWALL supports PPPoE (Point-to-Point Protocol over Ethernet). PPPoE is an [ETF
standard (RFC 2516) specifying how a personal computer (PC) interacts with a broadband
modem (DSL, cable, wireless, etc.) connection. The PPPOE option is for a dial-up connection

using PPPoE.

For the service provider, PPPoE offers an access and authentication method that works with
existing access control systems (for example RADIUS).

One of the benefits of PPPoE is the ability to let you access one of multiple network services,
a function known as dynamic service selection. This enables the service provider to easily
create and offer new IP services for individuals.
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Operationally, PPPoE saves significant effort for both you and the ISP or carrier, as it requires
no specific configuration of the broadband modem at the customer site.

By implementing PPPoE directly on the ZyWALL (rather than individual computers), the
computers on the LAN do not need PPPoE software installed, since the ZyWALL does that
part of the task. Furthermore, with NAT, all of the LANs’ computers will have access.
Refer to Appendix F on page 702 for more information on PPPoE.

The screen shown next is for PPPoE encapsulation.

Figure 56 WAN: PPPoE Encapsulation
WAN
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ISP Parameters for Internet Access

WAN IP Address Assignment
]
L

Advanced Setup

i
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The following table describes the labels in this screen.

Table 40 WAN: PPPoE Encapsulation

LABEL

DESCRIPTION

ISP Parameters
for Internet
Access

Encapsulation

The PPPoE choice is for a dial-up connection using PPPoE. The router supports
PPPoE (Point-to-Point Protocol over Ethernet). PPPoE is an IETF standard (RFC
2516) specifying how a personal computer (PC) interacts with a broadband modem
(i.e. DSL, cable, wireless, etc.) connection. Operationally, PPPoE saves significant
effort for both the end user and ISP/carrier, as it requires no specific configuration of
the broadband modem at the customer site. By implementing PPPoE directly on the
router rather than individual computers, the computers on the LAN do not need
PPPoE software installed, since the router does that part of the task. Further, with
NAT, all of the LAN's computers will have access.

Service Name

Type the PPPOE service name provided to you. PPPOE uses a service name to
identify and reach the PPPoE server.

User Name Type the user name given to you by your ISP.
Password Type the password associated with the user name above.
Retype to Type your password again to make sure that you have entered is correctly.
Confirm
Authentication Use the drop-down list box to select an authentication protocol for outgoing calls.
Type Options are:
CHAP/PAP - Your ZyWALL accepts either CHAP or PAP when requested by this
remote node.
CHAP - Your ZyWALL accepts CHAP only.
PAP - Your ZyWALL accepts PAP only.
Nailed-Up Select Nailed-Up if you do not want the connection to time out.
Idle Timeout This value specifies the time in seconds that elapses before the ZyWALL

automatically disconnects from the PPPOE server.

WAN [P Address
Assignment

Get automatically

Select this option If your ISP did not assign you a fixed IP address. This is the

Translation)

from ISP default selection.

Use Fixed IP Select this option If the ISP assigned a fixed IP address.

Address

My WAN IP Enter your WAN IP address in this field if you selected Use Fixed IP Address.
Address

Advanced Setup

Enable NAT Network Address Translation (NAT) allows the translation of an Internet protocol
(Network address used within one network (for example a private IP address used in a local
Address network) to a different IP address known within another network (for example a

public IP address used on the Internet).
Select this checkbox to enable NAT.
For more information about NAT see Chapter 22 on page 374.
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Table 40 WAN: PPPoE Encapsulation

LABEL DESCRIPTION

RIP Direction RIP (Routing Information Protocol) allows a router to exchange routing information
with other routers. The RIP Direction field controls the sending and receiving of RIP
packets.
Choose Both, None, In Only or Out Only.
When set to Both or Out Only, the ZyWALL will broadcast its routing table
periodically.
When set to Both or In Only, the ZyWALL will incorporate RIP information that it
receives.
When set to None, the ZyWALL will not send any RIP packets and will ignore any
RIP packets received.
By default, RIP Direction is set to Both.

RIP Version The RIP Version field controls the format and the broadcasting method of the RIP

packets that the ZyWALL sends (it recognizes both formats when receiving).
Choose RIP-1, RIP-2B or RIP-2M.

RIP-1 is universally supported; but RIP-2 carries more information. RIP-1 is
probably adequate for most networks, unless you have an unusual network
topology. Both RIP-2B and RIP-2M sends the routing data in RIP-2 format; the
difference being that RIP-2B uses subnet broadcasting while RIP-2M uses
multicasting. Multicasting can reduce the load on non-router machines since they
generally do not listen to the RIP multicast address and so will not receive the RIP
packets. However, if one router uses multicasting, then all routers on your network
must use multicasting, also. By default, the RIP Version field is set to RIP-1.

Enable Multicast

Select this check box to turn on IGMP (Internet Group Multicast Protocol). IGMP is
a network-layer protocol used to establish membership in a Multicast group - it is
not used to carry user data.

Multicast Version

Choose None (default), IGMP-V1 or IGMP-V2. IGMP (Internet Group Multicast
Protocol) is a session-layer protocol used to establish membership in a Multicast
group — it is not used to carry user data. IGMP version 2 (RFC 2236) is an
improvement over version 1 (RFC 1112) but IGMP version 1 is still in wide use. If
you would like to read more detailed information about interoperability between
IGMP version 2 and version 1, please see sections 4 and 5 of RFC 2236.

Spoof WAN MAC
Address

You can use the factory assigned default MAC Address or cloning the MAC address
from a computer on your LAN.

Otherwise, select the check box next to Spoof WAN MAC Address and enter the
IP address of the computer on the LAN whose MAC you are cloning. Once it is
successfully configured, the address will be copied to the rom file (ZyNOS
configuration file). It will not change unless you change the setting or upload a
different ROM file.

Clone the Enter the IP address of the computer on the LAN whose MAC you are cloning.
computer's MAC | |t js recommended that you clone the MAC address prior to hooking up the WAN
address — IP port.

Address

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.
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7.12.3 PPTP Encapsulation

Point-to-Point Tunneling Protocol (PPTP) is a network protocol that enables secure transfer of
data from a remote client to a private server, creating a Virtual Private Network (VPN) using
TCP/IP-based networks.

PPTP supports on-demand, multi-protocol and virtual private networking over public
networks, such as the Internet. The screen shown next is for PPTP encapsulation.

Refer to Appendix G on page 704 for more information on PPTP.

Figure 57 WAN: PPTP Encapsulation
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The following table describes the labels in this screen.

Table 41 WAN: PPTP Encapsulation

LABEL

DESCRIPTION

ISP Parameters for
Internet Access

Encapsulation

Point-to-Point Tunneling Protocol (PPTP) is a network protocol that enables
secure transfer of data from a remote client to a private server, creating a Virtual
Private Network (VPN) using TCP/IP-based networks. PPTP supports on-
demand, multi-protocol, and virtual private networking over public networks, such
as the Internet. The ZyWALL supports only one PPTP server connection at any
given time. To configure a PPTP client, you must configure the User Name and
Password fields for a PPP connection and the PPTP parameters for a PPTP
connection.

User Name

Type the user name given to you by your ISP.

Password

Type the password associated with the user name above.

Retype to Confirm

Type your password again to make sure that you have entered is correctly.

Authentication Use the drop-down list box to select an authentication protocol for outgoing calls.
Type Options are:
CHAP/PAP - Your ZyWALL accepts either CHAP or PAP when requested by this
remote node.
CHAP - Your ZyWALL accepts CHAP only.
PAP - Your ZyWALL accepts PAP only.
Nailed-up Select Nailed-Up if you do not want the connection to time out.
Idle Timeout This value specifies the time in seconds that elapses before the ZyWALL
automatically disconnects from the PPTP server.
PPTP
Configuration

My IP Address

Type the (static) IP address assigned to you by your ISP.

My IP Subnet Mask

Your ZyWALL will automatically calculate the subnet mask based on the IP
address that you assign. Unless you are implementing subnetting, use the subnet
mask computed by the ZyWALL.

Server IP Address

Type the IP address of the PPTP server.

Connection ID/
Name

Type your identification name for the PPTP server.

WAN IP Address
Assignment

Get automatically

Select this option If your ISP did not assign you a fixed IP address. This is the

from ISP default selection.

Use Fixed IP Select this option If the ISP assigned a fixed IP address.

Address

My WAN IP Enter your WAN IP address in this field if you selected Use Fixed IP Address.
Address

Advanced Setup
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Table 41 WAN: PPTP Encapsulation

Translation)

LABEL DESCRIPTION
Enable NAT Network Address Translation (NAT) allows the translation of an Internet protocol
(Network Address | address used within one network (for example a private IP address used in a local

network) to a different IP address known within another network (for example a
public IP address used on the Internet).

Select this checkbox to enable NAT.
For more information about NAT see Chapter 22 on page 374.

RIP Direction RIP (Routing Information Protocol) allows a router to exchange routing information
with other routers. The RIP Direction field controls the sending and receiving of
RIP packets.
Choose Both, None, In Only or Out Only.
When set to Both or Out Only, the ZyWALL will broadcast its routing table
periodically.
When set to Both or In Only, the ZyWALL will incorporate RIP information that it
receives.
When set to None, the ZyWALL will not send any RIP packets and will ignore any
RIP packets received.
By default, RIP Direction is set to Both.

RIP Version The RIP Version field controls the format and the broadcasting method of the RIP

packets that the ZyWALL sends (it recognizes both formats when receiving).
Choose RIP-1, RIP-2B or RIP-2M.

RIP-1 is universally supported; but RIP-2 carries more information. RIP-1 is
probably adequate for most networks, unless you have an unusual network
topology. Both RIP-2B and RIP-2M sends the routing data in RIP-2 format; the
difference being that RIP-2B uses subnet broadcasting while RIP-2M uses
multicasting. Multicasting can reduce the load on non-router machines since they
generally do not listen to the RIP multicast address and so will not receive the RIP
packets. However, if one router uses multicasting, then all routers on your network
must use multicasting, also. By default, the RIP Version field is set to RIP-1.

Enable Multicast

Select this check box to turn on IGMP (Internet Group Multicast Protocol). IGMP is
a network-layer protocol used to establish membership in a Multicast group - it is
not used to carry user data.

Multicast Version

Choose None (default), IGMP-V1 or IGMP-V2. IGMP (Internet Group Multicast
Protocol) is a session-layer protocol used to establish membership in a Multicast
group — it is not used to carry user data. IGMP version 2 (RFC 2236) is an
improvement over version 1 (RFC 1112) but IGMP version 1 is still in wide use. If
you would like to read more detailed information about interoperability between
IGMP version 2 and version 1, please see sections 4 and 5 of RFC 2236.

Spoof WAN MAC

You can use the factory assigned default MAC Address or cloning the MAC

Address address from a computer on your LAN.
Otherwise, select the check box next to Spoof WAN MAC Address and enter the
IP address of the computer on the LAN whose MAC you are cloning. Once it is
successfully configured, the address will be copied to the rom file (ZyNOS
configuration file). It will not change unless you change the setting or upload a
different ROM file.

Clone the Enter the IP address of the computer on the LAN whose MAC you are cloning.

computer's MAC |t js recommended that you clone the MAC address prior to hooking up the WAN

address — IP port.

Address

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.
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7.13 Traffic Redirect

Traffic redirect forwards WAN traffic to a backup gateway when the ZyWALL cannot connect
to the Internet through its normal gateway. Connect the backup gateway on the WAN so that
the ZyWALL still provides firewall protection.

Figure 58 Traffic Redirect WAN Setup
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The following network topology allows you to avoid triangle route security issues (see
Appendix I on page 722) when the backup gateway is connected to the LAN or DMZ. Use IP
alias to configure the LAN into two or three logical networks with the ZyWALL itself as the
gateway for each LAN network. Put the protected LAN in one subnet (Subnet 1 in the
following figure) and the backup gateway in another subnet (Subnet 2). Configure a LAN to
LAN/ZyWALL firewall rule that forwards packets from the protected LAN (Subnet 1) to the
backup gateway (Subnet 2).

The following network topology allows you to avoid triangle route security issues (see
Appendix | on page 722) when the backup gateway is connected to the LAN or DMZ. Use IP
alias to configure the LAN into two or three logical networks with the ZyWALL itself as the
gateway for each LAN network. Put the protected LAN in one subnet (Subnet 1 in the
following figure) and the backup gateway in another subnet (Subnet 2). Configure a LAN to
LAN/ZyWALL firewall rule that forwards packets from the protected LAN (Subnet 1) to the
backup gateway (Subnet 2).
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Figure 59 Traffic Redirect LAN Setup
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7.14 Configuring Traffic Redirect

To change your

ZyWALL’s traffic redirect settings, click NETWORK, WAN and then the

Traffic Redirect tab. The screen appears as shown. Not all fields are available on all models.

Figure 60 Traffic Redirect
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The following table describes the labels in this screen.

Table 42 Traffic Redirect

LABEL DESCRIPTION

Active Select this check box to have the ZyWALL use traffic redirect if the normal WAN
connection goes down.

Backup Type the IP address of your backup gateway in dotted decimal notation. The ZyWALL

Gateway IP automatically forwards traffic to this IP address if the ZyWALL's Internet connection

Address terminates.

Check WAN IP | Configuration of this field is optional. If you do not enter an IP address here, the

Address ZyWALL will use the default gateway IP address. Configure this field to test your
ZyWALL's WAN accessibility. Type the IP address of a reliable nearby computer (for
example, your ISP's DNS server address).
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Table 42 Traffic Redirect (continued)

LABEL DESCRIPTION

Fail Tolerance | Type how many WAN connection checks can fail (1 to 10) before the connection is
considered "down" (not connected). The ZyWALL still checks a "down" connection to
detect if it reconnects.

Period The ZyWALL tests a WAN connection by periodically sending a ping to either the
default gateway or the address in the Check WAN IP Address field.

Type a number of seconds (5 to 300) to set the time interval between checks. Allow
more time if your destination IP address handles lots of traffic.

Timeout Type the number of seconds (1 to 10) for your ZyWALL to wait for a response to the
ping before considering the check to have failed. This setting must be less than the
Period. Use a higher value in this field if your network is busy or congested.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

7.15 Configuring Dial Backup

Click NETWORK, WAN and then the Dial Backup tab to display the Dial Backup screen.
Use this screen to configure the backup WAN dial-up connection.
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Figure 61 Dial Backup
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The following table describes the labels in this screen.

Table 43 Dial Backup

LABEL

DESCRIPTION

Dial Backup Setup

Enable Dial Backup

Select this check box to turn on dial backup.

Basic Settings
Login Name Type the login name assigned by your ISP.
Password Type the password assigned by your ISP.

Retype to Confirm

Type your password again to make sure that you have entered is correctly.

Authentication Type

Use the drop-down list box to select an authentication protocol for outgoing calls.
Options are:

CHAP/PAP - Your ZyWALL accepts either CHAP or PAP when requested by this
remote node.

CHAP - Your ZyWALL accepts CHAP only.
PAP - Your ZyWALL accepts PAP only.

Primary/ Secondary
Phone Number

Type the first (primary) phone number from the ISP for this remote node. If the
Primary Phone number is busy or does not answer, your ZyWALL dials the
Secondary Phone number if available. Some areas require dialing the pound sign
# before the phone number for local calls. Include a # symbol at the beginning of
the phone numbers as required.

Dial Backup Port
Speed

Use the drop-down list box to select the speed of the connection between the Dial
Backup port and the external device. Available speeds are: 9600, 19200, 38400,
57600, 115200 or 230400 bps.

AT Command Initial
String

Type the AT command string to initialize the WAN device. Consult the manual of
your WAN device connected to your Dial Backup port for specific AT commands.

Advanced Modem
Setup

Click Edit to display the Advanced Setup screen and edit the details of your dial
backup setup.

TCP/IP Options

Get IP Address
Automatically from
Remote Server

Type the login name assigned by your ISP for this remote node.

Used Fixed IP Select this check box if your ISP assigned you a fixed IP address, then enter the
Address IP address in the following field.

My WAN IP Leave the field set to 0.0.0.0 (default) to have the ISP or other remote router
Address dynamically (automatically) assign your WAN IP address if you do not know it.

Type your WAN IP address here if you know it (static). This is the address
assigned to your local ZyWALL, not the remote router.

Remote IP Subnet
Mask

Leave this field set to 0.0.0.0 (default) to have the ISP or other remote router
dynamically send its subnet mask if you do not know it. Type the remote
gateway's subnet mask here if you know it (static).

Remote Node IP
Address

Leave this field set to 0.0.0.0 (default) to have the ISP or other remote router
dynamically (automatically) send its IP address if you do not know it. Type the
remote gateway's IP address here if you know it (static).

Enable NAT
(Network Address
Translation)

Network Address Translation (NAT) allows the translation of an Internet protocol
address used within one network to a different IP address known within another
network.

Select the check box to enable NAT. Clear the check box to disable NAT so the
ZyWALL does not perform any NAT mapping for the dial backup connection.
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Table 43 Dial Backup (continued)

LABEL

DESCRIPTION

Enable RIP

Select this check box to turn on RIP (Routing Information Protocol), which allows
a router to exchange routing information with other routers.

RIP Version

The RIP Version field controls the format and the broadcasting method of the
RIP packets that the ZyWALL sends (it recognizes both formats when receiving).

Choose RIP-1, RIP-2B or RIP-2M.

RIP-1 is universally supported; but RIP-2 carries more information. RIP-1 is
probably adequate for most networks, unless you have an unusual network
topology. Both RIP-2B and RIP-2M sends the routing data in RIP-2 format; the
difference being that RIP-2B uses subnet broadcasting while RIP-2M uses
multicasting. Multicasting can reduce the load on non-router machines since they
generally do not listen to the RIP multicast address and so will not receive the
RIP packets. However, if one router uses multicasting, then all routers on your
network must use multicasting, also.

RIP Direction

RIP (Routing Information Protocol) allows a router to exchange routing
information with other routers. The RIP Direction field controls the sending and
receiving of RIP packets.

Choose Both, In Only or Out Only.

When set to Both or Out Only, the ZyWALL will broadcast its routing table
periodically.

When set to Both or In Only, the ZyWALL will incorporate RIP information that it
receives.

Broadcast Dial
Backup Route

Select this check box to forward the backup route broadcasts to the WAN.

Enable Multicast

Select this check box to turn on IGMP (Internet Group Multicast Protocol). IGMP
is a network-layer protocol used to establish membership in a Multicast group - it
is not used to carry user data.

Multicast Version

Select IGMP-v1 or IGMP-v2. IGMP version 2 (RFC 2236) is an improvement
over version 1 (RFC 1112) but IGMP version 1 is still in wide use. If you would like
to read more detailed information about interoperability between IGMP version 2
and version 1, please see sections 4 and 5 of RFC 2236.

PPP Options

PPP Encapsulation

Select CISCO PPP from the drop-down list box if your dial backup WAN device
uses Cisco PPP encapsulation, otherwise select Standard PPP.

Enable Select this check box to turn on stac compression.

Compression

Budget

Always On Select this check box to have the dial backup connection on all of the time.

Configure Budget

Select this check box to have the dial backup connection on during the time that
you select.

Allocated Budget

Type the amount of time (in minutes) that the dial backup connection can be used
during the time configured in the Period field. Set an amount that is less than the
time period configured in the Period field.

Period Type the time period (in hours) for how often the budget should be reset. For
example, to allow calls to this remote node for a maximum of 10 minutes every
hour, set the Allocated Budget to 10 (minutes) and the Period to 1 (hour).

Idle Timeout Type the number of seconds of idle time (when there is no traffic from the

ZyWALL to the remote node) for the ZyWALL to wait before it automatically
disconnects the dial backup connection. This option applies only when the
ZyWALL initiates the call. The dial backup connection never times out if you set
this field to "0" (it is the same as selecting Always On).
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Table 43 Dial Backup (continued)

LABEL DESCRIPTION
Apply Click Apply to save your changes back to the ZyWALL.
Reset Click Reset to begin configuring this screen afresh.

7.16 Advanced Modem Setup

7.16.1 AT Command Strings

For regular telephone lines, the default Dial string tells the modem that the line uses tone
dialing. ATDT is the command for a switch that requires tone dialing. If your switch requires
pulse dialing, change the string to ATDP.

For ISDN lines, there are many more protocols and operational modes. Please consult the
documentation of your TA. You may need additional commands in both Dial and Init strings.

7.16.2 DTR Signal

The majority of WAN devices default to hanging up the current call when the DTR (Data
Terminal Ready) signal is dropped by the DTE. When the Drop DTR When Hang Up check
box is selected, the ZyWALL uses this hardware signal to force the WAN device to hang up, in
addition to issuing the drop command ATH.

7.16.3 Response Strings
The response strings tell the ZyWALL the tags, or labels, immediately preceding the various

call parameters sent from the WAN device. The response strings have not been standardized;
please consult the documentation of your WAN device to find the correct tags.

7.17 Configuring Advanced Modem Setup

Click the Edit button in the Dial Backup screen to display the Advanced Setup screen.

Note: Consult the manual of your WAN device connected to your dial backup port for
specific AT commands.
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Figure 62 Advanced Setup
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The following table describes the labels in this screen.

Table 44 Advanced Setup

LABEL DESCRIPTION

AT Command

Strings

Dial Type the AT Command string to make a call.

Drop Type the AT Command string to drop a call. "~" represents a one second wait, for
example, "~~~+++~~ath" can be used if your modem has a slow response time.

Answer Type the AT Command string to answer a call.

Drop DTR When | Select this check box to have the ZyWALL drop the DTR (Data Terminal Ready)

Hang Up signal after the "AT Command String: Drop" is sent out.

AT Response

Strings

CLID Type the keyword that precedes the CLID (Calling Line Identification) in the AT
response string. This lets the ZyWALL capture the CLID in the AT response string
that comes from the WAN device. CLID is required for CLID authentication.

Called ID Type the keyword preceding the dialed number.

Speed Type the keyword preceding the connection speed.

Call Control
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Table 44 Advanced Setup (continued)

LABEL

DESCRIPTION

Dial Timeout (sec)

Type a number of seconds for the ZyWALL to try to set up an outgoing call before
timing out (stopping).

Retry Count

Type a number of times for the ZyWALL to retry a busy or no-answer phone
number before blacklisting the number.

Retry Interval
(sec)

Type a number of seconds for the ZyWALL to wait before trying another call after a
call has failed. This applies before a phone number is blacklisted.

Drop Timeout
(sec)

Type the number of seconds for the ZyWALL to wait before dropping the DTR
signal if it does not receive a positive disconnect confirmation.

Call Back Delay
(sec)

Type a number of seconds for the ZyWALL to wait between dropping a callback
request call and dialing the corresponding callback call.

Apply

Click Apply to save your changes back to the ZyWALL.

Cancel

Click Cancel to exit this screen without saving.
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CHAPTER 8
DMZ Screens

This chapter describes how to configure the ZyWALL’s DMZ.

8.1 DMZ

The DeMilitarized Zone (DMZ) provides a way for public servers (Web, e-mail, FTP, etc.) to
be visible to the outside world (while still being protected from DoS (Denial of Service)
attacks such as SYN flooding and Ping of Death). These public servers can also still be
accessed from the secure LAN.

By default the firewall allows traffic between the WAN and the DMZ, traffic from the DMZ to
the LAN is denied, and traffic from the LAN to the DMZ is allowed. Internet users can have
access to host servers on the DMZ but no access to the LAN, unless special filter rules
allowing access were configured by the administrator or the user is an authorized remote user.

It is highly recommended that you connect all of your public servers to the DMZ port(s).

It is also highly recommended that you keep all sensitive information off of the public servers
connected to the DMZ port. Store sensitive information on LAN computers.

8.2 Configuring DMZ

The DMZ and the connected computers can have private or public IP addresses.

When the DMZ uses public IP addresses, the WAN and DMZ ports must use public IP
addresses that are on separate subnets. See Appendix E on page 694 for information on IP
subnetting. If you do not configure SUA NAT or any full feature NAT mapping rules for the
public IP addresses on the DMZ, the ZyWALL will route traffic to the public IP addresses on
the DMZ without performing NAT. This may be useful for hosting servers for NAT unfriendly
applications (see Chapter 22 on page 374 for more information).

If the DMZ computers use private IP addresses, use NAT if you want to make them publicly
accessible.

Like the LAN, the ZyWALL can also assign TCP/IP configuration via DHCP to computers
connected to the DMZ ports.

From the main menu, click NETWORK, DMZ to open the DMZ screen. The screen appears
as shown next.
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Figure 63 DMZ
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The following table describes the labels in this screen.

Table 45 DMZ

LABEL DESCRIPTION
DMZ TCP/IP
IP Address Type the IP address of your ZyWALL's DMZ port in dotted decimal notation.

Note: Make sure the IP addresses of the LAN, WAN, WLAN and
DMZ are on separate subnets.

IP Subnet Mask

The subnet mask specifies the network number portion of an IP address. Your

ZyWALL will automatically calculate the subnet mask based on the IP address

that you assign. Unless you are implementing subnetting, use the subnet mask
computed by the ZyWALL 255.255.255.0.

RIP Direction

RIP (Routing Information Protocol, RFC1058 and RFC 1389) allows a router to
exchange routing information with other routers. The RIP Direction field controls
the sending and receiving of RIP packets. Select the RIP direction from Both/In
Only/Out Only/None. When set to Both or Out Only, the ZyWALL will broadcast
its routing table periodically. When set to Both or In Only, it will incorporate the
RIP information that it receives; when set to None, it will not send any RIP
packets and will ignore any RIP packets received. Both is the default.
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Table 45 DMZ (continued)

LABEL

DESCRIPTION

RIP Version

The RIP Version field controls the format and the broadcasting method of the RIP
packets that the ZyWALL sends (it recognizes both formats when receiving). RIP-
1 is universally supported but RIP-2 carries more information. RIP-1 is probably
adequate for most networks, unless you have an unusual network topology. Both
RIP-2B and RIP-2M sends the routing data in RIP-2 format; the difference being
that RIP-2B uses subnet broadcasting while RIP-2M uses multicasting.
Multicasting can reduce the load on non-router machines since they generally do
not listen to the RIP multicast address and so will not receive the RIP packets.
However, if one router uses multicasting, then all routers on your network must
use multicasting, also. By default, RIP direction is set to Both and the Version set
to RIP-1.

Multicast

Select IGMP V-1 or IGMP V-2 or None. IGMP (Internet Group Multicast Protocol)
is a network-layer protocol used to establish membership in a Multicast group - it
is not used to carry user data. IGMP version 2 (RFC 2236) is an improvement
over version 1 (RFC 1112) but IGMP version 1 is still in wide use. If you would like
to read more detailed information about interoperability between IGMP version 2
and version 1, please see sections 4 and 5 of RFC 2236.

DHCP Setup

DHCP

DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows
individual clients (workstations) to obtain TCP/IP configuration at startup from a
server. Unless you are instructed by your ISP, leave this field set to Server. When
configured as a server, the ZyWALL provides TCP/IP configuration for the clients.
When set as a server, fill in the IP Pool Starting Address and Pool Size fields.

Select Relay to have the ZyWALL forward DHCP requests to another DHCP
server. When set to Relay, fill in the DHCP Server Address field.

Select None to stop the ZyWALL from acting as a DHCP server. When you select
None, you must have another DHCP server on your LAN, or else the computers
must be manually configured.

IP Pool Starting

This field specifies the first of the contiguous addresses in the IP address pool.

Address

Pool Size This field specifies the size, or count of the IP address pool.

DHCP Server Type the IP address of the DHCP server to which you want the ZyWALL to relay

Address DHCP requests. Use dotted decimal notation. Alternatively, click the right mouse
button to copy and/or paste the IP address.

Windows

Networking

(NetBIOS over

TCP/IP)

Allow between DMZ
and LAN

Select this check box to forward NetBIOS packets from the LAN to the DMZ and
from the DMZ to the LAN. If your firewall is enabled with the default policy set to
block DMZ to LAN traffic, you also need to enable the default DMZ to LAN firewall
rule that forwards NetBIOS traffic.

Clear this check box to block all NetBIOS packets going from the LAN to the DMZ
and from the DMZ to the LAN.

Allow between DMZ
and WAN

Select this check box to forward NetBIOS packets from the WAN to the DMZ and
from the DMZ to the WAN.

Clear this check box to block all NetBIOS packets going from the WAN to the
DMZ and from the DMZ to the WAN.
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Table 45 DMZ (continued)

LABEL DESCRIPTION

Allow between DMZ | Select this check box to forward NetBIOS packets from the WLAN to the DMZ
and WLAN and from the DMZ to the WLAN.

Clear this check box to block all NetBIOS packets going from the WLAN to the
DMZ and from the DMZ to the WLAN.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

8.3 DMZ Static DHCP

This table allows you to assign IP addresses on the DMZ to specific individual computers
based on their MAC Addresses.

Every Ethernet device has a unique MAC (Media Access Control) address. The MAC address
is assigned at the factory and consists of six pairs of hexadecimal characters, for example,
00:A0:C5:00:00:02.

To change your ZyWALL’s static DHCP settings on the DMZ, click NETWORK, DMZ and
then the Static DHCP tab. The screen appears as shown.
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Figure 64 DMZ Static DHCP
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The following table describes the labels in this screen.

Table 46 DMZ Static DHCP

LABEL DESCRIPTION

# This is the index number of the Static IP table entry (row).

MAC Address Type the MAC address of a computer on your DMZ.

IP Address Type the IP address that you want to assign to the computer on your DMZ.
Alternatively, click the right mouse button to copy and/or paste the IP address.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.
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8.4 DMZ IP Alias

IP alias allows you to partition a physical network into different logical networks over the
same Ethernet interface. The ZyWALL supports three logical DMZ interfaces via its single
physical Ethernet interface with the ZyWALL itself as the gateway for each DMZ network.

The IP alias IP addresses can be either private or public regardless of whether the physical
DMZ interface is set to use a private or public IP address. Use NAT if you want to make DMZ
computers with private IP addresses publicly accessible (see Chapter 22 on page 374 for more
information). When you use IP alias, you can have the DMZ use both public and private IP
addresses at the same time.

Note: Make sure that the subnets of the logical networks do not overlap.

To change your ZyWALL’s IP alias settings, click NETWORK, DMZ and then the IP Alias
tab. The screen appears as shown.

Figure 65 DMZ: IP Alias
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The following table describes the labels in this screen.

Table 47 DMZ: IP Alias

LABEL DESCRIPTION

Enable IP Alias 1, | Select the check box to configure another DMZ network for the ZyWALL.
2

IP Address Enter the IP address of your ZyWALL in dotted decimal notation.

Note: Make sure the IP addresses of the LAN, WAN, WLAN and
DMZ are on separate subnets.
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Table 47 DMZ: IP Alias (continued)

LABEL

DESCRIPTION

IP Subnet Mask

Your ZyWALL will automatically calculate the subnet mask based on the IP
address that you assign. Unless you are implementing subnetting, use the subnet
mask computed by the ZyWALL.

RIP Direction

RIP (Routing Information Protocol, RFC1058 and RFC 1389) allows a router to
exchange routing information with other routers. The RIP Direction field controls
the sending and receiving of RIP packets. Select the RIP direction from Both/In
Only/Out Only/None. When set to Both or Out Only, the ZyWALL will broadcast
its routing table periodically. When set to Both or In Only, it will incorporate the
RIP information that it receives; when set to None, it will not send any RIP packets
and will ignore any RIP packets received.

RIP Version

The RIP Version field controls the format and the broadcasting method of the RIP
packets that the ZyWALL sends (it recognizes both formats when receiving). RIP-1
is universally supported but RIP-2 carries more information. RIP-1 is probably
adequate for most networks, unless you have an unusual network topology. Both
RIP-2B and RIP-2M sends the routing data in RIP-2 format; the difference being
that RIP-2B uses subnet broadcasting while RIP-2M uses multicasting.
Multicasting can reduce the load on non-router machines since they generally do
not listen to the RIP multicast address and so will not receive the RIP packets.
However, if one router uses multicasting, then all routers on your network must use
multicasting, also. By default, RIP direction is set to Both and the Version set to
RIP-1.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.

8.5 DMZ Public IP Address Example

The following figure shows a simple network setup with public IP addresses on the WAN and
DMZ and private [P addresses on the LAN. Lower case letters represent public IP addresses
(like a.b.c.d for example). The LAN port and connected computers (A through C) use private
IP addresses that are in one subnet. The DMZ port and connected servers (D through F) use
public IP addresses that are in another subnet. The public IP addresses of the DMZ and WAN
ports are in separate subnets.
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Figure 66 DMZ Public Address Example
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8.6 DMZ Private and Public IP Address Example

The following figure shows a network setup with both private and public IP addresses on the
DMZ. Lower case letters represent public IP addresses (like a.b.c.d for example). The LAN
port and connected computers (A through C) use private IP addresses that are in one subnet.
The DMZ port and server F use private IP addresses that are in one subnet. The private IP
addresses of the LAN and DMZ are on separate subnets. The DMZ port and connected servers
(D and E) use public IP addresses that are in one subnet. The public IP addresses of the DMZ
and WAN are on separate subnets.

Configure both DMZ and DMZ IP alias to use this kind of network setup. You also need to
configure NAT for the private DMZ IP addresses.
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Figure 67 DMZ Private and Public Address Example
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8.7 DMZ Port Roles

Use the Port Roles screen to set ports as LAN, DMZ or WLAN interfaces. The LAN port role

is not available on all models.

Connect wireless LAN Access Points (APs) to WLAN interfaces to extend the ZyWALL’s
wireless LAN coverage. The WLAN port role allows the ZyWALL'’s firewall to treat traffic
from connected APs as part of the ZyWALL’s WLAN. You can specify firewall rules for
traffic going to or from the WLAN. The WLAN includes the ZyWALL’s own WLAN and the

Ethernet ports in the WLAN port role.

The following figure shows the ZyWALL with a wireless card installed and an AP connected
to an Ethernet port in the WLAN port role.
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Figure 68 WLAN Port Role Example

S

Note: Do the following if you are configuring from a computer connected to a LAN,
DMZ or WLAN port and changing the port's role:

1. A port's IP address varies as its role changes, make sure your computer's IP
address is in the same subnet as the ZyWALL's LAN, DMZ or WLAN [P
address.

2. Use the appropriate LAN, DMZ or WLAN IP address to access the ZyWALL.

To change your ZyWALL’s port role settings, click NETWORK, DMZ and then the Port
Roles tab. The screen appears as shown.

The radio buttons on the left correspond to Ethernet ports on the front panel of the ZyWALL.
Ports 1 to 4 are all DMZ ports on the ZyWALL 70 and all LAN ports on the ZyWALL 5 or
ZyWALL 35 by default. The radio buttons on the right are for the WLAN card.

Note: Your changes are also reflected in the LAN and/or WLAN Port Roles screens.
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Figure 69 DMZ: Port Roles
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The following table describes the labels in this screen.

Table 48 DMZ: Port Roles

LABEL DESCRIPTION

LAN Select a port’s LAN radio button to use the port as part of the LAN. The port will
use the LAN IP address and MAC address.

DMZ Select a port’'s DMZ radio button to use the port as part of the DMZ. The port will
use the DMZ IP address and MAC address.

WLAN When you have the wireless card set to WLAN, you can select a port's WLAN

radio button to use the port as part of the WLAN.

The port will use the ZyWALL's WLAN IP address and the MAC address of the
WLAN card.

Note: You must install a wireless card to use the WLAN port role.
See Appendix A on page 664 for how to install a WLAN card.

Wireless Card

Select LAN to use the wireless card as part of the LAN.

Select DMZ to use the wireless card as part of the DMZ.

Select WLAN to use the wireless card as part of the WLAN.
The ZyWALL restarts after you change the wireless card setting.

Note: If you set the wireless card to be part of the LAN or DMZ, you
can still use wireless access, but not the WLAN interface in
the firewall. The firewall will treat the wireless card as part of
the LAN or DMZ respectively.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.
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CHAPTER 9
Wireless LAN

This chapter discusses how to configure wireless LAN on the ZyWALL.

9.1 Wireless LAN Introduction

A wireless LAN can be as simple as two computers with wireless LAN adapters
communicating in a peer-to-peer network or as complex as a number of computers with
wireless LAN adapters communicating through access points which bridge network traffic to
the wired LAN.

Note: See Appendix A on page 664 for how to install a WLAN card.

See the WLAN appendix for more detailed information on WLANSs.

9.1.1 Additional Installation Requirements for Using 802.1x

* A computer with an IEEE 802.11b wireless LAN card.
* A computer equipped with a web browser (with JavaScript enabled) and/or Telnet.

* A wireless station must be running IEEE 802.1x-compliant software. Currently, this is
offered in Windows XP.

* An optional network RADIUS server for remote user authentication and accounting.

9.2 Configuring WLAN

The WLAN interface uses the ZyWALL's WLAN IP address and the MAC address of the
WLAN card. You need to insert a compatible wireless LAN card and enable the card in the
Wireless Card screen (see Figure 80 on page 191) to have wireless functionality. You can
also use the Port Roles screen to set a port to be part of the WLAN and connect an access
point (AP) to the WLAN interface to extend the ZyWALL’s wireless LAN coverage.

There is a WLAN interface in the firewall. You can specify firewall rules for traffic going to or
from the WLAN.

Click NETWORK, WLAN to open the WLAN screen to configure the IP address for
ZyWALL’s WLAN interface, other TCP/IP and DHCP settings.
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Figure 70 WLAN
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The following table describes the labels in this screen.

Table 49 WLAN

LABEL DESCRIPTION
WLAN TCP/IP
IP Address Type the IP address of your ZyWALL's WLAN interface in dotted decimal notation.

Alternatively, click the right mouse button to copy and/or paste the IP address.

Note: Make sure the IP addresses of the LAN, WAN, WLAN and
DMZ are on separate subnets.

IP Subnet Mask

The subnet mask specifies the network number portion of an IP address. Your
ZyWALL automatically calculates the subnet mask based on the IP address that
you assign. Unless you are implementing subnetting, use the subnet mask
computed by the ZyWALL.

RIP Direction

RIP (Routing Information Protocol, RFC1058 and RFC 1389) allows a router to
exchange routing information with other routers. The RIP Direction field controls
the sending and receiving of RIP packets. Select the RIP direction from Both/In
Only/Out Only/None. When set to Both or Out Only, the ZyWALL will broadcast
its routing table periodically. When set to Both or In Only, it will incorporate the RIP
information that it receives; when set to None, it will not send any RIP packets and
will ignore any RIP packets received. Both is the default.
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Table 49 WLAN (continued)

LABEL

DESCRIPTION

RIP Version

The RIP Version field controls the format and the broadcasting method of the RIP
packets that the ZyWALL sends (it recognizes both formats when receiving). RIP-1
is universally supported but RIP-2 carries more information. RIP-1 is probably
adequate for most networks, unless you have an unusual network topology. Both
RIP-2B and RIP-2M sends the routing data in RIP-2 format; the difference being
that RIP-2B uses subnet broadcasting while RIP-2M uses multicasting.
Multicasting can reduce the load on non-router machines since they generally do
not listen to the RIP multicast address and so will not receive the RIP packets.
However, if one router uses multicasting, then all routers on your network must use
multicasting, also. By default, RIP direction is set to Both and the Version set to
RIP-1.

Multicast

Select IGMP V-1 or IGMP V-2 or None. IGMP (Internet Group Multicast Protocol) is
a network-layer protocol used to establish membership in a Multicast group - it is
not used to carry user data. IGMP version 2 (RFC 2236) is an improvement over
version 1 (RFC 1112) but IGMP version 1 is still in wide use. If you would like to
read more detailed information about interoperability between IGMP version 2 and
version 1, please see sections 4 and 5 of RFC 2236.

DHCP Setup

DHCP

DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows
individual clients (workstations) to obtain TCP/IP configuration at startup from a
server. Unless you are instructed by your ISP, leave this field set to Server. When
configured as a server, the ZyWALL provides TCP/IP configuration for the clients.
When set as a server, fill in the IP Pool Starting Address and Pool Size fields.

Select Relay to have the ZyWALL forward DHCP requests to another DHCP
server. When set to Relay, fill in the DHCP Server Address field.

Select None to stop the ZyWALL from acting as a DHCP server. When you select
None, you must have another DHCP server on your LAN, or else the computers
must be manually configured.

IP Pool Starting

This field specifies the first of the contiguous addresses in the IP address pool.

Address

Pool Size This field specifies the size, or count of the IP address pool.

DHCP Server Type the IP address of the DHCP server to which you want the ZyWALL to relay

Address DHCP requests. Use dotted decimal notation. Alternatively, click the right mouse
button to copy and/or paste the IP address.

Windows NetBIOS (Network Basic Input/Output System) are TCP or UDP packets that

Networking enable a computer to connect to and communicate with a LAN. For some dial-up

(NetBIOS over services such as PPPoE or PPTP, NetBIOS packets cause unwanted calls.

TCP/IP) However it may sometimes be necessary to allow NetBIOS packets to pass through

to the WAN in order to find a computer on the WAN.

Allow between
WLAN and LAN

Select this check box to forward NetBIOS packets from the LAN to the WLAN and
from the WLAN to the LAN. If your firewall is enabled with the default policy set to
block WLAN to LAN traffic, you also need to enable the default WLAN to LAN
firewall rule that forwards NetBIOS traffic.

Clear this check box to block all NetBIOS packets going from the LAN to the WLAN
and from the WLAN to the LAN.

Allow between
WLAN and WAN

Select this check box to forward NetBIOS packets from the WLAN to the WAN and
from the WAN to the WLAN.

Clear this check box to block all NetBIOS packets going from the WLAN to the
WAN and from the WAN to the WLAN.
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Table 49 WLAN (continued)

LABEL DESCRIPTION

Allow between Select this check box to forward NetBIOS packets from the LAN to the DMZ and
WLAN and DMZ | from the DMZ to the WLAN. If your firewall is enabled with the default policy set to
block DMZ to WLAN traffic, you also need to enable the default DMZ to WLAN
firewall rule that forwards NetBIOS traffic.

Clear this check box to block all NetBIOS packets going from the WLAN to the DMZ
and from the DMZ to the WLAN.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

9.3 WLAN Static DHCP

This table allows you to assign IP addresses on the WLAN to specific individual computers
based on their MAC addresses.

Every Ethernet device has a unique MAC (Media Access Control) address. The MAC address
is assigned at the factory and consists of six pairs of hexadecimal characters, for example,
00:A0:C5:00:00:02.

To change your ZyWALL’s WLAN static DHCP settings, click NETWORK, WLAN and
then the Static DHCP tab. The screen appears as shown.
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Figure 71 WLAN Static DHCP
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The following table describes the labels in this screen.

Table 50 WLAN Static DHCP

LABEL DESCRIPTION

# This is the index number of the Static IP table entry (row).

MAC Address Type the MAC address of a computer on your WLAN.

IP Address Type the IP address that you want to assign to the computer on your WLAN.
Alternatively, click the right mouse button to copy and/or paste the IP address.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

9.4 WLAN IP Alias

IP alias allows you to partition a physical network into different logical networks over the
same Ethernet interface. The ZyWALL supports three logical WLAN interfaces via its single
physical Ethernet interface with the ZyWALL itself as the gateway for each WLAN network.
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When you use IP alias, you can also configure firewall rules to control access between the
WLAN's logical networks (subnets).

Note: Make sure that the subnets of the logical networks do not overlap.

To change your ZyWALL’s IP alias settings, click NETWORK, WLAN and then the IP Alias
tab. The screen appears as shown.

Figure 72 WLAN IP Alias
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The following table describes the labels in this screen.

Table 51 WLAN IP Alias

LABEL DESCRIPTION

Enable IP Alias 1, | Select the check box to configure another WLAN network for the ZyWALL.
2

IP Address Enter the IP address of your ZyWALL in dotted decimal notation.
Alternatively, click the right mouse button to copy and/or paste the IP address.

IP Subnet Mask Your ZyWALL will automatically calculate the subnet mask based on the IP
address that you assign. Unless you are implementing subnetting, use the subnet
mask computed by the ZyWALL.

RIP Direction RIP (Routing Information Protocol, RFC 1058 and RFC 1389) allows a router to
exchange routing information with other routers. The RIP Direction field controls
the sending and receiving of RIP packets. Select the RIP direction from Both/In
Only/Out Only/None. When set to Both or Out Only, the ZyWALL will broadcast
its routing table periodically. When set to Both or In Only, it will incorporate the
RIP information that it receives; when set to None, it will not send any RIP packets
and will ignore any RIP packets received.
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Table 51 WLAN IP Alias

LABEL

DESCRIPTION

RIP Version

The RIP Version field controls the format and the broadcasting method of the RIP
packets that the ZyWALL sends (it recognizes both formats when receiving). RIP-1
is universally supported but RIP-2 carries more information. RIP-1 is probably
adequate for most networks, unless you have an unusual network topology. Both
RIP-2B and RIP-2M sends the routing data in RIP-2 format; the difference being
that RIP-2B uses subnet broadcasting while RIP-2M uses multicasting.
Multicasting can reduce the load on non-router machines since they generally do
not listen to the RIP multicast address and so will not receive the RIP packets.
However, if one router uses multicasting, then all routers on your network must use
multicasting, also. By default, RIP direction is set to Both and the Version set to
RIP-1.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.

9.5 WLAN Port Roles

Use the Port Roles screen to set ports as LAN, DMZ or WLAN interfaces. The LAN port role
is not available on all models.

Connect wireless LAN Access Points (APs) to WLAN interfaces to extend the ZyWALL’s
wireless LAN coverage. The WLAN port role allows the ZyWALL'’s firewall to treat traffic
from connected APs as part of the ZyWALL’s WLAN. You can specify firewall rules for
traffic going to or from the WLAN. The WLAN includes the ZyWALL’s own WLAN and the
Ethernet ports in the WLAN port role.

The following figure shows the ZyWALL with a wireless card installed and an AP connected
to an Ethernet port in the WLAN port role.

Figure 73 WLAN Port Role Example
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Note: Do the following if you are configuring from a computer connected to a LAN,
DMZ or WLAN port and changing the port's role:

1. A port's IP address varies as its role changes, make sure your computer's IP
address is in the same subnet as the ZyWALL's LAN, DMZ or WLAN IP
address.

2. Use the appropriate LAN, DMZ or WLAN IP address to access the ZyWALL.

To change your ZyWALL’s port role settings, click NETWORK, WLAN and then the Port
Roles tab. The screen appears as shown.

The radio buttons on the left correspond to Ethernet ports on the front panel of the ZyWALL.
Ports 1 to 4 are all DMZ ports on the ZyWALL 70 and all LAN ports on the ZyWALL 5 or
ZyWALL 35 by default. The radio buttons on the right are for the WLAN card.

Note: Your changes are also reflected in the LAN and/or DMZ Port Roles screen.

Figure 74 WLAN Port Roles
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The following table describes the labels in this screen.

Table 52 WLAN Port Roles

LABEL DESCRIPTION

LAN Select a port’s LAN radio button to use the port as part of the LAN. The port will
use the LAN IP address and MAC address.

DMZ Select a port’'s DMZ radio button to use the port as part of the DMZ. The port will
use the DMZ IP address and MAC address.

WLAN When you have the wireless card set to WLAN, you can select a port's WLAN

radio button to use the port as part of the WLAN.

The port will use the ZyWALL's WLAN IP address and the MAC address of the
WLAN card.

Note: You must install a wireless card to use the WLAN port role.
See Appendix A on page 664 for how to install a WLAN card.
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Table 52 WLAN Port Roles (continued)

LABEL DESCRIPTION

Wireless Card Select LAN to use the wireless card as part of the LAN.

Select DMZ to use the wireless card as part of the DMZ.

Select WLAN to use the wireless card as part of the WLAN.
The ZyWALL restarts after you change the wireless card setting.

Note: If you set the wireless card to be part of the LAN or DMZ, you
can still use wireless access, but not the WLAN interface in
the firewall. The firewall will treat the wireless card as part of
the LAN or DMZ respectively.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

After you change the LAN/DMZ/WLAN port roles and click Apply, please wait for few
seconds until the following screen appears. Click Return to go back to the Port Roles screen.

Figure 75 WLAN Port Roles Change Complete

Port Role Hardware Reconfiguration Complete

Flease click on Return to go to the Port Roles screen,

Return |

9.6 Wireless Security

Wireless security is vital to your network to protect wireless communication between wireless
stations, access points and other wireless.

The figure below shows the possible wireless security levels on your ZyWALL. EAP
(Extensible Authentication Protocol) is used for authentication and utilizes dynamic WEP key
exchange. It requires interaction with a RADIUS (Remote Authentication Dial-In User
Service) server either on the WAN or your LAN to provide authentication service for wireless
stations.
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Figure 76 ZyWALL Wireless Security Levels
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If you do not enable any wireless security on your ZyWALL, your network is accessible to any
wireless networking device that is within range.

Use the ZyWALL web configurator to set up your wireless LAN security settings. Refer to the
chapter on using the ZyWALL web configurator to see how to access the web configurator.

9.6.1 Encryption

» Use WPA security if you have WPA-aware wireless clients and a RADIUS server. WPA
has user authentication and improved data encryption over WEP.

» Use WPA-PSK if you have WPA-aware wireless clients but no RADIUS server.

* Ifyou don’t have WPA-aware wireless clients, then use WEP key encrypting. A higher
bit key offers better security at a throughput trade-off. You can use Passphrase to
automatically generate 64-bit or 128-bit WEP keys or manually enter 64-bit, 128-bit or
256-bit WEP keys.

9.6.2 Authentication

Use a RADIUS server with WPA or IEEE 802.1x key management protocol. You can also
configure IEEE 802.1x to use the built-in database (Local User Database) to authenticate
wireless clients before joining your network.

* Use RADIUS authentication if you have a RADIUS server. See the appendices for
information on protocols used when a client authenticates with a RADIUS server via the
ZyWALL.

* Use the Local User Database if you have less than 32 wireless clients in your network.
The ZyWALL uses MD5 encryption when a client authenticates with the Local User
Database
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9.6.3 Restricted Access

The MAC Filter screen allows you to configure the AP to give exclusive access to devices
(Allow Association) or exclude them from accessing the AP (Deny Association).

9.6.4 Hide ZyWALL ldentity

If you hide the ESSID, then the ZyWALL cannot be seen when a wireless client scans for local
APs. The trade-off for the extra security of “hiding” the ZyWALL may be inconvenience for

some valid WLAN clients.

9.7 Security Parameters Summary

Refer to this table to see what other security parameters you should configure for each
authentication method/ key management protocol type. You enter manual keys when using
WEP encryption or WPA-PSK. MAC address filters are not dependent on how you configure

these security features.

Table 53 Wireless Security Relational Matrix

METHODI KEY ENCRYPTION |ENTER  _ |\eee gop 1

MANAGEMENT PROTOCOL

Open None No Disable

Enable without Dynamic WEP Key

Open WEP No Enable with Dynamic WEP Key
Yes Enable without Dynamic WEP Key
Yes Disable

Shared WEP No Enable with Dynamic WEP Key
Yes Enable without Dynamic WEP Key
Yes Disable

WPA TKIP No Enable

WPA-PSK TKIP Yes Enable

9.8 WEP Encryption

WEP (Wired Equivalent Privacy) as specified in the IEEE 802.11 standard provides methods
for both data encryption and wireless station authentication. WEP provides a mechanism for
encrypting data using encryption keys. Both the AP and the wireless stations must use the
same WEP key to encrypt and decrypt data. Your ZyWALL allows you to configure up to four
64-bit or 128-bit WEP keys, but only one key can be used at any one time.
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9.9 802.1x Overview

The IEEE 802.1x standard outlines enhanced security methods for both the authentication of
wireless stations and encryption key management. Authentication can be done using the local
user database internal to the ZyWALL (authenticate up to 32 users) or an external RADIUS
server for an unlimited number of users.

9.9.1 Introduction to RADIUS

RADIUS is based on a client-sever model that supports authentication and accounting, where
access point is the client and the server is the RADIUS server. The RADIUS server handles
the following tasks among others:
* Authentication
Determines the identity of the users.
* Accounting
Keeps track of the client’s network activity.

RADIUS user is a simple package exchange in which your ZyWALL acts as a message relay
between the wireless station and the network RADIUS server.

9.9.1.1 Types of RADIUS Messages

The following types of RADIUS messages are exchanged between the access point and the
RADIUS server for user authentication:
* Access-Request
Sent by an access point requesting authentication.
* Access-Reject
Sent by a RADIUS server rejecting access.
* Access-Accept
Sent by a RADIUS server allowing access.
* Access-Challenge

Sent by a RADIUS server requesting more information in order to allow access. The
access point sends a proper response from the user and then sends another Access-
Request message.

The following types of RADIUS messages are exchanged between the access point and the
RADIUS server for user accounting;:
* Accounting-Request
Sent by the access point requesting accounting.

* Accounting-Response
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Sent by the RADIUS server to indicate that it has started or stopped accounting.

In order to ensure network security, the access point and the RADIUS server use a shared
secret key, which is a password, they both know. The key is not sent over the network. In
addition to the shared key, password information exchanged is also encrypted to protect the
network from unauthorized access.

9.9.2 EAP Authentication Overview

EAP (Extensible Authentication Protocol) is an authentication protocol that runs on top of the
IEEE 802.1x transport mechanism in order to support multiple types of user authentication. By
using EAP to interact with an EAP-compatible RADIUS server, the access point helps a
wireless station and a RADIUS server perform authentication.

The type of authentication you use depends on the RADIUS server or the AP.

Your ZyWALL supports EAP-MD5 (Message-Digest Algorithm 5) with the local user
database.

The following figure shows an overview of authentication when you specify a RADIUS server
on your access point.

Figure 77 EAP Authentication
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Wireless Station

—

The details below provide a general description of how IEEE 802.1x EAP authentication
works.

» The wireless station sends a start message to the ZyWALL.

* The ZyWALL sends a request identity message to the wireless station for identity
information.

» The wireless station replies with identity information, including user name and password.

* The RADIUS server checks the user information against its user profile database and
determines whether or not to authenticate the wireless station.

9.10 Dynamic WEP Key Exchange

The AP maps a unique key that is generated with the RADIUS server. This key expires when
the wireless connection times out, disconnects or reauthentication times out. A new WEP key
is generated each time reauthentication is performed.
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9.11

If this feature is enabled, it is not necessary to configure a default encryption key in the
Wireless Card screen (see Section 9.16.4 on page 196). You may still configure and store
keys here, but they will not be used while dynamic WEP is enabled.

To use dynamic WEP, enable and configure dynamic WEP key exchange in the Wireless
Card screen and configure RADIUS server settings in the AUTH SERVER RADIUS screen
(see Section 21.3 on page 372). Ensure that the wireless station's EAP type is configured to
one of the following:

* EAP-TLS
* EAP-TTLS
* PEAP

Note: EAP-MDS5 cannot be used with dynamic WEP key exchange.

Introduction to WPA

Wi-Fi Protected Access (WPA) is a subset of the IEEE 802.11i standard. Key differences
between WPA and WEP are user authentication and improved data encryption.

9.11.1 User Authentication

WPA applies IEEE 802.1x and Extensible Authentication Protocol (EAP) to authenticate
wireless clients using an external RADIUS database. You can't use the ZyWALL's Local User
Database for WPA authentication purposes since the Local User Database uses EAP-MD5
which cannot be used to generate keys. See later in this chapter and the appendices for more
information on IEEE 802.1x, RADIUS and EAP.

If you don't have an external RADIUS server you should use WPA-PSK (WPA -Pre-Shared
Key) that only requires a single (identical) password entered into each access point, wireless

gateway and wireless client. As long as the passwords match, a client will be granted access to
a WLAN.

9.11.2 Encryption

WPA improves data encryption by using Temporal Key Integrity Protocol (TKIP), Message
Integrity Check (MIC) and IEEE 802.1x.

Temporal Key Integrity Protocol (TKIP) uses 128-bit keys that are dynamically generated and
distributed by the authentication server. It includes a per-packet key mixing function, a
Message Integrity Check (MIC) named Michael, an extended initialization vector (IV) with
sequencing rules, and a re-keying mechanism.
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TKIP regularly changes and rotates the encryption keys so that the same encryption key is
never used twice. The RADIUS server distributes a Pairwise Master Key (PMK) key to the AP
that then sets up a key hierarchy and management system, using the pair-wise key to
dynamically generate unique data encryption keys to encrypt every data packet that is
wirelessly communicated between the AP and the wireless clients. This all happens in the
background automatically.

The Message Integrity Check (MIC) is designed to prevent an attacker from capturing data
packets, altering them and resending them. The MIC provides a strong mathematical function
in which the receiver and the transmitter each compute and then compare the MIC. If they do
not match, it is assumed that the data has been tampered with and the packet is dropped.

By generating unique data encryption keys for every data packet and by creating an integrity
checking mechanism (MIC), TKIP makes it much more difficult to decode data on a Wi-Fi
network than WEP, making it difficult for an intruder to break into the network.

The encryption mechanisms used for WPA and WPA-PSK are the same. The only difference
between the two is that WPA-PSK uses a simple common password, instead of user-specific
credentials. The common-password approach makes WPA-PSK susceptible to brute-force
password-guessing attacks but it's still an improvement over WEP as it employs an easier-to-
use, consistent, single, alphanumeric password.

9.12 WPA-PSK Application Example

A WPA-PSK application looks as follows.

1 First enter identical passwords into the AP and all wireless clients. The Pre-Shared Key
(PSK) must consist of between 8 and 63 ASCII characters (including spaces and
symbols).

2 The AP checks each client's password and (only) allows it to join the network if it
matches its password.

3 The AP derives and distributes keys to the wireless clients.

4 The AP and wireless clients use the TKIP encryption process to encrypt data exchanged
between them.
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Figure 78 WPA-PSK Authentication
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9.13 Introduction to RADIUS

The ZyWALL can use an external RADIUS server to authenticate an unlimited number of

users. RADIUS is based on a client-sever model that supports authentication and accounting,
where access point is the client and the server is the RADIUS server.

¢ Authentication

Determines the identity of the users.
* Accounting

Keeps track of the client’s network activity.

RADIUS user is a simple package exchange in which your ZyWALL acts as a message relay
between the wireless station and the network RADIUS server.

9.14 WPA with RADIUS Application Example

You need the IP address of the RADIUS server, its port number (default is 1812), and the

RADIUS shared secret. A WPA application example with an external RADIUS server looks as
follows. "A" is the RADIUS server. "DS" is the distribution system.

1 The AP passes the wireless client's authentication request to the RADIUS server.
2 The RADIUS server then checks the user's identification against its database and grants
or denies network access accordingly.
3 The RADIUS server distributes a Pairwise Master Key (PMK) key to the AP that then
sets up a key hierarchy and management system, using the pair-wise key to dynamically

generate unique data encryption keys to encrypt every data packet that is wirelessly
communicated between the AP and the wireless clients.
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Figure 79 WPA with RADIUS Application Example
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9.15 Wireless Client WPA Supplicants

A wireless client supplicant is the software that runs on an operating system instructing the
wireless client how to use WPA. At the time of writing, the most widely available supplicants
are the WPA patch for Windows XP, Funk Software's Odyssey client, and Meetinghouse Data

Communications' AEGIS client.

The Windows XP patch is a free download that adds WPA capability to Windows XP's built-in
"Zero Configuration" wireless client. However, you must run Windows XP to use it.

9.16 Wireless Card

Note: If you are configuring the ZyWALL from a computer connected to the wireless
LAN and you change the ZyWALL's ESSID or security settings, you will lose
your wireless connection when you press Apply to confirm. You must then
change the wireless settings of your computer to match the ZyWALL's new

settings.

Click NETWORK and WIRELESS CARD to open the Wireless Card screen. The screen
varies according to the security features you select.
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Figure 80 Wireless Card: No Security
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The following table describes the labels in this screen.

Table 54 Wireless Card: No Security

LABEL

DESCRIPTION

Enable
Wireless Card

The wireless LAN is turned off by default, before you enable the wireless LAN you
should configure some security by setting MAC filters and/or 802.1x security;
otherwise your wireless LAN will be vulnerable upon enabling it. Select the check box
to enable the wireless LAN.

Wireless Card

This field displays whether or not a compatible ZyXEL wireless LAN card is installed.

You can only use the wireless LAN feature if a compatible ZyXEL wireless LAN card is
installed.

Note: Turn the ZyWALL off before you install or remove the wireless
LAN card. See the product specifications appendix for a table of
compatible ZyXEL WLAN cards (and the WLAN security
features each card supports) and how to install a WLAN card.

ESSID (Extended Service Set IDentity) The ESSID identifies the Service Set with which a
wireless station is associated. Wireless stations associating to the access point (AP)
must have the same ESSID. Enter a descriptive name (up to 32 printable 7-bit ASCII
characters) for the wireless LAN.

Hide ESSID Select to hide the ESSID in the outgoing beacon frame so a station cannot obtain the
ESSID through scanning.

Channel ID This allows you to set the operating frequency/channel depending on your particular
region. Select a channel from the drop-down list box.

RTS/CTS The RTS (Request To Send) threshold (number of bytes) is for enabling RTS/CTS.

Threshold Data with its frame size larger than this value will perform the RTS/CTS handshake.

Setting this value to be larger than the maximum MSDU (MAC service data unit) size
turns off RTS/CTS. Setting this value to zero turns on RTS/CTS.

Select the check box to change the default value and enter a new value between 0 and
2432.
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Table 54 Wireless Card: No Security (continued)

LABEL

DESCRIPTION

Fragmentation
Threshold

This is the threshold (number of bytes) for the fragmentation boundary for directed
messages. It is the maximum data fragment size that can be sent.

Select the check box to change the default value and enter a value between 256 and
2432.

Security

Choose from one of the security settings listed in the drop-down box.
* No Security

« Static WEP

«  WPA-PSK

« WPA

* 802.1x + Dynamic WEP

» 802.1x + Static WEP

» 802.1x + No WEP

* No Access 802.1x + Static WEP

* No Access 802.1x + No WEP

Select No Security to allow wireless stations to communicate with the access points
without any data encryption. Otherwise, select the security you need and see the
following sections for more information.

Note: The installed ZyXEL WLAN card may not support all of the
WLAN security features you can configure in the ZyWALL.

Please see the product specifications appendix for a table of
compatible ZyXEL WLAN cards and the WLAN security features
each card supports.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.

9.16.1 Static WEP

Static WEP provides a mechanism for encrypting data using encryption keys. Both the AP and
the wireless stations must use the same WEP key to encrypt and decrypt data. Your ZyWALL
allows you to configure up to four 64-bit or 128-bit WEP keys, but only one key can be used at

any one time.

In order to configure and enable WEP encryption, click the NETWORK and WIRELESS
CARD to display the Wireless Card screen. Select Static WEP from the Security list.
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Figure 81 Wireless Card: Static WEP
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The following table describes the wireless LAN security labels in this screen.

Table 55 Wireless Card: Static WEP

LABEL DESCRIPTION

Security Select Static WEP from the drop-down list.

WEP WEP (Wired Equivalent Privacy) provides data encryption to prevent unauthorized
Encryption wireless stations from accessing data transmitted over the wireless network.

Select 64-bit WEP or 128-bit WEP to enable data encryption.

Key 1 to Key 4 | If you chose 64-bit WEP in the WEP Encryption field, then enter any 5 characters
(ASCII string) or 10 hexadecimal characters ("0-9", "A-F") preceded by Ox for each key.
If you chose 128-bit WEP in the WEP Encryption field, then enter 13 characters
(ASCII string) or 26 hexadecimal characters ("0-9", "A-F") preceded by Ox for each key.

There are four data encryption keys to secure your data from eavesdropping by
unauthorized wireless users. The values for the keys must be set up exactly the same
on the access points as they are on the wireless stations.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

9.16.2 WPA-PSK

Click the NETWORK and WIRELESS CARD to display the Wireless Card screen. Select
WPA-PSK from the Security list.
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Figure 82 Wireless Card: WPA-PSK

Wireless Card

¥ Enable Wireless Card

wireless Card Installed

ESSID |ZvHEL

I™ Hide ESSID

Channel ID IChanneI-DB 243TMHz VI

I~ RTs/CTS Threshald 2452 (0~ 2432)
™ Fragmertation Threshald |2452 (256 ~ 2432)
Security [1wPa-psk =l
Fre-zhared kKey !qwer1234

Resuthentication Timer
Idle Tirmeout

WPA Group Key Update Timer

MACL Filter

1800 [Seconds)

3600 [Seconds)

1500 (Seconds)

Reset I

The following wireless LAN security fields become available when you select WPA-PSK in

the Security drop

down list-box.

Table 56 Wireless Card: WPA-PSK

LABEL

DESCRIPTION

Security

Select WPA-PSK from the drop-down list.

Pre-Shared Key

The encryption mechanisms used for WPA and WPA-PSK are the same. The only
difference between the two is that WPA-PSK uses a simple common password,
instead of user-specific credentials.

Type a pre-shared key from 8 to 63 case-sensitive ASCII characters (including
spaces and symbols).

ReAuthentication
Timer (Seconds)

Specify how often wireless stations have to resend user names and passwords in
order to stay connected. Enter a time interval between 10 and 65535 seconds.

If wireless station authentication is done using a RADIUS server, the
reauthentication timer on the RADIUS server has priority.

Idle Timeout
(Seconds)

The ZyWALL automatically disconnects a wireless station from the wired network
after a period of inactivity. The wireless station needs to enter the user name and
password again before access to the wired network is allowed.

WPA Group Key

The WPA Group Key Update Timer is the rate at which the AP (if using WPA-PSK

Update Timer key management) or RADIUS server (if using WPA key management) sends a new

(Seconds) group key out to all clients. The re-keying process is the WPA equivalent of
automatically changing the WEP key for an AP and all stations in a WLAN on a
periodic basis. Setting of the WPA Group Key Update Timer is also supported in
WPA-PSK mode.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

Chapter 9 Wireless LAN

194



ZyWALL 5/35/70 Series User's Guide

9.16.3 WPA

Click the NETWORK and WIRELESS CARD to display the Wireless Card screen. Select
WPA from the Security list.

Figure 83 Wireless Card: WPA
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The following wir

eless LAN security fields become available when you select WPA in the

Security drop down list-box.

Table 57 Wireless Card: WPA

LABEL DESCRIPTION

Security Select WPA from the drop-down list.

ReAuthentication | Specify how often wireless stations have to resend user names and passwords in

Timer (Seconds) |order to stay connected. Enter a time interval between 10 and 65535 seconds.
If wireless station authentication is done using a RADIUS server, the
reauthentication timer on the RADIUS server has priority.

Idle Timeout The ZyWALL automatically disconnects a wireless station from the wired network

(Seconds) after a period of inactivity. The wireless station needs to enter the user name and
password again before access to the wired network is allowed.

Authentication Click RADIUS to go to the RADIUS screen where you can configure the ZyWALL to

Databases check an external RADIUS server.

WPA Group Key | The WPA Group Key Update Timer is the rate at which the AP (if using WPA-PSK

Update Timer key management) or RADIUS server (if using WPA key management) sends a new

(Seconds) group key out to all clients. The re-keying process is the WPA equivalent of
automatically changing the WEP key for an AP and all stations in a WLAN on a
periodic basis. Setting of the WPA Group Key Update Timer is also supported in
WPA-PSK mode.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.
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9.16.4 IEEE 802.1x + Dynamic WEP

Click the NETWORK and WIRELESS CARD to display the Wireless Card screen. Select

802.1x + Dynamic WEP from the Security list.

Figure 84 Wireless Card: 802.1x + Dynamic WEP
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The following wireless LAN security fields become available when you select 802.1x +
Dynamic WEP in the Security drop down list-box.

Table 58 Wireless Card: 802.1x + Dynamic WEP

LABEL DESCRIPTION
Security Select 802.1x + Dynamic WEP from the drop-down list.
ReAuthentication | Specify how often wireless stations have to resend user names and passwords in

Timer (Seconds) |order to stay connected. Enter a time interval between 10 and 65535 seconds.

If wireless station authentication is done using a RADIUS server, the
reauthentication timer on the RADIUS server has priority.

Idle Timeout The ZyWALL automatically disconnects a wireless station from the wired network

(Seconds) after a period of inactivity. The wireless station needs to enter the user name and
password again before access to the wired network is allowed.

Authentication Click RADIUS to go to the RADIUS screen where you can configure the ZyWALL to

Databases check an external RADIUS server.

Dynamic WEP Select 64-bit WEP or 128-bit WEP to enable data encryption.

Key Exchange

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.
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9.16.5 IEEE 802.1x + Static WEP

Click the NETWORK and WIRELESS CARD to display the Wireless Card screen. Select
802.1x + Static WEP from the Security list.

Figure 85 Wireless Card: 802.1x + Static WEP
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The following wireless LAN security fields become available when you select 802.1x + Static
WEP in the Security drop down list-box.

Table 59 Wireless Card: 802.1x + Static WEP

LABEL

DESCRIPTION

Security

Select 802.1x + Static WEP from the drop-down list.

WEP Encryption

WEP (Wired Equivalent Privacy) provides data encryption to prevent unauthorized
wireless stations from accessing data transmitted over the wireless network.
Select 64-bit WEP or 128-bit WEP to enable data encryption.

Key 1 to Key 4

If you chose 64-bit WEP in the WEP Encryption field, then enter any 5 characters
(ASCII string) or 10 hexadecimal characters ("0-9", "A-F") preceded by 0x for each
key.

If you chose 128-bit WEP in the WEP Encryption field, then enter 13 characters
(ASCII string) or 26 hexadecimal characters ("0-9", "A-F") preceded by 0x for each
key.

There are four data encryption keys to secure your data from eavesdropping by
unauthorized wireless users. The values for the keys must be set up exactly the
same on the access points as they are on the wireless stations.
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Table 59 Wireless Card: 802.1x + Static WEP (continued)

LABEL

DESCRIPTION

ReAuthentication
Timer (Seconds)

Specify how often wireless stations have to resend user names and passwords in
order to stay connected. Enter a time interval between 10 and 65535 seconds.

If wireless station authentication is done using a RADIUS server, the
reauthentication timer on the RADIUS server has priority.

Idle Timeout The ZyWALL automatically disconnects a wireless station from the wired network

(Seconds) after a period of inactivity. The wireless station needs to enter the user name and
password again before access to the wired network is allowed.

Authentication Click Local User to go to the Local User Database screen where you can view and/

Databases or edit the list of users and passwords. Click RADIUS to go to the RADIUS screen
where you can configure the ZyWALL to check an external RADIUS server.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

9.16.6 IEEE 802.1x + No WEP

Click the NETWORK and WIRELESS CARD to display the Wireless Card screen. Select
802.1x + No WEP from the Security list.

Figure 86 Wireless Card: 802.1x + No WEP
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The following wireless LAN security fields become available when you select 802.1x + No
WEP in the Security drop down list-box.

Table 60 Wireless Card: 802.1x + No WEP

LABEL DESCRIPTION

Security Select 802.1x + No WEP from the drop-down list.

ReAuthentication | Specify how often wireless stations have to resend user names and passwords in
Timer (Seconds) |order to stay connected. Enter a time interval between 10 and 65535 seconds.

If wireless station authentication is done using a RADIUS server, the
reauthentication timer on the RADIUS server has priority.

Idle Timeout The ZyWALL automatically disconnects a wireless station from the wired network
(Seconds) after a period of inactivity. The wireless station needs to enter the user name and
password again before access to the wired network is allowed.

Authentication Click Local User to go to the Local User Database screen where you can view and/

Databases or edit the list of users and passwords. Click RADIUS to go to the RADIUS screen
where you can configure the ZyWALL to check an external RADIUS server.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

9.16.7 No Access 802.1x + Static WEP

Click the NETWORK and WIRELESS CARD to display the Wireless Card screen. Select
No Access 802.1x + Static WEP to deny all wireless stations access to your wired network

and allow wireless stations to communicate with the ZyWALL using static WEP keys for data
encryption.

Figure 87 Wireless Card: No Access 802.1x + Static WEP
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Reset |
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The following wireless LAN security fields become available when you select No Access
802.1x + Static WEP in the Security drop down list-box.

Table 61 Wireless Card: No Access 802.1x + Static WEP

LABEL DESCRIPTION

Security Select No Access 802.1x + Static WEP from the drop-down list.

WEP WEP (Wired Equivalent Privacy) provides data encryption to prevent unauthorized
Encryption wireless stations from accessing data transmitted over the wireless network.

Select 64-bit WEP or 128-bit WEP to enable data encryption.

Key 1 to Key 4 | If you chose 64-bit WEP in the WEP Encryption field, then enter any 5 characters
(ASCII string) or 10 hexadecimal characters ("0-9", "A-F") preceded by 0x for each key.
If you chose 128-bit WEP in the WEP Encryption field, then enter 13 characters
(ASCII string) or 26 hexadecimal characters ("0-9", "A-F") preceded by Ox for each key.

There are four data encryption keys to secure your data from eavesdropping by
unauthorized wireless users. The values for the keys must be set up exactly the same
on the access points as they are on the wireless stations.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

9.16.8 No Access 802.1x + No WEP

Click the NETWORK and WIRELESS CARD to display the Wireless Card screen. Select
No Access 802.1x + No WEP to deny all wireless stations access to your wired network and
block all wireless stations from communicating with the ZyWALL.

9.17 MAC Filter

The MAC filter screen allows you to configure the ZyWALL to give exclusive access to
specific devices (Allow Association) or exclude specific devices from accessing the ZyWALL
(Deny Association). Every Ethernet device has a unique MAC (Media Access Control)
address. The MAC address is assigned at the factory and consists of six pairs of hexadecimal
characters, for example, 00:A0:C5:00:00:02. You need to know the MAC addresses of the
devices to configure this screen.

To change your ZyWALL’s MAC filter settings, click the NETWORK, WIRELESS CARD
and then the MAC Filter tab. The screen appears as shown.
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Figure 88 Wireless Card: MAC Address Filter
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The following table describes the labels in this menu.

Table 62 Wireless Card: MAC Address Filter

LABEL DESCRIPTION

Active Select or clear the check box to enable or disable MAC address filtering.

Enable MAC address filtering to have the router allow or deny access to wireless
stations based on MAC addresses. Disable MAC address filtering to have the router not
perform MAC filtering on the wireless stations.

Association | Define the filter action for the list of MAC addresses in the MAC address filter table.
Select Deny to block access to the router, MAC addresses not listed will be allowed to
access the router. Select Allow to permit access to the router, MAC addresses not listed
will be denied access to the router.

# This is the index number of the MAC address.

User Name | Enter a descriptive name for the MAC address.

MAC Enter the MAC addresses (in XX:XX:XX:XX:XX:XX format) of the wireless stations that

Address are allowed or denied access to the ZyWALL in these address fields.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.
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CHAPTER 10
Firewalls

This chapter gives some background information on firewalls and introduces the ZyWALL
firewall.

10.1 Firewall Overview

Originally, the term firewall referred to a construction technique designed to prevent the
spread of fire from one room to another. The networking term firewall is a system or group of
systems that enforces an access-control policy between two networks. It may also be defined
as a mechanism used to protect a trusted network from an untrusted network. Of course,
firewalls cannot solve every security problem. A firewall is one of the mechanisms used to
establish a network security perimeter in support of a network security policy. It should never
be the only mechanism or method employed. For a firewall to guard effectively, you must
design and deploy it appropriately. This requires integrating the firewall into a broad
information-security policy. In addition, specific policies must be implemented within the
firewall itself.

10.2 Types of Firewalls

There are three main types of firewalls:

1 Packet Filtering Firewalls
2 Application-level Firewalls

3 Stateful Inspection Firewalls

10.2.1 Packet Filtering Firewalls

Packet filtering firewalls restrict access based on the source/destination computer network
address of a packet and the type of application.

10.2.2 Application-level Firewalls

Application-level firewalls restrict access by serving as proxies for external servers. Since they
use programs written for specific Internet services, such as HTTP, FTP and telnet, they can
evaluate network packets for valid application-specific data. Application-level gateways have
a number of general advantages over the default mode of permitting application traffic directly
to internal hosts:
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1 Information hiding prevents the names of internal systems from being made known via
DNS to outside systems, since the application gateway is the only host whose name must
be made known to outside systems.

2 Robust authentication and logging pre-authenticates application traffic before it reaches
internal hosts and causes it to be logged more effectively than if it were logged with
standard host logging. Filtering rules at the packet filtering router can be less complex
than they would be if the router needed to filter application traffic and direct it to a
number of specific systems. The router need only allow application traffic destined for
the application gateway and reject the rest.

10.2.3 Stateful Inspection Firewalls

Stateful inspection firewalls restrict access by screening data packets against defined access
rules. They make access control decisions based on IP address and protocol. They also
"inspect" the session data to assure the integrity of the connection and to adapt to dynamic
protocols. These firewalls generally provide the best speed and transparency; however, they
may lack the granular application level access control or caching that some proxies support.
See Section 10.5 on page 208 for more information on Stateful Inspection.

Firewalls, of one type or another, have become an integral part of standard security solutions
for enterprises.

10.3 Introduction to ZyXEL'’s Firewall

The ZyWALL firewall is a stateful inspection firewall and is designed to protect against
Denial of Service attacks when activated (in SMT menu 21.2 or in the web configurator). The
ZyWALL’s purpose is to allow a private Local Area Network (LAN) to be securely connected
to the Internet. The ZyWALL can be used to prevent theft, destruction and modification of
data, as well as log events, which may be important to the security of your network. The
ZyWALL also has packet-filtering capabilities.

The ZyWALL is installed between the LAN and a broadband modem connecting to the
Internet. This allows it to act as a secure gateway for all data passing between the Internet and
the LAN.

The ZyWALL allows you to physically separate the network into the following areas:

» The WAN (Wide Area Network) port(s) attaches to the broadband modem (cable or
ADSL) connecting to the Internet.

* The LAN (Local Area Network) port(s) attaches to a network of computers, which needs
security from the outside world. These computers will have access to Internet services
such as e-mail, FTP, and the World Wide Web. However, inbound access will not be
allowed unless the remote host is authorized to use a specific service.
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Figure 892yWALL Firewall Application
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10.4 Denial of Service

Denials of Service (DoS) attacks are aimed at devices and networks with a connection to the
Internet. Their goal is not to steal information, but to disable a device or network so users no

longer have access to network resources. The ZyWALL is pre-configured to automatically
detect and thwart all known DoS attacks.

10.4.1 Basics

Computers share information over the Internet using a common language called TCP/IP. TCP/
IP, in turn, is a set of application protocols that perform specific functions. An extension
number, called the "TCP port" or "UDP port" identifies these protocols, such as HTTP (Web),

FTP (File Transfer Protocol), POP3 (E-mail), etc. For example, Web traffic by default uses
TCP port 80.

When computers communicate on the Internet, they are using the client/server model, where
the server "listens" on a specific TCP/UDP port for information requests from remote client
computers on the network. For example, a Web server typically listens on port 80. Please note
that while a computer may be intended for use over a single port, such as Web on port 80,
other ports are also active. If the person configuring or managing the computer is not careful, a

hacker could attack it over an unprotected port.

Some of the most common IP ports are:

Table 63 Common IP Ports

21 FTP 53 DNS
23 Telnet 80 HTTP
25 SMTP 110 POP3
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10.4.2 Types of DoS Attacks

There are four types of DoS attacks:

1 Those that exploit bugs in a TCP/IP implementation.

2 Those that exploit weaknesses in the TCP/IP specification.

3 Brute-force attacks that flood a network with useless data.

4 1P Spoofing.

* "Ping of Death" and "Teardrop" attacks exploit bugs in the TCP/IP implementations of
various computer and host systems.

a

Ping of Death uses a "ping" utility to create an IP packet that exceeds
the maximum 65,536 bytes of data allowed by the IP specification.
The oversize packet is then sent to an unsuspecting system. Systems
may crash, hang or reboot.

Teardrop attack exploits weaknesses in the reassembly of IP packet
fragments. As data is transmitted through a network, IP packets are
often broken up into smaller chunks. Each fragment looks like the
original IP packet except that it contains an offset field that says, for
instance, "This fragment is carrying bytes 200 through 400 of the
original (non fragmented) IP packet." The Teardrop program creates a
series of IP fragments with overlapping offset fields. When these
fragments are reassembled at the destination, some systems will
crash, hang, or reboot.

* Weaknesses in the TCP/IP specification leave it open to "SYN Flood" and "LAND"
attacks. These attacks are executed during the handshake that initiates a communication
session between two applications.

Figure 90 Three-Way Handshake
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Under normal circumstances, the application that initiates a session sends a SYN
(synchronize) packet to the receiving server. The receiver sends back an ACK
(acknowledgment) packet and its own SYN, and then the initiator responds with an ACK
(acknowledgment). After this handshake, a connection is established.

a

SYN Attack floods a targeted system with a series of SYN packets.
Each packet causes the targeted system to issue a SYN-ACK

205

Chapter 10 Firewalls



ZyWALL 5/35/70 Series User’s Guide

Figure 91 SYN Flood
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In a LAND Attack, hackers flood SYN packets into the network with
a spoofed source IP address of the targeted system. This makes it
appear as if the host computer sent the packets to itself, making the
system unavailable while the target system tries to respond to itself.

* A brute-force attack, such as a "Smurf" attack, targets a feature in the IP specification
known as directed or subnet broadcasting, to quickly flood the target network with
useless data. A Smurf hacker floods a router with Internet Control Message Protocol
(ICMP) echo request packets (pings). Since the destination IP address of each packet is
the broadcast address of the network, the router will broadcast the [CMP echo request
packet to all hosts on the network. If there are numerous hosts, this will create a large
amount of ICMP echo request and response traffic. If a hacker chooses to spoof the
source [P address of the ICMP echo request packet, the resulting ICMP traffic will not
only clog up the "intermediary" network, but will also congest the network of the spoofed
source IP address, known as the "victim" network. This flood of broadcast traffic
consumes all available bandwidth, making communications impossible.
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Figure 92 Smurf Attack
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10.4.2.1 ICMP Vulnerability

ICMP is an error-reporting protocol that works in concert with IP. The following ICMP types
trigger an alert:

Table 64 ICMP Commands That Trigger Alerts

5 REDIRECT

13 TIMESTAMP_REQUEST

14 TIMESTAMP_REPLY

17 ADDRESS_MASK_REQUEST
18 ADDRESS_MASK_REPLY

10.4.2.2 lllegal Commands (NetBIOS and SMTP)
The only legal NetBIOS commands are the following - all others are illegal.

Table 65 Legal NetBIOS Commands

MESSAGE:
REQUEST:
POSITIVE:
NEGATIVE:
RETARGET:
KEEPALIVE:
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All SMTP commands are illegal except for those displayed in the following tables.

Table 66 Legal SMTP Commands

AUTH DATA EHLO ETRN EXPN HELO HELP MAIL NOOP
QUIT RCPT RSET SAML SEND SOML TURN VRFY

10.4.2.3 Traceroute

Traceroute is a utility used to determine the path a packet takes between two endpoints.
Sometimes when a packet filter firewall is configured incorrectly an attacker can traceroute
the firewall gaining knowledge of the network topology inside the firewall.

Often, many DoS attacks also employ a technique known as "IP Spoofing" as part of their
attack. IP Spoofing may be used to break into systems, to hide the hacker's identity, or to
magnify the effect of the DoS attack. IP Spoofing is a technique used to gain unauthorized
access to computers by tricking a router or firewall into thinking that the communications are
coming from within the trusted network. To engage in IP spoofing, a hacker must modify the
packet headers so that it appears that the packets originate from a trusted host and should be
allowed through the router or firewall. The ZyWALL blocks all IP Spoofing attempts.

10.5 Stateful Inspection

With stateful inspection, fields of the packets are compared to packets that are already known
to be trusted. For example, if you access some outside service, the proxy server remembers
things about your original request, like the port number and source and destination addresses.
This remembering is called saving the state. When the outside system responds to your
request, the firewall compares the received packets with the saved state to determine if they
are allowed in. The ZyWALL uses stateful packet inspection to protect the private LAN from
hackers and vandals on the Internet. By default, the ZyWALL’s stateful inspection allows all
communications to the Internet that originate from the LAN, and blocks all traffic to the LAN
that originates from the Internet. In summary, stateful inspection:

* Allows all sessions originating from the LAN (local network) to the WAN (Internet).
* Denies all sessions originating from the WAN to the LAN.
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Figure 93 Stateful Inspection
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The previous figure shows the ZyWALL’s default firewall rules in action as well as
demonstrates how stateful inspection works. User A can initiate a Telnet session from within
the LAN and responses to this request are allowed. However other Telnet traffic initiated from
the WAN is blocked.

10.5.1 Stateful Inspection Process

In this example, the following sequence of events occurs when a TCP packet leaves the LAN
network through the firewall's WAN interface. The TCP packet is the first in a session, and the
packet's application layer protocol is configured for a firewall rule inspection:

1 The packet travels from the firewall's LAN to the WAN.

2 The packet is evaluated against the interface's existing outbound access list, and the
packet is permitted (a denied packet would simply be dropped at this point).

3 The firewall inspects packets to determine and record information about the state of the
packet's connection. This information is recorded in a new state table entry created for the
new connection. If there is not a firewall rule for this packet and it is not an attack, then
the setting in the Firewall Default Rule screen determines the action for this packet.

4 Based on the obtained state information, a firewall rule creates a temporary access list
entry that is inserted at the beginning of the WAN interface's inbound extended access
list. This temporary access list entry is designed to permit inbound packets of the same
connection as the outbound packet just inspected.

5 The outbound packet is forwarded out through the interface.

6 Later, an inbound packet reaches the interface. This packet is part of the connection
previously established with the outbound packet. The inbound packet is evaluated against
the inbound access list, and is permitted because of the temporary access list entry
previously created.

7 The packet is inspected by a firewall rule, and the connection's state table entry is updated
as necessary. Based on the updated state information, the inbound extended access list
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temporary entries might be modified, in order to permit only packets that are valid for the
current state of the connection.

8 Any additional inbound or outbound packets that belong to the connection are inspected
to update the state table entry and to modify the temporary inbound access list entries as
required, and are forwarded through the interface.

9 When the connection terminates or times out, the connection's state table entry is deleted
and the connection's temporary inbound access list entries are deleted.

10.5.2 Stateful Inspection and the ZyWALL

Additional rules may be defined to extend or override the default rules. For example, a rule
may be created which will:

1 Block all traffic of a certain type, such as IRC (Internet Relay Chat), from the LAN to the
Internet.

2 Allow certain types of traffic from the Internet to specific hosts on the LAN.
3 Allow access to a Web server to everyone but competitors.

4 Restrict use of certain protocols, such as Telnet, to authorized users on the LAN.

These custom rules work by evaluating the network traffic’s Source IP address, Destination IP
address, IP protocol type, and comparing these to rules set by the administrator.

Note: The ability to define firewall rules is a very powerful tool. Using custom rules, it
is possible to disable all firewall protection or block all access to the Internet.
Use extreme caution when creating or deleting firewall rules. Test changes
after creating them to make sure they work correctly.

Below is a brief technical description of how these connections are tracked. Connections may
either be defined by the upper protocols (for instance, TCP), or by the ZyWALL itself (as with
the "virtual connections" created for UDP and ICMP).

10.5.3 TCP Security

The ZyWALL uses state information embedded in TCP packets. The first packet of any new
connection has its SYN flag set and its ACK flag cleared; these are "initiation" packets. All
packets that do not have this flag structure are called "subsequent” packets, since they
represent data that occurs later in the TCP stream.

If an initiation packet originates on the WAN, this means that someone is trying to make a
connection from the Internet into the LAN. Except in a few special cases (see "Upper Layer
Protocols" shown next), these packets are dropped and logged.
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If an initiation packet originates on the LAN, this means that someone is trying to make a
connection from the LAN to the Internet. Assuming that this is an acceptable part of the
security policy (as is the case with the default policy), the connection will be allowed. A cache
entry is added which includes connection information such as IP addresses, TCP ports,
sequence numbers, etc.

When the ZyWALL receives any subsequent packet (from the Internet or from the LAN), its
connection information is extracted and checked against the cache. A packet is only allowed to
pass through if it corresponds to a valid connection (that is, if it is a response to a connection
which originated on the LAN).

10.5.4 UDP/ICMP Security

UDP and ICMP do not themselves contain any connection information (such as sequence
numbers). However, at the very minimum, they contain an IP address pair (source and
destination). UDP also contains port pairs, and ICMP has type and code information. All of
this data can be analyzed in order to build "virtual connections" in the cache.

For instance, any UDP packet that originates on the LAN will create a cache entry. Its IP
address and port pairs will be stored. For a short period of time, UDP packets from the WAN
that have matching IP and UDP information will be allowed back in through the firewall.

A similar situation exists for ICMP, except that the ZyWALL is even more restrictive.
Specifically, only outgoing echoes will allow incoming echo replies, outgoing address mask
requests will allow incoming address mask replies, and outgoing timestamp requests will
allow incoming timestamp replies. No other ICMP packets are allowed in through the firewall,
simply because they are too dangerous and contain too little tracking information. For
instance, ICMP redirect packets are never allowed in, since they could be used to reroute
traffic through attacking machines.

10.5.5 Upper Layer Protocols

Some higher layer protocols (such as FTP and RealAudio) utilize multiple network
connections simultaneously. In general terms, they usually have a "control connection" which
is used for sending commands between endpoints, and then "data connections" which are used
for transmitting bulk information.

Consider the FTP protocol. A user on the LAN opens a control connection to a server on the

Internet and requests a file. At this point, the remote server will open a data connection from

the Internet. For FTP to work properly, this connection must be allowed to pass through even
though a connection from the Internet would normally be rejected.

In order to achieve this, the ZyWALL inspects the application-level FTP data. Specifically, it
searches for outgoing "PORT" commands, and when it sees these; it adds a cache entry for the
anticipated data connection. This can be done safely, since the PORT command contains
address and port information, which can be used to uniquely identify the connection.
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Any protocol that operates in this way must be supported on a case-by-case basis. You can use
the web configurator’s Custom Services feature to do this.

10.6 Guidelines For Enhancing Security With Your Firewall

1 Change the default password via SMT or web configurator.

2 Think about access control before you connect a console port to the network in any way,
including attaching a modem to the port. Be aware that a break on the console port might
give unauthorized individuals total control of the firewall, even with access control
configured.

3 Limit who can telnet into your router.

4 Don't enable any local service (such as SNMP or NTP) that you don't use. Any enabled
service could present a potential security risk. A determined hacker might be able to find
creative ways to misuse the enabled services to access the firewall or the network.

5 For local services that are enabled, protect against misuse. Protect by configuring the
services to communicate only with specific peers, and protect by configuring rules to
block packets for the services at specific interfaces.

6 Protect against IP spoofing by making sure the firewall is active.

7 Keep the firewall in a secured (locked) room.

10.7 Packet Filtering Vs Firewall

Below are some comparisons between the ZyWALL'’s filtering and firewall functions.

10.7.1 Packet Filtering:

* The router filters packets as they pass through the router’s interface according to the filter
rules you designed.

» Packet filtering is a powerful tool, yet can be complex to configure and maintain,
especially if you need a chain of rules to filter a service.

» Packet filtering only checks the header portion of an IP packet.

10.7.1.1 When To Use Filtering
1 To block/allow LAN packets by their MAC addresses.
2 To block/allow special IP packets which are neither TCP nor UDP, nor ICMP packets.

3 To block/allow both inbound (WAN to LAN) and outbound (LAN to WAN) traffic
between the specific inside host/network "A" and outside host/network "B". If the filter
blocks the traffic from A to B, it also blocks the traffic from B to A. Filters cannot
distinguish traffic originating from an inside host or an outside host by IP address.

4 To block/allow IP trace route.
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10.7.2 Firewall

* The firewall inspects packet contents as well as their source and destination addresses.

Firewalls of this type employ an inspection module, applicable to all protocols, that
understands data in the packet is intended for other layers, from the network layer (IP
headers) up to the application layer.

The firewall performs stateful inspection. It takes into account the state of connections it
handles so that, for example, a legitimate incoming packet can be matched with the
outbound request for that packet and allowed in. Conversely, an incoming packet
masquerading as a response to a nonexistent outbound request can be blocked.

The firewall uses session filtering, i.e., smart rules, that enhance the filtering process and
control the network session rather than control individual packets in a session.

The firewall provides e-mail service to notify you of routine reports and when alerts
occur.

10.7.2.1 When To Use The Firewall

1 To prevent DoS attacks and prevent hackers cracking your network.

2 A range of source and destination IP addresses as well as port numbers can be specified

within one firewall rule making the firewall a better choice when complex rules are
required.

3 To selectively block/allow inbound or outbound traffic between inside host/networks and

outside host/networks. Remember that filters cannot distinguish traffic originating from
an inside host or an outside host by IP address.

4 The firewall performs better than filtering if you need to check many rules.

5 Use the firewall if you need routine e-mail reports about your system or need to be alerted

when attacks occur.

6 The firewall can block specific URL traffic that might occur in the future. The URL can

be saved in an Access Control List (ACL) database.
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CHAPTER 11
Firewall Screens

This chapter shows you how to configure your ZyWALL firewall.

11.1 Access Methods

The web configurator is, by far, the most comprehensive firewall configuration tool your
ZyWALL has to offer. For this reason, it is recommended that you configure your firewall
using the web configurator. SMT screens allow you to activate the firewall. CLI commands
provide limited configuration options and are only recommended for advanced users, please
refer to Appendix N on page 756 for firewall CLI commands.

11.2 Firewall Policies Overview

Firewall rules are grouped based on the direction of travel of packets to which they apply:

* LAN to LAN/ZyWALL * WAN to LAN « DMZ to LAN

*« LAN to WAN * WAN to WAN/ZyWALL *+ DMZ to WAN

*+ LAN to DMZ * WAN to DMZ * DMZ to DMZ/ZyWALL
* LAN to WLAN * WAN to WLAN * DMZ to WLAN

* WLAN to LAN * WLAN to WAN « WLAN to DMZ

+ WLAN to WLAN/ZyWALL

Note: You can only use the wireless LAN feature if a compatible ZyXEL wireless LAN
card is installed.

By default, the ZyWALL’s stateful packet inspection allows packets traveling in the following
directions:

* LAN to LAN/ZyWALL

This allows computers on the LAN to manage the ZyWALL and communicate between
networks or subnets connected to the LAN interface.

* LAN to WAN

* LAN to DMZ

* LAN to WLAN

*+ WAN to DMZ

+ DMZ to WAN
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* WLAN to WAN

By default, the ZyWALL’s stateful packet inspection drops packets traveling in the following
directions:

« WAN to LAN
« WAN to WAN/ZyWALL

This prevents computers on the WAN from using the ZyWALL as a gateway to
communicate with other computers on the WAN and/or managing the ZyWALL.

* WAN to WLAN
This drops any packets travelling from the WAN to the WLAN and creates a log.

+ DMZ to LAN

+ DMZ to DMZ/ZyWALL
This prevents computers on the DMZ from communicating between networks or subnets
connected to the DMZ interface and/or managing the ZyWALL.

« DMZ to WLAN

* WLAN to LAN

* WLAN to DMZ

* WLAN to WLAN/ZyWALL

This prevents computers on the WLAN from communicating between networks or
subnets connected to the WLAN interface and/or managing the ZyWALL.

You may define additional rules and sets or modify existing ones but please exercise extreme
caution in doing so.

Note: If you configure firewall rules without a good understanding of how they work,
you might inadvertently introduce security risks to the firewall and to the
protected network. Make sure you test your rules after you configure them.

For example, you may create rules to:

* Block certain types of traffic, such as IRC (Internet Relay Chat), from the LAN to the
Internet.

+ Allow certain types of traffic, such as Lotus Notes database synchronization, from
specific hosts on the Internet to specific hosts on the LAN.

» Allow everyone except your competitors to access a Web server.
» Restrict use of certain protocols, such as Telnet, to authorized users on the LAN.

These custom rules work by comparing the source IP address, destination IP address and IP
protocol type of network traffic to rules set by the administrator. Your customized rules take
precedence and override the ZyWALL’s default rules.
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11.3 Rule Logic Overview

Note: Study these points carefully before configuring rules.

11.3.1 Rule Checklist

1 State the intent of the rule. For example, This restricts all IRC access from the LAN to the
Internet. Or, This allows a remote Lotus Notes server to synchronize over the Internet to
an inside Notes server.

2 Is the intent of the rule to forward or block traffic?

3 What direction of traffic does the rule apply to (see Section 10.2 on page 202)?
4 What IP services will be affected?

5 What computers on the LAN or DMZ are to be affected (if any)?

6 What computers on the Internet will be affected? The more specific, the better. For
example, if traffic is being allowed from the Internet to the LAN, it is better to allow only
certain machines on the Internet to access the LAN.

11.3.2 Security Ramifications

Once the logic of the rule has been defined, it is critical to consider the security ramifications
created by the rule:

1 Does this rule stop LAN users from accessing critical resources on the Internet? For
example, if IRC is blocked, are there users that require this service?

2 Ts it possible to modify the rule to be more specific? For example, if IRC is blocked for all
users, will a rule that blocks just certain users be more effective?

3 Does a rule that allows Internet users access to resources on the LAN create a security
vulnerability? For example, if FTP ports (TCP 20, 21) are allowed from the Internet to the
LAN, Internet users may be able to connect to computers with running FTP servers.

4 Does this rule conflict with any existing rules?

Once these questions have been answered, adding rules is simply a matter of plugging the
information into the correct fields in the web configurator screens.

11.3.3 Key Fields For Configuring Rules

11.3.3.1 Action

Should the action be to Drop, Reject or Permit?

Note: “Drop” means the firewall silently discards the packet. “Reject” means the
firewall discards packets and sends an ICMP destination-unreachable
message to the sender.

Chapter 11 Firewall Screens 216



ZyWALL 5/35/70 Series User's Guide

11.3.3.2 Service

Select the service from the Service scrolling list box. If the service is not listed, it is necessary
to first define it. See Section 11.11.2 on page 233 for more information on predefined services.

11.3.3.3 Source Address

What is the connection’s source address; is it on the LAN, DMZ, WLAN or WAN? Is it a
single IP, a range of IPs or a subnet?

11.3.3.4 Destination Address

What is the connection’s destination address; is it on the LAN, DMZ, WLAN or WAN? Is it a
single IP, a range of IPs or a subnet?

11.4 Connection Direction Examples

This section describes examples for firewall rules for connections going from LAN to WAN
and from WAN to LAN. Rules for the WLAN or DMZ work in a similar fashion.

LAN to LAN/ZyWALL, WAN to WAN/ZyWALL, WLAN to WLAN/ZyWALL and DMZ to
DMZ/ZyWALL rules apply to packets coming in on the associated interface (LAN, WAN,
WLAN, or DMZ respectively). LAN to LAN/ZyWALL means policies for LAN-to-ZyWALL
(the policies for managing the ZyWALL through the LAN interface) and policies for LAN-to-
LAN (the policies that control routing between two subnets on the LAN). Similarly, WAN to
WAN/ZyWALL, WLAN to WLAN/ZyWALL and DMZ to DMZ/ZyWALL polices apply in
the same way to the WAN, WLAN and DMZ ports.

11.4.1 LAN To WAN Rules

The default rule for LAN to WAN traffic is that all users on the LAN are allowed non-
restricted access to the WAN. When you configure a LAN to WAN rule, you in essence want
to limit some or all users from accessing certain services on the WAN. See the following
figure.
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Figure 94 LAN to WAN Traffic
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11.4.2 WAN To LAN Rules

The default rule for WAN to LAN traffic blocks all incoming connections (WAN to LAN). If

you wish to allow certain WAN users to have access to your LAN, you will need to create
custom rules to allow it.

See the following figure.

Figure 95 WAN to LAN Traffic
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11.5 Alerts

Alerts are reports on events, such as attacks, that you may want to know about right away. You
can choose to generate an alert when a rule is matched in the Edit Rule screen (see Figure 99
on page 224). Configure the Log Settings screen to have the ZyWALL send an immediate e-

mail message to you when an event generates an alert. Refer to the chapter on logs for details.
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11.6 Firewall Default Rule (Router Mode)

Click SECURITY, FIREWALL to open the Default Rule screen. Enable (or activate) the
firewall by selecting the Enable Firewall check box.

Use this screen to configure general firewall settings when the ZyWALL is set to router mode.

Figure 96 Default Rule (Router Mode)
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The following table describes the labels in this screen.

Table 67 Default Rule (Router Mode)

LABEL DESCRIPTION

Enable Firewall |Select this check box to activate the firewall. The ZyWALL performs access control
and protects against Denial of Service (DoS) attacks when the firewall is activated.

Allow Select this check box to have the ZyWALL firewall permit the use of triangle route
Asymmetrical topology on the network.
Route

Note: Allowing asymmetrical routes may let traffic from the WAN go
directly to a LAN computer without passing through the
ZyWALL. See Appendix | on page 722 for more on triangle
route topology and how to deal with this problem.
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Table 67 Default Rule (Router Mode) (continued)

LABEL

DESCRIPTION

Packet Direction

This is the direction of travel of packets (LAN to LAN/ZyWALL, LAN to WAN, LAN
to DMZ, LAN to WLAN, WAN to LAN, WAN to WAN/ZyWALL, WAN to DMZ,
WAN to WLAN, DMZ to LAN, DMZ to WAN, DMZ to DMZ/ZyWALL, DMZ to
WLAN, WLAN to LAN, WLAN to WAN, WLAN to DMZ or WLAN to WLAN/
ZyWALL).

Firewall rules are grouped based on the direction of travel of packets to which they
apply. For example, LAN to LAN/ZyWALL means packets traveling from a
computer/subnet on the LAN to either another computer/subnet on the LAN interface
of the ZyWALL or the ZyWALL itself.

Default Action

Use the drop-down list boxes to select whether to Drop (silently discard), Reject
(discard and send an ICMP destination-unreachable message to the sender) or
Permit (allow the passage of) packets that are traveling in the selected direction.

Log Select the check box to create a log (when the above action is taken) for packets
that are traveling in the selected direction and do not match any of your customized
rules.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

11.7 Firewall Default Rule (Bridge Mode)

Click SECURITY, FIREWALL to open the Default Rule screen. Enable (or activate) the
firewall by selecting the Enable Firewall check box.

Use this screen to configure general firewall settings when the ZyWALL is set to bridge mode.
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Figure 97 Default Rule (Bridge Mode)
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The following table describes the labels in this screen.

Table 68 Default Rule (Bridge Mode)

LABEL DESCRIPTION

Enable Firewall |Select this check box to activate the firewall. The ZyWALL performs access control
and protects against Denial of Service (DoS) attacks when the firewall is activated.

Packet Direction | This is the direction of travel of packets (LAN to LAN/ZyWALL, LAN to WAN, LAN
to DMZ, LAN to WLAN, WAN to LAN, WAN to WAN/ZyWALL, WAN to DMZ,
WAN to WLAN, DMZ to LAN, DMZ to WAN, DMZ to DMZ/ZyWALL, DMZ to
WLAN, WLAN to LAN, WLAN to WAN, WLAN to DMZ or WLAN to WLAN/
ZyWALL).

Firewall rules are grouped based on the direction of travel of packets to which they
apply. For example, LAN to LAN/ZyWALL means packets traveling from a
computer/subnet on the LAN to either another computer/subnet on the LAN interface
of the ZyWALL or the ZyWALL itself.

Default Action Use the drop-down list boxes to select whether to Drop (silently discard), Reject
(discard and send an ICMP destination-unreachable message to the sender) or
Permit (allow the passage of) packets that are traveling in the selected direction.

Log Select the check box to create a log (when the above action is taken) for packets
that are traveling in the selected direction and do not match any of your customized
rules.
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Table 68 Default Rule (Bridge Mode)

LABEL

DESCRIPTION

Log Broadcast
Frame

Select the check box to create a log for any Layer 2 broadcast frames that are
traveling in the selected direction.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.

11.8 Firewall Rule Summary

Click SECURITY, FIREWALL, then the Rule Summary tab to open the screen. This screen

displays a list of

the configured firewall rules.

Note: The ordering of your rules is very important as rules are applied in turn.

Figure 98 Rule
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The following table describes the labels in this screen.

Table 69 Rule Summary

LABEL

DESCRIPTION

Firewall Rules
Storage Space
in Use

This bar displays the percentage of the ZyWALL's firewall rules storage space that is
currently in use. The bar turns from green to red when the maximum is being
approached. When the bar is red, you should consider deleting unnecessary firewall
rules before adding more firewall rules.

Packet Direction

Use the drop-down list box to select a direction of travel of packets (LAN to LAN/
ZyWALL, LAN to WAN, LAN to DMZ, LAN to WLAN, WAN to LAN, WAN to WAN/
ZyWALL, WAN to DMZ, WAN to WLAN, DMZ to LAN, DMZ to WAN, DMZ to
DMZ/ZyWALL, DMZ to WLAN, WLAN to LAN, WLAN to WAN, WLAN to DMZ or
WLAN to WLAN/ZyWALL) for which you want to configure firewall rules.

Default Policy

This field displays the default action and log policy you selected in the Default Rule
screen for the packet direction shown in the field above.
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Table 69 Rule Summary

LABEL

DESCRIPTION

The following read-only fields summarize the rules you have created that apply to traffic traveling in the
selected packet direction. The firewall rules that you configure (summarized below) take priority over
the general firewall action settings above.

# This is your firewall rule number. The ordering of your rules is important as rules are
applied in turn. Click + to expand or - to collapse the Source Address, Destination
Address and Service Type drop down lists.

Name This is the name of the firewall rule.

Active This field displays whether a firewall is turned on (Y) or not (N).

Source Address

This drop-down list box displays the source addresses or ranges of addresses to
which this firewall rule applies. Please note that a blank source or destination
address is equivalent to Any.

Destination
Address

This drop-down list box displays the destination addresses or ranges of addresses to
which this firewall rule applies. Please note that a blank source or destination
address is equivalent to Any.

Service Type

This drop-down list box displays the services to which this firewall rule applies. See
Table 75 on page 233 for more information.

Action

This field displays whether the firewall silently discards packets (Drop), discards
packets and sends an ICMP destination-unreachable message to the sender
(Reject) or allow the passage of packets (Permit).

Sch.

This field tells you whether a schedule is specified (Yes) or not (No).

Log

This field shows you whether a log is created when packets match this rule (Yes) or
not (No).

Modify

Click the edit icon to go to the screen where you can edit the rule.

Click the delete icon to delete an existing firewall rule. A window display asking you
to confirm that you want to delete the firewall rule. Note that subsequent firewall
rules move up by one when you take this action.

Insert

Type the index number for where you want to put a rule. For example, if you type 6,
your new rule becomes number 6 and the previous rule 6 (if there is one) becomes
rule 7.

Click Insert to display this screen and refer to the following table for information on
the fields.

Move

Type arule’s index number and the number for where you want to put that rule. Click
Move to move the rule to the number that you typed. The ordering of your rules is
important as they are applied in order of their numbering.

11.8.1 Firewall Edit Rule

Follow these directions to create a new rule.

1 In the Rule Summary screen, type the index number for where you want to put the rule.
For example, if you type 6, your new rule becomes number 6 and the previous rule 6 (if
there is one) becomes rule 7.

2 Click Insert to display the Firewall Edit Rule screen and refer to the following table for
information on the labels.
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Figure 99 Firewall Edit Rule
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The following table describes the labels in this screen.

Table 70 Firewall Edit Rule

LABEL DESCRIPTION

Rule Name Enter a descriptive name of up to 31 printable ASCII characters (except Extended
ASCII characters) for the firewall rule. Spaces are allowed.

Edit Source/

Destination

Address

Address Type Do you want your rule to apply to packets with a particular (single) IP, a range of IP

addresses (for example 192.168.1.10 to 192.169.1.50), a subnet or any IP
address? Select an option from the drop-down list box that includes: Single
Address, Range Address, Subnet Address and Any Address.

You can configure up to 20 source or destination IP address entries in a rule.

Start IP Address

Enter the single IP address or the starting IP address in a range here.

End IP Address

Enter the ending IP address in a range here.

Selected Services

Subnet Mask Enter the subnet mask here, if applicable.

Add Click Add to add a new address to the Source or Destination Address(es) box.
You can add multiple addresses, ranges of addresses, and/or subnets.

Modify To edit an existing source or destination address, select it from the box and click
Modify.

Delete Highlight an existing source or destination address from the Source or Destination
Address(es) box above and click Delete to remove it.

Edit Service

Available/ Please see Section 11.11 on page 230 for more information on services available.

Highlight a service from the Available Services box on the left, then click >> to add
it to the Selected Service(s) box on the right. To remove a service, highlight it in
the Selected Service(s) box on the right, then click <<.

Apply (24-Hour
Format)

Edit Schedule
Day to Apply Select everyday or the day(s) of the week to apply the rule.
Time of Day to Select All Day or enter the start and end times in the hour-minute format to apply

the rule.

Actions When
Matched

Log Packet
Information When
Matched

This field determines if a log for packets that match the rule is created (Yes) or not
(No). Go to the Log Settings page and select the Access Control logs category to
have the ZyWALL record these logs.

Send Alert
Message to
Administrator
When Matched

Select the check box to have the ZyWALL generate an alert when the rule is
matched.

Action for
Matched Packets

Use the drop-down list box to select whether to discard (Drop), deny and send an
ICMP destination-unreachable message to the sender of (Reject) or allow the
passage of (Permit) packets that match this rule.

Apply

Click Apply to save your customized settings and exit this screen.

Cancel

Click Cancel to exit this screen without saving.
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11.9 Anti-Probing

If an outside user attempts to probe an unsupported port on your ZyWALL, an ICMP response
packet is automatically returned. This allows the outside user to know the ZyWALL exists.
The ZyWALL supports anti-probing, which prevents the ICMP response packet from being
sent. This keeps outsiders from discovering your ZyWALL when unsupported ports are

probed.

Internet Control Message Protocol (ICMP) is a message control and error-reporting protocol
between a host server and a gateway to the Internet. ICMP uses Internet Protocol (IP)
datagrams, but the messages are processed by the TCP/IP software and directly apparent to the

application user.

Click SECURITY, FIREWALL, then the Anti-Probing tab to open the screen.

Figure 100 Anti-Probing

Default Rule

Rule Summary | Anti-Probing | Threshold Service

Respond to PING on All >
™ Do not respond to requests for unauthorized services.

=

Apply | Reset |

The following table describes the labels in this screen.

Table 71 Anti-Probing

LABEL

DESCRIPTION

Respond to PING
on

The ZyWALL does not respond to any incoming Ping requests when Disable is
selected. Select LAN to reply to incoming LAN Ping requests. Select WAN to reply
to incoming WAN Ping requests. Select DMZ to reply to incoming DMZ Ping
requests. Select WLAN to reply to incoming WLAN Ping requests. Otherwise
select ALL to reply to both incoming LAN and WAN and DMZ and WLAN Ping
requests.

Do not respond to
requests for

Select this option to prevent hackers from finding the ZyWALL by probing for
unused ports. If you select this option, the ZyWALL will not respond to port

unauthorized request(s) for unused ports, thus leaving the unused ports and the ZyWALL

services. unseen. By default this option is not selected and the ZyWALL will reply with an
ICMP Port Unreachable packet for a port probe on its unused UDP ports, and a
TCP Reset packet for a port probe on its unused TCP ports.
Note that the probing packets must first traverse the ZyWALL's firewall mechanism
before reaching this anti-probing mechanism. Therefore if the firewall mechanism
blocks a probing packet, the ZyWALL reacts based on the corresponding firewall
policy to send a TCP reset packet for a blocked TCP packet or an ICMP port-
unreachable packet for a blocked UDP packets or just drop the packets without
sending a response packet.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.
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11.10 Firewall Threshold

11.10.1

11.10.2

In the Threshold screen, shown later, you may choose to generate an alert whenever an attack
is detected. For DoS attacks, the ZyWALL uses thresholds to determine when to drop sessions
that do not become fully established. These thresholds apply globally to all sessions.

You can use the default threshold values, or you can change them to values more suitable to
your security requirements.

Threshold Values

Tune these parameters when the ZyWALL is under DoS attacks and after you have checked
the firewall logs. These default values should work fine for normal small offices with ADSL
bandwidth. Factors influencing choices for threshold values are:

1 The maximum number of opened sessions.

2 The minimum capacity of server backlog in your LAN network.
3 The CPU power of servers in your LAN network.

4 Network bandwidth.

5 Type of traffic for certain servers.

If your network is slower than average for any of these factors (especially if you have servers
that are slow or handle many tasks and are often busy), then the default values should be
reduced.

If you use P2P applications such as file sharing with eMule or eDonkey quite often, it’s
recommended that you increase the threshold values since lots of sessions will be established
during a small period of time and the ZyWALL may take them as DoS attacks.

Half-Open Sessions

For TCP, half-open means that the session has not reached the established state-the TCP three-
way handshake has not yet been completed (see Figure 90 on page 205). For UDP, half-open
means that the firewall has detected no return traffic. An unusually high number of half-open
sessions (either an absolute number or measured as the arrival rate) could indicate that a
Denial of Service attack is occurring.

The ZyWALL measures both the total number of existing half-open sessions and the rate of
session establishment attempts. Both TCP and UDP half-open sessions are counted in the total
number and rate measurements. Measurements are made once a minute.

When the number of existing half-open sessions rises above a threshold (max-incomplete
high), the ZyWALL starts deleting half-open sessions as required to accommodate new
connection requests. The ZyWALL continues to delete half-open requests as necessary, until
the number of existing half-open sessions drops below another threshold (max-incomplete
low).
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When the rate of new connection attempts rises above a threshold (one-minute high), the
ZyWALL starts deleting half-open sessions as required to accommodate new connection
requests. The ZyWALL continues to delete half-open sessions as necessary, until the rate of
new connection attempts drops below another threshold (one-minute low). The rate is the
number of new attempts detected in the last one-minute sample period.

11.10.2.1 TCP Maximum Incomplete and Blocking Time

An unusually high number of half-open sessions with the same destination host address could
indicate that a Denial of Service attack is being launched against the host.

Whenever the number of half-open sessions with the same destination host address rises above
a threshold (TCP Maximum Incomplete), the ZyWALL starts deleting half-open sessions
according to one of the following methods:

1 If the Blocking Time timeout is 0 (the default), then the ZyWALL deletes the oldest
existing half-open session for the host for every new connection request to the host. This

ensures that the number of half-open sessions to a given host will never exceed the
threshold.

2 If the Blocking Time timeout is greater than 0, then the ZyWALL blocks all new
connection requests to the host giving the server time to handle the present connections.
The ZyWALL continues to block all new connection requests until the Blocking Time
expires.

The ZyWALL also sends alerts whenever TCP Maximum Incomplete is exceeded. The
global values specified for the threshold and timeout apply to all TCP connections. Click
SECURITY, FIREWALL and then the Threshold tab to bring up the next screen.
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Figure 101 Firewall Threshold

Default Rule Rule Summary Anti-Probing Threshold Service

Disahle DoS Attack Protection on I WAN I LAN | WLAN I DMZ

One Minute Low
One Minute High

Maximum Incomplete Low

sessions per minute
sessions per minute
Sessions

Maximum Incomplete High sessions

REREN

TCP Maximum Incomplete

sessions

' Delete the oldest half open session when new connection request comes.

o Deny new connection request for |10 [1~258 minutes)

Apply I Reset |

The following table describes the labels in this screen.

Table 72 Firewall Threshold

LABEL DESCRIPTION

Disable DoS Attack | Select the check box of an interface to which the ZyWALL does not apply the
Protection on thresholds. This disables DoS protection on the selected interface.

Denial of Service
Thresholds

One Minute Low This is the rate of new half-open sessions that causes the firewall to stop deleting
half-open sessions. The ZyWALL continues to delete half-open sessions as
necessary, until the rate of new connection attempts drops below this number.

One Minute High This is the rate of new half-open sessions that causes the firewall to start deleting
half-open sessions. When the rate of new connection attempts rises above this
number, the ZyWALL deletes half-open sessions as required to accommodate
new connection attempts.

The numbers, say 80 in the One Minute Low field and 100 in this field, cause the
ZyWALL to start deleting half-open sessions when more than 100 session
establishment attempts have been detected in the last minute, and to stop
deleting half-open sessions when fewer than 80 session establishment attempts
have been detected in the last minute.

Maximum This is the number of existing half-open sessions that causes the firewall to stop

Incomplete Low deleting half-open sessions. The ZyWALL continues to delete half-open requests
as necessary, until the number of existing half-open sessions drops below this
number.
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Table 72 Firewall Threshold (continued)

LABEL

DESCRIPTION

Maximum
Incomplete High

This is the number of existing half-open sessions that causes the firewall to start
deleting half-open sessions. When the number of existing half-open sessions
rises above this number, the ZyWALL deletes half-open sessions as required to
accommodate new connection requests. Do not set Maximum Incomplete High
to lower than the current Maximum Incomplete Low number.

The above values, say 80 in the Maximum Incomplete Low field and 100 in this
field, cause the ZyWALL to start deleting half-open sessions when the number of
existing half-open sessions rises above 100, and to stop deleting half-open
sessions with the number of existing half-open sessions drops below 80.

TCP Maximum
Incomplete

This is the number of existing half-open TCP sessions with the same destination
host IP address that causes the firewall to start dropping half-open sessions to
that same destination host IP address. Enter a number between 1 and 256. As a
general rule, you should choose a smaller number for a smaller network, a slower
system or limited bandwidth.

Action taken when
the TCP Maximum
Incomplete
threshold is
reached.

Delete the oldest
half open session
when new
connection request
comes

Select this radio button to clear the oldest half open session when a new
connection request comes.

Deny new
connection request
for

Select this radio button and specify for how long the ZyWALL should block new
connection requests when TCP Maximum Incomplete is reached.

Enter the length of blocking time in minutes (between 1 and 256).

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.

11.11 Service

Click SECURITY, FIREWALL, then the Service tab to open the screen as shown next. Use
this screen to configure custom services for use in firewall rules or view the services that are
predefined in the ZyWALL.
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Figure 102 Firewall Service

FIREWALL

Default Rule

Custom Service

attribute* Modif

Predefined Service

Rule Summary _Anti-Probing Threshold

The following table describes the labels in this screen.

Table 73 Firewall Service

LABEL

DESCRIPTION

Custom Service

This table shows all configured custom services.

#

This is the index number of the custom service.

Service Name

This is the name of the service.

Protocol This is the IP protocol type.

If you selected Custom, this is the IP protocol value you entered.
Attribute This is the IP port number or ICMP type and code that defines the service.
Modify Click the edit icon to go to the screen where you can edit the service.

Click the delete icon to remove an existing service. A window displays asking you
to confirm that you want to delete the service. Note that subsequent services move
up by one when you take this action.
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Table 73 Firewall Service

LABEL DESCRIPTION

Add Click this button to bring up the screen that you use to configure a new custom
service that is not in the predefined list of services.

Predefined This table shows all the services that are already configured for use in firewall

Service rules. See Section 11.11.2 on page 233 for more on the services.

# This is the index number of the predefined service.

Service Name This is the name of the service.

Protocol This is the IP protocol type. There may be more than one IP protocol type.

Attribute This is the IP port number or ICMP type and code that defines the service.

11.11.1 Firewall Edit Custom Service

Configure customized ports for services not predefined by the ZyWALL (see Section 11.11.2
on page 233 for a list of predefined services). For a comprehensive list of port numbers, ICMP
type/code numbers and services, visit the IANA (Internet Assigned Number Authority) web
site.

Click the Add button under Custom Service to configure a custom service. This displays the
following screen.

Figure 103 Firewall Edit Custom Service

Service Name |

IP Protocol ITCP,.’UDP 'I
Port Range From !D To ID

Cancel |

The following table describes the labels in this screen.

Table 74 Firewall Edit Custom Service

LABEL DESCRIPTION
Service Name Enter a unique name for your custom service.
IP Protocol Choose the IP protocol (TCP, UDP, TCP/UDP, ICMP or Custom) that defines

your customized service from the drop down list box.

Port Range Enter the port number (from 1 to 255) that defines the customized service

To specify one port only, enter the port number in the From field and enter it
again in the To field.

To specify a span of ports, enter the first port in the From field and enter the last
port in the To field.
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11.11.2 Predefined Services

Table 74 Firewall Edit Custom Service

LABEL DESCRIPTION

Type/Code This field is available only when you select ICMP in the IP Protocol field.
The ICMP messages are identified by their types and in some cases codes.
Enter the type number in the Type field and select the Code radio button and
enter the code number if any.

Apply Click Apply to save your customized settings and exit this screen.

Cancel Click Cancel to exit this screen without saving.

The Predefined Services table in the Service screen displays all predefined services that the

ZyWALL already supports. Next to the name of the service, two fields appear in brackets. The
first field indicates the IP protocol type (TCP, UDP, or ICMP). The second field indicates the

IP port number that defines the service. Note that there may be more than one IP protocol type.
For example, DNS (UDP/TCP:53) means UDP port 53 and TCP port 53.

Table 75 Predefined Services

SERVICE

DESCRIPTION

Any_AlI(ALL:0)

This is for any IP protocol using any port or type.

Any_TCP(TCP:1~65535)

This is for any TCP protocol using any TCP port.

Any_UDP(UDP:1~65535)

This is for any UDP protocol using any UDP port.

Any_ICMP(ICMP:0)

This is for any ICMP protocol using any ICMP type and code.

AIM/New-ICQ(TCP:5190)

AOL’s Internet Messenger service, used as a listening port by ICQ.

AUTH(TCP:113)

Authentication protocol used by some servers.

BGP(TCP:179)

Border Gateway Protocol.

BOOTP_CLIENT(UDP:68)

DHCP Client.

BOOTP_SERVER(UDP:67)

DHCP Server.

CU-SEEME (TCP/UDP:7648,
24032)

A popular videoconferencing solution from White Pines Software.

DNS(TCP/UDP:53)

Domain Name Server, a service that matches web names (e.g.
www.zyxel.com) to IP numbers.

FINGER(TCP:79)

Finger is a UNIX or Internet related command that can be used to find
out if a user is logged on.

FTP(TCP:20.21)

File Transfer Program, a program to enable fast transfer of files,
including large files that may not be possible by e-mail.

H.323(TCP:1720)

NetMeeting uses this protocol.

HTTP(TCP:80) Hyper Text Transfer Protocol — a client/server protocol for the world
wide web.

HTTPS(TCP:443) HTTPS is a secured http session often used in e-commerce.

ICQ(UDP:4000) This is a popular Internet chat program.

IKE(UDP:500) The Internet Key Exchange algorithm is used for key distribution and

management.
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Table 75 Predefined Services (continued)

SERVICE

DESCRIPTION

IMAP(TCP/UDP:143)

Internet Message Access Protocol (IMAP) is used to access mail
stored on a remote mail server over a TCP/IP connection using port
143. IMAP has shorter response times than POP3.

IMAPS(TCP/UDP:993)

IMAP over TLS/SSL (IMAPS) is a secure protocol (that encrypts
IMAP traffic) for receiving mail using a TLS/SSL connection.

AX.25(AX.25:0) AX.25 (Amateur X.25, an “Amateur” version of X.25) is the
communications protocol used for packet radio.
IPv6(IPv6:0) IPv6 (Internet Protocol version 6) is a protocol designed by the IETF

to replace and solve many problems of the version 4 (IPv4).

IPSEC_ TRANSPORT /
TUNNEL(AH:0)

The IPSEC AH (Authentication Header) tunneling protocol uses this
service.

IPSEC_TUNNEL(ESP:0)

The IPSEC ESP (Encapsulation Security Protocol) tunneling protocol
uses this service.

IRC(TCP/UDP:6667)

This is another popular Internet chat program.

MSN(TCP:1863)

Microsoft Networks’ messenger service uses this protocol.

MULTICAST(IGMP:0)

Internet Group Multicast Protocol is used when sending packets to a
specific group of hosts.

NetBIOS(TCP/UDP:137~139,
445)

NetBIOS (Network Basic Input/Output System) are TCP or UDP
broadcast packets that enable a computer to connect to and
communicate with a LAN.

NEWS(TCP:144)

A protocol for news groups.

NFS(UDP:2049)

Network File System — NFS is a client/server distributed file service
that provides transparent file sharing for network environments.

NNTP(TCP:119)

Network News Transport Protocol is the delivery mechanism for the
USENET newsgroup service.

POP3(TCP:110)

Post Office Protocol version 3 lets a client computer get e-mail from a
POP3 server through a temporary connection (TCP/IP or other).

POP3S(TCP/UDP:995)

POP3 over TLS/SSL allows users to download mail over a secure
POP3 connection using TLS/SSL.

PPTP(TCP:1723)

Point-to-Point Tunneling Protocol enables secure transfer of data
over public networks. This is the control channel.

PPTP_TUNNEL(GRE:0)

Point-to-Point Tunneling Protocol enables secure transfer of data
over public networks. This is the data channel.

RCMD(TCP:512)

Remote Command Service.

REAL_AUDIO(TCP:7070)

A streaming audio service that enables real time sound over the web.

REXEC(TCP:514)

Remote Execution Daemon.

RLOGIN(TCP:513)

Remote Login.

ROADRUNNER(TCP/ This is Time Warner’s cable modem session management protocol. It
UDP:1026) handles authentication and dynamic addressing.
RTELNET(TCP:107) Remote Telnet.

RTSP(TCP/UDP:554) The Real Time Streaming (media control) Protocol (RTSP) is a

remote control for multimedia on the Internet.

SFTP(TCP:115)

Simple File Transfer Protocol.
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Table 75 Predefined Services (continued)

SERVICE

DESCRIPTION

SIP-V2(UDP:5060)

The Session Initiation Protocol (SIP) is an application-layer control
(signaling) protocol that handles the setting up, altering and tearing
down of voice and multimedia sessions over the Internet. SIP is used
in VoIP (Voice over IP), the sending of voice signals over the Internet
Protocol.

SMTP(TCP:25)

Simple Mail Transfer Protocol is the message-exchange standard for
the Internet. SMTP enables you to move messages from one e-mail
server to another.

SNMP(TCP/UDP:161)

Simple Network Management Program.

SNMP-TRAPS(TCP/UDP:162)

Traps for use with the SNMP (RFC:1215).

SQL-NET(TCP:1521)

Structured Query Language is an interface to access data on many
different types of database systems, including mainframes, midrange
systems, UNIX systems and network servers.

SSDP(UDP:1900)

Simple Service Discovery Protocol (SSDP) is a discovery service
searching for Universal Plug and Play devices on your home network
or upstream Internet gateways using UDP port 1900.

SSH(TCP/UDP:22) Secure Shell Remote Login Program.

STRMWORKS(UDP:1558) Stream Works Protocol.

SYSLOG(UDP:514) Syslog allows you to send system logs to a UNIX server.

TACACS(UDP:49) Login Host Protocol used for (Terminal Access Controller Access
Control System).

TELNET(TCP:23) Telnet is the login and terminal emulation protocol common on the
Internet and in UNIX environments. It operates over TCP/IP networks.
Its primary function is to allow users to log into remote host systems.

TFTP(UDP:69) Trivial File Transfer Protocol is an Internet file transfer protocol similar
to FTP, but uses the UDP (User Datagram Protocol) rather than TCP
(Transmission Control Protocol).

VDOLIVE(TCP:7000) Another videoconferencing solution.

Microsoft RDP(TCP:3389)

Microsoft offers terminal services through RDP (Remote Desktop
Protocol) to allow RDP clients to connect to a Windows terminal
server using UDP port 3389.

VNC(TCP:5900)

Virtual Network Computing (VNC) is used for remote connection
(desktop sharing) between a VNC server and a VNC viewer on TCP
port 5900.

NTP(TCP/UDP:123)

NTP (Network Time Protocol) is commonly used to synchronize the
time with a remote time server.

11.12 Example Firewall Rule

The following Internet firewall rule example allows a hypothetical My Service connection

from the Internet.

1 In the Service screen, click Add to open the Edit Custom Service screen.
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Figure 104 Service
FIREWALL

Default Rule Rule Summary  Anti-Probing

Custom Service

| #]  ServiceName | Protocol | Attribute® Modi

2 Configure it as follows and click Apply.

Figure 105 Edit Custom Service Example
FIREWALL - EDIT CUSTOM SERVICE

Custorn Service

3 Click the Rule Summary tab. Select WAN to LAN from the Packet Direction drop-
down list box.

4 In the Rule Summary screen, type the index number for where you want to put the rule.
For example, if you type 6, your new rule becomes number 6 and the previous rule 6 (if
there is one) becomes rule 7.

5 Click Insert to display the firewall rule configuration screen.
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Figure 106 Rule Summary
FIREWALL

Default Rule ule Summa Anti-Probing Threshold

Rule Summary

6 Enter the name of the firewall rule.
7 Select Any in the Destination Address(es) box and then click Delete.
8 Configure the destination address screen as follows and click Add.

Figure 107 Rule Edit Example
FIREWALL - EDIT RULE

Edit Source Address

| Any Address

Edit Destination Address

9 In the Edit Rule screen, use the arrows between Available Services and Selected
Service(s) to configure it as follows. Click Apply when you are done.
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Note: Custom services show up with an * before their names in the Services list box
and the Rule Summary list box.

Figure 108 My Service Rule Configuration
FIREWALL - EDIT RULE

Edit Source Address

10.0.010-100.0.15

Edit Service

*CNM(IP:234) 4] *My Service(TCR/UDP:123)
Al l
Any(TCF)

Any(LIDF)

Ary(IChF)
AlbAMEW_|COTCFE190)
AUTHTCP:113)

BGP(TCP:179)
BOOTRF_CLIEMT{UDF:ES)
BOOTP_SERVER{UDFET
CU-SEEME(TCRAIDF 7648.24032)
DMNS(TCRAIDRES)
FINGER(TCP:79)

FTR(TCP:20,21)

H.323(TCPA720)

Edit Schedule

" Rl Sun® Mon/v Tue® Wed ™ Thu® Frilv

Lt 9

Actions When Matched
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Figure 109 My Service Example Rule Summary
FIREWALL

Default Rule | Rule Summal Anti-Prohing

Rule Summary

Service Type
“My Service(TCRUDP23 |
BOOTE_CLENTLIDFES

Rule 1: Allows a My Service connection from
the WAN to IP addresses 10.0.0.10 through
10.0.0.15 on the LAN.
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CHAPTER 12

Intrusion Detection and
Prevention (IDP)

This chapter introduces some background information on IDP. Skip to the next chapter to see
how to configure IDP on your ZyWALL.

12.1 Introduction to IDP

An IDP system can detect malicious or suspicious packets and respond instantaneously. It can
detect anomalies based on violations of protocol standards (RFCs — Requests for Comments)
or traffic flows and abnormal flows such as port scans.

Figure 110 on page 240 represents a typical business network consisting of a LAN, a DMZ
(DeMilitarized Zone) containing the company web, FTP, mail servers etc., a firewall and/or

NAT router connected to a broadband modem (M) for Internet access.

Figure 110 Network Intrusions

N\ Internet

12.1.1 Firewalls and Intrusions

Firewalls are designed to block clearly suspicious traffic and forward other traffic through.
Many exploits take advantage of weaknesses in the protocols that are allowed through the
firewall, so that once an inside server has been compromised it can be used as a backdoor to
launch attacks on other servers.
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Firewalls are usually deployed at the network edge. However, many attacks (inadvertently) are
launched from within an organization. Virtual private networks (VPN), removable storage
devices and wireless networks may all provide access to the internal network without going
through the firewall.

12.1.2 IDS and IDP

An Intrusion Detection System (IDS) can detect suspicious activity, but does not take action
against attacks. On the other hand an IDP is a proactive defense mechanisms designed to
detect malicious packets within normal network traffic and take an action (block, drop, log,
send an alert) against the offending traffic automatically before it does any damage. An IDS
only raises an alert after the malicious payload has been delivered. Worms such as Slammer
and Blaster have such fast proliferation speeds that by the time an alert is generated, the
damage is already done and spreading fast.

There are two main categories of IDP; Host IDP and Network IDP.

12.1.3 Host IDP

The goal of host-based intrusions is to infiltrate files on an individual computer or server in
with the goal of accessing confidential information or destroying information on a computer.

You must install Host IDP directly on the system being protected. It works closely with the
operating system, monitoring and intercepting system calls to the kernel or APIs in order to
prevent attacks as well as log them.

Disadvantages of host IDPs are that you have to install them on each device (that you want to
protect) in your network and due to the necessarily tight integration with the host operating
system, future operating system upgrades could cause problems.

12.1.4 Network IDP

Network-based intrusions have the goal of bringing down a network or networks by attacking
computer(s), switch(es), router(s) or modem(s). If a LAN switch is compromised for example,
then the whole LAN is compromised, resulting in the equivalent of a LAN Denial of Service
(DoS) attack. Host-based intrusions may be used to cause network-based intrusions when the
goal of the host virus is to propagate attacks on the network, or attack computer/server
operating system vulnerabilities with the goal of bringing down the computer/server. Typical
“network-based intrusions” are SQL slammer, Blaster, Nimda, MyDoom etc.

A Network IDP has at least two network interfaces, one internal and one external. As packets
appear at an interface they are passed to the detection engine, which determines whether they
are malicious or not. If a malicious packet is detected, an action is taken. The remaining
packets that make up that particular TCP session are also discarded.
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12.1.5 Example Intrusions
The following are some examples of intrusions.

12.1.5.1 SQL Slammer Worm

W32.SQLExp.Worm is a worm that targets the systems running Microsoft SQL Server 2000,
as well as Microsoft Desktop Engine (MSDE) 2000. The worm sends 376 bytes to UDP port
1434, the SQL Server Resolution Service Port. The worm has the unintended payload of
performing a Denial of Service attack due to the large number of packets it sends. Refer to
Microsoft SQL Server 2000 or MSDE 2000 vulnerabilities in Microsoft Security Bulletin
MS02-039 and Microsoft Security Bulletin MS02-061.

12.1.5.2 Blaster W32.Worm

This is a worm that exploits the DCOM RPC vulnerability (see Microsoft Security Bulletin
MS03-026 and Microsoft Security Bulletin MS03-039) using TCP port 135. The worm targets
only Windows 2000 and Windows XP machines. While Windows NT and Windows 2003
Server machines are vulnerable (if not properly patched), the worm is not coded to replicate on
those systems. This worm attempts to download the msblast.exe file to the
%WinDir%)\system32 directory and then execute it. W32.Blaster. Worm does not mass mail to
other devices.

12.1.5.3 Nimda

Its name (backwards for "admin") refers to an "admin.DLL" file that, when run, continues to
propagate the virus. Nimda probes each IP address within a randomly selected range of IP
addresses, attempting to exploit weaknesses that, unless already patched, are known to exist in
computers with Microsoft's Internet Information Server. A system with an exposed IIS Web
server will read a Web page containing an embedded JavaScript that automatically executes,
causing the same JavaScript code to propagate to all Web pages on that server. As Microsoft
Internet Explorer browsers version 5.01 or earlier visit sites at the infected Web server, they
unwittingly download pages with the JavaScript code that automatically executes, causing the
virus to be sent to other computers on the Internet in a somewhat random fashion. Nimda also
can infect users within the Web server's own internal network that have been given a network
share (a portion of file space). Finally, one of the things that Nimda has an infected system do
is to send an e-mail with a "readme.exe" attachment to the addresses in the local Windows
address book. A user who opens or previews this attachment (which is a Web page with the
JavaScript) propagates the virus further.

Server administrators should get and apply the cumulative IIS patch that Microsoft has
provided for previous viruses and ensure that no one at the server opens e-mail. You should
update your Internet Explorer version to IE 5.5 SP2 or later. Scan and cleanse your system
with anti-virus software.
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12.1.5.4 MyDoom

MyDoom W32.Mydoom.A@mm (also known as W32.Novarg.A) is a mass-mailing worm
that arrives as an attachment with an bat, cmd, exe, pif, scr, or zip file extension. When a
computer is infected, the worm sets up a backdoor into the system by opening TCP ports 3127
through 3198, which can potentially allow an attacker to connect to the computer and use it as
a proxy to gain access to its network resources. In addition, the backdoor can download and
execute arbitrary files. Systems affected are Windows 95, Windows 98, Windows Me,
Windows NT, Windows 2000, Windows XP and Windows Server 2003.

W32/MyDoom-A is a worm that is spread by email. When the infected attachment is
launched, the worm gathers e-mail addresses from address books and from files with the
following extensions: WAB, TXT, HTM, SHT, PHP, ASP, DBX, TBB, ADB and PL. W32/
MyDoom-A creates a file called Message in the temp folder and runs Notepad to display the
contents, which displays random characters. W32/MyDoom-A creates randomly chosen
email addresses in the "To:" and "From:" fields as well as a randomly chosen subject line.
Attached files will have an extension of BAT, CMD, EXE, PIF, SCR or ZIP.

12.1.6 ZyWALL IDP

The ZyWALL Internet Security Appliance is designed to protect against network-based
intrusions. See Section 13.2 on page 245 for more information on how to apply IDP to
ZyWALL interfaces.

IDP is regularly updated by the ZyXEL Security Response Team (ZSRT). Regular updates are
vital as new intrusions evolve.
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CHAPTER 13
Configuring IDP

This chapter shows you how to configure IDP on the ZyWALL.

13.1 Overview

To use IDP on the ZyWALL, you need to insert the ZyWALL Turbo Card into the rear panel
slot of the ZyWALL. See the ZyWALL Turbo Card guide for details.

Note: The ZyWALL has no wireless capability when ZyWALL Turbo Card is in place.
The ZyWALL Turbo Card does not have a MAC address.

IDP cannot check encrypted traffic such as VPN tunnel traffic.

13.1.1 Interfaces

The ZyWALL checks traffic going out from the ZyWALL to the interface(s) you specify for
signature matches.

If a packet matches a signature, the action specified by the signature is taken. You can change
the default signature actions in the Signatures screen.
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Figure 111 Applying IDP to Interfaces
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13.2 General Setup

Use this screen to enable IDP on the ZyWALL and choose what interface(s) you want to
protect from intrusions.

Click IDP from the navigation panel. General is the first screen as shown in the following
figure.
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Figure 112 IDP: General
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The following table describes the labels in this screen.
Table 76 IDP: General Setup
LABEL DESCRIPTION
General Setup
Enable Intrusion Select this check box to enable IDP on the ZyWALL. When this check box is
Detection and cleared the ZyWALL is in IDP “bypass” mode and no IDP checking is done.
Protection
Turbo Card This field displays whether or not a ZyWALL Turbo Card is installed.

Note: You cannot configure and save the IDP and Anti-Virus
screens if the ZyWALL Turbo Card is not installed.

Protected Interface | Select the Active check box to apply IDP to the corresponding interface. Traffic
going from the ZyWALL out through this interface is then checked against the
signature database for possible intrusions. For example, if you want to protect
the LAN computers from intrusions, select the LAN interface.

Apply Click this button to save your changes back to the ZyWALL.

Reset Click this button to begin configuring this screen afresh.

13.3 IDP Signatures

The rules that define how to identify and respond to intrusions are called “signatures”. Click
IDP in the navigation panel and then click the Signatures tab to see the ZyWALL’s
signatures.

13.3.1 Attack Types

Click IDP in the navigation panel and then select the Signatures tab. The Attack Type list
box displays all intrusion types supported by the ZyWALL. Other covers all intrusion types
not covered by other types listed.
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To see signatures listed by intrusion type supported by the ZyWALL, select that type from the
Attack Type list box.

Figure 113 Attack Types
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The following table describes each attack type.

Table 77 Attack Types

TYPE DESCRIPTION

DoS/DDoS The goal of Denial of Service (DoS) attacks is not to steal information, but to
disable a device or network on the Internet. A distributed denial-of-service (DDoS)
attack is one in which multiple compromised systems attack a single target,
thereby causing denial of service for users of the targeted system.

Buffer Overflow A buffer overflow occurs when a program or process tries to store more data in a

buffer (temporary data storage area) than it was intended to hold. The excess
information can overflow into adjacent buffers, corrupting or overwriting the valid
data held in them.

Intruders could run codes in the overflow buffer region to obtain control of the
system, install a backdoor or use the victim to launch attacks on other devices.

Access Control

Access control refers to procedures and controls that limit or detect access. Access
control is used typically to control user access to network resources such as
servers, directories, and files.

Scan

Scan refers to all port, IP or vulnerability scans. Hackers scan ports to find targets.
They may use a TCP connect() call, SYN scanning (half-open scanning), Nmap
etc. After a target has been found, a vulnerability scanner can be used to exploit
exposures.

Trojan Horse

A Trojan horse is a harmful program that’s hidden inside apparently harmless
programs or data. It could be used to steal information or remotely control a device.

P2P Peer-to-peer (P2P) is where computing devices link directly to each other and can
directly initiate communication with each other; they do not need an intermediary. A
device can be both the client and the server. In the ZyWALL, P2P refers to peer-to-
peer applications such as eMule, eDonkey, BitTorrent, iMesh etc.

M IM (Instant Messaging) refers to chat applications. Chat is real-time communication

between two or more users via networks-connected computers. After you enter a
chat (or chat room), any member can type a message that will appear on the
monitors of all the other participants.
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Table 77 Attack Types (continued)

TYPE

DESCRIPTION

Virus/Worm

A computer virus is a small program designed to corrupt and/or alter the operation
of other legitimate programs. A worm is a program that is designed to copy itself
from one computer to another on a network. A worm’s uncontrolled replication
consumes system resources thus slowing or stopping other tasks.

The IDP VirusWorm category refers to network-based viruses and worms. The
Anti-Virus (AV) screen refers to file-based viruses and worms. Refer to the anti-
virus chapter for additional information on file-based anti-virus scanning in the
ZyWALL.

Porn

The ZyWALL can block web sites if their URLs contain certain pornographic words.
It cannot block web pages containing those words if the associated URL does not.

Web Attack

Web attack signatures refer to attacks on web servers such as IIS (Internet
Information Services).

SPAM

Spam is unsolicited "junk" e-mail sent to large numbers of people to promote
products or services. Refer to the anti-spam chapter for more detailed information.

Other

This category refers to signatures for attacks that do not fall into the previously
mentioned categories.

13.3.2 Intrusion Severity

Intrusions are assigned a severity level based on the following table. The intrusion severity
level then determines the default signature action.

Table 78 Intrusion Severity

SEVERITY

DESCRIPTION

Severe

These are intrusions that try to run arbitrary code or gain system privileges.

High

These are known serious vulnerabilities or intrusions that are probably not false
alarms.

Medium

These are medium threats, access control intrusions or intrusions that could be false
alarms.

Low

These are mild threats or intrusions that could be false alarms.

Very Low

These are possible intrusions caused by traffic such as Ping, trace route, ICMP
queries etc.

13.3.3 Signature Actions

You can enable/disable individual signatures. You can log and/or have an alert sent when
traffic meets a signature criteria. You can also change the default action to be taken when a
packet or stream matches a signature. The following figure and table describes these actions.
Note that in addition to these actions, a log may be generated or an alert sent, if those check
boxes are selected and the signature is enabled.
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Figure 114 Signature Actions
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The following table describes signature actions.

Table 79 Signature Actions

ACTION

DESCRIPTION

No Action

The intrusion is detected but no action is taken.

Drop Packet

The packet is silently discarded.

Drop Session

When the firewall is enabled, subsequent TCP/IP packets belonging to the
same connection are dropped. Neither sender nor receiver are sent TCP RST
packets. If the firewall is not enabled only the packet that matched the signature
is dropped.

Reset Sender

When the firewall is enabled, the TCP/IP connection is silently torn down. Just
the sender is sent TCP RST packets. If the firewall is not enabled only the
packet that matched the signature is dropped.

Reset Receiver

When the firewall is enabled, the TCP/IP connection is silently torn down. Just
the receiver is sent TCP RST packets. If the firewall is not enabled only the
packet that matched the signature is dropped.

Reset Both

When the firewall is enabled, the TCP/IP connection is silently torn down. Both
sender and receiver are sent TCP RST packets. If the firewall is not enabled
only the packet that matched the signature is dropped.

13.3.4 Configuring IDP Signatures

Click IDP in the navigation panel and then click the Signatures tab to see the ZyWALL’s
“group view” signature screen where you can view signatures by attack type. To search for
signatures based on other criteria such as signature name or 1D, then click the Switch to query
view link to go to the “query view” screen.

You can take actions on these signatures as described in Section 13.3.3 on page 248. To revert
to the default actions or to save sets of actions, go to the Backup & Restore screen.
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Figure 115 IDP: Signatures
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The following table describes the labels in this screen.

Table 80 IDP Signatures: Group View

LABEL

DESCRIPTION

Signature Groups

Attack Type | Select the type of signatures you want to view from the list box. See Section 13.3.1 on
page 246 for information on types of signatures.

Switch to Click this hyperlink to go to a screen where you can search for signatures based on

query view criteria other than attack type.

Name The (read-only) signature name identifies a specific signature targeted at a specific
intrusion. Click the hyperlink for more detailed information on the intrusion.

ID Each intrusion has a unique identification number. This number may be searched at
myZyXEL.com for more detailed information.

Severity This field displays the level of threat that the intrusion may pose. See Table 78 on page
248 for more information on intrusion severity.

Platform This field displays the computer or network device operating system that the intrusion
targets or is vulnerable to the intrusion. These icons represent a Windows operating
system, a UNIX-based operating system and a network device respectively.
E

Active Select the check box in the heading row to automatically select all check boxes and

enable all signatures.

Clear it to clear all entries and disable all signatures on the current page. For example,
you could clear all check boxes for signatures that targets operating systems not in
your network. This would speed up the IDP signature checking process.

Alternatively, you may select or clear individual entries. The check box becomes gray
when you select the check box.

If you edited any of the check boxes in this column on the current page, use the check
box in the heading row to switch between the settings (last partial edited, all selected
and all cleared).
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Table 80 IDP Signatures: Group View (continued)

LABEL DESCRIPTION

Log Select this check box to have a log generated when a match is found for a signature.
Select the check box in the heading row to automatically select all check boxes or clear
it to clear all entries on the current page.

Alternatively, you may select or clear individual entries. The check box becomes gray
when you select the check box.

If you edited any of the check boxes in this column on the current page, use the check

box in the heading row to switch between the settings (last partial edited, all selected
and all cleared).

Alert You can only edit the Alert check box when the corresponding Log check box is
selected.

Select this check box to have an e-mail sent when a match is found for a signature.
Select the check box in the heading row to automatically select all check boxes or clear
it to clear all entries on the current page.

Alternatively, you may select or clear individual entries. The check box becomes gray
when you select the check box.

If you edited any of the check boxes in this column on the current page, use the check
box in the heading row to switch between the settings (last partial edited, all selected
and all cleared).

Action You can change the default signature action here. See Table 79 on page 249 for more
details on actions.

Apply Click this button to save your changes back to the ZyWALL.

Reset Click this button to begin configuring this screen afresh.

13.3.5 Query View

Click IDP in the navigation panel and then click the Signatures tab to see the ZyWALL’s
“group view” signature screen, then click the Switch to query view link to go to this ‘query
view” screen.

In this screen you can search for signatures based on:

* Signature name or ID or

» Severity, category (type), target operating system and by type of signature action such as
active, log, alert and action as shown in the next two screen examples.

13.3.5.1 Query Example 1
1 From the “group view” signature screen, click the Switch to query view link.
1 Select Signature Search.
2 Select By Name or By ID from the list box.

3 Enter a name (complete or partial) or complete ID to display all relevant signatures in the
signature database.
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Note: A partial name may be searched but a complete ID number must be entered
before a match can be found. For example, a search by name for “w” (in the
first example) finds all intrusions that contain this letter in the name field.

However a search by ID for “1” would return no match. You must enter the
complete ID as shown in the second example.

4 Click Search. If the search finds more signatures than can be displayed on one page, use

the Go to Page list box to view other pages of signatures found in the search.

5 If you change the Active, Log, Alert and/or Action signature fields in the signatures
found, then click Apply to save the changes to the ZyWALL.

Figure 116 Signature Query by Partial Name
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Figure 117 Signature Query by Complete ID
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13.3.5.2 Query Example 2

1 From the “group view” signature screen, click the Switch to query view link.

1 Select Signature Search By Attributes.

2 Sclect the Severity, Type, Platform, Active, Log, Alert and/or Action items. In this

example all severe DDoS type signatures that target the Windows operating system are
displayed.

3 Click Search.

If you change the Active, Log, Alert and/or Action signature fields in the signatures found,
then click Apply to save the changes to the ZyWALL.
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Figure 118 Signature Query by Attribute.
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13.4 Update

The ZyWALL comes with built-in signatures created by the ZyXEL Security Response Team

(ZSRT). These are regularly updated as new intrusions evolve. Use the Update screen to

immediately download or schedule new signature downloads.

Note: You should have already registered the ZyWALL at myZyXEL.com (http://
www.myzyxel.com/myzyxel/) and also have either activated the trial license or

standard license (iCard). If your license has expired, you will have to renew it
before updates are allowed.

13.4.1 mySecurity Zone

mySecurityZone is a web portal that provides all security-related information such as intrusion
and anti-virus information for ZyXEL security products.

Click the intrusion ID hyperlink to go directly to information on that signature or enter https://
mysecurity.zyxel.com/mysecurity/ as the URL in your web browser.

You should have already registered your ZyWALL on myZyXEL.com at:
http://www.myzyxel.com/myzyxel/.

You can use your myZyXEL.com username and password to log into mySecurity Zone.
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13.4.2 Configuring IDP Update

When scheduling signature updates, you should choose a day and time when your network is
least busy so as to minimize disruption to your network. Your custom signature configurations
are not over-written when you download new signatures.

File-based anti-virus signatures (see the anti-virus chapter) are included with IDP signatures.
When you download new signatures using the anti-virus Update screen, IDP signatures are
also downloaded. The version number changes both in the anti-virus Update screen and this
screen. Both screens also share the same Auto-Update schedule. Changes made to the
schedule in one screen are reflected in the other.

Note: The ZyWALL does not have to reboot when you upload new signatures.
Click IDP from the navigation panel and then click the Update tab.

Figure 119 Signatures Update
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The following table describes the labels in this screen.

Table 81 Signatures Update

LABEL

DESCRIPTION

Signature Information

Current Pattern
Version

This field displays the signatures version number currently used by the ZyWALL.
This number is defined by the ZyXEL Security Response Team (ZSRT) who
maintain and update them.

This number increments as new signatures are added, so you should refer to this
number regularly. Go to https://mysecurity.zyxel.com/mysecurity/ to see what the
latest version number is. You can also subscribe to signature update e-mail
notifications.

Release Date

This field displays the time (hour, minutes second) and date (month, date, year)
that the above signature set was created.

Last Update

This field displays the last date and time you downloaded new signatures to the
ZyWALL. It displays N/A if you have not downloaded any new signatures yet.

Current IDP
Signatures

This field displays the number of IDP-related signatures.

Signature Update

Service Status

This field displays License Inactive if you have not yet activated your trial or iCard
license at myZyXEL.com.

It displays License Inactive and an expiration date if your trial or iCard license has
expired (the expiration date is the date it expired).

It displays Trial Active and an expiration date when you have activated your trial
license.

It displays License Active and an expiration date when you have activated your
iCard license (the expiration date is the date it will expire).

Update Server

This is the URL of the signature server from which you download signatures.The
default server at the time of writing is displayed as shown in the screen.

Update Now

Click this button to begin downloading signatures from the Update Server
immediately.

Auto Update

Select the check box to configure a schedule for automatic signature updates. The
Hourly, Daily and Weekly fields display when the check box is selected. The
ZyWALL then automatically downloads signatures from the Update Server
regularly at the time and/or day you specify.

Hourly

Select this option to have the ZyWALL check the update server for new signatures
every hour. This may be advisable when new intrusions are currently spreading
throughout the Internet.

Daily

Select this option to have the ZyWALL check the update server for new signatures
every day at the hour you select from the list box. The ZyWALL uses a 24-hour
clock. For example, choose 15 from the O’clock list box to have the ZyWALL
check the update server for new signatures at 3 PM every day.

Weekly

Select this option to have the ZyWALL check the update server for new signatures
once a week on the day and hour you select from the list boxes. The ZyWALL uses
a 24-hour clock, so for example, choose Wednesday and 15 from the respective
list boxes to have the ZyWALL check the update server for new signatures at 3PM
every Wednesday.

Apply

Click this button to save your changes back to the ZyWALL.

Reset

Click this button to close this screen without saving any changes.
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13.5 Backup and Restore

You can change the pre-defined Active, Log, Alert and/or Action settings of individual
signatures.

Figure 120 IDP: Backup & Restore
INTRUSION DETECTION AND PREVENTION

General Signature Update

Backup Configuration

Restore Configuration

Back to Factory Defaults

Use the Backup & Restore screen to:

» Back up IDP signatures with your custom configured settings. Click Backup and then
choose a location and filename for the IDP configuration set.

» Restore previously saved IDP signatures (with your custom configured settings). Click
Restore and choose the path and location where the previously saved file resides on your
computer.

» Revert to the original ZSRT-defined signature Active, Log, Alert and/or Action settings.
Click Reset.
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CHAPTER 14
Anti-Virus

This chapter introduces and shows you how to configure the anti-virus scanner.

14.1 Anti-Virus Overview

A computer virus is a small program designed to corrupt and/or alter the operation of other
legitimate programs. A worm is a self-replicating virus that resides in active memory and
duplicates itself. The effect of a virus attack varies from doing so little damage that you are
unaware your computer is infected to wiping out the entire contents of a hard drive to
rendering your computer inoperable.

14.1.1 Types of Computer Viruses

The following table describes some of the common computer viruses.

Table 82 Common Computer Virus Types

TYPE DESCRIPTION

File Infector This is a small program that embeds itself in a legitimate program. A file infector is
able to copy and attach itself to other programs that are executed on an infected
computer.

Boot Sector Virus | This type of virus infects the area of a hard drive that a computer reads and
executes during startup. The virus causes computer crashes and to some extend
renders the infected computer inoperable.

Macro Virus Macro viruses or Macros are small programs that are created to perform repetitive
actions. Macros run automatically when a file to which they are attached is
opened. Macros spread more rapidly than other types of viruses as data files are
often shared on a network.

E-mail Virus E-mail viruses are malicious programs that spread through e-mail.

Polyphormic Virus | A polymorphic virus (also known as a mutation virus) tries to evade detection by
changing a portion of its code structure after each execution or self replication.
This makes it harder for an anti-virus scanner to detect or intercept it.

A polymorphic virus can also belong to any of the virus types discussed above.

14.1.2 Computer Virus Infection and Prevention

The following describes a simple life cycle of a computer virus.

1 A computer gets a copy of a virus from a source such as the Internet, e-mail, file sharing
or any removable storage media. The virus is harmless until the execution of an infected
program.
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2 The virus spreads to other files and programs on the computer.

3 The infected files are unintentionally sent to another computer thus starting the spread of
the virus.

4 Once the virus is spread through the network, the number of infected networked
computers can grow exponentially.

14.1.3 Types of Anti-Virus Scanner

The section describes two types of anti-virus scanner: host-based and network-based.

A host-based anti-virus (HAV) scanner is often software installed on computers and/or servers
in the network. It inspects files for virus patterns as they are moved in and out of the hard
drive. However, host-based anti-virus scanners cannot eliminate all viruses for a number of
reasons:

* HAV scanners are slow in stopping virus threats through real-time traffic (such as from
the Internet).

» HAV scanners may reduce computing performance as they also share the resources (such
as CPU time) on the computer for file inspection.

* You have to update the virus signatures and/or perform virus scans on all computers in
the network regularly.

A network-based anti-virus (NAV) scanner is often deployed as a dedicated security device
(such as your ZyWALL) on the network edge. NAV scanners inspect real-time data traffic
(such as E-mail messages or web) that tends to bypass HAV scanners. The following lists
some of the benefits of NAV scanners.

* NAV scanners stops virus threats at the network edge before they enter or exit a network.

* NAV scanners reduce computing loading on computers as the read-time data traffic
inspection is done on a dedicated security device.

14.2 Introduction to the ZyWALL Anti-Virus Scanner

The ZyWALL has a built-in signature database. Setting up the ZyWALL between your local
network and the Internet allows the ZyWALL to scan files transmitting through the enabled
interfaces into your network. As a network-based anti-virus scanner, the ZyWALL helps stop
threats at the network edge before they reach the local host computers.

You can set the ZyWALL to examine files received through the following protocols:

FTP (File Transfer Protocol)

HTTP (Hyper Text Transfer Protocol)
SMTP (Simple Mail Transfer Protocol)
POP3 (Post Office Protocol version 3)
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14.2.1 How the ZyWALL Anti-Virus Scanner Works

The ZyWALL checks traffic going to the interface(s) you specify for signature matches.

Figure 121 ZyWALL Anti-virus Example
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The following describes the virus scanning process on the ZyWALL.
1 The ZyWALL first identifies SMTP, POP3, HTTP and FTP packets through standard
ports.

2 Ifthe packets are not session connection setup packets (such as SYN, ACK and FIN), the
ZyWALL records the sequence of the packets.

3 The scanning engine checks the contents of the packets for virus.

4 If a virus pattern is matched, the ZyWALL “destroys” the file by removing the infected
portion of the file.

5 If the send alert message function is enabled, the ZyWALL sends an alert to the file’s
indented destination computer(s).

Note: Since the ZyWALL erases the infected portion of the file before sending it, you
may not be able to open the file.

14.2.2 Notes About the ZyWALL Anti-Virus

To use the anti-virus scanner on the ZyWALL, you need to insert the ZyWALL Turbo Card
into the rear panel slot of the ZyWALL. See the ZyWALL Turbo Card guide for details.

Note: The ZyWALL has no wireless capability when the ZyWALL Turbo Card is in
place.

The ZyWALL Turbo Card does not have a MAC address.

The following lists important notes about the anti-virus scanner:
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1 The ZyWALL anti-virus scanner cannot detect polymorphic viruses.
2 The ZyWALL does not scan the following file/traffic types:

* Simultaneous downloads of a file using multiple connections. For example, when
you use FlashGet to download sections of a file simultaneously.

* Encrypted traffic (such as on a VPN) or password-protected files.
¢ Traffic through custom (none-standard) ports.
» ZIP file(s) within a ZIP file.

3 When a virus is detected, an alert message is displayed in Microsoft Windows
computers.2

14.3 General Anti-Virus Setup

Click SECURITY, ANTI-VIRUS to display the configuration screen as shown next.

Figure 122 Anti-Virus: General
ANTI-VIRUS

General Setup

Available Service

Send
Windows
Message

2. For Windows 98/Me, refer to the Appendix J on page 726 for requirements.
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The following table describes the labels in this screen.

Table 83 Anti-Virus: General

LABEL

DESCRIPTION

General Setup

Enable Anti-Virus

Select Enable Anti-Virus to activate the anti-virus feature on the ZyWALL. Clear
this check box to disable it.

Note: Before you use the anti-virus feature, you must register for
the service (refer to the chapter on registration for more
information).

Enable ZIP File
Scan

Select this check box to have the ZyWALL scan a ZIP file (with the “zip” or “gzip”
file extension). The ZyWALL first decompresses the ZIP file and then scans the
contents for viruses.

Note: The ZyWALL decompresses a ZIP file once. The ZyWALL
does NOT decompress any ZIP file(s) within the ZIP file.

Turbo Card

This field displays whether or not a ZyWALL Turbo Card is installed.

Note: You cannot configure and save the IDP and Anti-Virus
screens if the ZyWALL Turbo Card is not installed.

Available Service

Service This field displays the service names and standard port numbers that identify them.
Active Select Active to enable anti-virus scanner for the corresponding service.

Log Select Log to create a log when a virus is detected.

Alert This field is applicable only when you select Log.

Select Alert to create an alert when a virus is detected.

Protected Interface

Select the interface(s) where you want the ZyWALL to scan files for viruses.
Choices are LAN, WAN (or WAN1, WAN2) and DMZ.

Send Windows

Select this check box to set the ZyWALL to send a message alert to files’ intended

Message user(s) using Microsoft Windows computer connected to the protected interface.

Destroy File Select this check box to set the ZyWALL to erase the infected portion of the file
before sending it. Once destroyed, you may not be able to open the file.

Apply Click Apply to save your changes.

Reset Click Reset to start configuring this screen again.

14.4 Signature Update

The ZyWALL comes with built-in signatures created by the ZyXEL Security Response Team
(ZSRT). These are regularly updated as new intrusions evolve. Use the Update screen to
immediately download or schedule new signature downloads.
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Note: You should have already registered the ZyWALL at myZyXEL.com (http://
www.myzyxel.com/myzyxel/) and also have either activated the trial license or
standard license (iCard). If your license has expired, you will have to renew it
before updates are allowed.

14.4.1 mySecurity Zone

mySecurity Zone is a web portal that provides all security-related information such as
intrusion and anti-virus information for ZyXEL security products.

You should have already registered your ZyWALL on myZyXEL.com at:
http://www.myzyxel.com/myzyxel/.

You can use your myZyXEL.com username and password to log into mySecurity Zone.

14.4.2 Configuring Anti-virus Update

When scheduling signature updates, you should choose a day and time when your network is
least busy so as to minimize disruption to your network. Your custom signature configurations
are not over-written when you download new signatures.

IDP signatures (see the chapters on IDP) are included with file-based anti-virus signatures.
When you download new signatures using the IDP Update screen, anti-virus signatures are
also downloaded. The version number changes both in the IDP Update screen and this screen.
Both screens also share the same Auto-Update schedule. Changes made to the schedule in one
screen are reflected in the other.

Note: The ZyWALL does not have to reboot when you upload new signatures.

Click SECURITY, ANTI-VIRUS from the navigation panel and then click the Update tab.
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Figure 123 Anti-Virus: Update
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The following table describes the labels in this screen.

Table 84 Anti-Virus: Update

LABEL

DESCRIPTION

Signature Information

Current Pattern
Version

This field displays the signatures version number currently used by the ZyWALL.
This number is defined by the ZyXEL Security Response Team (ZSRT) who
maintain and update them.

This number increments as new signatures are added, so you should refer to this
number regularly. Go to https://mysecurity.zyxel.com/mysecurity/ to see what the
latest version number is. You can also subscribe to signature update e-mail
notifications.

Release Date

This field displays the time (hour, minutes second) and date (month, date, year)
that the above signature set was created.

Last Update

This field displays the last date and time you downloaded new signatures to the
ZyWALL. It displays N/A if you have not downloaded any new signatures yet.

Current Anti-Virus
Signatures

This field displays the number of Anti-Virus-related signatures.

Signature Update

Service Status

This field displays License Inactive if you have not yet activated your trial or iCard
license at myZyXEL.com.

It displays License Inactive and an expiration date if your trial or iCard license has
expired (the expiration date is the date it expired).

It displays Trial Active and an expiration date when you have activated your trial
license.

It displays License Active and an expiration date when you have activated your
iCard license (the expiration date is the date it will expire).

Update Server

This is the URL of the signature server from which you download signatures.The
default server at the time of writing is displayed as shown in the screen.
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Table 84 Anti-Virus: Update (continued)

LABEL

DESCRIPTION

Update Now

Click this button to begin downloading signatures from the Update Server
immediately.

Auto Update

Select the check box to configure a schedule for automatic signature updates. The
Hourly, Daily and Weekly fields display when the check box is selected. The
ZyWALL then automatically downloads signatures from the Update Server
regularly at the time and/or day you specify.

Hourly

Select this option to have the ZyWALL check the update server for new signatures
every hour. This may be advisable when new viruses are currently spreading
throughout the Internet.

Daily

Select this option to have the ZyWALL check the update server for new signatures
every day at the hour you select from the list box. The ZyWALL uses a 24-hour
clock. For example, choose 15 from the O’clock list box to have the ZyWALL
check the update server for new signatures at 3 PM every day.

Weekly

Select this option to have the ZyWALL check the update server for new signatures
once a week on the day and hour you select from the list boxes. The ZyWALL uses
a 24-hour clock, so for example, choose Wednesday and 15 from the respective
list boxes to have the ZyWALL check the update server for new signatures at 3PM
every Wednesday.

Apply

Click this button to save your changes back to the ZyWALL.

Reset

Click this button to close this screen without saving any changes.
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CHAPTER 15
Anti-Spam

This chapter covers how to use the ZyWALL’s anti-spam feature to deal with junk e-mail
(spam).

15.1 Anti-Spam Overview

The ZyWALL’s anti-spam feature identifies unsolicited commercial or junk e-mail (spam).
You can set the ZyWALL to mark or discard spam. The ZyWALL can use an anti-spam
external database to help identify spam. Use the whitelist to identify legitimate e-mail. Use the
blacklist to identify spam e-mail.

15.1.1 Anti-Spam External Database

If an e-mail does not match any of the whitelist or blacklist entries, the ZyWALL calculates a
digest (fingerprint ID) of the e-mail and sends it to the anti-spam external database. The anti-
spam external database checks the digest against (more than a million) known spam patterns.
The anti-spam external database uses the following spam detection engines in checking each
e-mail.

* SpamBulk: This engine identifies e-mail that has been sent in bulk or is similar to e-mail
that is sent in bulk.

* SpamRepute: This engine checks to see if most people want the e-mail.
» SpamContent: This engine checks to see if the message would generally be considered
offensive.

* SpamTricks: This engine checks to see if the e-mail is formatted to be economical for
spammers or to circumvent anti-spam rules.

The anti-spam external database then uses a proprietary Bayesian1 statistical formula to
combine the results into one score of how likely the e-mail is to be spam and sends it to the
ZyWALL. The possible range for the spam score is 0~100. The closer the score is to 100, the
more likely the e-mail is to be spam. You must subscribe to and activate the anti-spam external
database service in order to use it (see Section 15.1.7 on page 270 for details).

1. Bayesian analysis interprets probabilities as degrees of belief rather than as proportions,
frequencies and such. Bayesian analysis frequently uses Bayes' theorem, hence the name.
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15.1.1.1 SpamBulk Engine

The e-mail fingerprint ID that the ZyWALL generates and sends to the anti-spam external
database only includes the parts of the e-mail that are the most difficult for spammers (senders
of spam) to change or fake. The anti-spam external database maintains a database of e-mail
fingerprint IDs. The anti-spam external database SpamBulk engine then queries the database
in analyzing later e-mails.

The SpamBulk Engine also uses Bayesian statistical analysis to detect whether an e-mail is
fundamentally the same as a known spam message in spite of a spammer’s attempt to disguise
it.

15.1.1.2 SpamRepute Engine

The SpamRepute engine calculates the reputation of the sender (whether or not most people
want to receive the e-mail from this sender).

The SpamRepute engine checks proprietary and third-party databases of known spammer
email addresses, domains and IP addresses. The SpamRepute engine also uses Bayesian
statistical analysis to detect whether an e-mail is sent from a known in spite of a spammer’s
attempt to disguise the sender’s identity. The anti-spam external database combines all of this
data into a SpamRepute Index for calculating the reputation of the sender in order to guard
against foreign language spam, fraud and phishing.

15.1.1.3 SpamContent Engine

The SpamContent engine examines the e-mail’s content to decide if it would generally be
considered offensive. The vocabulary design, format and layout are considered as part of
thousands of checks on message attributes that include the following.

* To Field

* Subject Field

* Header Fields

* Email Format, Design, and Layout

* Vocabulary, Word Formatting and Word Patterns
» Foreign Language Detection

e SMTP Envelope Content and Analysis
* Country Trace

» Image Layout Classification

* Hyperlink Analysis and Comparison

» Contact Verification

The SpamContent engine parses words into pieces to detect similar vocabulary even if the
words do not match exactly. The anti-spam external database also performs Bayesian
statistical analysis on the e-mail’s content. The engine uses artificial intelligence technology to
'learn' over time, as spam changes.
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15.1.1.4 SpamTricks Engine

The SpamTricks engine checks for the tactics that spammers use to minimize the expense of
sending lots of e-mail and tactics that they use to bypass spam filters.

Use of relays, image-only e-mails, manipulation of mail formats and HTML obfuscation are
common tricks for which the SpamTricks engine checks. The SpamTricks engine also checks
for “phishing” (see Section 15.1.3 on page 268 for more on phishing).

15.1.2 Spam Threshold

You can configure the threshold for what spam score is classified as spam. The ZyWALL
considers any e-mail with a spam score higher than the spam threshold to be spam. Any e-mail
with a score less than or equal to the spam threshold is treated as legitimate. The following is
an example of the ZyWALL checking e-mail with the external database.

Figure 124 Anti-spam External Database Example
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1 E-mail comes into the ZyWALL from an e-mail server (A in the figure).

2 The ZyWALL calculates a digest of the e-mail and sends it to the anti-spam external
database.

3 The anti-spam external database calculates a spam score for the e-mail and sends the
score back to the ZyWALL.

4 The ZyWALL forwards the e-mail if the spam score is at or below the ZyWALL’s spam

threshold. If the spam score is higher than the spam threshold, the ZyWALL takes the
action that you configured for dealing with spam.

15.1.3 Phishing

Phishing is a scam where fraudsters send e-mail claiming to be from a well-known enterprise
in an attempt to steal private information. For example, the e-mail might appear to be from a
bank, online payment service, or even a government agency. It generally tells you to click a
link and update your identity information in order for the business or organization to verify
your account. The link directs you to a phony website that mimics the business or
organization’s website. The fraudsters then use your personal information to pretend to be you
and commit crimes like running up bills in your name (identity theft).
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The anti-spam external database checks for spoofing of e-mail attributes (like the IP address)
and uses statistical analysis to detect phishing.

15.1.4 Whitelist

Configure whitelist entries to identify legitimate e-mail. The whitelist entries have the
ZyWALL classify any e-mail that is from a specified sender or uses a specified MIME
(Multipurpose Internet Mail Extensions) header or MIME header value as being legitimate
(see Section 15.1.7 on page 270 for more on MIME headers). The anti-spam feature checks an
e-mail against the whitelist entries before doing any other anti-spam checking. If the e-mail
matches a whitelist entry, the ZyWALL classifies the e-mail as legitimate and does not
perform any more anti-spam checking on that individual e-mail. A properly configured
whitelist helps keep important e-mail from being incorrectly classified as spam. The whitelist
can also increases the ZyWALL’s anti-spam speed and efficiency by not having the ZyWALL
perform the full anti-spam checking process on legitimate e-mail.

15.1.5 Blacklist

Configure blacklist entries to identify spam. The blacklist entries have the ZyWALL classify
any e-mail that is from a specified sender or uses a specified MIME (Multipurpose Internet
Mail Extensions) header or MIME header value as being spam. If an e-mail does not match
any of the whitelist entries, the ZyWALL checks it against the blacklist entries. The ZyWALL
classifies an e-mail that matches a blacklist entry as spam and immediately takes the action
that you configured for dealing with spam. The ZyWALL does not perform any more anti-
spam checking on that individual e-mail. A properly configured blacklist helps catch spam e-
mail and increases the ZyWALL’s anti-spam speed and efficiency.

15.1.6 SMTP and POP3

Simple Mail Transfer Protocol (SMTP) is the Internet’s message transport standard. It controls
the sending of e-mail messages between servers. E-mail clients (also called e-mail
applications) then use mail server protocols such as POP (Post Office Protocol) or IMAP
(Internet Message Access Protocol) to retrieve e-mail. E-mail clients also generally use SMTP
to send messages to a mail server. The older POP2 requires SMTP for sending messages while
the newer POP3 can be used with or without it. This is why many e-mail applications require
you to specify both the SMTP server and the POP or IMAP server (even though they may
actually be the same server).

The ZyWALL’s anti-spam feature checks SMTP (TCP port 25) and POP3 (TCP port 110) e-
mails. The anti-spam feature does not check (or act upon) e-mails that use other protocols
(such as IMAP) or other port numbers.
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15.1.7 MIME Headers

MIME (Multipurpose Internet Mail Extensions) allows varied media types to be used in e-
mail. MIME headers describe an e-mail’s content encoding and type. For example, it may
show which program generated the e-mail and what type of text is used in the e-mail body.
Here are some examples of MIME headers:

* X-Priority: 3 (Normal)

* X-MSMail-Priority: Normal

* Content-Type: text/plain; charset="is0-8859-1"
» Content-Transfer-Encoding: base64

In an MIME header, the part that comes before the colon (:) is the header. The part that comes

after the colon is the value. Spam often has blank header values or comments in them that are
part of an attempt to bypass spam filters.

15.2 Anti-Spam General Screen

Click SECURITY, ANTI-SPAM to open the Anti-Spam General screen. Use this screen to
turn the anti-spam feature on or off and set how the ZyWALL treats spam.

Figure 125 Anti-Spam: General
ANTI-SPAM

External DB

General Setup

Action for Spam Mails
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The following table describes the labels in this screen.

Table 85 Anti-Spam: General

LABEL

DESCRIPTION

General Setup

Enable Anti-spam

Select this check box to enable the anti-spam feature.

Note: The anti-spam feature checks all SMTP and POP3 e-
mail going through the ZyWALL, regardless of through
which port the e-mail came in or to which port it is going.

Action for Spam Mails

Use this section to set how the ZyWALL is to handle spam mail.

Phishing Tag

Enter a message or label (up to 16 ASCII characters) to add to the mail
subject of e-mails that the anti-spam external database classifies as phishing.

Note: You must register for and enable the anti-spam external
database feature in order for the ZyWALL to use this tag
(see Chapter 10 on page 185 for details).

Spam Tag

Enter a message or label (up to 16 ASCII characters) to add to the mail
subject of e-mails that the ZyWALL classifies as spam.

Forward SMTP & POP3
mail with tag in mail
subject

Select this radio button to have the ZyWALL forward spam e-mail with the tag
that you define.

Even if you plan to use the discard option, you may want to use this initially
as a test to check how accurate your anti-spam settings are. Check the e-
mail the ZyWALL forwards to you to make sure that unwanted e-mail is
marked as spam and legitimate e-mail is not marked as spam.

Discard SMTP mail.
Forward POP3 mail with
tag in mail subject

Select this radio button to have the ZyWALL discard spam SMTP e-mail. The
ZyWALL will still forward spam POP3 e-mail with the tag that you define.

Action taken when mail
sessions threshold is
reached

The anti-spam feature limits the number of concurrent e-mail sessions. An e-
mail session is when an e-mail client and e-mail server (or two e-mail
servers) connect through the ZyWALL. Use this section to configure what the
ZyWALL does when the number of concurrent e-mail sessions goes over the
threshold (see the appendix of product specifications for the threshold).

Select Forward to have the ZyWALL allow the excess e-mail sessions
without any spam filtering.

Select Block to have the ZyWALL drop mail connections to stop the excess
e-mail sessions. The e-mail client or server will have to attempt to send or
receive e-mail later when the number of e-mail sessions is under the
threshold.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.

15.3 Anti-Spam External DB Screen

Click SECURITY, ANTI-SPAM, External DB to display the Anti-Spam External DB
screen. Use this screen to enable or disable the use of the anti-spam external database. You can
also configure the spam threshold and what to do when no valid spam score is received. You
must register for this service before you can use it (see Chapter 4 on page 104 for details).
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Figure 126 Anti-Spam: External DB
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The following table describes the labels in this screen.

Table 86 Anti-Spam:

External DB

LABEL

DESCRIPTION

External Database

Enable External

Enable the anti-spam external database feature to have the ZyWALL calculate

Database a digest of an e-mail and send it to an anti-spam external database.
The anti-spam external database sends a spam score for the e-mail back to
the ZyWALL.

Spam Threshold The anti-spam external database checks an e-mail’'s digest and sends back a

score that rates how likely the e-mail is to be spam. The possible range for the
spam score is 0~100. The closer the score is to 100, the more likely the e-mail
is to be spam.

Set the spam score threshold (from 0 to 100) for considering an e-mail to be
spam. The ZyWALL classifies any e-mail with a spam score at or below the
spam threshold as not being spam and any e-mail with a spam score higher
than the spam threshold as being spam.

A lower spam threshold catches more spam e-mails, but may also classify
more legitimate e-mail as spam.

A higher spam threshold lessens the chance of classifying legitimate e-mail as
spam, but may allow more spam to get through.
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Table 86 Anti-Spam:

External DB (continued)

LABEL

DESCRIPTION

Action for No Spam
Score

Use this field to configure what the ZyWALL does if it does not receive a valid
response from the anti-spam external database.

If the ZyWALL does not receive a response within seven seconds, it sends the
e-mail digest a second time. If the ZyWALL still does not receive a response
after another seven seconds, it takes the action that you configure here. The
ZyWALL also takes this action if it receives an invalid response.

Here are possible reasons that would cause the ZyWALL to take this action:
1. The ZyWALL was not able to connect to the anti-spam external database.

2. The ZyWALL connected to the anti-spam external database, but there was
no HTTP response within seven seconds.

3. The ZyWALL received an error code from the anti-spam external database.

4. The ZyWALL received an invalid spam score (for example a number higher
than 100).

5. The ZyWALL received an unknown response to the anti-spam query.

Tag for No Spam Score

Enter a message or label (up to 16 ASCII characters) to add to the mail
subject of e-mails that it forwards if a valid spam score was not received within
ten seconds.

Forward SMTP &
POP3 mail with tag in
mail subject

Select this radio button to have the ZyWALL forward mail with the tag that you
define.

Discard SMTP mail.
Forward POP3 mail
with tag in mail subject

Select this radio button to have the ZyWALL discard SMTP mail. The ZyWALL
will still forward POP3 mail with the tag that you define.

External Database
Service Status

This read-only field displays the status of your anti-spam external database
service registration and activation.

License Inactive displays if you have not successfully registered and
activated the anti-spam external database service.

License Inactive and the date your subscription expired display if your
subscription to the anti-spam external database service has expired.

License Active and the subscription expiration date display if you have
successfully registered the ZyWALL and activated the anti-spam external
database service.

Trial Active and the trial subscription expiration date display if you have
successfully registered the ZyWALL and activated the anti-spam external
database service trial subscription.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.

15.4 Anti-Spam Lists Screen

Click SECURITY, ANTI-SPAM, Lists to display the Anti-Spam Lists screen.

Configure the whitelist to identify legitimate e-mail. Configure the blacklist to identify spam
e-mail. You can create whitelist or blacklist entries based on the sender’s IP address or e-mail
address. You can also create entries that check for particular MIME headers or MIME header

values.
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Figure 127 Anti-Spam: Lists
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The following table describes the labels in this screen.

Table 87 Anti-Spam: Lists

LABEL DESCRIPTION

Resource Usage

Whitelist & Blacklist | This bar displays the percentage of the ZyWALL'’s anti-spam whitelist and

Storage Space in blacklist storage space that is currently in use. The bar turns from green to red

Use when the maximum is being approached. When the bar is red, you should
consider deleting unnecessary entries before adding more.

Whitelist

Use Whitelist Select this check box to have the ZyWALL forward e-mail that matches a
whitelist entry without doing any more anti-spam checking on that individual e-
mail.

Active This field shows whether or not an entry is turned on.

Type This field displays whether the entry is based on the e-mail’s source IP address,
source e-mail address or an MIME header.

Content This field displays the source IP address, source e-mail address or MIME
header for which the entry checks.

Modify Click the Edit icon to change the entry. Click the Remove icon to delete the
entry. Click the Move icon to change the entry’s position in the list.
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Table 87 Anti-Spam: Lists (continued)

LABEL DESCRIPTION

Insert Type the index number where you want to put an entry. For example, if you type
6, your new entry becomes number 6 and the previous entry 6 (if there is one)
becomes entry 7.
Click Insert to display the screen where you edit an entry.

Blacklist

Use Blacklist Select this check box to have the ZyWALL treat e-mail that matches a blacklist
entry as spam.

Active This field shows whether or not an entry is turned on.

Type This field displays whether the entry is based on the e-mail’s source IP address,
source e-mail address or an MIME header.

Content This field displays the source IP address, source e-mail address or MIME
header for which the entry checks.

Modify Click the Edit icon to change the entry. Click the Remove icon