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Overview

The ZyWALL 2WG is a firewall with VPN, bandwidth management, content filtering and many other features.
You can use it as a transparent firewall and not reconfigure your network nor configure the ZyWALL'’s routing
features. When the ZyWALL is in router mode, you can also insert a 3G wireless card to add a second WAN.
The ZyWALL increases network security by adding the option to change port roles from LAN to DMZ for use
with publicly accessible servers. This guide covers the initial connections and configuration needed to start

using the ZyWALL in your network.

See the User’s Guide for more information on all features.

You may need your Internet access information.
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This guide is divided into the following sections.

1 Hardware Connections

2 Accessing the Web Configurator

3 Bridge Mode

4 Internet Access Setup and Product Registration
5 DMz

1 Hardware Connections

You need the following.
ZyWALL

Computer
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6 NAT
7 Firewall

8 VPN Rule Setup
9 Troubleshooting

Ethernet Cables Power Adaptor
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Do the following to make hardware connections for initial setup.

POWER LAN/DMZ WAN AUX CONSOLE

 S—  —

1 Use an Ethernet cable to connect the LAN/DMZ port to a computer. If you configure these ports as DMZ
ports in the LAN or DMZ screen through the web configurator, you can also use Ethernet cables to connect
public servers (web, e-mail, FTP, etc.) to the LAN/DMZ ports.

2 Use another Ethernet cable to connect the WAN port to an Ethernet jack with Internet access.

g Use the blue console cable if you want to connect the CONSOLE port to your computer. Use
the black dial backup cable if you want to connect the AUX port to an analog modem.

3 Insert a 3G wireless card into the card slot on the side panel to access the Internet wirelessly via a 3G
network. At the time of writing, you can only use the Sierra AC850/860 3G wireless card in the ZyWALL.

4 Use the included power adaptor to connect the power socket (on the rear panel) to a power outlet.

5 Look at the front panel. The PWR LED turns on. The CARD, LAN/DMZ and WAN LEDs turn on and stay
on if the corresponding connections are properly made.

I —
PWR 1 2 3 4 WAH  AUX  WLAN  CARD
| =] a0 80 g 9 o o o .o

10/100 10/100 10/100 10/100
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° If none of the LEDs are on, check your connections, and inspect your cables for damage.
Make sure that you have the power adaptor connected to the ZyWALL and plugged in to an
appropriate power source. Make sure the power source is turned on. If the LEDs are still off,
contact your local vendor.

2 Accessing the Web Configurator

Use this section to configure the WAN 1 interface for Internet access.

1 Launch your web browser. Enter 192.168.1.1 (the 2 Click Login (the default password 1234 is already
ZyWALL'’s default IP address) as the address. entered).

J File Edit ‘iew Favorites Tools  Help

J dmEack ~ = - (5 ot | Qi 5search (5 Favorites ZyWALL 2WG
| Addvess | hitpif/192.168.1.1

Enter Password and click Login.

—

° If the login screen does not display, check your browser’s security settings and make sure
your computer’s Ethernet card is installed and functioning properly.

Your computer should be also set to get an IP address automatically from a DHCP server.
See Set Up Your Computer’s IP Address for more information.
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3 Change the login password by entering a new 4 Click Apply to replace the ZyWALL'’s default
password and clicking Apply. digital certificate.

Use this screen to change the password.

New Password: -

Replace Factory Default Certificate

The factory default certificate is common to all
ZyWALL models. Click Apply to create a certificate
using your ZyWALL's MAC address that will be
specific to this device.

Retype to Confirm:

?

° If you changed the password and have forgotten it, you need to return the ZyWALL to the
defaults (password is 1234, LAN IP address is 192.168.1.1, etc.). Press the RESET button
(on the rear panel) until the PWR LED starts to blink, then release it.

5 The HOME screen opens.

The ZyWALL is in router mode by default. Continue to the next step if you want to use routing features
such as NAT, DHCP and VPN.

Go to section 3 if you prefer to use the ZyWALL as a transparent firewall.

6 Check the network status table. If the WAN 1 status is not Down and there is an IP address, go to section
5.

If the WAN 1 status is Down (or there is not an IP address), click the Wizard icon and use section 4 to
configure WAN 1.
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Use the NETWORK WAN screens if you need to configure WAN 2. You can also configure load balancing
between the WAN connections.

ZyXEL

HOME
REGISTRATION
NETWORK

SECURITY

ADYANCED

M

System Name
Model

Bootbase Version
Firmware Version
Up Time

System Time

Device Maode

Automatic Refresh Interval [ErNed|
System Information

ZywALL 2WE

v1.08 | 11/01/2006
v4.02(#QL0Jb1 | 11/01/2006
02:56116

2001-01-01 02;56:41 GMT

Router

® war (D

Content Filter Expiration Date
Web site Blocked

License Inactive

Hot Supparted

Latest Alerts

Fireveall

Flash

Memary
Sessions

cPU

Enabled

System Status

Port Statistics | DHCP Table VPN Bandwidth

4/8 MB
23/32 MB

14/3000

WAN 1 100mM/Full

MAINTENANCE

fNetmas
172.23,37.106/
255.255,255.0

P A Renew
DHCP dient | Renew

WAN 2 Daown

i Al Dial Backup Doun

0.0.0.0/ 0.0.0.0

0.0.0.0/ 0,0.0.0

IFCP diant

Dial
NA Dial

255,255,255.0

(Y

LAN 100M/Full 192,168, 1.1/ DHCP serusr /A
255.255.255.0

WLAN  100M/Full 0.0,0.0/ 0,0.0.0 Static

oMz 100MfFull 10.1.2,3/ DHCP server  NfA

3 Bridge Mode

When you set the ZyWALL to bridge mode, it functions as a transparent firewall

ZyWALL to bridge mode.

1 Click MAINTENANCE in the navigation
panel and then Device Mode.

2 Select Bridge and configure a (static)
IP address subnet mask and gateway
IP address for the ZyWALL'’s LAN,
WAN, DMZ and WLAN interfaces.

3 Click Apply. The ZyWALL restarts.

Skip to section 5 if you have servers that
you need to be accessible from the WAN.

4 Internet Access Setup and

. Do the following to set the

General Password Time and Date Device Mode \ F/W Upload

Current Device Made

Backup &
Restore

Restart

Device Mode Router

Device Made Setup

The ZyWALL restarts automatically after you change the device mode and click "Apply".

" Router
1P Address (See LAN, WAN, DMZ and WLAN)

i Bridge
1P Address 192 188 . 1 . A
1P Subnet Mask 285 . 285 . 255 . 0
Gateway IP Address 0t .0 .0 .0
=

Product Registration

1 Click the Wizard icon () in the HOME screen and then the Internet Access Setup link to open the

Internet access wizard.
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Enter the Internet access information exactly as given to you.

If you were given an IP address to use, select Static in the IP Address Assignment drop-down list box and
enter the information provided.

,@ The fields vary depending on what you select in the Encapsulation field. Fill them in with the
information provided by the ISP or network administrator.

Click Apply when you are done.

« Ethernet Encapsulation

Configure a Roadrunner service in the
NETWORK WAN screens (use the WAN Isi
tab).

rou can select ethernet, PPPoE or PPTP according to in which the network vou
are. If you don't know, please ask your networl: administrator, The most popular
type of network is ethernet,

Encapsulation IEiharnat -

IF Address Assignment IStatic 'i

My WAN P Address | 0 0 0 0
My WAN I[P Subnet
Mask I e 2l e 0 o 0
Gateway IP Address I o o 1} o
First DNS Server 1] o .0 o
Second DNS Server 0 & <0 % 0 @ 0
Backl Apply

* PPP over Ethernet or PPTP Encapsulation

Select Nailed-Up when you want your connection up all the time (this could be expensive if your ISP bills you
for Internet usage time instead of a flat monthly fee).
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To not have the connection up all the time, specify an idle time-out period (in seconds) in Idle Timeout.

WIZARD - Internet Access

ISP Parameters for Internet Access

PPP ower Ethernet

L

WAN IP Address Assignment

WIZARD - Internet Access

ISP Parameters for Internet Access

L

PPTP Configuration

2 Click Next to display the screen where you can
register your ZyWALL with myZyXEL.com
(ZyXEL'’s online services center) and activate the
free content filtering trial application. Otherwise,
click Skip and then Close to complete Internet
access setup.

3 If you already have an account at
myZyXEL.com, select Existing myZyXEL.com
account and enter account information.
Otherwise, select New myZyXEL.com account
and fill in the fields below to create a new
account and register your ZyWALL. Click Next.

WAN IP Address Assignment

INTERNET ACCESS

Product registration and service activation for free

INTERNET ACCESS

Device Registration

esti@ryel.com
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4 Wait for the registration progress to finish.

5 The following screen displays if the registration
was not successful. Click Return to go back to
the Device Registration screen and check your
settings.

Register on myZyXEL.com server in Progress

This may take up to 40 seconds. Please wait...

Register Message

You must type a email in the smail fisld!

Return l

6 Click Close to leave the wizard screen when
the registration and activation are done.

Installation is complete
Device Registration: Registsrad

Content Filtering : Enabled

Close

,@f If you want to activate a standard service with your iCard’s PIN number (license key), use the

REGISTRATION Service screen. See the User’s Guide for details.

? If you cannot access the Internet via WAN 1, check the ZyWALL'’s connection to the Ethernet
jack with Internet access. Make sure the Internet gateway device (such as a DSL modem) is

working properly. Click WAN in the navigation panel to verify your settings.
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5 DMZ

The DeMilitarized Zone (DMZ) allows public servers (web, e-mail, FTP, etc.) to be visible to the outside world
and still have firewall protection from DoS (Denial of Service) attacks.

You can assign TCP/IP configuration via DHCP to computers connected to the DMZ ports. Otherwise,
configure the computers with static IP addresses (in the same subnet as the DMZ port's IP address) and DNS
server addresses. Use the ZyWALL's DMZ IP address as the default gateway.

Do the following to configure the DMZ if the ZyWALL is in routing mode.
Note: You do not need to configure DMZ with bridge mode, skip to section 7.

1 Click NETWORK > DMZ in the navigation panel.

2 Specify an IP address and subnet mask for the
DMZ interface. DM2 Static DHCP IP Alias Port Roles
If you use private IP addresses on the DMZ, use o SRS e
NAT to make the servers publicly accessible (see ‘ e =
section 6). —
1P Pool Starting Address :—[ Pool Size E
A public IP address must be on a separate subnet orce Wi Semvers [0 o1
from the WAN port’s public IP address. If you do e s
not configure NAT for the public IP addresses on I O
the DMZ, the ZyWALL routes traffic to the public Sl e A
IP addresses on the DMZ without performing NAT. & ’f”wbj‘“a”;"”“"”““ »
This may be useful for hosting servers for NAT -
unfriendly applications. ess |
3 Click Apply.
4 By default, LAN/DMZ ports 1 to 4 are all LAN
ports. To configure a port as a DMZ port, click the i @ alias Port Roles

Port Roles tab, select its radio button next to DMZ
and click Apply.

e o6 @

e ewe
Py wian C O C O

Apply Reset

6 NAT

NAT (Network Address Translation - NAT, RFC 1631) means the translation of an IP address in one network
to a different IP address in another. You can use the NAT Address Mapping screens to have the ZyWALL
translate multiple public IP addresses to multiple private IP addresses on your LAN (or DMZ).

The following example allows access from the WAN1 to an HTTP (web) server on the DMZ. The server has a
private IP address of 10.0.0.20.
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1 Click ADVANCED, NAT in the
naVigation panel and then Port _NAT Overview _ Address Mapping | Port Forwarding | Port Triggering.
Forwarding.
2 Select the WAN connection (WAN1) for alinteacs v
which you want to configure port Default server I 50 7o pagel1 =
forwarding rules. [#activel Name | Incoming Port(s) | PortTranslation | Server IP address |
g ) n W |web SD - 80 D =0 0 . 0 . 0 20
3 Select the Active check box. BT P F P g T 50 "o Gn
E‘ § | o -0 o - @ 1] o 1] 1]
4 Type a name for the rule. or ——1F ——r T
5 Type the port number that the service } = o __FF o R
m o S0 o - [i] 0 % 0% & so
uses. ‘ o o S8l0 o - [i] 0 [i] 0
6 Type the HTTP server’s IP address. g I : I T up Epgw
. u‘ o o - o 0 [] [ ] [
7 Click Apply B o - Jo o o0 N
Mote 1: You may also need to create a Firewsll rule.
Mote 2: Port Translation is optional,
Reset

7 Firewall

You can use the ZyWALL without configuring the firewall.

The ZyWALL's firewall is pre-configured to protect your LAN from attacks from the Internet. By default, no
traffic can enter your LAN unless a request was generated on the LAN first. The ZyWALL allows access to the
DMZ from the WAN or LAN, but blocks traffic from the DMZ to the LAN.

If you are using the ZyWALL in router mode, continue with the next section. For bridge mode, you are done
with initial configuration.

8 VPN Rule Setup

A VPN (Virtual Private Network)

tunnel gives you a secure Local NetW"”‘| Sl e |
connection to another computer or | |- 1 Renote | | 1
network. | ] | DAL IPSecRauter | \%‘j—,i |

o 3 il _k_)_\_ SENCond N | =
A gateway policy identifies the ] Y R I I
IPSec routers at either end of 8 VPN i o s s e s e - S | PP

tunnel.

A network policy specifies which
devices (behind the IPSec routers)
can use the VPN tunnel.

NETWORK POLIGY

LTI T

10
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This figure helps explain the main fields in the wizard screens.

" Local Network | rRemote Network

|
- I Remote | !
' ==

IPSec Router |

|
_ VPN Tunnel N\ |
|_ L?gaAdeetwork | /‘ \ || Remote Network I
—l O ESS. el Remote R — _”:idieﬁ — —
M. EyiVALL Gateway Address

1 Click the Wizard icon () in the HOME screen and then the VPN Setup link to open the VPN wizard.

g Your settings are not saved when you click Back.

2 Use this screen to configure the gateway policy.

Name: Enter a name to identify the gateway policy.

Remote Gateway Address: Enter the IP address or :
domain name of the remote IPSec router. rere =

Gateway Policy Setting

My ZywaALL po00
Remote Gateway Address [Branchotfice.com

Back

11
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3 Use this screen to configure the network policy.
Leave the Active check box selected.
Name: Enter a name to identify the network policy.

¥ Active
Select Single and enter an IP address for a single IP Name Test

address.

Select Range IP and enter starting and ending IP Lexcilicmon  singls © Rangs 1P & Subnet
addresses for a specific range of IP addresses. el SR

Ending IP Address / Subnet
Mask
Select Subnet and enter an |IP address and subnet . . .
. . Remote Network single Range IP ™ Subnet
mask to specify IP addresses on a network by their TR T e T
Subnet mask End\lr:g IP Address / Subnet 255 1 0 o
Mas| 2 i 8

2585 . 285 .25 .00

g Make sure that the remote IPSec router uses the same security settings that you configure in
the next two screens.

Negotiation Mode: Select Main Mode for identity protection. Select Aggressive Mode to allow more incoming
connections from dynamic IP addresses to use separate passwords.

,@S Multiple SAs (security associations) connecting through a secure gateway must have the
same negotiation mode.

Encryption Algorithm: Select 3DES or AES for stronger (and slower) encryption.
Authentication Algorithm: Select MD5 for minimal security or SHA-1 for higher security.
Key Group: Select DH2 for higher security.

SA Life Time: Set how often the ZyWALL renegotiates the IKE SA (minimum 180 seconds). A short SA life
time increases security, but renegotiation temporarily disconnects the VPN tunnel.

Pre-Shared Key: Use 8 to 31 case-sensitive ASCII characters or 16 to 62 hexadecimal ("0-9", "A-F")
characters. Precede a hexadecimal key with a "0x” (zero x), which is not counted as part of the 16 to 62
character range for the key.

Encapsulation Mode: Tunnel is compatible with NAT, Transport is not.
IPSec Protocol: ESP is compatible with NAT, AH is not.
Perfect Forward Secrecy (PFS): None allows faster IPSec setup, but DH1 and DH2 are more secure.

12
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4 Use this screen to configure IKE (Internet Key
Exchange) tunnel settings.
WIZARD - VPN

IKE Tunnel Setting (IKE Phase 1)

6 Check your VPN settings. Click Finish to save the
settings.
WIZARD - VPN

Status

8.1 Using the VPN Connection

5 Use this screen to configure IPSec settings.

WIZARD - VPN

1PSec Setting (IKE Phase 2)

7 Click Close in the final screen to complete the
VPN wizard setup. Continue with the next section
to activate the VPN rule and establish a VPN
connection.

WIZARD - VPN

Use VPN tunnels to securely send and retrieve files, and allow remote access to corporate networks, web
servers and e-mail. Services work as if you were at the office instead of connected through the Internet.

13
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For example, the “test” VPN rule allows
secure access to an web server on a
remote corporate LAN. Enter the server’s
IP address (10.0.0.23 in this example) as :

your browser’s URL. The ZyWALL ..m
automatically builds the VPN tunnel when en - 2159521?58215% 25§°2g5°2°520 e Issp DES--GHAL
you attempt to use it.

¥PN Rules (IKE} ¥PN Rules (Manual) | SA Monitor | Global Setting

C“Ck SECURITY > VPN in the naVigation Retfresh I Dizconnect I
panel and then the SA Monitor tab to
display a list of connected VPN tunnels
(the “test” VPN tunnel is up here).

?

° If you cannot establish a VPN connection, make sure the ZyWALL and the remote IPSec
router use the same VPN settings. Click VPN in the navigation panel to configure advanced
settings. Access a web site to check that you have a successful Internet connection.

Set Up Your Computer’s IP Address

This section shows you how to set up your computer to receive an IP address in Windows 2000, Windows NT
and Windows XP. This is ensures that your computer can communicate with your ZyWALL.
1 In Windows XP, click Start, Control Panel.
In Windows 2000/NT, click Start, Settings, Control Panel.
2 In Windows XP, click Network Connections.
In Windows 2000/NT, click Network and Dial-up Connections.
3 Right-click Local Area Connection and then click Properties.
4 Select Internet Protocol (TCP/IP) (under the General tab in Windows XP) and click Properties.

14
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5 The Internet Protocol TCP/IP Properties screen opens
(the General tab in Windows XP). Select the Obtain an

Internet Protocol (TCP/IP) Properties e |

. . G |
IP address automatically and Obtain DNS server et
i i ‘t'ou can get |P zettings assigned automatically if your network, supports
add ress aUtomatlcally OptlonS. thiz capabili_ty. Dtherwi_se, you need to ask your network. administrator for
6 Click OK to close the Internet Protocol (TCP/IP) e sppionl Bse s
Propertles window. (5' ‘Obtain an IP address automaticall: )
7 Click Close (OK in Windows 2000/NT) to close the " Use the fallowing IP address:
Local Area Connection Properties window. 1P address: [ T
8 Close the Network Connections screen. Slbristiiral | T
Default gateyay: | . : E

[5" Obtain DMS zerver address automatically ]

— Use the following DMS server addresses———————————————————
Ereferred DHE server: | . .
Alternate DHE semver | : p

Advanced... |
[| oK “ Cancel |

Procedure to View a Product’s Certification(s)

1 Go to www.zyxel.com.

2 Select your product from the drop-down list box on the ZyXEL home page to go to that product's page.
3 Select the certification you wish to view from this page.

15
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Ubersicht

Die ZyWALL 2WG ist eine Firewall mit VPN, Bandbreitenmanagement, Content Filtering und vielen anderen
Funktionen. Sie kdnnen sie als transparente Firewall verwenden, ohne das Netzwerk neu zu konfigurieren
und die Routingfunktionen des Gerats zu konfigurieren. Wenn sich der ZyWALL im Router-Modus befindet,
kdnnen Sie auch eine 3G-Wireless-Card einsetzen, um ein zweites WAN hinzuzufligen. Die ZyWALL bietet die
Médglichkeit, bei der Benutzung 6ffentlich zuganglicher Server die Portfunktionen zu wechseln (LAN zu DMZ)
und erhoht damit die Netzwerksicherheit. In dieser Anleitung finden Sie eine Beschreibung der Anschlisse
und der Konfiguration, die notwendig ist, damit Sie die ZyWALL in Ihrem Netzwerk verwenden kénnen.

Eine ausfuhrliche Beschreibung aller Funktionen finden Sie im Benutzerhandbuch.

Bitte halten Sie die Daten fur Ihren Internetzugang bereit.

DMZ

LAN i .u[\u

-

WAN

Cpq\

H T
2_‘—59:2—\& Internet
m . ~

== ==

‘

3G

mmmmmm=s = /PN

AN o

[ ] == '_/'_ ;;‘3 !

— » =
e~ Internet )™ ™= "\ om——

-/

Diese Anleitung ist in die folgenden Abschnitte aufgeteilt.

1 AnschlieRen der Hardware
2 Zugriff auf den Web-Konfigurator
3 Bridge Mode

4 Einrichten des Internetzugriffs und
Produktregistrierung

5 DMz

1 AnschlieRen der Hardware

Sie bendtigen folgendes:
ZyWALL

Computer

6 NAT

7 Firewall

8 Einstellen der VPN-Regeln
9 Problembeseitigung

Ethernetkabel

Netzteil

17
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Wenn Sie das Gerét installieren, missen Sie die Hardwaregerate folgendermalien anschlielRen.

POWER LAN/DMZ WAN AUX CONSOLE

 S—  —

o L]

1 Verbinden Sie den LAN-/DMZ-Port mit einem Ethernet-Kabel mit dem Computer. Wenn Sie diese Ports im
LAN- oder DMZ-Fenster mit dem Web-Konfigurator als DMZ-Ports konfigurieren, kénnen Sie auch mit
Ethernetkabeln eine Verbindung von LAN-/DMZ-Ports zu 6ffentlichen Servern (Internet, E-Mail, FTP usw.)
herstellen.

2 Schliel3en Sie mit einem anderen Ethernet-Kabel den WAN-Port an die Ethernet-Buchse mit Internetzugriff
an.

/gg SchlieRen Sie den Konsolenanschluss CONSOLE mit dem blauen Konsolenkabel an den
Computer an. Schlieen Sie den Anwahlsicherungsanschluss AUX mit dem schwarzen
Anwahlsicherungskabel an das Analogmodem an.

3 Wenn Sie das Internet Gber UMTS erreichen wollen, setzen Sie |lhre 3G Karte in den seitlichen Kartenslot
ein. Zum Zeitpunkt der Drucklegung kénnen Sie im ZyWALL nur die 3G-Wireless-Card Sierra AC850/860
verwenden.

4 SchlieRen Sie das mitgelieferte Netzteil an der Rickseite der ZyWALL an.

18
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5 Kontrollieren Sie den Systemstart mittels der LEDs an der Frontseite. Die PWR-LED beginnt zu leuchten. Die

LEDs CARD, LAN/DMZ und WAN beginnen zu leuchten und bleiben an, wenn die entsprechenden
Verbindungen richtig hergestellt wurden.

LAN/DMZ

PWR 4 WAN  AUX  WLAN  CARD

| =] a O g o o o .o
10/100 10/190 10/108 10/100

° Wenn keine der LEDs leuchtet, prifen Sie noch einmal, ob alle Kabelverbindungen richtig
gesteckt wurden und ob die Kabel unbeschadigt sind. Stellen Sie sicher, dass der
Netzadapter richtig an das ZyWALL-Gerat und an eine Netzsteckdose angeschlossen wurde.
Stellen Sie sicher, dass das Gerat eingeschaltet ist. Wenn die LEDs immer noch nicht
leuchten, wenden Sie sich an lhren Fachhandler

2 Zugriff auf den Web-Konfigurator

In diesem Abschnitt wird beschrieben, wie die WAN 1-Schnittstelle fir den Internetzugriff konfiguriert wird.

1 Starten Sie lhren Internetbrowser. Geben Sie als

Adresse 192.168.1.1 (die Standard IP-Adresse der
ZyWALL) ein.

2 Klicken Sie auf Login (Einloggen) (das
Standardpasswort 1234 ist bereits vorgegeben).

J File Edit ‘iew Favorites Tools  Help

ZyWALL 2WG
J dmEack ~ = - (5 ot | Qi 5search (5 Favorites
| Addvess | hitpif/192.168.1.1

Enter Password and click Login.

—

19
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° Wenn das Anmeldefenster nicht angezeigt wird, prifen Sie die Sicherheitseinstellungen lhres
Browsers, und stellen Sie sicher, dass die im Computer installierte Ethernet-Karte richtig
funktioniert.

AuRerdem muss der Computer so eingerichtet sein, dass er eine |IP-Adresse automatisch von
einem DHCP-Server bezieht. Weitere Informationen dazu finden Sie unter Einrichten der IP-
Adresse des Computers.

3 Andern Sie das Passwort, indem Sie ein neues 4 Klicken Sie auf Apply (Ubernehmen), um das
Passwort eingeben und auf Apply (Ubernehmen) Standarddigitalzertifikat der ZyWALL zu ersetzen.
klicken.

Replace Factory Default Certificate
Use this screen to change the password.

New Password: " SR

The factory default certificate is common to all
ZyWALL models. Click Apply to create a certificate
using your ZyWALL's MAC address that will be
specific to this device.

Retype to Confirm:

° Wenn Sie das Kennwort vergessen haben sollten, miissen Sie das ZyWALL-Gerét auf die
Standardeinstellungen zurlicksetzen (Kennwort:?1234, LAN-IP-Adresse:?192.168.1.1, usw.).
Dricken Sie so lange auf die RESET-Taste (an der Rickseite des Gerats) bis die PWR-LED
blinkt, und lassen Sie die Taste dann wieder los.

5 Das Fenster HOME wird angezeigt.

StandardmanRig befindet sich die ZyWALL im Routermodus. Wenn Sie Routingfunktionen wie NAT, DHCP
oder VPN verwenden mdéchten, gehen Sie weiter zum nachsten Schritt.

Gehen Sie zu Abschnitt 3, wenn Sie die ZyWALL als eine transparente Firewall verwenden mdchten.

6 Prifen Sie die Netzwerkstatus Tabelle. Wenn der Status von WAN 1 nicht Down ist und eine IP-Adresse
angegeben ist, gehen Sie zu Abschnitt 5.

Wenn der Status bei WAN 1 Down ist (oder es keine IP-Adresse gibt), klicken Sie auf das Assistent-Symbol,
und konfigurieren Sie WAN 1 gemaf} der Beschreibung in Abschnitt 4 WAN.

20
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Um WAN 2 zu konfigurieren, benétigen Sie die NETWORK WAN-Fenster. Sie kdnnen auch ein Load-
balancing zwischen den WAN-Anschlissen konfigurieren.

zyXEL Automatic Refresh Interval (oS

System Information

HOME
System Name
REGISTRATION Model ZywALL ZWE
NETWORK —_- Boothase Version v1.08 | 11/01/2006
Firmware Version V4,02(AQLO)b1 | 11/01/2006
SECURITY L] e TRne A
ADVANCED @ System Time 2001-01-01 02:56:41 GMT
i Device Mode Router
Fireveall Enabled

Marry —— A

—

| Interfaces Status PfNetmas 1P Assignment Renew |

WAN 1 100M/Full 172.23.37.106/ DHCP clizrt Renew
MAINTENANCE 255,255,255.0 _I

WAN 2 Doun 0.0,0.0/ 0,0.0,0 IPCP diznt pial
i Al Dial Backup  Down 0.0.0.0/ 0,0.0.0 HiA Dial

LAN 100M/Full 192,168, 1.1/ DHCP serusr /A

255.255.255.0
WLAN  100M/Full 0.0,0.0/ 0,0.0.0 Static 1A
oMz 100MfFull 10.1.2,3/ DHCP server  NfA

255,255,255.0

® war (D

Content Filter Expiration Date License Inactive
web site Blocked Hot Supparted

Latest Alerts

System Status
Port Statistics DHCP Table ¥YPN Bandwidth

3 Bridge Modus

Wenn Sie bei der ZyWALL den Bridge Modus einstellen, funktioniert sie als transparente Firewall. Bei der
ZyWALL wird der Bridge Modus folgendermafien eingestellt:

1 Klicken Sie in der Navigationsleiste auf
MAINTENANCE (Wartung) und dann auf
Device Mode (Geratemodus).

2 Wahlen Sie Bridge und konfigurieren Sie
eine (statische) IP-Adressen-
Subnetmaske und eine Gateway-IP-
Adresse fur die LAN-, WAN-, DMZ- und
WLAN- Schnittstelle der ZyWALL.

3 Klicken Sie auf Apply (Ubernehmen). Die
ZyWALL wird neu gestartet.

Gehen Sie weiter zu Abschnitt 5, wenn Sie
Server haben, auf die Sie vom WAN aus
zugreifen mussen.

General Password  Time and Date Device Mode | F/W Upload “;E‘s"“ e“‘ Restart

Current Device Mode

Device Mode Router

Device Mode Setup.

The ZyWALL restarts automatically after you change the device made and click “Apply",

€ Router
1P Address (See LAN, WAN, DMZ and WLAN)
& pridge
1P Address 192 . 188 . 1 . 1
IP Subnet Mask (25 . 25 . 2 . 0
Gateway IP Address 0.0 .0 .0
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4 Einrichten des Internetzugriffs und Produktregistrierung

1 Klicken Sie im Startfenster (HOME) auf das Assistent-Symbol () und dort auf die Verknipfung Internet
Access Setup (Einrichten des Internetzugriffs), um den Assistenten zum Einrichten des Internetzugriffs
aufzurufen.

Geben Sie die Daten flr den Internetzugriff so ein, wie Sie sie von |hrem Provider erhalten haben.

Wenn Ihnen eine feste IP-Adresse gegeben wurde, wahlen Sie im Lisenfeld IP Address Assignment (IP-
Adressenzuweisung) die Option Static (Statisch) und geben Sie dort die Daten ein.

,@S Je nachdem, was Sie im Feld Encapsulation wahlen, sieht die Eingabemaske anders aus.
Geben Sie dort die Daten ein, die Sie von |hrem Internetdienstanbieter oder
Netzwerkadministrator erhalten haben.

Wenn Sie die Eingabe beendet haben, klicken Sie auf Apply (Ubernehmen).

+ Ethernet Encapsulation

Konfigurieren Sie den Internetzugang in
den NETWORK WAN (Netzwerk-WAN) R —
FenStern (an der RegiSterkarte WAN) “ou can select ethernet, PPPoE or PPTP according to in which the netwarl you

are, If you don't know, please ask your networl: administrator, The most popular
type of netwark is ethernet.

Encapsulation IE‘lharnat -

IP Address Assignment IStatlc v;

My WAN IP Address | 0 0 0 0
My WAN [P Subnet

Mask I e el 05 0
Gateway IP Address I o 1} 1} o
First DNS Server a . o0 ., 0 .0
Second DNS Server 0 5 <00 % 0 w0

Back I

* PPP over Ethernet or PPTP Encapsulation

Wabhlen Sie Nailed-Up, wenn die Verbindung dauerhaft aufrecht erhalten werden soll (Aus Kostengriinden
empfehlen wir diese Option nur wenn Sie eine Flatrate haben).
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Wenn die Verbindung nicht dauerhaft stehen soll, tragen Sie bitte den Idle Timeout in Sekunden ein.

WIZARD - Internet Access

ISP Parameters for Internet Access

PPP ower Ethernet *

WIZARD - Internet Access

ISP Parameters for Internet Access

2 Klicken Sie auf Next (Weiter), um das Fenster
aufzurufen, in dem Sie Ihr ZyWALL mit
myZyXEL.com (ZyXELs Online-Servicezentrum)

registrieren den kostenlosen Test des Webcontent-

Filters zu aktivieren. Oder Sie klicken auf Skip
(Uberspringen) und dann auf Close (Schliessen),
um das Einrichten des Internetzugriffs
abzuschliessen.

3 Wenn Sie bei myZyXEL.com bereits ein Konto
haben, wahlen Sie Existing myZyXEL.com
account (Bestehendes myZyXEL.com-Konto)
und geben Sie die Daten zum Konto ein.
Anderenfalls wahlen Sie New myZyXEL.com
account (Neues myZyXEL.com-Konto) und
fillen Sie die Felder unten aus, um ein neues
Konto zu 6ffnen und die ZyWALL zu
registrieren. Klicken Sie auf Next (Weiter).

INTERNET ACCESS

Product registration and service activation for free

INTERNET ACCESS

Device Registration
o i  J

estigayel.com ]

Taiwean
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4 Warten Sie ab, bis die Registrierung
abgeschlossen ist. Dies kann einige Minuten
dauern.

5 Im folgenden Fenster wird angezeigt, wenn die
Registrierung nicht erfolgreich durchgeftihrt
wurde. Klicken Sie auf Return (Zuruck), um
zum Fenster Device Registration (Gerat
registrieren) zurliickzukehren. Prifen Sie noch
einmal |hre Einstellungen.

Register on myZyXEL.com server in Progress

This may take up to 40 seconds. Please wait...

Register Message

You must type a email in the smail fisld!

Return l

6 Klicken Sie auf Close (Schliessen), um nach
der Registrierung und Aktivierung den
Assistenten zu verlassen.

Installation is complete
Device Registration: Registered

Cantent Filtsring : Enabled

Cloze

g Wenn Sie mit der PIN-Nummer (Lizenzschlussel) auf Ihrer iCard einen Standarddienst
aktivieren méchten, gehen Sie zum Fenster REGISTRATION. Ausfiihrliche Informationen

finden Sie im Benutzerhandbuch.

° Wenn Sie nicht GUber WAN 1 auf das Internet zugreifen kénnen, prifen Sie die Verbindung

des ZyWALL-Gerats zum Ethernet-Anschluss mit Internet-Zugriff. Stellen Sie sicher, dass die
Verbindung zum Internet (zum Beispiel DSL Modem) einwandfrei arbeitet. Klicken Sie in der
Navigationsleiste auf WAN und Uberprifen Sie die Einstellungen.
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5 DMZ

Die DeMilitarisierte Zone (DMZ) ermdglicht es, dass 6ffentliche Server (Internet, E-Mail, FTP, usw.) nach
aufden hin sichtbar sind aber dennoch Uber Firewallschutz vor verfliigen (Denial of Service).

Sie kdénnen die TCP/IP-Konfiguration iber DHCP den Computern zuweisen, die an die DMZ-Anschlisse
angeschlossen sind. Die Computer werden mit statischen IP-Adressen (in demselben Subnetz wie die IP-
Adressen des DMZ-Ports) und DNS-Serveradressen konfiguriert. Verwenden Sie die DMZ-IP-Adresse der
ZyWALL als Standardgateway.

Wenn sich die ZyWALL im Routingmodus befindet, wird die DMZ folgendermalen konfiguriert.

,@ Im Bridge Modus muss die DMZ nicht konfiguriert werden. Gehen Sie weiter zu Abschnitt 7.

1 Klicken Sie in der Navigationsleiste auf NETWORK (NETZWERK) > DMZ.
2 Geben Sie fir die DMZ-Schnittstelle eine IP-

Adresse und eine Subnetmaske an. 1 niiss Port Roles
Wenn Sie in der DMZ private IP-Adressen e o o ] -
verwenden, kénnen Sie die Server mit NAT e e
6ffentlich zuganglich machen (siehe Abschnitt 6). e s
1P Pool Starting Address ] 0 [ ] Pool Size fis |
DHCP Server address il 0
Eine 6ffentliche IP-Adresse muss sich auf einem oHcPwSSevers [0 0 o0 o
anderen Subnetz als dem der éffentlichen IP- prer e sener®
Adresse eines WAN-Ports befinden. Wenn Sie das | elom batwean ez o
NAT nicht fir die 6ffentlichen IP-Adressen aus der e I S
DMZ konfigurieren, leitet die ZyWALL den LS
- . Note: You also need to create a Firewall rule.
Datenverkehr ohne NAT zu den offentlichen IP-
Adressen in der DMZ. Diese Funktion kann fir die et

Hostserver bei NAT-feindlichen Anwendungen
sehr natzlich sein.

3 Klicken Sie auf Apply (Ubernehmen).

4 StandardmaRig sind alle LAN-/DMZ-Ports (1 bis 4)
LAN-Ports. Wenn Sie einen Port als DMZ-Port bz suticoncr 7 atias Part Roles
konfigurieren mochten, klicken Sie auf die

Registerkarte Port Roles (Portfunktionen), wahlen ; coe
Sie das Kontrollfeld neben DMZ und klicken Sie oo
auf Apply (Ubernehmen). i ==
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6 NAT

NAT (Network Address Translation - NAT, RFC 1631) ist die Ubersetzung einer IP-Adresse eines Netzwerks
in eine andere IP-Adresse eines anderen Netzwerks. Wenn die ZyWALL mehrere 6ffentliche IP-Adressen in
mehrere private IP-Adressen lhres LAN (oder |hrer DMZ) (ibersetzen soll, verwenden Sie die Fenster NAT
Address Mapping (NAT-Adressmapping).

Das folgende Beispiel zeigt den Zugriff von einem WAN1- auf einen HTTP-Server (Internet) in der DMZ. Der
Server hat die private IP-Adresse 10.0.0.20.

1 Klicken Sie in der Navigationsleiste auf
ADVANCED (ERWEITERT) > NAT und NAT Overview ddvess Mapping IESERSRSENREY port Triggering
dann auf Port Forwarding “Port Forwarding Rules.
(Portweiterleitung). WAN Interface |
2 Wahlen Sie die WAN-Verbindung Dfaule server CEECIRNC I 50 7o Fagel 1 7]
(WANH1) fur diejenige Verbindung aus, fur Em
. . . . . WV e a0 - |s0 n 0 0 . 0 v .20
die Sie die Anschlussweiterleitungsregeln Br - o . - —
onfigurieren méchten. ) o b o g TR
konfi ht
3 Wahlen Sie das Kontrolifeld Active K :_ ¥ t_ ¥ PR
(Akth) E‘ r o - Jo o o .0 i & &0
4 Geben Sie eine Bezeichnung fiir die } L L= x__E =
. § | o -0 o - @ 1] 1] D g
Regel ein. gr T P B L G0 e
5 Geben Sie die Portnummer ein, die der Er e Sl
Dienst verwendet. e el e e A
6 Geben Slg die IP-Adresse des HTTP- Py
Servers ein.

7 Klicken Sie auf Apply (Ubernehmen).
7 Firewall

Sie kdnnen die ZyWALL verwenden, ohne die Firewall zu konfigurieren.

Die Firewall die ZyWALL ist so vorkonfiguriert, dass sie Ihr LAN vor Angriffen aus dem Internet schiitzt. Bei
der Standardeinstellung kénnen keine Daten in Ihr LAN eindringen, wenn nicht zuvor eine Anfrage aus dem
LAN gestellt wurde. Die ZyWALL lasst den Zugriff vom WAN oder LAN auf die DMZ zu, blockiert aber den
Datenverkehr aus der DMZ zum LAN.

Wenn Sie die ZyWALL im Routermodus verwenden, fahren Sie mit dem nachsten Abschnitt fort. Fir den
Bridge-Modus, reicht die Erstkonfiguration.
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8 Einstellen der VPN-Regeln

Mit einem VPN-Tunnel (Virtual R e e e e s g
Private Network) haben Sie eine M "loca Network| e |
sichere Verbindung zu anderen = |- |M . Remots | [ ] =
Computern oder Netzwerken. - | e IPSecRouter | <EEE= 1

P = O i VPNTunnd NI —ka_fj—,i |
Eine Gateway-Policy identifiziert an | 4EATEWAY —_— I I
jedem Ende eines VPN-Tunnels die b e e - S DRSS |
IPSec-Router. A A
In einer Netzwerk-Policy ist § §
festgelegt, welche Gerate (hinter : NETwORK POuoy H

%

den IPSec-Routern) den VPN- oot
Tunnel benutzen dirfen.

Diese Abbildung soll die Hauptfelder in den Assistentenfenstern erlautern.

Local Network | FRemote Network

| |
I - I Remote |

| == | IPSec Router |
| B _@1_3_\ VPN Tunnel

> e s ! /‘ }\*

1
I
I
I
I
I
_

P Add | | Remote Network
—— My ZyWALL Remote ... IRAddress

Gateway Address

1 Klicken Sie im Startfenster (HOME) auf das Assistent-Symbol () und dort auf die Verkniipfung VPN Setup
(VPN Einrichten), um den VPN-Assistenten aufzurufen.

g Wenn Sie auf Back (Zuriick) klicken, werden lhre Einstellungen nicht gespeichert.
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2 |In diesem Fenster kénnen Sie die Gateway-Policy
konfigurieren.
Name: Geben Sie einen Namen ein, um die :
Gateway-Policy zu bezeichnen. e Test
Remote Gateway Address: Geben Sie die IP- : -
Adresse oder den Domainnamen des IPSec-Routers
ein.

My ZywaALL po00
Remote Gateway Address [Branchotfice.com

Back
3 In diesem Fenster kénnen Sie die Netzwerk-Policy
konfigurieren.
Lassen Sie die Markierung im Kontrollfeld Active —
(AktiV) ¥ Active
' Marne Test
Name: Geben Sie einen Namen fir die Netzwerk
P0||Cy ein. Lacal Network " single  Range IP % Subnet
Wahlen Sie Single und geben eine IP-Adresse fir Starting 1P Address 192 168 . 1 . 0
eine Host ein. Ml | (s {SUENSE 265 . 255 . 25 . 0
Wahlen Sie Range IP (IP-Bereich) und geben Sie die R  single T Range 1P & subnet
. . . i dd . 5 i
Anfangs- und End-IP eines bestimmten Bereichs von :z:ﬁ:;glsp»ﬁ:dr;::sfswnet —

Mask 2% . 0 . 0 .0

IP-Adressen ein.
Wahlen Sie Subnet (Subnetz) und geben Sie eine IP-
Adresse und eine Subnetmaske ein, um ein [ack] next|
bestimmtes Netzwerk anhand ihrer Subnetmaske
festzulegen.

g Stellen Sie sicher, dass der Remote-IPSec-Router dieselben Sicherheitseinstellungen
verwendet, die Sie in den zwei folgenden Fenstern festlegen.

Negotiation Mode: Wahlen Sie Main Mode fiir den Identitatsschutz. Wahlen Sie Aggressive Mode, wenn
mehrere eingehende Verbindungen von dynamischen IP-Adressen verschiedene Passworter benutzen sollen.

,@ Wenn mehrere SAs (Security Associations) durch ein Sicherheitsgateway verbunden sind,
mussen diese denselben Negotiation-Modus haben.

Encryption Algorithm (Verschlisselungsalgorithmus): Wahlen Sie 3DES oder AES fur eine starkere
Verschlisselung.
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Authentication Algorithm (Authentifizierungsalgorithmus): Wahlen Sie MD5 fur eine minimale Sicherheit oder
SHA-1 fir eine hohere Sicherheit.

Key Group (Schlisselgruppe): Wahlen Sie DH2 fur eine hdhere Sicherheit.

SA Life Time (SA-Dauer): Legen Sie fest, wie oft die ZyWALL die IKE SA wieder verhandelt (mindestens 180
Sekunden). Eine kurze SA-Dauer erhoht die Sicherheit, bei der Verhandlung wird aber voriibergehend der
VPN-Tunnel getrennt.

Pre-Shared Key: Geben Sie hier 8 bis 31 ASCII-Zeichen (GroR- und Kleinschreibung beachten) oder 16 bis 62
Hexadezimalzeichen ("0-9", "A-F") ein. Setzen Sie einem Hexadezimalschlissel ein "0x” (Null x) voran, wird
dieses nicht als Teil des 16 bis 32 Zeichen langen Schlissels betrachtet.

Encapsulation Mode: Tunnel ist kompatibel mit NAT, Transport nicht.

IPSec Protocol: ESP ist kompatibel mit NAT, AH nicht und AH bietet keine Verschlisselung.

Perfect Forward Secrecy (PFS): None (Keine) ermdglicht einen beschleunigt Phase 2 beim Aufbau des
IPSec-Tunnels, DH1 und DH2 bieten aber mehr Sicherheit.

4 |In diesem Fenster werden die IKE- 5 In diesem Fenster werden die IPSec-Einstellungen
Tunneleinstellungen (Internet Key Exchange) konfiguriert.
konfiguriert.

Encapsulation Mode el C ensao
Negotiation Mode  Main Mode  Aggressive Made S Fiese O A
Encryption Algarithm & DES ' AES O 3DES Encryption Algorithm & DES " AES © 3DES O NULL
Authentication Algorithm ¢ sHal * MDS Authentication Algerithm ' sHa1 © MDs
e D o & Sh Life Time 26800 | (seconds)
34 Life Time ] tacands) (P:Frge)/:t ARSI g i e (s

Pre-sShared Key 112345678
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6 Prifen Sie Ihre VPN-Einstellungen. Klicken Sie 7 Klicken Sie beim letzten Fenster auf Close
auf Finish (Fertig stellen), um die Einstellungen (Schlie®en), um die Installation mit dem VPN-
zu speichern. Assistenten zu beenden. Fahren Sie mit dem

nachsten Abschnitt fort, um die VPN-Regel zu
aktivieren und eine VPN-Verbindung herzustellen.
Gateway Pulicy Property
Test
Gateway Palicy Setting
My Zywall 0.0.00 Congratulations, The VPM wizard configuration is
Remote Gateway Address Branchoffice .com comnplete.
i Check our exciting range of Zy<EL products at
AT Bl R http:/fwww.zyxel.com
& Yes
Hame Test
Metwaork Policy Setting Having WPN access problems?

Local Metwork
giahrtn;gMI‘:siddress égé;ggé;’s o 1. Werify your settings in this wizard.

Botante Hari o e 2. If your wizard entries are correct, but still cannot
Starting IP Address 10.0.0.0 access the Internet, then check that your ISP
Subnet Mask 255.0,0.0 account is active and that the settings you entered

in the wizard are correct,
IKE Tunnel Setting (IKE Phase 1) 3. If you still have problems, please contact

Authentication For Activating VPH customer sUpport.

Authenticated By
User Narme
Password

Negatiation Mods Main Mode

Encryption Algorithm DES

Authentication Algorithm MDS Close

Key Group H1

SA'Life Time 26800 (Seconds)

Pre-Shared Key 12345678

IPSec Setting (IKE Phase 2)

Encapsulation Mode Tunnel Made

IPSec Protocol ESP

Encryption Algarithm DES

Authentication Algorithm SHAL

S4 Life Time 26800 (Seconds)

Perfect Forward Secrecy (PFS)  Mone

8.1 Benutzen der VPN-Verbindung

Mit VPN-Tunneln kénnen Sie Dateien sicher senden und empfangen sowie einen Remotezugriff auf
Firmennetzwerke, Internetserver und E-Mails zulassen. Die Dienste funktionieren so, als waren Sie an einem
Standort und nicht tGber das Internet miteinander verbunden.

Zum Beispiel lasst die VPN-Regel “test”
einen sicheren Zugriff auf einen
Internetserver in einem Remote-Firmen- - -
LAN zu. Geben Sie die IP-Adresse des Security Associations Table

Servers (in diesem Beispiell 10.0.0.23) als [ [#] vame | (lacal | Remote |encapsulation ,loeer
die URL Ihres Browsers ein. Die ZyWALL nn T |REEEE jzsé.négén.'znsé‘n: Tunnel :rESP DES--SHAL
baut automatisch den VPN-Tunnel auf, - '
wenn Sie den Server benutzen méchten.

¥PN Rules {IKE} ¥PN Rules {Manual} SA Monitor Global Setting

Refresh I Dizconnect I

Klicken Sie in der Navigationsleiste auf
SECURITY > VPN und dort auf die Registerkarte SA Monitor. Dort erscheint eine Liste der aktiven VPN-
Tunnel (der VPN-Tunnel “test” ist hier oben).
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° Wenn Sie keine VPN-Verbindung herstellen kdnnen, stellen Sie sicher, dass die ZyWALL und
der Remote-IPSec-Router die gleichen VPN-Einstellungen verwenden. Klicken Sie in der
Navigationsleiste auf VPN , um die erweiterten Einstellungen zu konfigurieren. Rufen Sie eine
Website auf, um zu Uberprifen, ob die Internetverbindung hergestellt werden kann.

Einrichten der IP-Adresse des Computers

In diesem Abschnitt wird beschrieben, wie Sie Ihren Computer einrichten miissen, damit er bei Windows
2000, Windows NT und Windows XP eine IP-Adresse empfangen kann. Nur auf diese Weise kann lhr
Computer mit der ZyWALL kommunizieren.
1 Klicken Sie bei Windows XP auf Start, Systemsteuerung.
Klicken Sie bei Windows 2000/NT auf Start, Einstellungen, Systemsteuerung.
2 Klicken Sie bei Windows XP auf Netzwerkverbindungen.
Klicken Sie bei Windows 2000/NT auf Netzwerk und DFU-Verbindungen.
3 Klicken Sie mit der rechten Maustaste auf LAN-Verbindung und dann auf Eigenschaften.

4 Wahlen Sie Internetprotokoll (TCP/IP) (bei Windows XP auf der Registerkarte Allgemein) und klicken
Sie auf Eigenschaften.

5 Das Fenster Eigenschaften von Internetprotokoll
(TCPI/IP) erscheint (bei Windows XP auf der

Internet Protocol {TCP/IP) Properties 21l

. . . . G |
Registerkarte Allgemein). Wihlen Sie IP-Adresse e
automatisch beziehen und DNS-Serveradresse ‘t'ou can get |P zettings assigned automatically if your network, supports
. . this capability. Otherwise, vou need to ask vour network. administrator for
automatisch beziehen. the appropriate [P settings.
6 Klicken Sie auf OK, um das Fenster Elgenschaﬂen von (* DB anlF addess atomatcaly )
Internetprotokolle (TCP/IP) zu schlieRen. SN
7 Klicken Sie auf SchlieBen (bei Windows 2000/NT auf 1P address; [ -
OK), um das Fenster Eigenschaften von LAN- Subret mask: | T
Verbindung zu schlielRen. ey e

8 SchlielRen Sie das Fenster Netzwerkverbindungen.
[ ' Obtain DNS server address automatically )

— Use the following DMS server addresses———————————————————
Ereferred DHE server: | . .

Advanced... |
I oK | I Cancel |
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Schritte zum Ansehen der Produktzertifizierung(en)
1 Besuchen Sie www.zyxel.com.
2 Wahlen Sie auf der ZyXEL-Homepage aus der Liste der Produkte lhr Produkt aus.
3 Wahlen Sie auf dieser die Zertifizierung aus, die Sie gerne angezeigt haben méchten.
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Vista previa

El ZyWALL 2WG es un cortafuegos, soporte de VPNs, gestion del ancho de banda, filtrado de contenidos y
muchas otras caracteristicas. Puede usarlo como cortafuegos transparente sin reconfigurar su red ni
configurar las caracteristicas de enrutamiento de ZyWALL. Cuando el ZyWALL esta en modo router, también
puede insertar una tarjeta 3G inalambrica para afiadir una segunda WAN. El ZyWALL aumenta la seguridad de
la red afiadiendo la opcion de cambiar las funciones de los puertos de LAN a DMZ para utilizarlos con
servidores de acceso publico. Esta guia cubre las conexiones iniciales y configuracion necesaria para

comenzar a usar el ZyWALL en su red.

Vea la Guia del usuario para mas informacion sobre todas las caracteristicas.

Puede que necesite su acceso a Internet para mas informacion.

DMZ
Lo wan "
LAN ! .u[m .|ﬁ| CCG
[P Vel S
\é“H_\ Internet
H = b\J

Esta guia estéa dividida en las siguientes secciones.

1 Conexiones del hardware
2 Acceso al configurador Web
3 Modo puente (bridge)

4 Configuracién del acceso a Internet y registro del
producto

5 DMz

1 Conexiones del hardware

Necesita lo siguiente.

Ordenador

me=mmmmms = /PN
AN o
LA ;o =m
e~ Internet )™ ™= "\ om——
-/
6 NAT

7 Cortafuegos
8 Configuracion de reglas VPN
9 Solucion de problemas

Cables Ethernet Adaptador de corriente
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Realice lo siguiente para crear conexiones de hardware para la configuracion inicial.

o| | m. L]

POWER LAN/DMZ WAN AUX CONSOLE

 S—  —

o L]

1 Use un cable Ethernet para conectar el puerto LAN/DMZ a un ordenador. Si configura estos puertos como
puertos DMZ en la pantalla LAN o DMZ a través del configurador web, también podra usar cables Ethernet
para conectar servidores publicos (web, correo electrénico, FTP, etc.) a los puertos LAN/DMZ.

2 Use un cable Ethernet para conectar el puerto WAN a un dispositivo Ethernet con acceso a Internet.

g Utilice el cable de consola azul si desea conectar el puerto CONSOLA a su ordenador. Utilice
el cable de dial backup (apoyo de marcado) si desea conectar el puerto AUX a un médem
analogico.

3 Introduzca una tarjeta inalambrica 3G en el slot situado en el panel lateral para acceder a Internet
inalambricamente a través de una red 3G. En el momento de escribir redaccion, sélo podra utilizar la tarjeta
inalambrica Sierra AC850/860 3G en el ZyWALL.

4 Use el adaptador de corriente incluido para conectar el zdcalo de alimentacién (en el panel posterior) a
una toma de corriente.
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5 Mire al panel frontal. EI LED PWR se encendera. Los LEDs CARD, LAN/DMZ y WAN se encenderan y
permaneceran encendidos si las conexiones correspondientes se han realizado correctamente.

03
H
§
§

10/100 10/100 10/100 10/100

° Si ninguno de los LEDs esta encendido, verifique sus conexiones y compruebe si los cables
estan dafados. Asegurese de haber conectado el adaptador de alimentacion al ZyWALL y de
haberlo enchufado en una fuente de alimentacién apropiada. Compruebe que la fuente de

alimentacion esté encendida. Si los LEDs contintan apagados, contacte con su vendedor
local.

2 Acceso al configurador Web

Use esta seccion para configurar la interfaz WAN 1 para el acceso a Internet.

1 Abra su explorador de web. Introduzca
192.168.1.1 (la direccién IP predeterminada del
ZyWALL) como direccién.

2 Haga clic en Login (acceso) (la contrasefia
predeterminada 1234 ya esté introducida).

J File Edit ‘iew Favorites Tools  Help

ZyWALL 2WG
J dmEack ~ = - (5 ot | Qi 5search (5 Favorites
| Addvess | hitpif/192.168.1.1

Enter Password and click Login.

T—
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° Si la pantalla de acceso no aparece, compruebe la configuracion de seguridad de su
explorador y asegurese de que su tarjeta Ethernet esté instalada y funcionando
correctamente.

Su ordenador también deberia estar configurado para obtener automaticamente una
direccion IP desde un servidor DHCP. Consulte Configurar la direccién IP de su ordenador
para mas informacion.

3 Cambie la contrasefa de acceso introduciendo 4 Haga clic en Apply (Aplicar) para reemplazar el
una nueva contrasefia y haciendo clic en Apply certificado digital predeterminado de ZyWALL.
(Aplicar).

Replace Factory Default Certificate
Use this screen to change the password.

New Password: " SR

The factory default certificate is common to all
ZyWALL models. Click Apply to create a certificate
using your ZyWALL's MAC address that will be
specific to this device.

Retype to Confirm:

° Si ha cambiado la contrasefia y la ha olvidado, necesitara devolver al ZyWALL a sus valores
predeterminados (la contrasefia es 1234, la direccion IP de la LAN es 192.168.1.1, etc.).
Presione el boton RESET (del panel posterior) hasta que el LED PWR comience a
parpadear, luego suéltelo.

5 Aparecera la pantalla HOME (Inicio).

El ZyWALL esta en modo router por defecto. Contintie en el siguiente paso si desea usar caracteristicas
de enrutamiento como NAT, DHCP y VPN.

Vaya a Seccion 3 si prefiere usar el ZyWALL como cortafuegos transparente.

6 Compruebe la tabla network status (estado de la red). Si el estado de WAN 1 no es Down (Caido) y hay
una direccion IP, vaya a Seccion 5.

Si el estado de WAN 1 es Down (la linea ha caido) (o no hay una direccion IP), haga clic en el icono Wizard
(Asistente) y utilice la Seccion 4 para configurar WAN 1.
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Use las pantallas WAN en NETWORK (red) si necesita configurar WAN 2. También puede configurar la
distribucién de carga entre las conexiones WAN.

Z.VXE'- Automatic Refresh Interval [ErNed| LT o)

HOME
Content Filter Expiration Date License Inactive

REGISTRATION Model ZyWALL 2WE Web site Blocked Mot Supported
NETWORK EI Boothase Version v1.08 | 11/01/2006

Firmware Version V4,02(AQLO)b1 | 11/01/2006
SECURITY =] Up Time A
ADVANCED & System Time 2001-01-01 02:56:41 GMT
N Device Mode Router System Status

Fireveall Enabled

Port Statistics | DHCP Table VPN Bandwidth

T T————

Marry —— A
—
| Interfaces Status IP/ ima IP Assignment Renew
WAN 1 100M/Full 172.23.37.106/ DHCP clizrt Renew
MAINTENANCE 255,255,255.0 _I
WAN 2 Doun 0.0,0.0/ 0,0.0,0 IPCP diznt pial
i Al Dial Backup  Down 0.0.0.0/ 0,0.0.0 HiA Dial
LAN 100M/Full 192,168, 1.1/ DHCP serusr /A
255.255.255.0
WLAN  100M/Full 0.0,0.0/ 0,0.0.0 Static 1A
oMz 100MfFull 10.1.2,3/ DHCP server  NfA

255,255,255.0

3 Modo puente (bridge)

Cuando configura el ZyWALL en modo puente, funciona como un cortafuegos transparente. Haga lo siguiente
para configurar el ZyWALL en este modo bridge.

1 Haga clic en MAINTENANCE (Mantenimiento) en
el panel de navegacion y luego en Device Mode
(Modo de Dispositivo).

General Password  Time and Date| Device Mode | F/W Upload Backup & Restart
| | Restore

Current Device Mode

2 Seleccione Bridge (Puente) y configure una -
mascara de subred de direccion IP (estatica) y una N SoWne e oy e oY a6 el e 2 g
direccion IP de puerta de enlace para las interfaces oo S0 Lt A o2 ot
LAN, WAN, DMZ y WLAN del ZyWALL. = brdee

1P Address

3 Haga clic en Apply (Aplicar). EI ZyWALL se 19 Subre ek
reiniciara.

Gateway IP Address

Vaya a Seccion 5 si tiene servidores que necesitan ser
accesibles desde la WAN.

4 Configuracién del acceso a Internet y registro del producto

1 Haga clic en el icono Wizard (Asistente) () en la pantalla HOME (INICIO) y luego en el enlace Internet
Access Setup (Configuracion de acceso a Internet) para abrir el asistente de acceso a Internet.
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Introduzca la informacion del acceso a Internet exactamente como se le ha dado.

Si se le ha dado una direccion IP para usarla, seleccione Static (Estatica) en el cuadro desplegable IP
Address Assignment (Asignacion de direccion IP) e introduzca la informacion facilitada.

,@ Los campos varian dependiendo de lo que seleccione en el campo Encapsulation
(Encapsulacién). Rellénelos con la informacion facilitada por el ISP o el administrador de
redes.

Haga clic en Apply (Aplicar) cuando haya terminado.

» Encapsulacion Ethernet

Configure un servicio Roadrunner en las
pantallas WAN de NETWORK (Red) (use la : - =3
fiCha pestaﬁa WAN) Tou can select ethernet, PPPoE or PPTP according to in which the network you

are. If you don't know, please ask your networlk administrator, The most popular
type of network is ethernet,

Encapsulation IEthernei vi

IF Address Assignment IS‘taﬁc 'i

My WANIP Address |0 . 0 . 0 . 0
My WaN IF Subnet
Mask I Ui ool 8 @ 0
Gateway IP Address I 0 0w & o B
First DNS Server o . o . o0 .0
Second DNS Server 0= & 20 % 0 0
Elackl Apply

« Encapsulaciéon PPP sobre Ethernet o PPTP

Seleccione Nailed-Up (Forzada) cuando desee que su conexion esté arriba todo el tiempo (esto puede
resultar caro si su ISP le cobra por el tiempo de uso de Internet en lugar de una cuota fija mensual).
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Para no tener una conexion arriba todo el tiempo, especifique un periodo de tiempo en espera (en segundos)
en Idle Timeout (Temporizador de inactividad).

WIZARD - Internet Access WIZARD - Internet Access

ISP Parameters for Internet Access ISP Parameters for Internet Access

PPP over Ethernet +

L
L

PPTP Configuration
WAN IP Address Assignment

2 Haga clic en Next (Siguiente) para mostrar la TNTERNET ACCESS
pantalla donde podra registrar ZyWALL con
myZyXEL.com (centro de servicios en linea de Product registration and service activation for free
ZyXEL) y activar la aplicacion gratuita de prueba You can register ZyWALL on| yie -
de filtrado de contenidos. En caso contrario, haga
clic en Skip (Saltar) y luego en Close (Cerrar)
para completar la configuracion de acceso a
Internet.

3 Si ya tiene una cuenta en myZyXEL.com,
seleccione Existing myZyXEL.com account
(Cuenta myZyXEL.com existente) e introduzca S—
la informacion de la cuenta. En caso contrario, 5
seleccione New myZyXEL.com account
(Nueva cuenta myZyXEL.com) y rellene los
campos de abajo para crear una nueva cuenta

y registrar su ZyWALL. Haga clic en Next '
(Siguiente).

INTERNET ACCESS
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4 Espere a que el progreso del registro finalice.

Register on myZyXEL.com server in Progress

This may take up to 40 seconds. Please wait...

5 La pantalla siguiente muestra si el registro no ha
tenido exito. Haga clic en Return (Volver) para
regresar a la pantalla Device Registration
(Registro del dispositivo) y comprobar su
configuracion.

Register Message

You must type a email in the smail fisld!

Return l

6 Haga clic en Close (Cerrar) para salir de la
pantalla del asistente cuando se hayan
realizado el registro y la activacion.

Installation is complete
Device Registration: Registsrad

Content Filtering : Enabled

Close

/g Si desea activar un servicio estandar con el numero de PIN de su iCard (clave de licencia),
utilice la pantalla REGISTRATION Service (Servicio del REGISTRO). Consulte la guia del
usuario para mas detalles.

° Si no puede acceder a Internet a través de WAN 1, compruebe la conexién del ZyWALL a la
clavija Ethernet con acceso a Internet. Compruebe si el dispositivo de puerta de enlace de
Internet (como un médem DSL) funciona correctamente. Haga clic en WAN en el panel de
navegacion para verificar su configuracion.
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5 DMZ

La Zona DesMilitarizada (DeMilitarized Zone - DMZ) permite a los servidores publicos (web, correo
electrénico, FTP, etc.) estar visibles al mundo exterior teniendo aun proteccién de cortafuegos contra ataques
DoS (Denial of Service -Denegacion de Servicio).

Puede asignar la configuracion TCP/IP a través de DHCP para los ordenadores conectados a los puertos
DMZ. O bien, configure los ordenadores con direcciones IP estaticas (en la misma subred que la direccién IP
del puerto DMZ) y direcciones del servidor DNS. Use la direccion IP del ZyWALL como puerta de enlace
predeterminada.

Realice lo siguiente para configurar la DMZ si el ZyWALL estd en modo de enrutamiento.

,gg No necesita configurar la DMZ con modo puente, vaya a Seccién 7.

1 Haga clic en NETWORK (RED) > DMZ en el panel de navegacion.
2 Especifique una direccion IP y mascara de subred

para la interfaz DMZ. oriz static pHCP 17 Alias Port Roles

. . . . ross Jo .o . o . o | irection -
Si usa direcciones IP privadas en la DMZ, use oo e P
NAT para hacer a los servidores accesibles = fiewe =]
publicamente (ver Seccion 6). e o

1P ool Starting Address | 0 . 0 . o . 0 | Fool size fis |
Una direccién IP publica debe estar en una subred e
separada de las direcciones IP publicas de los
puertos WAN. Si no configura NAT para las
direcciones IP publicas en la DMZ, el ZyWALL
enruta el trafico a las direcciones IP publicas de la
DMZ sin realizar la NAT. Esto puede resultar atil
para albergar servidores para aplicaciones =
hostiles NAT.

3 Haga clic en Apply (Aplicar).
4 Por defecto, los puertos LAN/DMZ (del 1 al 4) son

todos puertos LAN. Para configurar un puerto DG 1 Aline Park Rales
como puerto DMZ, haga clic en la pestafia Port

een DMZ and LAN

n DM2 and WANL
n BMZ and WANZ
n M2 and WLAN

0 need to create a Firewall rule.

e & @ @

Roles (Funcion de los puertos), seleccione el B2 (L€
botén circular junto a DMZ y haga clic en Apply
(Aplicar). e | s |
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6 NAT

NAT (Network Address Translation (Traduccion de Direcciones de Redes) - NAT, RFC 1631) significa la
traducciéon de una direccion IP en una red a una direccién IP diferente en otra. Puede usar las pantallas de
NAT Address Mapping (mapeo de direcciones NAT) para que el ZyWALL traduzca multiples direcciones IP
publicas a multiples direcciones IP privadas en su LAN (o DMZ).

El siguiente ejemplo permite el acceso desde la WAN1 a un servidor HTTP (web) en la DMZ. El servidor tiene
una direccion IP privada de 10.0.0.20.

1 Haga clic en ADVANCED (AVANZADA)
> NAT en el panel de navegacién y __NAT Overview  Address Mapping | Port Forwarding | Port Triggering
luego en Port Forwarding (Reenvio de “Part Forwarding Rules.
puerto). WAN Interface WANT
2 Seleccione la conexion WAN (WAN1) Dfaule server CEECIRNC I 50 7o Fagel 1 7]
para la que desea configurar las normas Em
, M |web a0 - B0 o o 89 & 0 WA G o0
de reenvio de puertos. Br . T . o ——
3 Seleccione la casilla de verificacion E} = B B i1 1 ¢
. . 4 [N o o o o [i] 0 [i] 0
Active (Activa). Br — — —_—
4 Escriba un nombre para la regla. E} = O FEF i oo
. B L 7|8 fn - o | [] 0 [ 0
5 Escriba el numero que el servicio usa. A o F o 0 T E
. . s . u 2 =
6 Escriba la direccion IP del servidor E} = — — —
HTTP.
e e
7 Haga clic en Apply (Aplicar).
Reset

7 Cortafuegos

Puede usar el ZyWALL sin configurar el cortafuegos.

El cortafuegos del ZyWALL esta preconfigurado para proteger su LAN de ataques desde Internet. Por
defecto, no puede entrar ningun trafico en su LAN a menos que se haya generado una peticion en la LAN
antes. El ZyWALL permite el acceso a la DMZ desde la WAN o LAN, pero bloquea el trafico de la DMZ a la
LAN.

Si usa el ZyWALL en modo enrutador, contintie con la siguiente seccion. Para el modo puente, habra
finalizado con la configuracion inicial.
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8 Configuracion de reglas VPN

Un tanel VPN (Virtual Private il i e e s s g
; ; Loca Network Remote Network I

Network - Red Privada Virtual) le |
ofrece una conexién segura a otro I |- | Reamote | [ ] 1
ordenador o red. = ] AR IPSecRouter | \%“j_,i =

St s,
i il _k_J_\_ RN T SN L )

Una politica de puerta de enlace A ‘-ﬁ m— 1
identifica a los enrutadores IPSecen | _| =R A sed Lol on L |
e e e e 3 S ——

lnln--inllilll-ln--in-l“

ambos extremos del tunel VPN.

Una politica de red especifica qué
dispositivos (detras de los
enrutadores IPSec) pueden usar el
tunel VPN.

NMETWORK POLIGY

Esta figura ayuda a explicar los campos principales en las pantallas del asistente.

™ " Local Network | | rRemote Network

| |
| - Remote |

= IPSec Router |

I ==
(I

- xﬁ—\ VPN Tunnel
| — _
Local Network | Remote Network
_lﬂ‘ﬁrﬁ?— —_— Mv ZVWALL Remote I_ N——— _”:idﬂeﬁ — —
yey Gateway Address

1 Haga clic en el icono Wizard (Asistente) () en la pantalla HOME (INICIO) y luego en el enlace VPN Setup
(Configuracion VPN) para abrir el asistente VPN.

,@f Su configuracion no se grabara cuando haga clic en Back (Atras).
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2 Use esta pantalla para configurar la politica de la
puerta de enlace.
Name (Nombre): Introduzca un nombre para :
identificar la politica de la puerta de enlace. e Test

Remote Gateway Address (Direccion de puerta de " b
My ZyWALL oo

enlace remota): Introduzca la direccién IP o nombre
nt emote Gatewa ress Iranck fice.com
del dominio del enrutador IPSec remoto. RIBGRHERE rencrr
Back

3 Use esta pantalla para configurar la politica de la

red.

Deje la casilla de verificacion Active (Activa) e

seleccionada. i

Mame Test

Name (Nombre): Introduzca un nombre para

identificar la politica de la red. Loeal st I ———

Seleccione Single (Una) e introduzca la direccion IP Starting 1P Address 192 168 . 1 . 0

;e . .y Ending IP Address / Subnet 255 . 255 . 255 . O
para una unica direccion IP. Mask
Seleccione Range IP (Rango IP) e introduzca las EEmzsleos ® Sl (e G S
. . PR . e i dd . 5 i
direcciones IP inicial y final para un rango especifico i e e ——————

de direcciones IP. Mask

Seleccione Subnet (Subred) e introduzca la direccion
IP y la mascara de subred para especificar las Newt
direcciones IP en una red por su mascara de subred.

g Compruebe que el enrutador IPSec usa la misma configuraciéon de seguridad que la que
configurara en las siguientes dos pantallas.

Negotiation Mode (Modo de negociacion): Seleccione Main Mode (Modo principal) para la proteccion de la
identidad. Seleccione Aggressive Mode (Modo agresivo) para permitir que mas conexiones entrantes desde
direcciones IP dinamicas usen contrasefias separadas.

,@ SAs (asociaciones de seguridad) multiples conectadas a través de una puerta de enlace
segura deben tener el mismo modo de negociacion.

Encryption Algorithm (Algoritmo de cifrado): Seleccione 3DES o AES para un cifrado mas fuerte (y mas
lento).
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Authentication Algorithm (Algoritmo de autenticacion): Seleccione MD5 para una seguridad minima o SHA-1
para una mayor seguridad.

Key Group (Grupo de claves): Seleccione DH2 para una mayor seguridad.

SA Life Time (Temporizador de SA): Ajuste la frecuencia con que ZyWALL negocia la IKE SA (minimo 180
segundos). Una vida de SA corta aumenta la seguridad, pero la negociacién desconecta temporalmente el
tanel VPN.

Pre-Shared Key (Clave pre-compartida): Use 8 a 31 caracteres ASCI| sensibles a mayusculas o 16 a 62
caracteres hexadecimales ("0-9", "A-F"). Precede una clave hexadecimal con un "0x” (cero x), que no cuenta
como parte del rango de caracteres 16 a 62 para la clave.

Encapsulation Mode (Modo de encapsulacion): Tunnel (Tunel) es compatible con NAT, Transport
(Transporte) no lo es.

IPSec Protocol (Protocolo IPSec): ESP es compatible con NAT, AH no lo es.

Perfect Forward Secrecy (PFS): None (Ninguno) permite una configuracion IPSec mas rapida, pero DH1 y
DH2 son el modo seguro.

4 Use esta pantalla para establecer la configuracion 5 Use esta pantalla para establecer la configuracion
de tunel IKE (Internet Key Exchange - Intercambio IPSec.
de Claves de Internet).

\g (IKE Phase 2]

Encapsulation Made & Tunnel © Transpart

1PSec Protocol * Esp C aH

Encryption Algorithm ™ pEs O aEs © 3DES (. MULL
aAuthentication Algorithm & sHaL O MDS

S4 Life Time 28800 (Seconds)

) Perfect Forward Secrecy
SA Life Time 25800 (Secends) (PFS)

Pre-sShared Key 112345678

Hegatiation Mods @ Main Mode ¢ Aggressive Mode
Encryption Algorithm ' pes ¢ aEs O 3DES
Authenticstion Algorithm  © sHai * MDS

Key Graup ' pH1 © DHZ
® none ¢ DHL © DHz
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6 Compruebe su configuracion VPN. Haga clic en
Finish (Finalizar) para guardar la configuracion.

Gateway Policy Property
Test

Gateway Policy Setting
My ZywaLL
Remote Gateway Address

0.0.0.0
BranchOffice .com

Network Policy Property
e

Yes
Hame Test
Network Policy Setting
Local Network
Starting IP Address 192.168.1.0

Subnet Mask
Remote Network

255.255.255.0

Starting IP Address 10.0.0.0
Subnet Mask 255.0,0.0
IKE Tunnel Setting (IKE Fhase 1)
Authentication For Activating YPH
Authenticated By
User Name
Password
Negotiation Mode Main Mode
Encryption Algorithm DES
Authentication Algorithm MDS
Key Group
SA Life Time 28800 {Seconds)

Pre-Shared Key 12345675
IPSec Setting (IKE Phase 2)
Encapsulation Mode
IPSec Protocol
Encryption Algorithm
Authentication Algorithm
54 Life Time
Ferfect Forward Secrecy (FFS)

Tunnel Mode
ESP
DES

SHAL
25800 {Seconds)
None

Back | Finish

8.1 Usar la conexion VPN

7 Haga clic en Close (Cerrar) en la pantalla final
para completar la configuracién del asistente para
VPN. Continue con la siguiente seccién para
activar la regla VPN y establecer una conexion
VPN.

Congratulations, The WPN wizard configuration is
complete.

Check our exciting range of Zy<EL products at
http:/fwew zyxel.com

Hawing WPN access problems?

1. Werify your settings in this wizard.

2. If your wizard entries are correct, but still cannot
access the Internet, then check that your ISP
account is active and that the settings you entered
in the wizard are correct,

3. If you still have problems, please contact
custormer support,

Close

Use tuneles VPN para enviar y recibir archivos con seguridad y permitir el acceso remoto a redes
corporativas, servidores de web y correo electrénico. Los servicios funcionan igual que si estuviese en la

oficina en lugar de estar conectado a Internet.

Por ejemplo, la regla VPN “test” (prueba)
permite un acceso seguro a un servidor
web en una LAN corporativa remota.
Introduzca la direccion IP del servidor
(10.0.0.23 en este ejemplo) como URL en
su explorador. El ZyWALL construye
automaticamente un tunel VPN cuando

-

¥PN Rules {IKE})

e i ble
Local Remote - IPSec

¥PM Rules {Manual} Sa& Monitor Global Setting

19216810/ | 10000/ | [ = |
st |sszssisso |esszsszsso| T4l FSP DES-SHAL

intenta usarlo.

Refresh I Dizzonnect I

Haga clic en SECURITY (SEGURIDAD) >

VPN en el panel de navegacion y luego en la ficha SA Monitor (monitor SA) para mostrar una lista de los
tuneles VPN conectados (el tunel VPN “test” (prueba) esta aqui).

46




ESPANOL

° Si no puede establecer una conexion VPN, compruebe si el ZyWALL y el router IPSec

utilizan la misma configuracion VPN. Haga clic en VPN en el panel de navegacion para
establecer la configuracion avanzada. Acceda a un sitio web para comprobar si tiene una

conexion a Internet correcta.

Configurar la direccién IP de su ordenador

Esta seccion le explica como configurar su ordenador para recibir una direccion IP en Windows 2000,
Windows NT y Windows XP. Esto asegura que su ordenador pueda conectarse con su ZyWALL.

1 En Windows XP, haga clic en Inicio, Panel de control.

En Windows 2000/NT, haga clic en Inicio, Configuracion, Panel de control.

2 En Windows XP, haga clic en Conexiones de red.

En Windows 2000/NT, haga clic en Conexiones de red y marcacion.

3 Haga clic con el boton derecho en Conexion de area local y haga clic en Propiedades.

4 Seleccione Protocolo Internet (TCP/IP) (en la ficha General en Windows XP) y haga clic en

Propiedades.

5 Se abrira la pantalla Propiedades de Protocolo
Internet TCP/IP (la ficha General en Windows XP).
Seleccione las opciones Obtener una direcciéon IP
automaticamente y Obtener la direccion del servidor
DNS automaticamente.

6 Haga clic en Aceptar para cerrar la ventana
Propiedades de Protocolo Internet (TCP/IP).

7 Haga clic en Cerrar (Aceptar en Windows 2000/NT)
para cerrar la ventana Propiedades de conexiéon de
area local.

8 Cierre la pantalla Conexiones de red.

Internet Protocol {TCP/IP) Properties

General

‘t'ou can get |P zettings assigned automatically if your network, supports
this capability. Otherwise, vou need to ask vour network. administrator for
the appropriate |P settings.

l(:' Obtain an IF address automatical )
— Use the fallowing IP address:

P address: I - -
Subret mask: I : :
[efault gateway: | : E

( ' Obtain DNS server address automatically ]

— Use the following DMS server addresses———————————————————
Advanced... |

DS server:

Ereferred

e IS server:

el

Cancel |

2|
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Procedimiento para ver la(s) certificacion(es) del producto

1 Vaya a www.zyxel.com.

2 Seleccione su producto de la lista desplegable en la pagina inicial de ZyXEL para ir a la pagina de ese
producto.

3 Seleccione la certificacion que desee visualizar en esta pagina.
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FRANCAIS

Présentation

Le ZyWALL 2WG est un pare-feu avec VPN, gestion de bande passante, filtrage de contenu et de
nombreuses autres fonctionnalités. Vous pouvez I'utiliser comme un pare-feu transparent et ne pas
reconfigurer votre réseau ni configurer les fonctionnalités de routage du ZyWALL. Quand le ZyWALL est en
mode routeur, vous avez aussi la possibilité d'insérer une carte sans fil 3G pour ajouter un second WAN. Le
ZyWALL améliore la sécurité du réseau grace a la possibilité de changer les réles des ports LAN en DMZ pour
utiliser avec des serveurs accessibles au public. Ce guide couvre les connexions initiales et la configuration
nécessaire pour commencer a utiliser le ZyWALL dans votre réseau.

Voir le Guide de I'utilisateur pour plus d'informations sur toutes les fonctionnalités.

Vous aurez peut-étre besoin de vos informations d'accés a Internet.
DMz

WAN ====mm=e = VPN

= = £
LAN .u[m .u[\u C w LAN [
m L RE R - ]

! <;'<:_ == = =

== \ Internet ,i ) J &S !
- - \J \:‘d\"r' ,' =
— = ST,

=S _—
=== < -

-/

Ce guide est divisé en sections comme suit.

1 Connexions matérielles 6 NAT

2 Accéder au Configurateur Web 7 Pare-feu

3 Mode Pont 8 Installation de la régle VPN

4 Installation de 'accés a Internet et inscription du 9 Dépannage

produit

5 DMZ
1 Connexions matérielles
Vous avez besoin des éléments suivants.

ZyWALL Ordinateur Cables Ethernet Adaptateur d'alimentation
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Procédez comme suit pour effectuer les connexions matérielles pour l'installation initiale.

= —

o| | m. L]

POWER LAN/DMZ WAN AUX CONSOLE

o L]

 —

1 Utilisez un cable Ethernet pour connecter le port LAN/DMZ & un ordinateur. Si vous configurez ces ports
en ports DMZ dans I'écran LAN ou DMZ a I'aide du configurateur web, vous pouvez aussi utiliser les
cables Ethernet pour connecter les serveurs publics (web, e-mail, FTP, etc.) aux ports LAN/DMZ.

2 Utilisez un autre (ou d'autres) cable Ethernet pour connecter le port WAN a une prise Ethernet avec accés
a Internet.

/gg Utilisez le cable de console bleu si vous voulez connecter le port CONSOLE a votre
ordinateur. Utilisez le cable d'accés direct secouru noir si vous voulez connecter le port AUX

a un modem analogique.

3 Insérez une carte sans fil 3G dans la fente prévu a cette effet sur le cété de I'appareil afin de pouvoir accéder a
I'Internet sans fil via un réseau 3G. Pour l'instant, vous pouvez utiliser une carte 3G Sierra AC850/860 dans le

ZyWALL.
4 Utilisez le adaptateur d'alimentation pour connecter la prise d'alimentation (sur le panneau arriére) a une

prise de courant.
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5 Regardez le panneau avant. La LED PWR s'allume. Les LED CARD, LAN/DMZ, et WAN s'allument et
restent allumées si les connexions correspondantes sont effectuées correctement.

03
H
§
§

10/100 10/100 10/100 10/100

° Si aucune des LED n'est allumée, vérifiez vos connexions, et vérifiez si vos cables ne sont
pas endommageés. Vérifiez que I'adaptateur d'alimentation est connecté au ZyWALL et

branché dans une prise de courant appropriée. Vérifiez que I'alimentation est sous tension. Si
les LED sont toujours éteintes, contactez votre vendeur.

2 Accéder au Configurateur Web

Utilisez cette section pour configurer I'interface WAN 1 pour I'accés a Internet.

1 Lancez votre navigateur web. Entrez 192.168.1.1 2 Cliquez sur Login (Ouverture de session) (le mot

(I'adresse IP par défaut du ZyWALL) comme de passe par défaut 1234 est déja entré).
adresse.

J File Edit ‘iew Favorites Tools  Help

ZyWALL 2WG
J dmEack ~ = - (5 ot | Qi 5search (5 Favorites
| Addvess | hitpif/192.168.1.1

Enter Password and click Login.

— ]
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? Si I'écran d'ouverture de session ne s'affiche pas, vérifiez les paramétres de sécurité de votre
navigateur et assurez-vous que la carte Ethernet de votre ordinateur est installée et
fonctionne correctement.

Votre ordinateur doit aussi étre paramétré de fagon a obtenir automatiquement une adresse
IP depuis un serveur DHCP. Consultez Paramétrez I'adresse IP de votre ordinateur pour plus
d'informations.

3 Changez le mot de passe d'ouverture de session 4 Cliquez sur Apply (Appliquer) pour remplacer le
en entrant un nouveau mot de passe et cliquez sur certificat numérique par défaut du ZyWALL.

Apply (Appliquer).

Replace Factory Default Certificate

Use this screen to change the password.

New Password: " SR

The factory default certificate is common to all
ZyWALL models. Click Apply to create a certificate
using your ZyWALL's MAC address that will be
specific to this device.

Retype to Confirm:

? Si vous avez changé le mot de passe et que vous I'avez oublié, vous devez rétablir le
ZyWALL a son paramétrage par défaut (le mot de passe est 1234, I'adresse IP LAN est
192.168.1.1, etc.). Appuyez sur le bouton RESET (REINITIALISER) (sur le panneau arriére)
jusqu'a ce que la LED PWR se mette a clignoter, puis relachez-le.

5 L'écran HOME (ACCUEIL) s'ouvre.
Par défaut, le ZyWALL est en mode routeur. Suivez I'étape suivante si vous voulez utiliser les fonctionnalités de
routage telles que NAT, DHCP et VPN.
Allez a la Section 3 si vous préférez utiliser le ZyWALL comme un pare-feu transparent.

6 Reportez-vous au tableau d'network status (Etat du Réseau). Si I'état WAN 1 n'est pas Down (Désactivé)
et qu'il y a une adresse IP, allez a la Section 5.

Si I'état WAN 1 est Down (Désactivé) (ou qu'il n'y a pas d'adresse IP), cliquez sur l'icone Wizard (Assistant) et
utilisez la Section 4 pour configurer WAN 1.
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Utilisez les écrans NETWORK (RESEAU) WAN si vous devez configurer WAN 2. Vous pouvez aussi
configurer I'équilibrage de charge entre les connexions WAN.

zyXEL Automatic Refresh Interval (oS

HOME

Security Services

T v (D)

System Information

REGISTRATION

NETWORK

SECURITY

System Name
Model

Boothase Version

Firmware Version

ZywALL 2WE
v1.08 | 11/01/2006
v4.02(#QL0Jb1 | 11/01/2006

Content Filter Expiration Date
Web site Blocked

License Inactive

Hot Supparted

Latest Alerts

Up Time 02:56:16 L7 (L — T
ADYANCED System Time 2001-01-01 02:56:41 GMT
DA Device Mode Router System Status

Firewall Enabled

[— T
Memory |:| 23/32 MB
Sessions I:| 14/3000
—

Interfaces Status  [PfNetmask  IP Assignment Renew

WAN 1 100M/Full 172.23.37.106/  DHCP dient
MAINTENANCE 255,255.255.0 m‘
WAN 2 Down 0.0.0.0/ 0.0.0.0  IPCP cliznt Dial
L OTRE Dial Backup Down 0.0,0.0/ 0,0.0,0  HfA

Dial

LAN 100M/Full 192,168, 1.1/ DHCP serusr /A
255.255.255.0

WLAN  100M/Full 0.0,0.0/ 0,0.0.0 Static 1A

oMz 100MfFull 10.1.2,3/ DHCP server  NfA

255,255,255.0

Port Statistics | DHCP Table VPN

Bandwidth

3 Mode Pont

Quand vous paramétrez le ZyWALL en mode pont, il
comme suit pour paramétrer le ZyWALL en mode po

1 Cliquez sur MAINTENANCE dans le

fonctionne comme un pare-feu transparent. Procédez
nt.

panneau de navigation et ensuite sur le
Device Mode (Mode Périphérique).

2 Sélectionnez Bridge (Pont) et configurez
une d'adresse IP (statique) de masque de
sous-réseau et une adresse IP de
passerelle pour les interfaces LAN, WAN,
DMZ et WLAN du ZyWALL.

3 Cliquez sur Apply (Appliquer). Le ZyWALL
redémarre.

Passez a la Section 5 si vous avez des

Backup &
Restore

General

Password  Time and Date| Device Mode  F/W Upload Restart

Current Device Mode

Device Mode Router

Device Mode Setup

The ZyWALL restarts automatically after you change the device mode and click "Apply".

" Router
1P Address (See LAN, WAN, DMZ and WLAN)
¥ Bridge
1P Address 192 . 188 . 1 1
1P Subnet Mask 255 . 255 . 285 . 0
Gateway IP Address o .0 .0 .0

serveurs qui doivent étre accessibles a partir
du WAN.




FRANCAIS

4 Installation de I'accés a Internet et inscription du produit

1 Cliquez sur l'icone () Wizard (Assistant) dans I'écran HOME (ACCUEIL) et ensuite sur le lien Internet
Access Setup (Installation de l'accés a Internet) pour ouvrir I'assistant d'accés a Internet.

Entrez les informations d'accés a Internet exactement telles qu'elles vous ont été fournies.

Si vous avez regu une adresse IP a utiliser, sélectionnez Static (Statique) dans la boite de la liste déroulante
d'IP Address Assignment (Attribution d'adresse IP) et saisissez les informations fournies.

,gg Les champs varient en fonction de ce que vous sélectionnez dans le champ Encapsulation.
Remplissez-les avec les informations fournies par I'|SP ou I'administrateur réseau.

Cliquez sur Finish (Terminer) quand vous avez terminé.

* Encapsulation Ethernet

Configurer un service Roadrunner dans les
écrans du NETWORK WAN (utilisez

|‘ong|et WAN) fou can select ethernet, PPPoE or PPTP according to in which the network you
. are, If you don't know, please ask your networl: administrator, The most popular
type of netwark is ethernet,

I Ethernet G

Encapsulation

My ian IP Address

My WaN IP Subnet
Mask

Gateway IP Address

First DNS Server
Second DNS Server

IF Address Assignment ISTatic Vi

1]

0

o

0

o

0

Back I

* PPP over Ethernet ou PPTP Encapsulation

Sélectionnez Nailed-Up quand vous voulez que votre connexion soit toujours active (cela peut étre cher si
votre ISP vous facture pour votre temps d'utilisation a la place d'un abonnement mensuel).
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Pour ne pas avoir la connexion constamment active, spécifiez un délai d'inactivité (en secondes) dans Idle

Timeout (Délai d'inactivité).

WIZARD - Internet Access

ISP Parameters for Internet Access

PPP over Ethernet +

L

WAN IP Address Assignment

WIZARD - Internet Access

ISP Parameters for Internet Access

PPTP Configuration

2 Cliquez sur Next (Suivant) pour afficher I'écran
ou vous pouvez inscrire votre ZyWALL avec
myZyXEL.com (Centre de services en ligne de
ZyXEL) et activer I'application d'évaluation
gratuite de filtrage de contenu. Vous pouvez
aussi cliquer sur Skip (Passer) et ensuite sur
Close (Fermer) pour terminer l'installation de
l'accés a Internet.

3 Si vous avez déja un compte sur
myZyXEL.com, sélectionnez Existing
myZyXEL.com account (Quitter mon compte
myZyXEL.com) et entrer les informations du
compte. Vous pouvez aussi sélectionner New
myZyXEL.com account (Nouveau compte
myZyXEL.com) et remplir les champs ci-
dessous pour créer un compte et enregistrer
votre ZyWALL. Cliquez sur Next (Suivant).

INTERNET ACCESS

Product registration and service activation for free

INTERNET ACCESS

Device Registration

Taiwan
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4 Attendez que l'enregistrement soit terminé.

Register on myZyXEL.com server in Progress

This may take up to 40 seconds. Please wait...

5 Les écrans suivants s'affichent si
I'enregistrement a échoué. Cliquez sur Return
(Retour) pour retourner a I'écran Device
Registration (Inscription matériel) et vérifier
VoS parameétres.

Register Message

You must type a email in the smail fisld!

Return l

6 Cliquez sur Close (Fermer) pour quitter
I'assistant quand l'inscription et I'action sont
effectuées.

Installation is complete
Device Registration: Registsrad

Content Filtering : Enabled

Close

,@f Si vous voulez activer un service standard avec le numéro PIN de votre iCard (clé de licence),
utilisez I'écran de REGISTRATION Service (Service d'INSCRIPTION). Voir le guide de
I'utilisateur pour les détails.

° Si vous n'arrivez pas a accéder a Internet via WAN 1, vérifiez la connexion du ZyWALL a la
prise Ethernet avec accés Internet. Vérifiez que le périphérique de passerelle Internet (un
modem DSL par exemple) fonctionne correctement. Cliquez sur WAN dans le panneau de
navigation pour vérifier vos parameétres.
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5 DMZ

La Zone Démilitarisée (DMZ) permet aux serveurs publics (web, e-mail, FTP, etc.) d'étre visible au monde
extérieur et avoir cependant une protection pare-feu contre les attaques DoS (Denial of Service).

Vous pouvez attribuer la configuration TCP/IP via DHCP aux ordinateurs connectés aux ports DMZ.
Autrement, configurez les ordinateurs avec des adresses IP statiques (dans le méme sous-réseau que les
adresses |IP des ports DMZ) et les adresses de serveur DNS. Utilisez I'adresse IP DMZ du ZyWALL comme
passerelle par défaut.

Procédez comme suit pour configurer le DMZ si le ZyWALL est en mode routage.

g Vous n'avez pas besoin de configurer DMZ avec le mode pont, sautez a la Section 7.

1 Cliquez NETWORK (RESEAU) > DMZ dans le

panneau de navigation. ® lias Port Rotes
2 S'pecmez une'adresse IP et un masque de sous- e e — I —
réseau pour l'interface DMZ. e I RIP version [re1 =]
Si vous utilisez des adresses IP privées sur le [iere ]
e 1P Pool Starting Address ] o [l ) Pool Size 128
DMZ, utilisez NAT pour rendre les serveurs G
accessibles au public (voir la Section 6). S

Une adresse IP publique doit se trouver sur un I Allow betwoon

and LAN
. ™ Allow between and WANL
sous-réseau séparé de l'adresse |IP publique du 1™ Al btneen EHZ and W2

™ Allow betwesn and WLAN

port WAN. Si vous ne configurez pas NAT pour les
adresses IP publiques sur le DMZ, le ZyWALL
dirige le trafic vers les adresses IP publiques sur le =

Note: You also need to create a Eirewall rule.

DMZ sans effectuer de NAT. Cela peut étre utile
pour héberger des serveurs pour des applications non conviviales avec NAT.

3 Cliquez sur Apply (Appliquer).

4 Par défaut, les ports LAN/DMZ 1 a 4 sont tous des
ports LAN. Pour configurer un port en port DMZ, staticonce e aiias ortoles
cliquez sur I'onglet de Port Roles (Réle des Ports),
sélectionnez la case a c6té de DMZ et cliquez sur

Apply (Appliquer).

NG G o

e ewe
| wian OO OO

Ay Reset
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6 NAT

NAT (Network Address Translation - NAT, RFC 1631) permet la conversion d'un adresse IP dans un réseau en
une adresse IP différente dans un autre. Vous pouvez utiliser les écrans de NAT Address Mapping (Mappage
d'Adresse NAT) pour que le ZyWALL convertisse plusieurs adresses IP publiques en plusieurs adresses IP
privées sur votre LAN (ou DMZ).

L'exemple suivant permet I'accés depuis le WAN1 a un serveur HTTP (web) sur le DMZ. Le serveur possede
une adresse IP privée de 10.0.0.20.

1 Cliquez sur ADVANCED (AVANCE) >
NAT dans le panneau de navigation et __NAT Overview  Address Mapping | Port Forwarding | Port Triggering
ensuite sur Port Forwarding “Port Forwarding Rules
(Réacheminement de Port). WAN Interface |
2 Sélectionnez la connexion WAN (WAN1) Dfaule server CEECIRNC I 50 7o Fagel 1 7]
pour laquelle vous voulez configurer les Em
N . . M |web a0 - B0 o o 89 & 0 WA G o0
regles de réacheminement de port. Br . T . o ——
3 Sélectionnez la case a cocher Active. E} = P LT O
4 (S o -0 o -0 ] 0 i 0
4 Tapez un nom pour la regle. B ] b ] o T
, . L | 5 2 ;
5 Tapez le numéro de port que le service } = :E :E :E :z L N
Utilise. E‘ § | o -0 o - @ 1] 1] 1] 1]
r : ;
6 Tapez I'adresse IP du serveur HTTP. E} = — — —
7 Cliquez sur Apply (Appliquer). el e e B
Mote Z: Port Translation is optional,
Reset

7 Pare-feu

Vous pouvez utiliser le ZyWALL sans configurer le pare-feu.

Le pare-feu du ZyWALL est préconfiguré pour protéger votre LAN contre les attaques provenant d'Internet.
Par défaut, aucun trafic ne peut pénétrer dans votre LAN a moins qu'une requéte ne soit tout d'abord générée
sur le LAN. Le ZyWALL permet I'accés au DMZ depuis le WAN ou LAN, mais bloque le trafic provenant du
DMZvers le LAN.

Si vous utilisez le ZyWALL en mode routeur, suivez la section suivante. Pour le mode pont, vous en avez
terminé avec la configuration initiale.
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8 Installation de la regle VPN

Un tunnel VPN (Virtual Private il i e e s s g
Network) vous offre une connexion Locd Hetaoriy L |
sécurisée a un autre ordinateur ou I [ | Reamote | [ ] |
réseau. | ([ _—— J MyZWALL IPSecRouter | \-‘;’:-_,i- =
. . - (P N\ a—— VPNTunnd %3 el

Une stratégie de passerelle identifie = | A ‘-ﬁ — ]
les routeurs IPSec aux extrémités ._ J gl ATEW A O LY L |

e e A ARARRAANRANRARR AN AR AT o s o s e e ol

d'un tunnel VPN.

Une stratégie de réseau spécifie les
périphériques (derriére les routeurs
IPSec) pouvant utiliser le tunnel
VPN.

NMETWORK POLIGY

Cette figure aide a expliquer les champs principaux dans les écrans de I'assistant.

i‘ e Gc;' mtw_o,rl IrRemote Network
: ! I Remote | - I
\7—J=—:_ [ ]
| - _92:3_\_ VPN Tunnel => |
— S *
I chga’;dl\ldetwork | K \ | Remote Network I

Gateway Address

1 Cliquez sur l'icbne () Wizard (Assistant) dans I'écran HOME (ACCUEIL) et ensuite sur le lien VPN Setup
(Installation du VPN) pour ouvrir I'assistant du VPN.

,@f Vos parameétres ne sont pas enregistrés quand vous cliquez sur Back (Retour).
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2 Utilisez cet écran pour configurer la stratégie de

passerelle.
Name (Nom): Entrez un nom pour identifier la :
stratégie de passerelle. e Test
Remote Gateway Address (Adresse de passerelle SR
. : T
distante): Entrez I'adresse IP ou le nom de domaine YA —
dU rOUteUr IPSeC diStant. Remote Gateway Address BranchOffice. com
Back
3 Utilisez cet écran pour configurer la stratégie de
réseau.
Laissez la case a cocher Active sélectionnée.
Name (Nom): Entrez un nom pour identifier la o —
stratégie de réseau. T
Sélectionnez Single (Unique) et entrez une adresse Lonel Network e S o
IP pour une adresse IP unique. Starting 1P Address 82088 . 1 .0
; . , . ;r;dswlzg IP Address / Subnet 255 . 255 . 255 . O
Sélectionnez Range IP (Plage d'IP) et saisissez les
adresses IP de début et de fin pour une plage Bttt © single © Range1r © Subnet
d, d IP 4, f Starting IP Address 10 & 0 @ e O
adresses SpeCI Ique Ending IP Address / Subnet

Mask 2% . 0 . 0 .0

Sélectionnez Subnet (Sous-réseau) et saisissez une
adresse IP et un masque de sous-réseau pour

spécifier les adresses IP sur le réseau par leur [ack] next|
masque de sous-réseau.

g Vérifiez que le routeur IPSec distant utilise les mémes parameétres de sécurité que ceux que
vous configurez dans les deux écrans suivants.

Negotiation Mode (Mode de négociation): Sélectionnez Main Mode (Mode Principal) pour la protection
d'identité. Sélectionnez le Aggressive Mode (Mode Agressif) pour permettre a plus de connexions entrantes a
partir des adresses IP dynamiques d'utiliser des mots de passe séparés.

,@ Plusieurs SAs (associations de sécurité) se connectant via une passerelle de sécurité doivent
avoir le méme mode de négociation.

Encryption Algorithm (Algorithme de cryptage): Sélectionnez 3DES ou AES pour bénéficier d'un cryptage
plus puissant (et plus lent).
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Authentication Algorithm (Algorithme d'authentification): Sélectionnez MD5 pour la sécurité minimale ou
SHA-1 pour une sécurité plus élevée.

Key Group (Groupe de clés): Sélectionnez DH2 pour avoir une sécurité plus élevée.

SA Life Time (Durée de vie SA): Définissez la fréquence a laquelle le ZyWALL renégocie I'lKE SA (minimum
180 secondes). Une durée de vie de SA courte augmente la sécurité, mais la renégociation déconnecte
temporairement le tunnel VPN.

Pre-Shared Key (Clé prépartagée): Utilisez 8 a 31 caractéres ASCII sensibles a la casse ou 16 a 62 caracteres
hexadécimaux ("0-9", "A-F"). Faites précéder une clé hexadécimale par un "0x” (zéro x), qui n'est pas compté
comme faisant partie de la plage de 16 a 62 caractéres pour la clé.

Encapsulation Mode (Mode d'encapsulation): Tunnel est compatible avec NAT, Transport ne I'est pas.
IPSec Protocol (Protocole IPSec): ESP est compatible avec NAT, AH ne l'est pas.

Perfect Forward Secrecy (Confidentialité de transmission parfaite) (PFS): None (Aucune) permet une
configuration IPSec plus rapide, mais DH1 et DH2 sont plus sécurisés.

4 Utilisez cet écran pour configurer les parametres 5 Utilisez cet écran pour configurer les paramétres

IKE (Internet Key Exchange-Echange de clé IPSec.
Internet).
Encapsulation Made = miamel T resiepont
Hegatiation Hods @ Main Mods ¢ Aggrsssive Mode 15ze Rivcie] Esp £ aH
Encryption Algorithrn ' pes ¢ aEs O 3DES Encryption Algorithm * pes © aEs © 3DES © HMULL
e Authentication Algerithm  * sHa1 ( MDs
e e O i e 54 Life Time 28600 ety
SA Life Time 25800 (Sacands) (ppe;ge)’:t ARG g e it

Pre-sShared Key 112345678
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6 Vérifiez vos paramétres VPN. Cliquer sur Finish
(Terminer) pour enregistrer les paramétres.

Gateway Policy Property
Test

Gateway Policy Setting
My ZywaLL
Remote Gateway Address

0.0.0.0
BranchOffice .com

Network Policy Property
ive Yes

Hame Test
Network Policy Setting
Local Network
Starting IP Address 192.168.1.0

Subnet Mask
Remote Network

255.255.255.0

Starting IP Address 10.0.0.0
Subnet Mask 255.0,0.0
IKE Tunnel Setting (IKE Fhase 1)
Authentication For Activating YPH
Authenticated By
User Name
Password
Negotiation Mode Main Mode
Encryption Algorithm DES
Authentication Algorithm MDS
Key Group
SA Life Time 28800 {Seconds)
Pre-Shared Key 12345675

IPSec Setting (IKE Phase 2)
Encapsulation Mode
IPSec Protocol
Encryption Algorithm
Authentication Algorithm
54 Life Time
Ferfect Forward Secrecy (FFS)

Tunnel Mode
ESP
DES

SHAL
25800 {Seconds)
None

Back | Finish

8.1 Utiliser la Connexion VPN

7 Cliquez sur Close (Fermer) dans I'écran final pour
terminer l'installation de I'assistant de VPN. Suivez
la section suivante pour activer la régle VPN et
établir une connexion VPN.

Congratulations. The WPN wizard configuration is
complete.

Check our exciting range of Zy*EL products at
http: /A 2y el .com

Hawing WPN access problems?

1. Werify your settings in this wizard.

2. If your wizard entries are correct, but still cannot
access the Internet, then check that your ISP
account is active and that the settings you entered
in the wizard are correct,

3. If you still have problems, please contact
custormer support,

Close

Utilisez les tunnels VPN pour envoyer et recevoir de maniére sécurisée, et permettre I'accés a distance aux
réseaux d'entreprise, serveurs web et e-mail. Les services fonctionnent comme si vous étiez au bureau au

lieu d'étre connecté a Internet.

Par exemple, la régle VPN “test” permet
un acceés seécurisé a un serveur web sur
un LAN d'entreprise distant . Entrez
I'adresse IP du serveur (10.0.0.23 dans
cet exemple) comme votre URL de
navigateur. Le ZyWALL construit
automatiquement le tunnel VPN quand

-

¥PN Rules {IKE})

e i ble
Local Remote - IPSec

¥PM Rules {Manual} Sa& Monitor Global Setting

19216810/ | 10000/ | [ = |
st |sszssisso |esszsszsso| T4l FSP DES-SHAL

vous tentez de I'utiliser.

Cliquez sur SECURITY (SECURITE) >

Refresh I Dizzonnect I

VPN dans le panneau de navigation et ensuite sur I'onglet du SA Monitor (Moniteur SA) pour afficher une liste

de tunnel VPN connectés (le tunnel VPN “test” est Ia).
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° Si vous ne pouvez pas établir de connexion VPN, vérifiez que le ZyWALL et le routeur IPSec
distant utilisent les mémes paramétres VPN. Cliquez sur VPN dans le panneau de navigation

pour configurer les paramétres avancés. Accédez a un site web pour vérifier que vous avez
une connexion Internet qui fonctionne.

Paramétrez I'adresse IP de votre ordinateur

Cette section vous indique comment paramétrer votre ordinateur pour recevoir une adresse IP dans Windows
2000, Windows NT et Windows XP. Cela permet a votre ordinateur de communiquer avec votre ZyWALL.
1 Dans Windows XP, cliquez sur Start (Démarrer), Control Panel (Panneau de configuration).

Dans Windows 2000/NT, cliquez sur Strart (Démarrer), Settings (Parametres), Control Panel (Panneau de
configuration).

2 Dans Windows XP, cliquez sur Network Connections (Connexion réseau).

Dans Windows 2000/NT, cliquez sur Network and Dial-up Connection (Connexions réseau et accés a
distance).

3 Cliquez avec le bouton droit de la souris sur Local Area Connection (Connexion de réseau local) et
cliquez sur Properties (Propriétés).

4 Sélectionnez Protocole Internet (TCP/IP) (dans l'onglet General (Général) dans Windows XP) et cliquez
sur Properties (Propriétés).

5 L'écran de Propriétés TCP/IP de protocole Internet
s'ouvre (I'onglet General (Général) dans Windows XP).
Sélectionnez les options Obtain an IP address

Internet Protocol {TCP/IP) Properties 21l

General

H H H ‘t'ou can get |P zettings assigned automatically if your network, supports
aUtomatlca"y (Obtenlr automathuement une adresse this capability. Otherwise, vou need to ask vour network. administrator for
IP) et Obtain DNS server adress automatically the appropriate: [P settings.

(Obtenir automatiquement une adresse de serveur FE=srmesemy )
DNS) — Use the fallowing IP address:

6 Cliquez sur OK pour fermer la fenétre de Internet 1P add [ .
protocol Properties (Propriétés (TCP/IP) de protocole 5 " =
Internet). Jonieaat) =

[efault gateway: . E
7 Cliquez sur Close (Fermer) (OK dans Windows 2000/
NT) pour fermer la fenétre de Local Area Connection (L _Dbtain DNS server acress suomatialy )
. ey . P " i —_
Properties (Propriétés de connexion au réseau local). ceele bl D sere ddes e
; . ) KNS senver: | :
8 Fermez I'écran de Network Connections (Connexion _ e
. Alternate DHE semver | : P
réseau). ~
Advanced... |
I ak. " Cancel |
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Procédure pour Afficher la (les) certification(s) d'un produit

1 Allez a www.zyxel.com.

2 Sélectionnez votre produit dans la boite de la liste déroulante dans la page d'accueil de ZyXEL pour aller a
la page de ce produit.

3 Sélectionnez la certification que vous désirez consulter dans cette page.
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ITALIANO

Cenni generali

ZyWALL 2WG é un firewall con funzionalita di dotato di funzioni di VPN, gestione della larghezza di banda,
filtraggio dei contenuti e molto altro. E possibile utilizzarlo come firewall trasparente ed evitare di riconfigurare
la propria rete e di configurare le funzionalita di routing dello ZyWALL. Quando lo ZyWALL ¢ in modalita router,
€ anche possibile inserire una scheda wireless 3G per aggiungere una seconda WAN. ZyWALL aumenta la
sicurezza della rete prevedendo la possibilita di variare le regole relative alle porte dalla LAN alla DMZ per
I'uso di server accessibili pubblicamente. La presente guida illustra i collegamenti e la configurazione iniziale
necessari per iniziare a utilizzare lo ZyWALL nella propria rete.

Vedere la Guida dell'utente per maggiori informazioni su tutte le funzioni.

E possibile che occorre reperire le informazioni sul proprio accesso a Internet.

DMz ~
A A WAN j memmmmms = VPN
LAN ! .\ﬁ .|ﬁ| Cc(i_)\ LAN i ’(i [i

-

WD em = =
=L Internet ,i L"L‘_‘ J tl"é_ !
H J === T' ; =

— = s (_ Internet ----\_—-
o
Questa guida & suddivisa nelle seguenti sezioni:
1 Collegamenti hardware 6 NAT
2 Accesso allo strumento di configurazione Web 7 Firewall

3 Modalita Bridge

4 Configurazione dell'accesso a Internet e
Registrazione del prodotto

5 DMz

1 Collegamenti hardware

E necessario disporre dei seguenti componenti:

Computer

8 Configurazione delle regole di VPN
9 Risoluzione dei problemi

Cavi Ethernet Adattatore di alimentazione
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Di seguito sono illustrati i collegamenti hardware per l'installazione iniziale.

o| | m. L]

POWER LAN/DMZ WAN AUX CONSOLE

 S—  —

o L]

1 Utilizzare un cavo Ethernet per collegare la porta LAN/DMZ a un computer. Se si configurano queste porte
come porte DMZ nelle schermate relative alla LAN o alla DMZ nello strumento di configurazione Web, &
anche possibile utilizzare i cavi Ethernet per collegare server pubblici (Web, e-mail, FTP, ecc.) alle porte
LAN/DMZ.

2 Utilizzare un cavo Ethernet per collegare la porta WAN a un jack Ethernet con accesso a Internet.

/gg Utilizzare il cavo di console blu se si desidera collegare la porta CONSOLE al computer.
Utilizzare il cavo di backup per composizione nero se si desidera collegare la porta AUX a un
modem analogico.

3 Per accedere a Internet senza fili tramite una rete 3G, inserire una scheda wireless 3G nell'apposito slot situato
sul pannello laterale. Nell'istante in cui scriviamo, & possibile utilizzare solo la scheda wireless Sierra AC850/
860 3G nello ZyWALL.

4 Utilizzare il adattatore di alimentazione fornito a corredo per collegare la presa di alimentazione (situata
dietro all'apparecchio) a una presa elettrica.
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5 Analizzare il pannello frontale. Il LED PWR si accende. | LED CARD, LAN/DMZ e WAN si accendono e
restano accesi se i corrispondenti collegamenti sono stati eseguiti correttamente.

03
o
0z
o
o

10/100 10/100 10/100 10/100

° Se nessuno dei LED ¢ acceso, verificare i collegamenti e controllare che i cavi non presentino
alcun danno. Assicurarsi di aver collegato I'alimentatore allo ZyWALL e a una sorgente di
alimentazione appropriata. Assicurarsi che la sorgente di alimentazione sia attiva. Se i LED
restano ancora spenti, contattare il rivenditore locale.

2 Accesso allo strumento di configurazione Web

Questa sezione spiega come configurare l'interfaccia WAN 1 per |'accesso a Internet.

1 Avviare il browser. Immettere 192.168.1.1 2 Fare clic su Login (accedi) (la password

(I'indirizzo IP predefinito dello ZyWALL) nella barra predefinita 1234 & gia immessa).
dell'indirizzo.

J File Edit ‘iew Favorites Tools  Help

J dmEack ~ = - (5 ot | Qi 5search (5 Favorites

| Addvess | hitpif/192.168.1.1 Enter Password and dlick Login.

ZyWALL 2WG

Password:

° Se non viene visualizzata la schermata di login, controllare le impostazioni di sicurezza del
browser e verificare che la scheda Ethernet del computer sia installata e correttamente
funzionante.

Il computer deve inoltre ottenere automaticamente un indirizzo IP da un server DHCP. Per
ulteriori informazioni, vedere Impostare l'indirizzo IP del computer.
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3 Cambiare la password di accesso immettendo una 4 Fare clic su Apply (applica) per sostituire il
nuova password e facendo clic su Apply (applica). certificato digitale predefinito dello ZyWALL.

Use this screen to change the password. Replace Factory Default Certificate

New Password: T The factory default certificate is common to all
ZyWALL models. Click Apply to create a certificate

Retype to Gonfirm: — using your ZyWALL"s MAC address that will be

specific to this device.

° Se si € modificata la password e la si € dimenticata, & necessario riportare lo ZyWALL alle
impostazioni predefinite (la password & 1234, I'indirizzo IP LAN & 192.168.1.1, e cosi via).
Tenere premuto il pulsante RESET (dietro I'unita) finché il LED PWR non inizia a
lampeggiare, quindi rilasciarlo.

5 Si apre la schermata HOME.

Per impostazione predefinita, lo ZyWALL & in modalita router. Continuare dal passo successivo se si desidera
utilizzare funzionalita di routing quali NAT, DHCP e VPN.

Passare a Sezione 3 se si preferisce utilizzare lo ZyWALL come firewall trasparente.

6 Controllare la tabella network status (stato della rete). Se lo stato della WAN 1 € not Down (disattivata) ed
€ presente un indirizzo IP, passare a Sezione 5.

Se lo stato WAN 1 € Down (e se non c'e un indirizzo IP), fare clic sull'icona Wizard (procedura guidata) e
consultare la Sezione 4 per configurare la WAN 1.
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Utilizzare le schermate di NETWORK WAN (WAN della rete) se occorre configurare lo WAN 2. E anche
possibile configurare il load balancing (bilanciamento del carico) tra le connessioni WAN.

zyXEL Automatic Refresh Interval (oS

System Information

HOME
System Name
REGISTRATION Model ZywALL ZWE
T Boothase Version WL.08 | 11/01/2006
Firmware Version V4.02(AQLOJb1 | 11/01/2006
SECURITY Up Time 02:56:16
ADYANCED System Time 2001-01-01 02:56:41 GMT
DA Device Mode Router
Firewall Enabled

[— T
Memory |:| 23/32 MB
Sessions I:| 14/3000
—

nterfaces Status PfNetmas 1P Assignment Renew |

WAN 1 100M/Full 172.23.37.106/ DHCP clizrt Renew
MAINTENANCE 255,255,255.0 _I

WAN 2 Doun 0.0,0.0/ 0,0.0,0 IPCP diznt pial
i Al Dial Backup  Down 0.0.0.0/ 0,0.0.0 HiA Dial

LAN 100M/Full 192,168, 1.1/ DHCP serusr /A

255.255.255.0
WLAN  100M/Full 0.0,0.0/ 0,0.0.0 Static 1A
oMz 100MfFull 10.1.2,3/ DHCP server  NfA

255,255,255.0

Content Filter Expiration Date
Web site Blocked

Latest Alerts

T v (D)

License Inactive

Hot Supparted

System Status
Port Statistics

DHCP Table

VPN Bandwidth

3 Modalita Bridge

Quando si imposta lo ZyWALL in modalita Bridge, esso funziona come un firewall trasparente. La procedura

illustrata di seguito consente di impostare lo ZyWALL in modalita Bridge.

1 Fare clic su MAINTENANCE

(manutenzione) nel pannello di
navigazione, quindi su Device Mode
(modalita dispositivo).

2 Selezionare Bridge e immettere un

indirizzo IP (statico), una subnet mask e
un indirizzo IP del gateway per le
interfacce LAN, WAN, DMZ e WLAN dello

ZyWALL.

3 Fare clic su Apply (applica). Lo ZyWALL si

riavvia.

General Password

Backup &

Time and Date| Device Mode  F/W Upload Restore

Restart

Current Device Made
Device Mode

Device Made Setup

Router

The ZyWALL restarts automatically after you change the device mode and click "Apply".

" Router
1P Address

(See LAN, WAN,

1 Bridge
1P Address
1P Subnet Mask
Gateway IP Address

Passare a Sezione 5 se si dispone di server
che occorre rendere accessibili dalla WAN.
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4 Configurazione dell'accesso a Internet

1 Fare clic sull'icona Wizard (procedura guidata) () nella schermata HOME e quindi sul link Internet Access

Setup (configurazione accesso a Internet) per aprire la connessione guidata a Internet.

Immettere le informazioni e i parametri Internet esattamente come sono stati forniti.

Se é stato fornito un indirizzo IP da utilizzare, selezionare Static (statico) nell'elenco di riepilogo IP Address
Assignment (assegnazione indirizzo IP) e immettere le informazioni fornite.

,gg | campi variano a seconda di quanto viene selezionato nel campo Encapsulation

(incapsulamento). Compilare i campi con le informazioni fornite dall'lSP o dall'amministratore

di rete.

Fare clic su Apply (applica) una volta terminata la configurazione.

* Incapsulamento Ethernet

Configurare un servizio Roadrunner nelle
schermate NETWORK WAN (WAN di rete)
(utilizzare la scheda WAN).

Encapsulation

My Wan IP Address

My WaN IP Subnet
Mask

Gateway IP Address

First DNS Server
Second DNS Server

IF Address Assignment IStaiic vi

You can select ethernet, PPPoE or PPTP according to in which the network you
are. If you don't know, please ask your network administrator, The most popular
type of network is ethernet.

IE‘therne1 Vi

]

]

]

]

]

]

Back I

* PPP over Ethernet oppure incapsulamento PPTP

Selezionare Nailed-Up (riconnessione) quando si desidera che la connessione sia sempre attiva (questa

opzione potrebbe rivelarsi costosa se il proprio ISP applica una tariffazione a tempo dell'accesso a Internet

piuttosto che un costo mensile fisso).
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Per non avere sempre attiva la connessione, specificare il tempo di timeout di inattivita (in secondi) nel campo

Idle Timeout (timeout di inattivita).

WIZARD - Internet Access

ISP Parameters for Internet Access

PPP over Ethernet +

L

WAN IP Address Assignment

WIZARD - Internet Access

ISP Parameters for Internet Access

PPTP Configuration

2 Fare clic su Next (avanti) per visualizzare la
schermata in cui & possibile registrare lo ZyWALL
in myZyXEL.com (il centro servizi online di
ZyXEL) e attivare I'applicazione di valutazione
gratuita per il filtraggio dei contenuti. Altrimenti
fare clic su Skip (ignora) e quindi su Close
(chiudi) per completare la configurazione
dell'accesso a Internet.

3 Se si dispone gia di un account su
myZyXEL.com, selezionare Existing
myZyXEL.com account (account esistente) e
immettere le informazioni relative all'account.
Altrimento selezionare New myZyXEL.com
account (nuovo account) e compilare i campi
sotto per creare un nuovo account e registrarsi
su ZyWALL. Fare clic su Next (avanti).

INTERNET ACCESS

Product registration and service activation for free

INTERNET ACCESS

Device Registration

] 7 L

estigayel.com ]

Taiwean
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4 Attendere il completamento del processo di
registrazione.

Register on myZyXEL.com server in Progress

This may take up to 40 seconds. Please wait...

5 La seguente schermata indica se la
registrazione non ha avuto esito positivo. Fare
clic su Return (torna) per tornare alla
schermata Device Registration (registrazione
dispositivo) e controllare le impostazioni.

Register Message

You must type a email in the smail fisld!

Return l
6 Fare clic su Close (chiudi) per chiudere la
procedura guidata una volta terminata la
registrazione e l'attivazione.
Installation is complete
Device Registration: Reqistered
Content Filtering : Enabled
7 Close

,@S Se si desidera attivare un servizio standard con il proprio numero PIN (chiave di licenza) di
iCard, utilizzare la schermata REGISTRATION Service (servizio di registrazione). Vedere la
guida utente per i dettagli.

° Se non & possibile accedere a Internet via WAN 1, controllare il collegamento dello ZyWALL
al jack Ethernet con accesso a Internet. Assicurarsi che il dispositivo gateway verso Internet
(quale ad esempio un modem DSL) funzioni correttamente. Fare clic su WAN nel pannello di
navigazione per verificare le impostazioni.
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5 DMZ

Una zona demilitarizzata (DMZ, DeMilitarized Zone) consente a server pubblici (Web, E-mail, FTP, ecc.) di
essere visibili al mondo esterno e di continuare ad avere una protezione firewall contro attacchi DoS (Denial
of Service).

E possibile assegnare una configurazione TCP/IP via DHCP ai computer connessi alle porte DMZ. In
alternativa, configurare i computer con indirizzi IP statici (nella stessa subnet dell'indirizzo IP della porta DMZ)
e con indirizzi dei server DNS. Utilizzare I'indirizzo IP DMZ dello ZyWALL come gateway predefinito.

La procedura seguente consente di configurare la DMZ se lo ZyWALL & in modalita routing.

g Non & necessario configurare la DMZ con la modalita bridge; passare a Sezione 7.

1 Fare clic su NETWORK (RETE) > DMZ nel pannello di navigazione.

2 Specificare un indirizzo IP e una subnet mask per
l'interfaccia DMZ.

DMz Static DHCP Port Roles

1P Address o .0 0
1P Subnet Mask o .0 [

Se si utilizzano indirizzi IP privati sulla DMZ,
utilizzare la funzione NAT per rendere i server
accessibili pubblicamente (vedere Sezione 6).

Multicast

DHCP
1P Pool Starting Address
DHCP Server Address

Pool Size

Un indirizzo IP pubblico deve trovarsi su una
subnet separata rispetto all'indirizzo IP pubblico
della porta WAN. Se non si configura la funzione
NAT per gli indirizzi IP pubblici sulla DMZ, lo
ZyWALL instrada il traffico verso gli indirizzi IP
pubblici sulla DMZ senza eseguire il NAT. Questo
potrebbe essere utile per I'hosting di server per
eseguire il NAT di applicazioni non di semplice
configurazione.

DHCP WINS Server i
DHCP WINS Server 2

I allow between
I allow between
I allow between
™ allow between

DMZ and LAN

DMZ and WANL
DMZ and WaANZ
DMZ and WLAN

HNote: You also need to create a Firewall ruls.

3 Fare clic su Apply (applica).

4 Per impostazione predefinita, le porte LAN/DMZ

dalla 1 alla 4 sono tutte porte LAN. Per configurare
una porta come porta DMZ, fare clic sulla scheda
Port Roles (regole delle porte), selezionare il
pulsante di opzione accanto alla scelta DMZ e fare
clic su Apply (applica).

Static DHCP

1P Alias Port Roles

|

e & @ @

s
WLANC O O C

Ay Reset
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6 NAT

Il processo di NAT (Network Address Translation, traslazione degli indirizzi di rete; NAT, RFC 1631) consente
di tradurre un indirizzo IP di una rete in un differente indirizzo IP in un'altra rete. E possibile utilizzare le
schermate NAT Address Mapping (mappatura indirizzi di NAT) per configurare lo ZyWALL per tradurre piu
indirizzo IP pubbilici in piu indirizzi IP privati che si trovano sulla propria LAN (o DMZ).

Il seguente esempio consente di abilitare I'accesso dalla WAN1 a un server HTTP (Web) sulla DMZ.
L'indirizzo IP privato del server € 10.0.0.20.

1 Fare clic su ADVANCED (AVANZATO)
> NAT nel panne”o di naVigaZionev __NAT Overview  Address Mapping | Port Forwarding | Port Triggering
quindi su Port Forwarding (inoltro delle “Port Forwarding Rules
porte). WaN Interface [wart =]
2 Selezionare una connessione WAN Default Server o .0 .0 .0 50To Page]1 7]
(WAN1) per la quale si desidera E@
. n W |web a0 - Jso o &0 40% % 0 % 40 & g
configurare le regole di forward delle Br — — —
porte. E‘ o 0 o o o 0 0 0 0
. . o 2 :
3 Selezionare la casella di controllo } = -t e —
Active (attiva). E‘ r o - Jo o o .0 [ [}
P ‘ j | n - o | [] 0 [ 0
4 Digitare un nome per la regola. or - - - - —
5 Digitare il numero di porta utilizzata dal BT b b b -] P o oo
P m‘ § | n - o n - o o 0 i) o
servizio.
L. " L. Mote 1: You may also need to ereate a Firewall rule,
6 Digitare l'indirizzo IP del server HTTP. i S o o s
7 Fare clic su Apply (applica). Reset

7 Firewall

E possibile utilizzare lo ZyWALL senza dover configurare il firewall.

Il firewall dello ZyWALL ¢ preconfigurato per proteggere la LAN da attacchi provenienti da Internet. Per
impostazione predefinita, nessun traffico dati pud entrare nella LAN, a meno che non & stata prima generata
una richiesta proveniente dalla LAN. Lo ZyWALL consente di accedere alla DMZ dalla WAN o dalla LAN, ma
blocca il traffico dalla DMZ alla LAN.

Se si utilizza lo ZyWALL in modalita router, continuare con la prossima sezione. Per la modalita bridge, &
valida la configurazione iniziale.
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8 Configurazione delle regole di VPN

Un tunnel VPN (Virtual Private OO e
Network, rete privata virtuale) offre I Local Network Remoteihistwatk =SS
una connessione sicura a un altro I [ ] 1 ranote | [ |
computer o rete. el R IPSecRouter]  ~EEx. -
|y S ) v \—_erﬁ |
Un criterio di gateway identifica i i | 4EATEWAY T A I
router IPSec a entrambe le e < =L S i (| SUENSERSNRL
estremita di un tunnel VPN. A A
Un criterio di rete specifica quali
dispositivi (dietro i router IPSec) ; s s s §

%

possono utilizzare il tunnel VPN.  Gersssssrsssrasrasrssrzssmsssassasrsasnasnaevasrassnasnavansean

La seguente figura illustra i campi principali nelle schermate della procedura guidata.

™™ " Local Network | | FRemote Network

|
I Remote | !
\;E

IPSec Router |

T

I
I
M= VPN Tunnel O\ ><;
= s _ \* == :
Local Network K‘ \ |
|

o | | Remote Network
s s S BB My ZyWALL Remote Ao ..l Address
Gateway Address

1 Fare clic sull'icona Wizard (procedura guidata) () nella schermata HOME e quindi sul link VPN Setup
(configurazione VPN) per aprire la connessione guidata a VPN.

g Le impostazioni non vengono salvate quando si fa clic su Back (Indietro).
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2 Utilizzare questa schermata per configurare il

criterio di gateway.
Name (nome): immettere un nome per identificare il :
criterio di gateway. e Test
Remote Gateway Address (indirizzo gateway Gateway Policy settin
. " .. . . - My ZyWwALL nnon
remoto): immettere l'indirizzo IP o il nome di dominio
del router IPSec remoto. G il
Back
3 Utilizzare questa schermata per configurare il
criterio di rete.
Lasciare la casella di controllo Active (attiva) S
selezionata. ¥ active
Marne Test

Name (nome): immettere un nome per identificare il
criterio di rete. Local Network " single £ Range IP * Subnet
Selezionare Single (singolo) e immettere un indirizzo Starting 1P Address 192 168 . 1 . 0
IP per un unico indirizzo IP. . EEEETE
Selezionare Range IP (IP della gamma) e immettere Femaislise " single  Range 1P subnet

.. .. PR . . . Starting IP Address 100 & 0 F Al 0
gli indirizzo IP iniziare e finale di una gamma di Endin IP Address {Subnet [ o5 5o
indirizzi IP specifica. e
Selezionare Subnet e immettere un indirizzo IP e una
subnet mask che specifichino gli indirizzi IP su una ext
rete mediante la loro subnet mask.

g Assicurarsi che il router IPSec remoto utilizzi le stesse impostazioni di sicurezza configurate
nelle prossime due schermate.

Negotiation Mode (modalita di negoziazione): selezionare Main Mode (modalita principale) come protezione
dell'identita. Selezionare Aggressive Mode (modalita aggressiva) per consentire a piu connessioni in ingresso
provenienti da indirizzi IP dinamici di utilizzare password separate.

,@ Piu SA (Security Association, associazioni di protezione) che si connettono attraverso un
gateway sicuro devono avere la stessa modalita di negoziazione.

Encryption Algorithm (algoritmo di crittografia): selezionare 3DES o AES per una crittografia piu forte (ma piu
lenta).

76



ITALIANO

Authentication Algorithm (algoritmo di autenticazione): selezionare MD5 per una sicurezza minima oppure
SHA-1 per una sicurezza maggiore.

Key Group (gruppo di chiavi): selezionare DH2 per una maggiore sicurezza.

SA Life Time (tempo di vita SA): imposta quanto spesso lo ZyWALL negozia la SA IKE (minimo 180 secondi).
Un tempo di vita di SA breve aumenta la sicurezza, ma la negoziazione disconnette temporaneamente il tunnel
VPN.

Pre-Shared Key (chiave pre-condivisa): utilizzare da 8 a 31 caratteri ASCII (con differenziazione tra maiuscole
e minuscole) oppure da 16 a 62 caratteri esadecimali ("0-9", "A-F"). Precedere una chiave esadecimale con
uno "0x” (zero x), il quale non viene conteggiato come parte della gamma di caratteri da 16 a 62 per la chiave.
Encapsulation Mode (modalita di incapsulamento): Tunnel & compatibile con la funzione NAT, Transport
(trasporto) non lo &.

IPSec Protocol (protocollo IPSec): ESP € compatibile con NAT, AH non lo €.

Perfect Forward Secrecy (PFS): None (nessuno) consente una configurazione IPSec piu rapida, ma DH1 e
DH2 sono piu sicuri.

4 Utilizzare questa schermata per configurare le 5 Utilizzare questa schermata per configurare le
impostazioni del tunnel IKE (Internet Key impostazioni IPSec.
Exchange, scambio chiavi Internet).

\q (IKE Phase 2)

Encapsulation Mode # Tunnel © Transport
IPSec Protocol  ESP € aH
Hegatiation Mods @ Main Mode ¢ Aggressive Mode .
Encryption Algorithm " pEs © aEs O 3DES ¢ WULL
Encryption Algarithrn & pes ¢ aEs © 3DES :
Authentication Algorithm & sHa1 © MDS
Authentication Algorithm ¢ sHal @ MDS
s s o SA Life Time 28800 (Eetonds
L} o) .
Gl (m:E 9 T Parfact Formard Secrecy - -
SA Life Time es00 | (geconds) (FFS) Mome ¢ DHL ¢ DHz

Pre-sShared Key 112345678
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6 Verificare le impostazioni della VPN. Fare clic su

Finish (fine) per salvare le impostazioni.

Gateway Policy Property
Test
Gateway Policy Setting
My ZywaLL
Remote Gateway Address

0.0.0.0
BranchOffice .com

Network Policy Property
e

Yes
Hame Test
Network Policy Setting
Local Network
Starting IP Address 192.168.1.0

Subnet Mask
Remote Network

255.255.255.0

Starting IP Address 10.0.0.0
Subnet Mask 255.0,0.0
IKE Tunnel Setting (IKE Fhase 1)
Authentication For Activating YPH
Authenticated By
User Name
Password
Negotiation Mode Main Mode
Encryption Algorithm DES
Authentication Algorithm MDS
Key Group
SA Life Time 28800 {Seconds)

Pre-Shared Key 12345675
IPSec Setting (IKE Phase 2)

Encapsulation Mode Tunnel Mode

IPSec Protocol ESP
Encryption Algorithm DES
Authentication Algorithm

SHAL
54 Life Time 25800 {Seconds)
Ferfect Forward Secrecy (FFS)  None

Back | Finish

7 Fare clic su Close (chiudi) nella schermata finale
per completare l'installazione guidata della VPN.
Continuare con la prossima sezione per attivare la
regola VPN e stabilire una connessione VPN.

Congratulations. The WPN wizard configuration is
complete.

Check our exciting range of Zy*EL products at
http: /A 2y el .com

Hawing WPN access problems?

1. Werify your settings in this wizard.

2. If your wizard entries are correct, but still cannot
access the Internet, then check that your ISP
account is active and that the settings you entered
in the wizard are correct,

3. If you still have problems, please contact
custormer support,

Close

8.1 Uso della connessione VPN

Utilizzare i tunnel VPN per inviare e ricevere in maniera sicura file e per consentire un accesso remoto alle reti
aziendali, server Web ed e-mail. | servizi funzioneranno come se ci si trovasse connessi direttamente

dall'ufficio invece che da Internet.

Ad esempio, la regola di VPN “test”
consente un accesso sicuro a un server
Web che si trova sulla LAN aziendale
remota. Immettere l'indirizzo IP del server
(10.0.0.23 in questo esempio) come URL
nel browser. Lo ZyWALL crea
automaticamente il tunnel VPN quando si
tenta di utilizzarlo.

¥PN Rules {IKE} ¥PN Rules {Manual} Sa& Monitor Global Setting

-

e cu S0 ble_
Local Remote - IPSec

e |192.168.1.0/ | 10.0.0.0/ lesp DES--SHAL|

| 255,355 255.0 | 255 255 255.0 | T4l

Refresh I Dizzonnect I

Fare clic su SECURITY (PROTEZIONE) >

VPN nel pannello di navigazione e quindi sulla scheda SA Monitor (monitor SA) per visualizzare un elenco dei
tunnel VPN connessi (nell'esempio € attivo il tunnel VPN “test”).
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° Se non é possibile stabilire una connessione VPN, assicurarsi lo ZyWALL e il router IPSec
remoto utilizzi le stesse impostazioni VPN. Fare clic su VPN nel pannello di navigazione per
configurare le impostazioni avanzate. Accedere a un sito Web per verificare che si dispone di
una connessione a Internet valida.

Impostare l'indirizzo IP del computer

Questa sezione spiega come configurare il computer per ricevere un indirizzo IP in Windows 2000, Windows
NT e Windows XP. In questo modo ci si assicura che il computer possa comunicare con lo ZyWALL.
1 In Windows XP, fare clic su Start, Pannello di controllo.
In Windows 2000/NT, fare clic su Start, Impostazioni, Pannello di controllo.
2 In Windows XP, fare clic su Connessioni di rete.
In Windows 2000/NT, fare clic su Reti e connessioni remote.
3 Fare clic con il pulsante destro del mouse su Connessione alla rete locale e scegliere Proprieta.

4 Selezionare Protocollo Internet (TCP/IP) (sotto la scheda Generale in Windows XP) e fare clic su
Proprieta.

5 Si apre la schermata Protocollo Internet TCP/IP -
Proprieta (la scheda Generale in Windows XP).

Internet Protocol {TCP/IP) Properties 21l

. L. N . . General

Selezionare le opzioni Ottieni automaticamente un
H S H H A [H He ‘t'ou can get |P zettings assigned automatically if your network, supports
indirizzo IP e Ottlenl automaticamente I'indirizzo del this capability. Otherwise, vou need to ask vour network. administrator for
server DNS the appropriate |P settings.

6 Fare clic su OK per chiudere la finestra Protocollo [(: Bbiain an P addess auomatcal
Internet (TCPIIP) - Proprieté. — Use the fallowing IP address:

7 Fare clic su Chiudi (OK in Windows 2000/NT) per | e
chiudere la finestra Connessione alla rete locale - [ i
Proprieta. | T

8 Chiudere la schermata Connessioni di rete.

[ ' Obtain DNS server address automatically ]

— Use the following DMS server addresses———————————————————
Ereferred DHE server: | . .
Alternate DHE servern: | : :

Advanced... |
| oK | I Cancel |
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Procedura per visualizzare le certificazioni di un prodotto

1 Aprire la pagina www.zyxel.com.

2 Selezionare il prodotto dall'elenco di riepilogo a discesa nella Home Page di ZyXEL per passare alla
pagina del prodotto in questione.

3 Selezionare da questa pagina la certificazione che si desidera visualizzare.
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O6G30p

YctporictBo ZyWALL 2WG npenctaBnsieT cobolt MexceTeBon 3KpaH ¢ PYHKUUSIMU BUPTyanbHON YacTHOM
ceTu, ynpasrieHus NponyCcKHOM CNocoBHOCTLI0, unbTpaunen KOHTEHTa U APYTMMU. YCTPOWCTBO MOXHO
MCMOoNb30BaTh Kak NPO3payvHbI MEXCETEBOW 3KPaH, NPU 3TOM He TpebyeTcst USMEHATb KOHUIypaLunuio cetTn
UNu NpoBOANTbL HACTPOWKY napameTpoB MapwpyTusatopa ZyWALL. Korga ZyWALL HaxoguTcs B pexvnmve
MapLLpyTU3aTopa, TO Bbl TaKKe MOXETe BCTaBUTb 6ecnpoBoHyto ceTeByto 3G kapTy Ana gobaeneHus BTOpon
MBC. ZyWALL noBblwaeT ypoBeHb 6€30MacHOCTY CETU C MOMOLLbI U3BMEHEHUS PONEBbLIX MMEH MOPTOB NpU
nepefadve Tpaduka ot nokanbHon cetn kK DMZ (DeMilitarized Zone - gemunutapusoBaHHas 30Ha), rae
ycTaHaBnuaatoTcs obLenoCcTynHble cepBepbl. [laHHOe pyKOBOACTBO COAEPXKUT MHAOPMaLNO Mo
nepBoHavyanbHOMY NoAknoYeHno n Hactponke ZyWALL.

[ononHuTtenbHyo MHPopMaunio 060 Bcex PyHKLNAX YCTPOMNCTBA CM. B TEXHUYECKOM PYKOBOACTBE.

Bam n0Tpe6y10Tc;| yquHble AaHHble Ans nogknoveHus Kk MHTepHeTy.

LAN {- . i E ng

[P

= o
H \ Internet
(=

=N

ml

[laHHOe pyKOBOACTBO BKIOYAET CrieaytoLime pasgerns.

1 MopknioyeHne obopynoBaHWsA
2 [loctyn k Web-koHdurypatopy
3 Pexnm mexceTeBoro mocrta

4 HacTtpowka goctyna B VIHTEpHeT 1 perncrpaums
nsgenus

5 DMZ

mmmmmmma = VPN

-

6 TpaHcnauuMs ceTeBbIX agpecoB

7 MexceTeBon aKpaH

8 HacTtpolika npaBun BUpTyanbHOW YaCTHOW CETU

(VPN)

9 MNouck n yctpaHeHne HencnpaBHOCTEN
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1 MopkntovyeHue o6opyaoBaHUSA

Bam notpebyetca cnegytolee o6opyaosaHue.

Komnblotep Ka6enun Ethernet ApanTtep nutaHusa

[na noaknioyeHns o6opyaoBaHUs BeINOSHUTE Criefylolwmne 4encTBus.
% —

ol Ll @ I

POWER LAN/DMZ WAN AUX CONSOLE

 S—  —

1 Onga nopkntoveHusa noptoB LAN/DMZ k komnbloTepy ncnonbayetcsi kabens Ethernet. Ecnu B Web-
KOH(purypaTope 3T1 NOpTbl HAacTpoeHbl kak nopTel DMZ B okHe LAN unu DMZ, onsa nogknioveHus
obuenocTynHelx cepBepoB (web-cepBep, novToBbln cepBep, FTP-cepsep n ap.) k noptam LAN/DMZ
MOXHO TakKxe ucnonb3osatb kabenb Ethernet.

2 C nomouwbto gpyroro kabens Ethernet nogkntounte nopt WAN B poseTky Ethernet, ¢ koTopoi nmeetca
goctyn B IHTepHeT.
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/gg Ecnu Bbl xoTUTe nogknountb kK cBoemy komnbtotepy nopt CONSOLE (KOHCOIJIb), To
ncnonb3ynTe cuHun kabene KoHconu. Ecnu Bbl xoTuTe noaknounte nopt AUX k
aHanoroBoMy Mogemy, TO UCMONb3ynTe YepHbI 3anacHom kabenb.

3 [nda nogkntodeHns k 6ecnposogHon cetn 3G BcTaBbTe GecnpoBofHyto kapTy 3G B cnoT Ha GOKOBOW NaHenw.
Ha momeHT HanuncaHus pykoBogcTea BMecTe ¢ ZyWALL. MoXHO ncnonb3oBaTth TONbKO 6eCnpoBOaHYLo CETEBYIO
kapty Sierra AC850/860 3G.

4 TogknoynTe pasbem NUTaHUA Ha 3a4HEN NaHenu K po3eTKe CeTU ANEKTPONUTaHMs C NOMOLLbIO aganTepa
NUTaHUs, BXOASLLEro B KOMMNIEKT NOCTaBKM.

5 MocmoTpuTe Ha nepegHioto naHens. Ceetogmon PWR roput. Ceetognoasl CARD, LAN/DMZ 11 WAN ropsr,
€Cnv NpaBuIbHO BbINOMIHEHbLI COOTBETCTBYIOLNE COEQUHEHNS.

LAN/DMZ
4 WAN  AUX WLAN  CARD
[ =] [ = — U — . — | o o o o
10/100 10/100 10/100 10/100
| S—

? Ecnu HM 0gWH 13 MHAMKATOPOB He 3aropaeTcs, TO NPOBepLTE NOAKMYEHNE 060PYAOBaHUSA U
LenocTHoCTb kKabenewn. YoeguTech, 4To Bbl nogkntoumnnm k ZyWALL 6nok nutaHusi BepHOro
TMMNa 1 BKMOYUNKN €ro B NOAXOASLLMIA UCTOYHUK 3NeKTponuMTaHns. Yoeantech, YTo ceTeBoe
nuTaHWe BKMOYeHO. Ecnn nHOuKaTopkl BCE elle He ropsiT, To obpaTutech k BalleMmy
MECTHOMY MOCTaBLUUKY.
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2 floctyn kK Web-koHcurypaTopy
B atom pasgene onucbkiBaetcs HacTporika nHtepdgerica WAN 1 anga goctyna B VIHTepHeT.

1 3anyctute Web-ob6o3peBatens. Beeante agpec 2 llenkHuTe Login (Bxoa) (naponb no ymonyaHuio
192.168.1.1 (IP-agpec ZyWALL no ymon4yaHuio). 1234 yxe BBegeH).

J File Edit ‘iew Favorites Tools  Help

J dmEack ~ = - (5 ot | Qi 5search (5 Favorites ZyWALL 2WG
| Addvess | hitpif/192.168.1.1

Enter Password and click Login.

Password: - I

° Ecnu akpaH Bxoga B CMCTEMY He MOSABISETCH, TO MPOBEPLTE HACTPONKM 6Ee30NacHOCTU
Bawlero 6paysepa 1 HopMarnbHyk paboTy ceTeBown Ethernet kapTbl Ballero komnbetotepa.

Ha BaweM KomnbloTepe TakKe AOMKHO ObITb BKITKOYEHO aBTOMaTM4eckoe nonydeHue IP-
agpeca ¢ DHCP-cepBepa. [1nsa nonyyeHnsa 4ONONHUTENbHOM MHOPMaLUM CMOTPUTE pasaen
YcTtaHoBKa IP-agpeca komnbloTepa.

3 VsameHuTe naponb No ymonyaHuio, BBeAs HOBbIN 4 llenkHute no kHonke Apply (MpumeHnTb), 4TOGHI
naponb u wenkHys no kHonke Apply (MpumeHnTs). 3ameHuTb umdposon ceptudmukatr ZyWALL no
YMOMn4aHuio.

Use this screen to change the password.
New Password: [
Retype to Confirm:

Replace Factory Default Certificate

The factory default certificate is common to all
ZyWALL models. Click Apply to create a certificate
using your ZyWALL's MAC address that will be
specific to this device.
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° Ecnu Bbl nameHnnu naporb, a 3atem ero 3abbinu, To Heobxoanmo BepHyTb ZyWALL K
3aBOICKMM HacTporikaM no ymonyaHuto (napons - 1234, IP agpec J1IBC 192.168.1.1 n 7.4.).
Haxmunte Ha kHonky RESET (CBPOC) (Ha 3agHel naHenu) 4o Tex nop, noka He HadyHeT
muratb uHgukatop PWR (MUTAHWE), a 3atem oTnyctute ee.

5 OtkpbiBaetca okHo HOME (JOMALLUHAA CTPAHULIA).

Mo ymonyanmio B ZyWALL ycTaHOBNEH pexum mapLupytm3atopa. Ecnv Bbl xoTuTe Mcnonb3oBaTth OyHKUNUK
mapuwpyTtusauum, Takne kak NAT, DHCP n VPN, nepexoguTe K cnegytowiemy Liary.

Ecnn ZyWALL 6ynet ucnonb3oBaTbCs B Ka4eCTBE NPO3pavyHOro MEXCETEBOro 3KpaHa, nepexoauTe k Pasgen 3.

6 Mpoeepbtre Tabnuuy Network Status (Ctatyc cetu). Ecnu ctatyc nopta WAN 1 He Down (He noakntoyeH)
n yctaHosneH IP-agpec, cm. Pasgen 5.

Ecnn WAN 1 (FBC1) HaxoguTtcsa B coctosiHun Down (OTkn.) (unun ana Hee He ycTtaHoeneH IP-agpec),
wernkHuTe Ha 3Hadyke Wizard (Mactep) n HactponTe WAN 1 (TBC1) npu nomouum Pasgen 4.

Insa HacTpovikn nopta WAN 2 ncnonbsytotcs okHa WAN B pasgene NETWORK (CETb). Bel Takke moxeTe
YyCTaHOBWTb pacnpeaeneHne pasrpysku mexay passemamu BC.

ZyXEL

HOME
REGISTRATION
NETWORK
SECURITY

ADYANCED
MAT

LOGS

MAINTENANCE

LOGOUT

Automatic Refresh Interval [CSNed|

System Name

Model ZyWALL 2WG

Boothase Version WL.08 | 11/01/2006
Firmware Version W4.02(AQLOJbL | 11/01/2006
Up Time 02:56:116

System Time 2001-01-01 02:56:41 GMT
Device Mode Router

Firewall Enzbled

Hemory —

—

| Interfaces Status IP/Netmask IP Assignment Renew |

WAN 1 100MfFull 172.23.37.1086/ DHCP dient Re:
255,255, 255.0 ﬂl

WAN 2 Down 0.0.0.0/ 0.0.0.0 IPCP dient Dial
Disl Backup Down 0.0.0.0/ 0.0.0.0 HiA Dial

LAN 100MfFull 192.168.1.1f DHCP server  NfA
255.255,255.0

WLAN 100M/Full 0.0,0.0/ 0,0.0.0 Static i

DMz 100M/Full 10.1.2.3/ DHCP seruer  NA
255.255.255.0

® war

—
| Security Services |
Content Filter Expiration Date License Inactive
Web Site Blocked Hot Supparted

Latest Alerts

CaterT

System Status

Port Statistics | DHCP Table VPN Bandwidth

3 PeXxum MexceTteBOro MocTa

Ecnn B ZyWALL ycTaHOBNEH PEXUM MEXCETEBOIO MOCTA, YCTPONCTBO (DYHKLMOHMPYET Kak Npo3padHbIn
MexceTeBOoWn akpaH. [1na yctaHoBKM pexnma mexceteBoro mocta ZyWALL BeinonHuTe cnegylowme Aencraus.
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1 B MNaHenu HaBUraumu WenkHnTe
MAINTENANCE (OBCJTYXXMBAHWE) n
3atem Device Mode (Pexum ycTponcrtsa).

2 Buibepute Bridge (MocT) u yctaHoBUTE
ctatuyeckun IP-agpec, macky nogceTtu u
IP-agpec wnto3a ansa nHtepdericos LAN,
WAN, DMZ n WLAN.

3 Wenknute Apply (Mpumenuts). ZyWALL
nepesarpysmTcs.

Ecnun umetoTtcs cepBepbl, KOTOPbIE AOMKHbI
ObITb OCTYMHbI U3 rMobanbHOM CeTn, CMm.
Paspen 5.

Backup &

General Password  Time and Date| Device Mode = F/W Upload
Restore

Restart

Device Mode Router

The ZyWALL restarts automatically after you change the device mode and click "Apply".

" Router

IP Address (See LAN, WAN, DMZ and WLAN)

+ Bridae
1P Address 192 188 . 1 . 1
1P Subnet Mask 255 . 255 .25 . 0
Gateway 1P Address [0 - ¢ .0 .o

Reset

4 Hactpouka pgoctyna B MHTepHeT u perucrpauus msgenus

1 WenkHuTe Ha 3Hadke Wizard (Mactep) (E) B okhe HOME (JOMALWWHAA), a 3atem Ha ccbinke Internet
Access Setup (Hactpovika goctyna k MIHTepHET), 4TOObl OTKPbITb MacTep HAaCTPOMKN.

Beegute YY€THbl€ aHHble ONA NOAKIMKYEeHUA K MHTepHeTy.

Ecnn Bam HasHaueH cTtaTudeckuii IP-agpec, Bbibepute Static (CtaTnyeckuin) B packpbiBatoemcs cnvcke IP
Address Assignment (Hasnauenve IP-agpeca) n BBeamTe npegocTaBneHHble Bam NapaMeTpsil.

,gg 3anonHsemble Nons MOryT pasnuyatbCs B 3aBUCUMOCTY 3HAYEHWs1, yCTaHOBMEHHOIO B None
Encapsulation (WHkancynauus). Beegute napameTpbl, NpegocTaBneHHble HTepHeT-
npoBanAepom Unu ceTeBbIM aAMUHUCTPATOPOM.

Mo okoHyaHun wenkHute Apply (MpyMeHnTb).
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* WHxancynauun Ethernet WIZARD - Internet Access

Hactporite cnyx6y Roadrunner ¢ nomouysto
OKOH WAN B pa3ﬂ.eﬂe NETWORK (CETb) ISP Parameters for Internet Access
(3aknagka WAN).

WAN IP Address Assignment

* PPP noBepx Ethernet unu nikancynauuwa PPTP

Beibepute Nailed-Up (MocTosiHHOE), ecnun Bbl XOTUTE MMETb NOCTOSIHHOE COeAMHEHNE (Takoe CoefuHeHne
MOXeT BblTb 4OCTATOYHO A4OPOrMM, ecnn MiHTepHeT-npoBangep 6epeT nnaTy 3a BpeMsi MCNOMb30BaHUS
MHTepHeT, a He ncnonb3yeT yCTaHOBMEHHbIN MECSYHbIN Tapud).
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YTtobbl He nogaepXmeatb NOCTOAHHOE coeaunHeHne, BBeguTe MHTepBan BpeMeHU NpocTosa (B ceKyH,u,ax) B

none ldle Timeout (Bpemsa npoctos).

WIZARD - Internet Access

ISP Parameters for Internet Access

PPP over Ethernet - |

rrvrv—y

L

WAN IP Address Assignment

WIZARD - Internet Access

ISP Parameters for Internet Access

PPTP Configuration

2 lWenkHute kHonky Next (anee), 4ToObl BbI3BaThL
OKHO, B KOTOPOM Bbl MOXeTe 3aperncTpmpoBaTtb
Baw ZyWALL Ha cante myZyXEL.com (LEHTP OH-
naviH obcnyxuBaHunsa komnanmm ZyXEL) n
aKkTMBUpOBaTb OecnnaTHbIi PUNbTP copepaHna
npobHoe npunoxexue. B gpyrom cnyuvae,
wenkHute Skip (MponycTnTh) 1 3aTtem Close
(3akpbITb) ANS 3aBEpLUEHNSt HACTPOWKN JOCTYNa B
MHTepHeT.

3 Ecniv Bbl yxe pernctpnpoBanucb Ha cante

INTERNET ACCESS

Product registration and service activation for free

myZyXEL.com, BbibepuTe Existing
myZyXEL.com account (CywecTtytouime
yyeTHble AgaHHble myZyXEL.com) n BBeguTe
napameTpbl YY4eTHbIX AaHHbIX. B apyrom
cny4ae, Bbibepute New myZyXEL.com
account (HoBble y4yeTHble faHHbIe
myZyXEL.com) n 3anonHuTe nons,
pacnonoXeHHble HUXe, AN CO34aHNs HOBbIX
YYETHbIX AaHHbIX 1 pernctpaunn ZyWALL.
LLlenkHute no kHonke Next (Janee).

INTERNET ACCESS

Device Registration

ZpiaLL |

esti@ryel.com

Taiwan =
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4 MopoxauTe, Noka 3aBepLUNTCS NPoLEece
perucTpaumu.

Register on myZyXEL.com server in Progress

This may take up to 40 seconds. Please wait...

5 Ecnu pernctpauns He BbINONHeHa,
nosiBnAeTcsa cnepywouee okHo. LLenkHuTe
Return (BepHyTbcsl) Ans Bo3BpaTa K OKHY
Device Registration (Peructpauusi yctponcrea)
1 NpoBepbTE HaCTPOWKHU.

Register Message

You must type a email in the email field!

Return I

6 LenkHnte Close (3akpbiTb), 4TOObI 3aKPbITh
OkHO MacTtepa nocne BbINONHEHUs
peructpaumu 1 akTUBUpoBaHUs crnyx6.

Installation is complete
Device Registration: Registsrad

Content Filtering : Enabled

Close

,@S [nsa akTnBaumm ctaHgapTHoM cny6bl ¢ HomepoM PIN Baluen kKapTouku (FTMLEH3NOHHbI
kntoy) ucnonbayetcs okHo REGISTRATION Service (Cnyx6a PETMICTPALUNW). MogpobHee
CM. B TEXHU4ECKOM PYKOBOACTBE.

° Ecnu Bbl He moxeTe BonTh B VIHTepHeT yepes MBC 1, To npoeepsTe nogkntodeHne ZyWALL k
pasbemy Ethernet uepes kotopeii npoucxogut goctyn B ViHTepHeT. YbeauTtech B
HOopMarbHOM paboTe LUN30BOro yCTPoMCTBa (Takoro kak mogem DSL). LLlenkHute Ha kHOMkKe
WAN ('BC) Ha naHenu HaBuraumm, 4Tobbl NPOBEPUTH BaLLX HACTPOMNKN.
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5 DMZ

DMZ (DeMilitarized Zone - pemunutapnsoBaHHas 30Ha) NO3BOSSET BHELUHUM MOMb30BaTensm obpaliaTbcs K
obuenoctynHelM cepBepam (web-ceBep, nouToBLIV cepBep, FTP-cepBep 1 ap.) n obecneynBaet 3awuTy
CeEpBEPOB NOCPEACTBOM MEXCETEBOIrO 3KpaHa oT BHelHMX atak DoS (Denial of Service - oTkas ot
obcnyxuBaHus).

Bbl moxeTe HasHaunTb koHdurypaumio TCP/IP yepes DHCP ans koMnbloTepoB, NOAKIIOYEHHBIX K nopTamM
DMZ. Nnun, no apyromy, Bbl MOXETE Ha3Ha4YMTb KOMMbloTepam ctaTnyeckue IP-agpeca (B Ton xe nogcetn, 4To
n IP-agpec nopta DMZ) n agpeca cepsepos DNS. IP-agpec nopta DMZ B ZyWALL ucnonb3yeTcs B kKadyecTBe
U033 MO YMOMYaHMUIo.

Onsa HacTtponkn DMZ, ecnu ZyWALL Haxoautcsa B pexxume mapLipyTusauumu, BeINONHUTE cneayoLlee.

,gg Hactpoiika DMZ B pexnme mexceTeBoro Mocta He Tpebyetcs, cm. fanee Pasgen 7.

1 B Nanenun Hasuraumm wenkHute NETWORK (CETb) > 3atem DMZ.
2 Beegute IP-agpec 1 macky nogcetun ons

uHTepdenca DMZ. oriz static pHCP 7 Alios Port Roles
Ecrnu ncnonbayetca yacTHein IP-agpec ans DMZ, i St s o .
TO 4TOOLI cAenaTb cepBepbl AOCTYNHLIMU ANS BCEX el e
none3osaTtenew, Heobxoanmo mcnonb3osatb NAT er —
(CM. Pasﬂ,en 6) 1P Pool Starting Address ] o [ ] Fool Size 128
DHCP Server Address o 0 0
DHCP WINS Server 1 [0 .0 .o o

O6uwepnocTynHbin |IP-agpec gomkeH HaxoauMTbCs B

NoAceTH, OTAMYHOM oT obLeaocTynHoro |P- RS

appeca nopta WAN. Ecnu dpyHkumst NAT ans At o
obuepoctynkeix IP-anpecos Ans DMZ e bt
HacTpoeHa, ZyWALL HanpasnseT Tpaduk Ha

obwepnoctynHble IP-agpeca B DMZ 6e3 Reset |

npumeHeHust NAT. 3To ucnonb3dyeTcsa Ans xXocT-
CEpBEPOB C NPUINOXEHUSIMU, HECOBMECTUMbIMU C
NAT.

3 WenkHute Apply (MpumeHnTb).

4 To ymonyanwuto noptel LAN/DMZ ¢ 1-ro no 4-biii

ABMNSOTCA NopTamu nokansHom cetu. Ytobbl oriz 1 alias Port Rales
HacTpouTb nopT kak DMZ, wenkHnTe 3aknaaky

Port Roles (Poneesie nMeHa NOpToB), ycTaHOBUTE At
nepekntoyvarens psagom ¢ DMZ n wenkHute Apply B WA £ ¢ C
(MpumeHnTb).

Appty Reset
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6 NAT

NAT (Network Address Translation - TpaHcnsauna ceteBbix agpecoB NAT, RFC 1631) BbinonHseT
npeobpasoBaHue IP-agpeca ogHon cetn B oTnnyHbIn IP-agpec apyroi cetu. OkHa NAT Address Mapping
(Mpeobpa3soBanue agpecoB NAT) ucnonbaytotca ansa HacTporikn ZyWALL Ha npeobpa3oBaHne HECKOMbKMX
obwenoctynHbix IP-agpecoB B 4acTHble |IP-agpeca Bawlen nokanbHon cetu (unv DMZ).

B cnepytowem npumepe paspeluaetcsa goctyn ua rnobansHow cetu k cepepy HTTP (web-cepsep) B DMZ.
OT10T cepBep umeet yacTtHbin IP-agpec 10.0.0.20.

1 B NMaHenu HaBurauum LWenkHnuTe
ADVANCED (ﬂonO”HMTE”bHO) > NAT Overview  Address Mapping | Port Forwarding | Port Triggering
3atem NAT u 3atem Port Forwarding "Port Fornardihg Rulss:
MNe eajgpecauunda NnopTos). WAN Interface Wian1 =
(
2 BbibepuTe coeamHeHune BC (WAN1) Dfaule server CEECIRNC I 50 7o Fagel 1 7]
(FBC1) ang KOTOPOro Bbl XOTUTE Em
i~ el B0 - |30 o -0 0 . 0 . 0 . 2
HacTpoWTb NpaBwna nepeagpecaumm Br . . . - —
nopTta. E‘ o 0 o o o 0 0 0 % &0
. r : 2 i
3 YcraHosuTe dnaxok Active } = -t e —
(BKJ'HO'-WlTb). E‘ r o - Jo o [ 0 i & &0
4 BeeauTe umsi npasuna. } 3 L% L% L N
5 BeeauTe HOMep nopTa, KOTOpbIii gre TR TR o0 o o
ncnonb3yercsa crnyx6oii. Er - - I
Mote 1: You may also need to create a Firewall rule.
6 BBe/J,VITe IP-a/.'l,pec HTTP-cepBepa. Mote 2: Port Translation is optional.
7 WenkHute Apply (MpumeHnTs). Reset

7 MexceTeBOM 3KpaH

ZyWALL MOXHO ncnonb3oBaTth, He BbINOMHASA HACTPOMKY MEXCETEBOro 3KpaHa.

MapameTpbl MmexceTeBoro akpaHa ZyWALL npegyctaHoBrneHbl Tak, 4ToObl obecneynBaTth 3alnUTy NOKanbHOM
CeTu OT aTak n3 cetn MIHTepHeT. o ymonyaHuio Tpaduk B NOKanbHY CETb HE NPOMyCcKaeTcs, Noka cHavyana

OT Hee He noctynuT 3anpoc. ZyWALL paspewaet goctyn k DMZ n3 rmo6anbHoOn cetn nnmu nokanbHON CETU, HO
6nokupyet Tpaduk ot DMZ B nokanbHyto ceTb.

Ecnn ZyWALL HaxoanTcs B pexxume mapLupyTusauuun, nepexoauTte K criegytowiemy pasgeny. B pexume mocta
Bbl Oyaete paboTaTtb C Ha4yanbHOM KOHurypaumen.
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8 Hactpowuka npaBun BuptyanbHon yactHou cetu (VPN)

TyHHenb VPN (Virtual Private
Network - BupTyanbHas yactHas
ceTb) obecnevnBaeT 3alULLEHHOE
COefIMHEeHME K ApYroMy KOMMNbIOTEPY
unu cetu.

Crtparerus wnio3a onpegenser
MapupyTtusaTtopsl IPSec Ha kaxgom
KoHue TyHHens VPN.

CeTeBas nonutuka onpegenset
yCcTponcTBa (3a MapLupyTusaTopamu
IPSec), koTopble MoryT
ucrnone3oatb TyHHenb VPN.

--L;am?u\m-k-. Remote Network
I I- I Remote I !

i | MyZywaLL IPSec Router | == 1
| - — o\ VPN Tunnd I —gw.—l g‘
—

AT

I I 'éEATEWAY POLICY

z
H
T e e s s e H z
AARARRAANRARRARRARRAMRAAR

NMETWORK POLIGY

Criepytouwas cxema o6bsICHAET OCHOBHbIE MONsi B OkHax MacTepa.

Local Network | |

; VPN Tunnel \E‘_"%ﬁ_ﬁ =
\%_: I * \%a
I Lcl)ga’g\dl\ldetwork I K \ | Remote Network
e IP Address
My ZyWALL Remote s — — ———— —

rRemote Network

|
Remote I -

IPSec Router | ==

;
|
|
|
|
|

.

Gateway Address

1 WenkHuTe Ha 3Hadke Wizard (Mactep) () B okHe HOME (JOMALWWHAA), a 3atem Ha ccbinke VPN Setup
(Hactpovika VPN), 4To6bl OTKPbITb MacTep HaCTPOWKM.

/gg Ecnu wenkHyTb Back (Hasag), HacTporiku He COXpaHSATCS.
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2 37O OKHO ncnonb3yetrca ond HaCTPOWKK cTpaTernm

wno3a.
Name (Vvs): BBeanTte nma ans naeHTupmnkaummn

cTpaTerMu wnosa. Name fest
Remote Gateway Address (Agpec yganeHHoro :
e
writo3a): BeeguTe IP-afpec nnu AOMeHHoe UMst elithi e
yaaneHHoro mapLupytuaatopa IPSec. ORI A B
Back

3 370 OKHO MCMonb3yeTcs ANS HACTPONKMA MONUTUKM
cetu.

®naxok Active (BknounTb) fOMKeH ObITb e
YCTaHOBIIEH. | Active

Marne Test

Name (Mwvs): BBeanTe ums ana ngeHtudgmkaumm
NOMNMUTUKN CETH.

Local Network " single  Range IP % Subnet

Bei6epute Single (OgnH) 1 BBeguTe IP-agpec. Starting IP Address 192 . 168 . 1 . O
Ending IP Address / Subnet 255 . 255 . 255 . O

Beibepute Range IP (OuanasoH IP) u BBegute Pask

HavanbHbIM N KOHeYHbIN IP agpeca Anst KOHKPETHOro EemiEbetil  single T Range 1P & subnet

Starting IP Address 10 & 0 @ e O

Ending IP Address / Subnet
Mask

amanasoHa |IP-agpecos. et B 0 % 0% & 50

Bbibepute Subnet (Mogcets) n BBegute IP-agpec n
Macky nogceTv ansi onpegeneHus |IP-agpecos B ceTn

no macke nofAceTu. text

,@S Y6eauTech, 4YTO yaaneHHbl MapLupyTtusaTtop IPSec ncnonb3yer Te e HacTPOWKu
©esonacHocTu, 4To ByayT HAaCTPOEHbI B CreayoLwmx ABYX OKHaX.

Negotiation Mode (Pexum cornacosaHusi): Boibepmte Main Mode (OcHoBHOM pexum) Ans 3awuThbl
KoHpumaeHumanbHocTu. Boibepute Aggressive Mode (PuckoBaHHbIV pexum), 4ToObl pa3peLumnTb MHOXECTBO
BXOOALUMX MNOAKIKOYEHUIA C AMHaMu4eckumMm IP-agpecamm 1 pasnuyHbIMy Naponsimu.

g Heckonbko 6e3onacHbIX CoeguHeHUI, NoaKnYaeMblX Yepes L3 CUCTeEMbl 6e30MacHOCTH
AOOJTKHbI UMETb Op,VIHaKOBbIVI peXxunm cornacoBaHuA.

Encryption Algorithm (Anropntm wndposanus): Beibepute 3DES nnu AES onsa 6onee HagexHoro (unm
MeHee) WwundposaHmus.
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Authentication Algorithm (Anroputm ayteHTudmkaumm): Beibepute MD5 ans MUHUMaNbHOIO YPOBHS
6e3onacHocT unu SHA-1 ans makcMmanbHoro.

Key Group (KntoueBas rpynna): Boibepute DH2 anst MuHMMansHoro ypoBHs 6e3onacHoCTU.

SA Life Time (Bpems cyiecTtBOBaHUSA 3aLUMLLEHHOTO COEAMHEHMS): YCTaHOBUTE, Kak yacto ZyWALL
BbINOMHSAET COrnacoBaHune 3alnLLeHHOro coeamHeHus no nportokony IKE (MvuHumym 180 cekyHa). Manoe
BpeMsi COeMHEHMS YBENUUMBAET ypoBeHb 6e3onacHoCTW, HO Npuy Npoueaype cornacoBaHns TyHHenb VPN
BPEMEHHO He IOCTYMEH.

Pre-Shared Key ([pegsapuTensHo cornacoBaHHbIN knitod): Mcnonbayetcsa ot 8 go 31 cumsona ASCII ¢
y4eToMm peructpa unu ot 16 o 62 wectHaguatepuyHbix cumeonos ("0-9", "A-F"). Nepepn wecTHaguaTepuyHbIM
kntoyom BeeauTe "0x” (HOMb X), 3TM CUMBOIIbI HE CYMTAIOTCH YaCTblo KNntoya U3 16 - 62 cMMBONOB.
Encapsulation Mode (Pexum nHkancynsaumm): Pexxum Tunnel (TyHHenb) coBmecTnm ¢ NAT, pexxum Transport
(TpaHcnopT) HE COBMECTUM.

IPSec Protocol ([potokon IPSec): ESP coBmectum ¢ NAT, AH He coBMecTUM.

Perfect Forward Secrecy (PFS) (MoeansHas npamas 6e3onacHocTb): None (Het) no3sonsiet 6bIcTpyto
HacTpoliky IPSec, Ho DH1 n DH2 noBbiwaroT ypoBeHb 6e30nacHoCTy.

4 3T0 OKHO MCNOMb3yeTcs ANs HACTPONKM 5 3710 OKHO Mcnonb3yeTcsa ANs HAaCTPONKK
napametpoB TyHHens IKE (Internet Key Exchange napameTpos IPSec.
- NnpoTokon obmeHa knto4amm).

\q (IKE Phase 2)

Encapsulation Mode # Tunnel © Transport

IPSec Protocol * Esp { aH

Encryption Algorithm " pEs © aEs O 3DES ¢ WULL
Authentication Algorithm * sHa1  MDS

Hegotiation Mods @ Main Mode © Aggressive Mode

Encryption Algorithm ' pes ¢ aEs O 3DES

Authenticstion Algorithm  © sHai * MDS

e e O i e Si Life Time 26800 |(Seconds)
. Perfact Forward Secracy

Sh Life Time 25800 (Secends) (PFS)

Pre-sShared Key 112345678

® none ¢ DHL © DH2
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6 Mposepbte HacTponkn VPN. LLenkHute Finish 7 B nocneagHem okHe wenkHute Close (3akpbiThb)
(FToToBO) ANSA COXpaHEHNS HACTPOEK. ans 3aBeplieHna pabotel Mactepa HacTponkn
VPN. ina skniodyeHusa npasuna VPN u
___ ycTaHoBneHus coeanHeHnsa VPN nepexogute K
T e chepyrowemy pasneny.
Test
Gateway Policy Setting
My ZywaLL 0.0.0.0
Remote Gateway Address BranchOffice.com
Network Policy Property Enurglglreafla.llatluns. The WP wizard configuration is
Nam: ‘YFZZt Check our exciting range of Zy*EL products at
http:/fwew zyxel.com
Metwork Policy Setting
Local Metwork
Starting IP Address 192.1658.1.0 Having WPN access problems?
Subnet Mask 255.255.255.0
Remote Hetwork .
Starting IP Address 10.0.0.0 1. Werify your settings in this wizard.
Subnet Mask 255.0.0.0 2. If your wizard entries are correct, but still cannot
access the Internet, then check that your ISP
IKE Tunnel Setting (IKE Phase 1) account is active and that the settings you entered
authentication For Activating VPR S T s
Aushentlw\“catad Eh 3. If you still have problems, please contact
P::;w;r?e custarmner support,
Negotiation Mode Main Mode
Encryption Algorithrn DES
Authentication Algorithm MDS
Key Group DH1
sa Life Time 28800 (Seconds) Close
Pre-Shared Key 12345678
IPSec Setting (IKE Phase 2)
Encapsulation Mode Tunnel Made
IPSec Protocal ESP
Encryption algarithm DES
Authentication Algorithm SHAL
sa Life Time 28800 (Seconds)
Perfect Forward Secrecy (FFS)  Mone
Back | Finish

8.1 Ucnonb3oBaHue coeguHeHus VPN

TyHHenu VPN ncnonb3ylotca And 3aluLieHHon oTnpasBkn 1 noncka annos, a Takke paspeLueHns
yAaneHHoro 4ocTyna K KopnopaTuBHbIM CETSIM, Web-cepBepaM 1 NMoYTOBbIM cepBepaM. ITu cnyxbbl byayT
paboTaTb Tak, Kak ecnn 6bl Bbl HAXOAMNUCHL B oduce, a He NOoAKNoYanuch Yepes MHTepHeT.

Hanpumep, npasuno VPN “test”
paspeLluaeT 3allMLIEeHHbIN JOCTYN K web-
cepBepy B yaaneHHON KopnopaTUBHOMN
nokansHoun cetu. Beegute IP-agpec Security Associations Table
cepsepa (10.0.0.23 B gaHHOM Npumepe) B | [#] wame | local | Remote lencapsulation ,IPSec |
none URL Bawero 6paysepa. ZyWALL o] I R T I = DES--SHAL
aBTOMATIYECKM CO3AACT TyHHENMb VPN, dill | 255,255,255.0 | 255.255.255.0 : |
Korga Bbl MONbITAETECH €0 UCMONb30BATb.

¥PN Rules (IKE)} ¥PN Rules (Manual} SA Monitor Global Setting

Refresh I Dizzonnect I

B NMaHenun HaBurauum WenkHnuTe

SECURITY (BEE30OMNACHOCTb) > 3aTem
VPN u 3aTtem 3aknagky SA Monitor (MoHUTOP 3aLULLIEHHOIO COEAMHEHNST) AN OTOOpaXeHust cnucka
noakntodeHHbIx TyHHenen VPN (3geck yctaHoBneH TyHHenb VPN ¢ umeHem “test”).
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° Ecnu Bbl He MOXeTe ycTaHoBUTL coeanHeHne VPN, 1o ybeautecs, uto ZyWALL n
yaaneHHbIn mapLupyTtusatop IPSec ncnonb3ytot ogmHakoBble HacTporiku VPN. LenkHute Ha
kHorke VPN ('BC) Ha naHenu HaBurauuu, 4Tobbl yCTAaHOBUTbL pacLUMpPEeHHbIE HAaCTPONKN.
MoceTtuTe kakon-nnbo Beb-canT, YTOOLI NPOBEPUTL YCNELLIHOe NOAKMYeHNe K VIHTepHeT

YctaHoBKa IP-agpeca komnbroTepa

B aTOM pasgene onucbiBaeTcs, Kak HACTPOMTb KOMMbOTEp Ha nonyvyeHue IP-agpeca B onepalMoHHON
cucteme Windows 2000, Windows NT 1 Windows XP. BeinonHeHve 3Ton onepauum rapaHTUMpyeT, 4To
KOMMbIOTEP CMOXET B3aumogencTeoBaTb ¢ ZyWALL.
1 B Windows XP wenkHuTe Start ([Myck), Control Panel (lMarens ynpaenexus).
B Windows 2000/NT wenknute Start (Myck), Settings (Hactpovika), Control Panel (MaxHenb ynpaBnexus).
2 B Windows XP wenkHnte Network Connections (CeTeBble Noaknio4eHUs).
B Windows 2000/NT wenkHute Network and Dial-up Connections (CeTb 1 yganeHHbI 4OCTYN K CeTw).

3 WenkHnte npason kHonkon Mbiwn Local Area Connection ([ogkntoyeHne no nokanbHOW CETU) 1 3aTem
Properties (CeolicTBa).

4 BuibepuTte Internet Protocol (TCP/IP) (Mpotokon NHTepHeTta (TCP/IP)) (Ha 3aknagke General (O6wue) B
WinXP) n wenkHute Properties (CsorncTea).

5 OTtkpoeTtcs okHo Internet Protocol TCP/IP Properties Internet Protocol (TCP/IP) Properties 2 x|
(CsowictBa: MpoTtokon NUHTepHeTa (TCP/IP) (3aknagka
General (O6wue) B Windows XP). Boibepute Obtain an
IP address automatically (I'IonyHaTb IF’-a}:lpeC ‘t'ou can get |P zettings assigned automatically if your network, supports

General

. thiz capabili_ty. Dtherwi_se, you need to ask your network. administrator for
aBTomaTu4deckun) n Obtain DNS server address the appropriate: [P settings.
automatically (Monyyatb agpec cepsepa DNS ((: e )
aBTOMaTquCKM)' — Use the fallowing IP address:

6 WenkHnte OK, 4T0bbI 3aKkpbiTh OKHO Internet Protocol [ -
(TCP/IP) Properties (CownctBa: Npotokon NHTepHeTa =
(TCP” P)) [efault gateway: | . E

7 WenkHnte Close (3akpbiTh) (OK B Windows 2000/NT),
4To6bI 3aKpbITh OKHO Local Area Connection (5 Obtain DNS server scress automaticaly )

— Use the following DMS server addresses:

Properties (Conctsa nogkntoyeHUs no rnokanbHomn
cetn).

8 3akpownTte okHo Network Connections (CeTteBble
NOAKIIOYEeHNS ).

Advanced... |
| oK il Cancel |
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Mopspok npocMoTpa cepTudmkara(oB) Ha nsgenue

1 Nepewnante Ha canT www.zyxel.ru.

2 BbibepuTe n3genve n3 packpbiBaloLLErocs cnucka Ha gomalwHen ctpannue ZyXEL ansa nepexoga Ha
CTpaHuLy, NOCBSALLEHHY 3TOMY U3OENuIo.

3 Bbibepute ceptudmkaT ansg npocMoTpa.
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Oversikt

ZyWALL 2WG &r en brandvagg med VPN, bandbreddshantering, innehallsfiltrering och manga andra
funktioner. Du kan anvanda den som en transparent brandvagg utan att behdva omkonfigurera ditt natverk
eller konfigurera ZyWALL:s routingfunktioner. Nar ZyWALL befinner sig i router-lage, kan du aven sétta in ett
tradlost 3G-kort for att lagga till ett andra WAN. Din ZyWALL Okar natverkssakerheten genom att lagga till
mdojligheten att &ndra portar fran LAN till DMZ fér anvandning av servrar med offentlig atkomst. Denna guide
omfattar de initiala anslutningar och konfiguration som kravs fér att du ska kunna bérja anvanda din ZyWALL i

ditt natverk.

Se manualen for mer information om alla funktioner.

Eventuellt behéver du ha tillgang till uppgifterna for din Internet anslutning.

DMZ
WAN
3G

= .M .ﬂ

T
\g;—%—\& Internet
s d

—_— ==

LAN

Denna guide ar indelad i féljande avsnitt.

1 Maskinvaruanslutningar
2 Atkomst till webbkonfigurator
3 Brygglage

4 Installning av Internet-atkomst och
produktregistrering

5 DMz

1 Maskinvaruanslutningar

Du behdéver foljande.

Dator

mmmmmm=s = \/PN
| o m
,i 2’&:‘ / k’é -
S=c4} T’ it ===
- ~( Internet )™= "N\Cmm——
-/
6 NAT
7 Brandvagg
8 Installning av VPN-regel
9 Felsdkning
Natverkskablar Stromadapter
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Gor féljande for att utféra maskinvaruanslutningar for initial installning.

POWER LAN/DMZ WAN AUX CONSOLE

 S—  —

o L]

1 Anvéand en Ethernet-kabel fér att ansluta LAN/DMZ-porten till en dator. Om du konfigurerar dessa portar
som DMZ-portar i LAN eller DMZ-menyn genom webbkonfiguratorn, kan du dven anvanda Natverkskablar
for att ansluta offentliga servrar (webb, e-post, FTP osv) till LAN/DMZ-portarna.

2 Anvand en annan Ethernet-kabel for att ansluta WAN-porten till en Internet-anslutning med Internet-
atkomst.

/gg Anvand den bla konsolkabeln om du vill ansluta CONSOLE-porten till datorn.Anvand den
svarta dial-backupkabeln om du vill ansluta AUX-porten till ett analogt modem.

3 Anslut ett 3G kort i PCMCIA ingangen pa produktens baksida for att fa mojlighet att ansluta via ett 3G nat. Nar
detta skrivs kan du bara anvanda Sierra AC850/860 tradlost 3G-kort i ZyWALL.

4 Anvand den medfdljande strémadaptern for att ansluta strdmanslutningen (pa bakpanelen) till ett eluttag.
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5 Titta pa frontpanelen. Indikatorlampan PWR té&nds. Indikatorlamporna CARD, LAN/DMZ och WAN tands
och fortsatter att lysa om motsvarande anslutningar ar ratt utférda.

LAN/DMZ.
I —
PWR 1 2 3 4 WAN  AUX  WLAN  CARD
| =] a0 80 g 9 o o o .o

10/100 10/100 10/100 10/100

° Om inga LED-lampor lyser, kontrollera anslutningarna samt kontrollera att kablarna inte ar
skadade.Kontrollera att stromadaptern ar ansluten till ZyWALL och ansluten till en Iamplig

stromkalla.Kontrollera att kraftkallan ar paslagen.Tag kontakt med den lokala aterforsaljaren
om LED-lamporna fortfarande inte lyser.

2 Atkomst till webbkonfigurator
Anvand detta avsnitt for att konfigurera WAN 1-granssnittet for Internet-atkomst.

1 Oppna din webblésare. Ange 192.168.1.1 2 Klicka pa Login (standardlésenordet 1234 &r
(ZyWALL:s standard-IP-adress) som adress. redan angivet).

J File Edit ‘iew Favorites Tools  Help

J dmEack ~ = - (5 ot | Qi 5search (5 Favorites

| Addvess | hitpif/192.168.1.1

ZyWALL 2WG

Enter Password and click Login.

Password:

° Om inloggningsskarmen inte visas, kontrollera webblasarens sakerhetsinstallningar och
kontrollera att datorns Ethernetkort ar installerat och fungerar som det ska.

Datorn ska aven vara installd att automatiskt fa en IP-adress fran en DHCP-server.Se Stélla
in datorns IP-adress for mer information.
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3 Andra inloggningsldsenordet genom att ange ett 4 Klicka pa Apply for att ersatta ZyWALL:s digitala
nytt I6senord och klicka pa Apply. standardcertifikat.

Use this screen to change the password.

New Password: -

Replace Factory Default Certificate

The factory default certificate is common to all
ZyWALL models. Click Apply to create a certificate
using your ZyWALL's MAC address that will be
specific to this device.

Retype to Confirm:

?

° Om du har bytt Idsenord och glémt det, maste du aterstalla ZyWALL till grundinstaliningarna
(I6senordet ar 1234, LAN IP-adressen ar 192.168.1.1, etc.).Tryck pa RESET -knappen (pa
baksidan) tills PWR LED-lampan borjar blinka. Slapp darefter knappen.

5 Menyn HOME 6ppnas.

Din ZyWALL befinner sig i routerlage som standard. Fortsatt till ndsta steg om du vill anvénda routingfunktioner
som t ex NAT, DHCP och VPN.

Ga till Avsnitt 3 om du féredrar att anvanda din ZyWALL som en transparent brandvagg.

6 Kontrollera tabellen Network Status (natverksstatus). Om WAN 1-status inte &r Down och det finns en IP-
adress, ga till Avsnitt 5.

Om status for WAN 1 ar Down (nere) (eller om IP-adress saknas), klicka pa ikonen Wizard (guide) och anvand
Avsnitt 4 for att konfigurera WAN 1.
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Anvand NETWORK WAN -skarmarna om du maste konfigurera WAN 2. Du kan &ven konfigurera
belastningsbalansering mellan WAN-anslutningarna.

ZyXEL

HOME

Automatic Refresh Interval [ErNed|

o)
e

Content Filter Expiration Date License Inactive

REGISTRATION Model ZyWALL 2WE Web site Blocked Mot Supported
NETWORK EI Boothase Version v1.08 | 11/01/2006
Firmware Version V4,02(AQLO)b1 | 11/01/2006
SECURITY = Up Time A
ADVANCED & System Time 2001-01-01 02:56:41 GMT
N Device Mode Router System Status
Fireveall Enabled

Memory |:| 23/32 MB
Sessions I:| 14/3000
—
| Interfaces Status IP/Netmask IP Assignment Renew
o WAN 1 100M/Full é;gégg;éﬂlg,ﬂ DHCF dignt Renew
WAN 2 Doun 0.0,0.0/ 0,0.0.0 IPCP dient

LOGOUT

Dial Backup Down 0.0,0.0f 0,0.0,0 HiA

255,255,255.0

Dial
Dial

LAN 100M/Full 192,168, 1.1/ DHCP serusr /A
255.255.255.0

WLAN  100M/Full 0.0,0.0/ 0,0.0.0 Static 1A

oMz 100MfFull 10.1.2,3/ DHCP server  NfA

Port Statistics

DHCP Table VPN Bandwidth

T T————

3 Brygglage

Nar du staller in din ZyWALL i brygglage, fungerar den som en transparent brandvagg. Gor foljande for att

stalla in ZyWALL pa brygglage.

1 Klicka pA MAINTENANCE (underhall) i
navigationspanelen och klicka sedan pa
Device Mode (enhetslage).

2 Valj Bridge (brygga) och konfigurera en
(statisk) IP-adress subnetmask och
gateway-IP-adress for ZyWALL:s LAN-,

Backup &
Restore

General Password  Time and Date| Device Mode  F/w Upload

Restart

Current Device Mode
Device Mode Router

Device Made Setup

The ZyWALL restarts automatically after you change the device mode and click "Apply".

5 :  Router
WAN-, DMZ- och WLAN-granssnitt. P rianl AN o L
3 Klicka pa Apply. ZyWALL startar om. % Bridge —
IP Address 192 . 188 . 1 it
IP Subnet Mask 255 255 . E6S o
Ga direkt till Avsnitt 5 om du har servrar som SEAT AR O O 20 0
maste kunna kommas at fran WAN-sidan. =

4 Instéllning av Internet-atkomst och produktregistrering

1 Klicka pa ikonen Wizard () (guide) pa skarmen HOME (hem) och klicka darefter pa lanken Internet Access
Setup (instéllning av Internet-anslutning) for att 6ppna guiden fér Internet-anslutning.
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Ange uppgifterna for din Internet anslutning exakt som du fatt den.

Om du fick en IP-adress som ska anvandas, valj Static i rullgardinslistrutan IP Address Assignment och ange
den information du fatt.

,@ Falten varierar beroende pa vad du valjer i faltet Encapsulation. Fyll i den information du fatt
av din ISP eller natverksadministrator.

Klicka pa Apply nar du ar klar.

« Ethernet-inkapsling

Konfigurera en Roadrunner-tjanst pa
menyn NETWORK, och sedan WAN.

Tou can select ethernet, PPPOE or PPTP according to in which the network you
are, If you don't know, please ask your network administrator. The most popular
type of netwark is ethernet.

Encapsulation Ethernet VI

IPF Address Assignment IS‘tatic -

My WANIP Address [0 . 0 . 0 . 0
My WaN IP Subnet

Mask I i w 20w O o 0
Gateway IP Address I o . 0 . 0 .0
First DNS Server o . o0 .0 .0
Second DNS Server o ., o0 . 0 .0

Back

* PPP over Ethernet eller PPTP

Valj Nailed-Up nér du vill att anslutningen ska vara aktiv jamt.
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Om du inte vill att anslutningen ska vara aktiv jamt, specificera en timeout-period efter inaktivitet (i sekunder) i
Idle Timeout.

WIZARD - Internet Access WIZARD - Internet Access

ISP Parameters for Internet Access ISP Parameters for Internet Access

PPP over Ethernet

L

PPTP Configuration
WAN IP Address Assignment

2 Klicka pa Next for att visa skarmen dar du kan
registrera din ZyWALL hos myZyXEL.com
(ZyXEL:s online-servicecenter) och aktivera det Product registration and service activation for free
avgiftsfria innehallsfiltrering-testprogram. | annat Youca i
fall klickar du pa Skip och sedan pa Close for att
slutféra installningen av Internet-atkomst.

INTERNET ACCESS

3 Om du redan har ett konto hos myZyXEL.com,
valj Existing myZyXEL.com account och ange
din kontoinformation. | annat fall valjer du New
myZyXEL.com account och fyller i falten
nedan for att skapa ett nytt konto och o —
registrera din ZyWALL. Klicka pa Next.

INTERNET ACCESS

Device Registration

] L

estigayel.com ]
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4 Vanta tills registreringsprocessen ar slutford.

Register on myZyXEL.com server in Progress

This may take up to 40 seconds. Please wait...

5 Féljande meny visar om registreringen
lyckades. Klicka pa Return for att ga tillbaka till
menyn Device Registration och kontrollera
dina installningar.

Register Message

You must type a email in the smail fisld!

Return l

6 Klicka pa Close for att lamna guidemenyen
nar registrering och aktivering ar klar.

Installation is complete
Device Registration: Registered

Cantent Filtsring : Enabled

Cloze

,@S Om du vill aktivera en standardtjanst med ditt iCards PIN-nummer (licensnyckel), anvand
menyen REGISTRATION Service. Se manualen fér mer information.

° Om du inte kommer &t Internet via WAN 1, kontrollera ZyWALL:s anslutning till
Ethernetkontakten med Internetatkomst.Kontrollera att Internet-gatewayenheten (t ex ett
DSL-modem) fungerar som den ska.Klicka pa WAN i navigationspanelen for att verifiera dina
installningar.
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5 DMZ

DMZ (DeMilitarized Zone) later offentliga servrar (webb, e-post, FTP osv) vara synliga for omvarlden och
anda vara brandvaggsskyddade mot DoS-attacker (Denial of Service).

Du kan tilldela TCP/IP-konfiguration via DHCP till datorer anslutna till DMZ-portarna.Konfigurera annars
datorerna med statiska IP-adresser (i samma subnet som DMZ-portarnas IP-adress) och DNS-
serveradresser. Anvand ZyWALL:s DMZ-IP-adress som standardgateway.

Gor féljande for att konfigurera DMZ om ZyWALL befinner sig i routinglage.

,@ Du behdver inte konfigurera DMZ med brygglage, ga direkt till Avsnitt 7.

1 Klicka pa NETWORK > DMZ i navigationspanelen.

2 Specificera en IP-adress och subnetmask for

DMZ-granssnittet. oviz 1 aas port Roles

Om du anvéander privata IP-adresser pa DMZ, e — i

anvand NAT for att géra servarna offentligt bt |

atkomliga (se Avsnitt 6). —
1P Pool Staring Address [0 . 0 . 0 . 0 Paal Size El
DHCP Server Address i

En offentlig IP-adress méste vara pa ett separat oHep wins server 3

subnet fran WAN-portens offentliga IP-adress. Om o

du inte konfigurerar NAT for offentliga IP-adresser i BT

pa DMZ, dirigerar ZyWALL trafiken till den T T

offentliga IP-adresserna pa DMZ utan att utféra sno i

. . . I d to create a Firewall rule.
NAT. Detta kan vara praktiskt fér vardservrar for
NAT-fientliga tillampningar. rosa |

3 Klicka pa Apply.

4 Som standard ar alla LAN/DMZ-portar 1 till 4 LAN-
portar. For att konfigurera en port som en DMZ- areales
port, klicka pa fliken Port Roles, vélj dess
radioknapp funktion bredvid DMZ och klicka pa
Apply.

6 NAT

NAT (Network Address Translation - NAT, RFC 1631) innebar 6versattning av en IP-adress i ett natverk till en
annan IP-adress i ett annat. Du kan anvanda menyerna NAT > Address Mapping for att lata ZyWALL
Oversatta flera offentliga IP-adresser till flera privata IP-adresser pa ditt LAN (eller DMZ).

o I altataits

Foljande exempel mojliggor atkomst fran WAN1 till en HTTP-server (webb) pa DMZ. Servern har en privat IP-
adress pa 10.0.0.20.
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1 Klicka pa ADVANCED > NAT i
navigationspanelen och sedan pa Port
Forwarding.

2 Valj den WAN-anslutning (WAN1) for
vilken du vill konfigurera regler for
portforwarding.

3 Valj kryssrutan Active.
4 Ange ett Name pa regeln.

5 Ange det portnummer som tjansten
anvander.

6 Ange HTTP serverns IP-adress.
7 Klicka pa Apply.

7 Brandvagg

NAT Overview  Address Mapping | Port Forwarding | Port Triggering.

Port Forwarding Rules

WAN Interface WANT >
Default Server 00 . 0. 0 o0 Go To Page1 ¥

| # [activel Name | Incoming Port(s) | Port Translation Server IP Address

‘ u fn - Jo | [] [EETEE
EI‘ § | o -0 o - @ 1] o 1] 1]
‘ I o - o oo [ 0 ] 0
li‘ § | o -0 o - 1] 1] 1] 1]
E‘ o o -k o b 0 T
‘ o o -k o 8 0 [l 0 0
E‘ o o b o = [ [ ] ]
u‘ o o - o 0 [] [ ] [
m‘ o o -p o [ [ [ [ [
Mots 1: You may also need to craats s Firswsll ruls,

Mots 2; Port Translation is optional.

Du kan anvanda din ZyWALL utan att konfigurera brandvaggen.

ZyWALL:s brandvagg ar forkonfigurerad att skydda ditt LAN fran attacker fran Internet. Som standard kan
ingen trafik komma in i ditt LAN savida inte en begaran forst genererats fran LAN sidan. ZyWALL tillater
atkomst till DMZ fran WAN eller LAN, men blockerar trafik fran DMZ till LAN.

Om du anvander din ZyWALL i routerlage, fortsatt med nasta avsnitt. Fér brygglage, ar du fardig med den

initiala konfigurationen.

8 Installning av VPN-regel

En VPN-tunnel (Virtual Private

Network) ger dig en saker anslutning Local Network | IRem“e hietiv ork
till en annan dator eller ett annat l [ ] | Renote | [ ]

.. P by ZWAALL FE=T) 1
natverk. F i, | IPSecRouter | S

| -‘,:-ca—\ VPN Tunnel e _P-cj_li

En gatewaypolicy identifierar IPSec- i AEATEWAY s ol
routrar i endera dnden av en VPN- L e S e renenannat L______
tunnel.

En natverkspolicy specificerar vilka
enheter (bakom IPSec-routrarna)
som kan anvanda VPN-tunneln.

NETWORK POLIGY

LT L]
Levvvnnrrrrey
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Denna figur hjalper dig att forstd huvudfalten i guidemenyarna.

" Local Network |

=

Local Network |
|_ __IP Address

— —— — — ]

= 'r—/‘

My ZyWALL

|
|
L[ VPN Tunnel
[

IPSec Router | S

rRemote Network

|
Remote | -

}:ﬁs =

Remote Network

| _PAdiress |

Remote R

Gateway Address

1 Klicka pa ikonen Wizard () (guide) pa skdrmen HOME (hem) och klicka darefter pa lanken VPN Setup

(VPN-installning) for att 6ppna VPN-guiden.

,€§ Dina installningar sparas inte om du klickar pa Back.

2 Anvand denna meny for att konfigurera
gatewaypolicyn.

Name: Ange ett Name for att identifiera
gatewaypolicyn.

Remote Gateway Address: Ange IP-adress eller
domannamn for fjarr-IPSec-routern.

Gateway Policy Propert:

Hame et
My ZyWaALL oo
Remote Gateway Address  [BranchOfficecon |
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3 Anvand denna meny fér att konfigurera
natverkspolicyn.

Lat kryssrutan Active forbli markerad.
¥ Active

Name: Ange ett Name for att identifiera e o
natverkspolicyn. .
Valj Single och ange en IP-adress for en enda IP- R Sl T Ranga R T Eitbet
adress Starting IP Address 192 . 168 . 1 5 sl

. . Ending IP Address / Subnet 255 . 288 . 285 . 0
Valj Range IP och ange inledande och avslutande IP- Mask
adresser for ett specifikt intervall av IP-adresser. Rl F single © Range 1P & Subnet

. Starting 1P Address 100 & 0 W A0 G
Valj Subnet och ange en IP-adress och subnetmask - o o o

asl

for att specificera IP-adresser pa ett natverk genom
deras subnetmask.

g Kontrollera att fjarr-IPSec-routern anvander samma sakerhetsinstallningar som du
konfigurerar i de féljande tvd menyarna.

Negotiation Mode (Forhandlingslage): Valj Main Mode for identitetsskydd. Valj Aggressive Mode for att tillata
fler inkommande anslutningar fran dynamiska IP-adresser for att anvanda separata Iésenord.

,@S Anslutning med flera SA:s (sakerhetsassociationer) genom en saker gateway maste ha
samma férhandlingslage.

Encryption Algorithm (Krypteringsalgoritm): Valj 3DES eller AES for starkare (och langsammare) kryptering.
Authentication Algorithm (Autenticeringsalgoritm): Valj MD5 for minimal sékerhet eller SHA-1 for hogre
sakerhet.

Key Group (Nyckelgrupp): Valj DH2 for hogre sakerhet.

SA Life Time (SA-livstid): Stéll in hur ofta din ZyWALL omférhandlar IKE SA (minimum 180 sekunder). En kort
SA-livstid 6kar sakerheten, men omférhandling kopplar tillfalligt bort VPN-tunnein.

Pre-Shared Key (Fordelad nyckel): Anvand 8 till 31 skiftiageskansliga ASClI-tecken eller 16 till 62
hexadecimala ("0-9", "A-F") tecken. Férega en hexadecimal nyckel med "0x” (noll x), som inte rdknas som en
del av 16-62 teckenintervallet for nyckeln.

Encapsulation Mode (Inkapslingslage): Tunnel ar kompatibel med NAT, Transport ar det inte.
IPSec Protocol (IPSec-protokoll): ESP ar kompatibel med NAT, AH ar det inte.
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PFS (Perfect Forward Secrecy): None (ingen) tillater snabbare IPSec-installining, men DH1 och DH2 &r mer
sakra.

4 Anvand denna meny for att konfigurera IKE 5 Anvand denna meny for att konfigurera IPSec-
(Internet Key Exchange) -tunnelinstallningar. installningar.
WIZARD - VPN WIZARD - VPN

IKE Tunnel Setting {IKE Phase 1} IPSec Setting (IKE Phase 2)

6 Kontrollera dina VPN-instéllningar. Klicka pa 7 Klicka pa Close i slutmenyen for att slutféra VPN-
Finish for att spara installningarna. guideinstallningen. Fortsatt med néasta avsnitt for
WIZARD - VPN att aktivera VPN-regeln och uppréatta en VPN-

anslutning.

Status

WIZARD - VPN
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8.1 Anvanda VPN-anslutningen

Anvand VPN-tunnlar for att sakert skicka och hamta filer, och tillata fjarratkomst till bolagsnatverk,
webbservrar och e-post. Tjansterna fungerar som om du satt pa kontoret i stallet for att vara ansluten via

Internet.

Till exempel tillater “test” VPN-regeln
saker atkomst till en webbserver pa ett
fijarr-bolags-LAN. Ange serverns IP-
adress (10.0.0.23 i detta exempel) som
din webblasares URL. ZyWALL bygger
automatiskt upp VPN-tunneln néar du
férs6ker anvanda den.

Klicka pa SECURITY > VPN i
navigationspanelen och klicka sedan pa

¥PN Rules (IKE}) ¥PN Rules (Manual) _SA Monitor Global setting

sociations Tahle

Local Remute IFSec
19216810.f 10000/
nn{ test 255 555 2EE.0 | 255,955 2550 Tunnel IESP DES--SHAL

Refresh I Dizzonnect I

fliken SA Monitor for att visa en lista Over anslutna VPN-tunnlar (“test” VPN-tunneln finns har).

? Om du inte kan etablera en VPN-anslutning, kontrollera att ZyWALL och fjarroutern IPSec

anvander samma VPN-installningar.Klicka pa VPN i navigationspanelen for att konfigurera
avancerade instéllningar.Oppan en webbsida for att kontrollera att din Internet-anslutning

fungerar.

Stalla in datorns IP-adress

Detta avsnitt beskriver hur du staller in din dator fér att ta emot en IP-adress i Windows 2000, Windows NT
och Windows XP. Detta sakerstaller att din dator kan kommunicera med ZyWALL.

1 | Windows XP, klicka pa Start, Kontrollpanelen.
| Windows 2000/NT, klicka pa Start, Instéllningar, Kontrollpanelen.
2 | Windows XP, klicka pa Natverksanslutningar.

| Windows 2000/NT, klicka pa Natverk och uppringda anslutningar.
3 Hogerklicka pa LAN-anslutning och klicka sedan pa Egenskaper.
4 Valj Internetprotokoll (TCP/IP) (under fliken Allmant i Windows XP) och klicka pa Egenskaper.
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5 Fonstretinternetprotokoll TCP/IP Egenskaper 6ppnas
(fliken Allméant i Windows XP). Vélj alternativen Skaffa
IP-adress automatiskt och Skaffa DNS-serveradress
automatiskt.

6 Klicka pa OK for att stanga fonstret Internetprotokoll
(TCP/IP) Egenskaper.

7 Klicka pa Stiang (OK i Windows 2000/NT) for att stanga
fonstret LAN-anslutning Egenskaper.

8 Stdng menyen Néatverksanslutningar.

Internet Protocol (TCP/IP) Properties '-:i.-

General

‘t'ou can get |P zettings assigned automatically if your network, supports
this capability. Otherwise, vou need to ask vour network. administrator for
the appropriate |P settings.

|5' Obtain an IF address automaticall )

2|

— Use the following IP address:

1P address: I . <
Subret mazk: I : :
Default gateyay: | . : E

[ ' Obtain DNS server address automatically ]

— Use the following DMS server addresses:

Alternate DHE semver | 3 :

Ereferred DHE server: | . .

Advanced... |

I oK I I Cancel |

Procedur for att visa en produkts certifikat

1 Ga till www.zyxel.com.

2 Valj din produkt fran rullgardinslistrutan pa ZyXEL:s hemsida for att ga till denna produkts sida.

3 Valj det certifikat du vill titta pa fran denna sida.

Kundsupport

Ha féljande information tillhands nar du kontaktar kundsupporten.

* Produktmodell och serienummer.
« Garantiinformation.
» Datum da du tog emot din enhet.

+ En kortfattad beskrivning av problemet och de atgarder du vidtagit for att I6sa det.

Se www.support.zyxel.se for ytterligare guider.
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ZyWALL 2WG RARZSMEMTBUREERA A tE, BE& TEMAEME (VPN) . B ETE, mm_,;ﬁnzﬂ:;xmm o EA
LU ZyWALL ZH{EBERRERXRBGAEER, MEAENEIRMIEHIE ZyWALL BIBSHINGE. 3 ZyWALL ﬁﬁ%mﬁﬁ‘t
B, FT4EAN 3G kWM&, FHEE AT M. ZyWALL 0Tk, ‘é‘éiﬂ@:ﬂ%ﬁ%ﬂﬁ@»& LAN B A2
R ZBATLUEFAA DNZ, B TMEHNRZ L. AFMARNSEIEFIBENEFER ZyWALL B, EZE#HITH4
REZEMEESHEXER.

EZE (REFM) , REBABIEMEAES.
BRI EEEEKMNERER

N

X e

| . = == =
\é}ﬁ(x Internet ,i =] ," s’ !
i J || =d ' o

— N = Internet )™= ="\ om——

DMZ ~
; iE\ WAN :{\ - - _VPN
LAN [\%‘ il il CLiG\J\ LAN i ’(i [i

St

AFMIETOT.

1 EERE 6 NAT

2 [RERIMERSRERRF 7 BRAIE

3 HrEiR 8 VPN FiNi& &

4 HELW 0% E LUR P i A 9 HIFEHERR

5 DMZ
1 ERE

LK W 1% 2% MR IE B 25

7
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BPUTT ISR, ARG ERHTIRRE.

ol [ p. iy J|

POWER LAN/DMZ WAN AUX CONSOLE

 S—  —

1 {F LUK MR 2 %1% LAN/DNZ SE#Eim AFNE K. R IEE S MERSEEIZERF, 7 LAN 5 DiZ FEH
XeimAREA DMZ im0, WEMATLUER IR MiEZELZ, BAOHRSE (MK, BT, FTIP &) &
3] LAN/DMZ 50

2 EREAMIKMERELZ, 1§ WAN in OEREI AT e BRI B AR MZED .

g EEN CONSOLE im MEZELMN BN , FEAESRF ALK, BEN AUX i O EZEERL
BHRERE  EERARERSZHLE.

3 1% 36 E&MEBAMER L REE, BiY 36 MEBIZEARFM. EEEARIAH, ZyWALL {XEEfER
Sierra AC850/860 3G FTZ&M+E.

A ERTMABRIREERS, ABREHRE (NMTREAER) ELBRE.
5 MEFIHER. PAR F5RATS =4, CARD. LAN/DMZ #1 WAN 35 RATSEMHEEEIMM ERIFHESE.

=

LAN/DMZ
PWR 1 2 3 4 WAN  AUX WLAN  CARD
[ =] [ = — U — . — | o o o o
10/100 10/100 10/100 10/100
| S—

116



%] 8 Hp 32

? WR LED FETATEHAR, FEREE, NERLSEEZHN. HRCHBIREER[EZEE ZyWALL
FH\NESRBEIRERE. MERBFECSHRB. MR LD HRAERRAR, FRELHAHN
.

2 HiEl BRI ERRF
EALMERAS R OEBREE WN 1 EOOERRBE.

1 BT ES. WAt 192.168.1.1 (ZyWALL 2 B Login (BF) (BLMWMARINER 1234).
BOERIA IP Hbhk )
MREEETEREE, HERET, REBK
IP it

ZyWALL 2WG

J File Edit ‘iew Favorites Tools Help

Enter Password and click Login.
J dmiack ~ = - it | ‘Qhsearch [ Favorites
|address | httpiji192.168.1.1

—

? AERETERRER, FRENRBNLERE, BRUKNNFELBANEREZITER.
b4, EBPRt N ECE A M DHCP BRS5EZIREN IP tbit. iES% [REBEMAY IP #ht ] —75, 3%
Eyiiglﬂ'fg:%\o

3 MINFTRYERD, AFHE Apply (HA), EXER 4 8% Apply (HA), BRER ZyWALL BIEGAEF

=, NERR -

Use this screen to change the password. Replace Factory Default Certificate

New Password: e The factory default certificate is common to all

ZyWALL models. Click Apply to create a certificate

. using your ZyWALL's MAC address that will be
Ratypeto, Canflru: — specific to this device.
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? MRGENTEMENLRETIE, WEE ZyWALL MEEMIRIRE (HfEE 1234, FEM 1P it

U 192.168.1.1 2 ). #%{f RESET (Ei%) #%#l (I T/REEWH) EZ PWR LED 15RKTFFIAA
KRBT .

5 kBT SFTH HOME T -

ZYWALL BINSE AR EER . MR EEH NAT. DHCP F1 VPN ZRRYIRMINEE, BHE T T E.

WMREN ZyWALL {EABRERXPAEER, BREET 3.

6 TF Network Status (MLZIRZS) FT4&. R WAN 1 BPRZAFIE Down (FT3HEIT), BERLERRT IP i
i, EMEET 2.

NS WAN 1 K759 Down ( (M) (SBUEEREFR IP k), MIRT Wizard ([@5) EBFR, FERAEH 40915
BERiEE WAN 1 .

MBEERS WAN 2, 5EF NETWORK WAN FRE. 1St Al LG e 18 M BEA 2 18] Y £ 2 T2 1487
Automatic Refresh Interval [ErNed| ¥ wee (7)

System Information

ZyXEL

HOME
System Name Content Expiration Date License Inactive
REGISTRATION Model ZywALL ZWE web Site Blocked Mot Supparted
- Boothase Version WL.08 | 11/01/2006
NETWORK = i R Latest Alerts
Firmware Version V4.02(AQLOJb1 | 11/01/2006 rer—
— ate/Time
SECURITY -] Up Time e Date 3

ADYANCED =] System Time
N

2001-01-01 02:56:41 GMT

Device Maode Router

System Status

Firevall Ensbled Port Statistics | DHCP Table VPN Bandwidth

Marry —— A
—
LOGS Interfaces Status IP/Netmask IP Assignment Renew
WAN 1 100M/Full 172.23.37.106/ DHCP clizrt Renew
MAINTENANCE 255,255,255.0 _I
WAN 2 Doun 0.0,0.0/ 0,0.0,0 IPCP diznt pial
i Al Dial Backup  Down 0.0.0.0/ 0,0.0.0 HiA Dial
LAN 100M/Full 192,168, 1.1/ DHCP serusr /A
255.255.255.0
WLAN  100M/Full 0.0,0.0/ 0,0.0.0 Static 1A
oMz 100MfFull 10.1.2,3/ DHCP server i
255.255,255.0
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3 HrHZEER
HIE0E ZyWALL i AR E, HINRERNAEMRBERFGAE. ERHITTISE, 5 ZyWALL & A HFiEE .
1 BHSATEHR LAY MAINTENANCE (43P ),

PIEEE Device Node (). — —

2 BEEY Bridge (AFHE), FF0 ZUWALL B9 | | o
LAN. WAN. DMZ 0 WLAN ¥EO8E (#75)
IP b hikF RS FAM X IP k. ice Mode Setup

The ZyWALL restarts sutomatically after you change the device mode and click "Apply".

3 B Apply (RIfA). ZyWALL S EH/EH.

1P Address (See LAN, WAN, DM,

WMRFZMWAN FEIBRS =5, BREET 2. % rides
1F Address [192 . 188 . 1 . 1 |
1F Subnet Mask zsa 285 . 5 .
Gateway IP address

4 BEW e & K i il

1 32T HOME (ET) BEEFH Wizard ([EF) ER () , B3R Internet Access Setup (E4FMIENIE
E) HEE, BIEFENEAEDS.
BMNEEBEMFEER.
TNER ISP AIRIEM T IP thtlt, 157 IP Address Assignment (IP #itlHi&E ) THiFIFRIEDIZE Static (B
), ARMANEHRIER.

g?‘}b &Z7E Encapsulation (#%) EMHAEBRMNMEME, SEENNEMBSERARE. HEX
SERZTARIEN ISP B MK EIE RIRMHIER. IBEXLEZAPIEN ISP MK EIRRIZHMNE

=|

15N ©

SERfE, HEE Apply (KA)
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. y n Ax
Ethernet (BIAM ) #3% WIZARD - Internet Access
7£ NETWORK WAN T3 Hi% & Roadrunner AR

% ( 1Eﬁ WAN ﬁlﬁ-':_ ) o ISP Parameters for Internet Access

WAMN IP Address Assignment

* PPP over Ethernet Bf PPTP F}¥&

MREHRLBRIFDEZLTE, 1HiED Nailed-Up (EEZERE) (MRER ISP ZITHEMKERAEYZE, mIEK
BEERAL, EXMERATREIBADR) -

120



5] A 32

MRFAE—BERFERIKT, HE Idle Timeout (HE®BA) HIEERBEFIREE (BALAR).

WIZARD - Internet Access WIZARD - Internet Access

ISP Parameters for Internet Access

ISP Parameters for Internet Access

PPP ower Ethernet

2 Bd Next (T—%) BIR myZyXEL.com (ZyXEL & [Tirenner accras
ZAREH L) TAmE, ERIELHIT ZyWALL =&
iiﬂﬂ-, Em_ﬁ_ﬁ m,’é"_ﬂﬂ;ﬁm ﬁlé Eqﬁ%-‘ﬁkﬁﬁ $x1£'|:° %" Product registration and service activation for free
B Skip (Bkid) BEE Close (KHFD, M ou can register ZyWALL on s/ zyxcel.com and st
RMBEERET.

3 IR IRE myZyXEL. com 1k=S, iFiE Existing
myZyXEL. com account (ILHAY myZyXEL. com I
), BRIAKSIESR. BT myZyXEL. com fik
S, Ni% New myZyXEL. com account C(ETHY
myZyXEL. com 15D, BEE THIt=AI AL
kS HFHITTREM. B Next (T—H) .

INTERNET ACCESS

Device Registration
o  J

estigayel.com ]
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4 EFEMTH-

Register on myZyXEL.com server in Progress

This may take up to 40 seconds. Please wait...

5 RAEAMEMUNESERTFIETE. Hif Return
GGR[E]), [E%] Device Registration (F=&hiE
H'H'> ﬁﬁ! *ﬁﬁ!@l}ﬁl‘]iﬁﬁo Register Message

You must type a email in the email field!

Return I

6 MEKNFTEREMS=RBH, MET Close
(XD, BRAEDERE.

Device Registration: Registered

Cantent Filtsring : Enabled

Cloze

g%%ﬁﬁﬁ iCard BY PIN 2R (IRHBURHNEE) BRAWERS, (¥ H REGISTRATION Service
GEMRS) RE. WEHEXEREE, BESRERFMH.

? R ICEBIT WAN 1 5 a BEEEW, iBih e ZyWALL ZUAMIHA (BEEMEEZEINGE) iERE.
MIREBAM M XiEE (a0 DSL AHIMEIERS ) ETIEE. EF—TSMMER LA WAN DIFRIAERY
[l
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9 DMZ

EEEMEKRX (DMZ) SILERATUER AFRRSEE (MK, BEFHdME. FTP Z), EMERFMIEMRIFZT,
TEZE DoS (FELERRS ) I

IEAT L@ DHCP 4% TCP/IP IREBLE AIEEE DNZ i ARVER. =&, AT AERIZESRSS IP it (5
DMZ %Ry IP MU FR—F M%) K DNS BR&EStbit. {FF ZyWALL B9 DMZ IP HBhH{EAEKIAM K.

WR ZyWALL &TFEARER, FMITTIISE, K& DNZ,

LS aEE e TRERE o, TUEEKESS ).

1 BHESHmER LAY NETWORK (4&) > DMZ.
2 73 DMZ 3 3EE IP HhtF1FM4EaT,

DMZ Static DHCP 1P Alias Port Roles

WRIRAE DMZ E{ERAFAE |P #udik, iHER NAT, FF —
MRS EARIFE (BESRET6). ook [
Multicast [Hore =]

ANF 1P HitE A FTFD WAN SR OB AF 1P S F R e

ERFM%. MRIEREH DMZ EHINE P Hbit Cadcnpiite | NN ol
WE NAT, ZyWALL SR RERHEFEER DMZ EBIA [0 v 0 o
B IPHilt, MASHITNAT, W FRESEH NAT
MERAREAME, XNMEEEERSSHATIEE
.

3 Bk Apply (A

4 BIAERT, LAN/DMZ 0 1 Z| 4 #32 LAN i#
O. EFimOBEA DMZ 50, 58T Port Roles P 0 alias Port Rales
GrOMAR) EH+, i£F DNZ Zihp8ikie, e
SRIGETE Apply (A .

6 NAT

NAT ( P&&itbtib4E3%® — NAT, RFC 1631) RFRMEANMLE IP bttt b HabMEARRE IP Hbht. BafLUER
NAT Address Mapping (NAT HbtitRfsT ) ECETIE, i E ZyWALL ZEFRAY LAN (X DMZ) LIS A3t IP thlititis
AEANFAE P k.

ETEBBIFHR, SaREFEMN WAN 1 358 DMZ LAY HTTP (M%&) PR, MRS SEMIFASE |P Hitkh
10.0.0. 20,
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1 B+ SAUEHR A9 ADVANCED (S4) >
NAT, SAJFiE™ Port Forwarding (imH _ NAT Overview  Address Mapping [ Port Forwarding | Port Triggering
BE).
2 ik o AR RE A 1 4% A AL B T 13 B v
1;}'[. (WAN1) . Default Server 0 .0 .0 .0 P |
. . s | #|activel Name | IncomingPort(s) | PortTranslation |  Server IP Address |
3 % Active (BF) SikiE - - 5 i 5 N
4 Eﬁ)\%ﬁdﬂﬂ%#{o } | fn - Jo | [ 0 %0 & 0
§ | o -0 o 0 1] o 1] 1]
5 MARSERIROS. } E TR b p o0 o o
3 I o -0 o 0 1] 1] 1] 1]
6 fIA HTTP BRZ5 S840 1P il B — — T ——
7 %% Apply (KZFD). K - - IO
u‘ o o - o 0 [] [ ] [
m‘ o o -p o [ [ [ [ [
Mote 1 You may aI|SD need tD.CrEaIlE a Firewall rule.

7 B K%
R LURIG B A, EIRER ZyWALL.

ZyWALL RYBF KIS RTIERER, ATLURIP LAN BRERBEBHEMBKTE. IAFERT, BRIEEKELAL LAN £/~
&, BNFRSHEAEBRFHEN LAN. ZyWALL £ 521 A WAN 3 LAN 35715] DMZ, {B<$H45i M DMZ 3 LAN B91E4 .

MREUBERBRAE AL, FRET—THHSR. NREERFEER, WABNHERENT.
8 VPN Mgz H

VPN( ERIERAMLE ) BERLER e e e e o e e
2 BT FE B H fth BB Fo s R 2% . | Local Networc | | ’"i .
W S U <> #ETA VPN I8 5E 7 iy Y l- IMVZVW'“LL \PSReecmROctJiterI == :
IPSec FEHIRE- ”_—(__j—\_ VPNTunnd —@)_li
MEMNSIEEWLEE (LT | ! ?EATEWAY F'I:n_n:Y‘l LI
|PSCC E%EEE%Z’:) 1§Fﬁ VPN e e e e iIilllllillllllllnnhin-liu ———— — — ]
B t :

§ NMETWORK POLICY -§
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TES AR a5 TUE IR EE A

" Local Network | IrRemote Network

- I Remote | -
S ! IPSec Router | ==
!:, Eg—\_ VPN Tunnel N\ =
Local Network | K‘ \ |

|_ S | Remote Network
e s S B Remote o .. IDAddress _ 1
M. EyiVALL Gateway Address
12T HOME (BT1) BEFH Wizard (AF) ER (K . BIET VPN Setup (VPN RFE) §k3E, B3 VPN
1%,
,@ MREEE Back (L—F), BASEREEHKRE.
2 B LAEXANTTE IR E M .
Name (ZFR): AMKHMBMAIHRZFR, :
Remote Gateway Address (SZFZMkihilt): AT “em SR —
12 IPSec BREAARAY IP MKW EHAFR
My ZyWwALL G

Remote Gateway Address BranchOrffice com

Back
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3 EA AR TUE P IREMEHRN .
ik Active (BA) EXERFHEFIRE.
Name (ZFR): AMKMUMAHHIZTR.

¥ Active
i Single (B—), FFIANE— IP HblbfAy IP Hb RS Test
k. Network Policy Setting
1o Range P (IP HhESEE ), FHIAKRE IP Hoht T * o
SEE MARIAFNLE SR IP Hodt. o ¢ addses St [
Mas
i£H Subnet (FMEE), FHiA IP HuitF1FMIE
. g Remote Network " Single £ Range IP * Subnet
53, l«l?WHﬁﬁHaEM?&LE"J |Piﬁ’.i-|to Starting 1P Address A0% 5 0 % 0% & 90
Eqr;ds\l:lgIPAddress/Subnet 255 . 0 . 0 .0

giﬁﬁ%ﬁiﬁi IPSec FREHBREMAMIRE, MEBETHMIEEPHREMELERR.

Negotiation Mode (RN ): JEH Main Mode (EEHERN ) ALURMH S RARIPIIGE. &
Aggressive Mode (EFEN) AIUAAFRSKREHNS IP HblkAENEZER N HZ/,

g BEREMEMKEZNZE SA(REMXEK) LAERBRMTEER.

Encryption Algorithm (JNZEE% ). %k 3DES ={ AES £{FAKZSE (HEERE) BImMEH.
Authentication Algorithm (B&IFE%): & MD5 SFEMKKAIR S, SHA-1 MRS MNKS.

Key Group (Z$A¢H): i£F DH2 SFHK SR 2.

SA Life Time (SA FiFR): I®E ZyWALL FFHHFT IKE SA BURE (BRIKIRZE 180 7). HIEHI SA BIPRAETLL
R El, BMASER PR VPN BiEEE.

Pre—Shared Key (FIEZ®Z4H): (E/H 8 2| 31 AMXHKNEH ASCII F&HFK 16 2] 62 N+7<iffr ("0-97,
“AFT) FFF. NN BEHAZEIMNE "0x”, T “0x" FEFBEEZHAM 16 B 62 NEFTEEA.
Encapsulation Mode (#fZE4E=): Tunnel (IBi&) RIS NAT RIRTRZA, ™ Transport (f&#) MIARH .
IPSec Protocol (IPSec i@{EtfY): ESP AJ5 NAT ERTEZF, ™ AH BIFH.
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Perfect Forward Secrecy (PFS) (PFS-SE&it&k %% ). i None (F) ML IPSec EH R, 18 DH1
7N DH2 A& £E.
4 IBATLAETIE AR E (KE( EBEMEHETIR) BE 5 B AELTEPIRE IPSec.

RE - WIZARD - VPN
WIZARD - VPN

1PSec Setting (IKE Phase

IKE Tunnel Setting (IKE Phase 1)

ol

112345678

6 T VPNIZE. B Finish (BK) REFRE. 7 BEBRETRETH Close (X)), A VPN @S
WIZARD - VPN MigE. HET—HHPE, BA VPN RN FET
VPN &,

WIZARD - VPN

8.1 {£F VPN iE

£ VPN iBiE = £ it E X FIIRBUSC M, FRIVFERIFEIARME. MRS BFRME T, REMSITIMEE
DAEMRRL—#, FTRBEBITERKMEZHEITH.
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Blan, “test” (MK ) VPN #MAT L IER
£ihif EEi2 A F LAN FEI R TTAR 8.
GRS 2R Pttt (FELESEFID A

10.0. 0. 23) ﬁ‘)\,xu"*g%m URL. ZyWALL &

¥PN Rules (IKE} ¥PN Rules (Manual) | SA Monitor | Global Setting

FEESER VPN BB, B S VPN llm
EHE, nn{ test 215952 21253 legfu zséuzgsozosé ; Turinel IESP DES--5HAL
B ESAER LA SECLIRITY (R£) >

VPN, %Eii’&qﬂ SA Monitor (SA %%m%ﬁ) Refresh I Disconnect I

EIRF, E"T—L'ﬁ%ﬁ'] VPN u@ﬂi‘% (AT IA
EXEHE “test” VPNIEHE ).

? R ISR VPN &R, FHIR ZyWALL 53272 IPSec IRHIZE(FEAR VPN BLEHE. —T5
iE# LRy VPN LB ESRIZE. BIHEME—MiL, URINEREERNEEZEEMN.

WERR IP il

AT IR Windows 2000, Windows NT A Windows XP H, &% B AR#EUL IP Hhtit. (EI5R TR AR IRIG
BY FL AR REFN ZyWALL & & i@
1 7£ Windows XP H1, BAHFFIE, AR GHEFITER.
7£ Windows 2000/NT A, {fXIRTFIE. &BMIEHIER.
2 7£ Windows XP H, EATMJ4RIEIE.
7 Windows 2000/NT 1, B MK ERE.
3 AXMEE LB HRAAE, ARRTHREE.
4 % Internet Protocol (TCP/IP) (7 Win XP {uFEIEI+ L), REEFEM.
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5 kBTS$TF Internet Protocol TCP/IP BHEE O (f&EWin

Internet Protocol (TCP/IP) Properties i ﬂﬂ

XP R FEMETF L) . EhBEFHIRS IP HikFn g zh
3X18 DNS BRS5=%ithubikIn.

. o . ‘t'ou can get |P zettings assigned automatically if your network, supports
6 BEHHEE, XM Internet Protocol (TCP/IP) EBiHEO. is capabil

this capability. Otherwise, vou need to ask vour network. administrator for

the appropriate |P settings.
7 BEXA (F£ Windows 2000/NT AR ), XMAEME

General

| % btain an P address automatically
1" Uze the following IP address:
N N .
8 ;lﬂ*ﬂtﬁg &l D ° 1P address: I . .
Subret mazk: | 2 :
Default gateyay: | . : E

( ' Obtain DNS server address automatically ]

— Use the following DMS server addresses:

Ereferred DHE server: I . . .
Alternate DHE semver I : p

Advanced... |
I oK I I Cancel |

EE'F:I:IIZI 1¢A1IE1I=| G ﬂ'

1 3718 http://www. zyxel.cn/ Wik,

2 EEEREHL (ZyXEL) EREMTHIIREFEDAFN~MR, BREZ-RMTTE-
3 ENHEPIEPEEEFRIAEER.
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=

ZyWALL 2WG £LfH [ i AR E A (VPN) - BT - f SR 2R PRS-« IS;’FI‘JH‘\’L’
ZyWALLflll Syl ;ﬁ,[& 2 ﬁ o= ’E j%ﬁﬁ‘%‘,ﬁ‘/%i ZyWALL FOREEz 1J <o ZyWALL ELEE Fl I ARt
[ IR Y36 “M I [ WAN (s ) o« ZyWALL bl ’J%U‘“@%tﬁ” “
FILAN A8, 23 F [ U fif EJB%E,H FIfi Ry DMZ » pgesgisposh = 15 o 4 = plpop F*,EIJ?H 'E ?Fpﬁ[ﬁ‘ H ffrs]
ZyWALL B > st i b i3 ﬁ'ﬁfdé‘ﬁ

ﬁ%éfﬁj CRPIE L) o 20 R g poRespiay -
e g R AR sy -
DMZ wan s (=R
LAN (pm F . b
- = Qi %i& LAN @
i‘}<_\ Internet R!—_E’E
- . ~ T
— \ -
il
S P arp
1 fRphps 6 NAT
2 VAR 1? LA 7
3 At 8 VPN #j/ EJ]JE"%
4 VB o R ) 9 B
5 DMZ
1 R
SR
ZyWALL B TR RS

7
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T SRR SRS

POWER LAN/DMZ WAN AUX

o J g. i HH ]

CONSOLE

 S—

 —

1 EIJw#;ﬁ[ﬁf%‘,ﬁﬁiﬁ_I}% LAN/DMZ 31 51 A IFI_T—‘«]'F, P [ m‘H { R T 'i LAN #5 DMZ %"P'H' SR EE
FARGELED DMZ S IR - (oo 7o Ao A (R F S TP ) T
LAN/DMZ i i -

2 i Pl 1 “J\Tﬁ”mﬁk }[—J WAN i SR 2T T;”V{rﬁ[s};‘“ﬁ 14 A—k_lﬁﬁl

/g +IIF;[}LH CONSOLE fﬁ,'ljg:_}%—"fu F[J;E*ql;[ %IE[FI ; [:I'Sifﬁlt{&_‘&\ I[F;l)qij AUX iﬁ"lﬂl}%%@%@?ﬁz
B i) %lclf“}%p’ﬁ TR o

3K 3G S-S RS I R B 3G B IVARIEIEE - T Y IHI > ZyWALL @il
51 Sierra AC850/860 SG R b ﬁJF

4 fil P RO TR e o SRR (AT R TS ) B IR -
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Y
LAN/DMZ 7 WAN 47 5 (7 7 RS T 10 i e

5 #1357 119 - PWR §717- 471 {0 - CARD -

03
H
§
§

ij[[%\l LED f"l _??F’Z Tﬁi ) [”{[;zg:_lw&\ ?f‘fﬁg\ E{fzﬁf_;f‘l‘{ffg ° EQJ g ‘_’]’ F]Q‘E}}%éﬂ}g_}%ﬁ
ZyWALL = g5 i Limﬁ TR S LED fr7 SRR e - s
Fif*fjlﬁfﬁr‘%ﬂ

AT

2 T%?Vi]'ﬁi‘—ﬁ‘,;ﬁ'ﬁ"\%‘%jﬁ??
[0 ) P B R WAN 173 R o -

PPV I o ) 1 4-192.168.1.1 (ZyWALL 2 - Logln(g ) (Rl RS
FF SRR 1P A - 1234) -

J File Edit ‘iew Favorites Tools  Help

J dmEack ~ = - (5 ot | Qi 5search (5 Favorites

| Addvess | hitpif/192.168.1.1

ZyWALL 2WG

Enter Password and click Login.

Password: [~

? +|5f\_\;lﬂ wE XE'P' > ?ﬁ%ﬁ%{?ﬁég;i St i Tt - é—kﬁ 4ol

e AL IR R
Hf gﬁi%%i bp1T DHCP Iﬂ%é‘é“%rﬁ P bt % o T ?% ﬁf
VEIEW“

LRI P k) -y
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4 - " Apply ( =" ) JVIYRE ZyWALL iy EF%EI(

3 i * PR SREH N Apply (R BRI o N

B -

Replace Factory Default Certificate

The factory default certificate is common to all
ifi

Use this screen to change the password,
ZyWALL models. Click Apply to create a certificate

using your ZyWALL's MAC address that will be

New Password:
specific to this device.

Retype to Confirm:

fiSIL 1234 » Brisipiss 1P

% ZyWALL ]74%4*1@%'%&__ i
Fify ) frE] PWRLED fgﬁ st

? LA Ei”@ﬁ'fi'iffﬁﬁ ﬁ INER T;“ > FIEA
T 192168140 5 )-H = R RESE () w8 (e
i{F[F[\FW‘j’Fﬁ

5 FT F5fHOME e
ZyWALL SR (0712 % < 4054 1] NAT - DHCP A1 VPN W HIROSiepl oo » hisi ™ (453

* A P

f/U%\'%’}H ZyWALL it £ piis=" [ ff%[lEI“J %&;" LR
6 #i 1 Network Status ( Az ) E&JF? Y[ WAN 1[R[ 222 Down (0 3F58 (B ) &
0 e LR
YN WAN 1 iz 5% Down (FTJ ) (F2E WP Abdb) > F- T Wizard (REE) [l fU7IF AT 4 oe
L WAN 1 -
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LI%,J%FQ,I%JL WAN 2 - (i) NETWORK WAN G« (2041t WAN( I i ) sgist flfio g

Automatic Refresh Interval [ErNed| T v (D)
e e T S

System Name Content Filter Expiration Date License Inactive
REGISTRATION Model ZywALL ZWE web Site Blocked Mot Supparted
NETWORK = Boothase Version WL.08 | 11/01/2006

Firmware Version v4.02(AQLObY | 11/01/2006 Latest Alerts

SECURITY =

DatefTime Message

Up Time 02:56:16
ADYANCED & System Time 2001-01-01 02156141 GMT
Device Mode Router System Status

Firevall Ensbled Port Statistics | DHCP Table VPN Bandwidth

Memory |:| 23/32 MB
Sessions I:| 14/3000
—

Interfaces Status [P/Netmask  IP Assignment Renew

WAN 1 : DHCF dlient
MATNTENANCE e G dient | Renew |

WAN 2 Doun 0.0,0.0/ 0,0.0.0 IPCP dient Dpial
i Al Dial Backup  Down 0.0.0.0/ 0,0.0.0 HiA Dial

Lan 100M/FUll 192,163,117 DHCP server  NiA

255.255.255.0
WLAN  100M/FUIl 0.0.0.0/ 0.0.0.0 Static 2%
oMz 100MfFull 10.1.2,3/ DHCP server MR

255,255,255.0

3 IR

HIEOR] ZyWALL GEEUAREE IS - b AR T 0 = s IR Ry ZyWALL upf 5 -

14— élE*"T’f 5 _-fY MAINTENANCE ( 7
) > JrxfF - ™ Device Mode (%{—fFfo;L

*k ) e General Password  Time and Datei Device Mode | F/W Upload Backiie Restart

Restore

Current Device Mode

2 7V Bridge ( ’ﬁﬁ? ) > EL ZyWALL iy
LAN > WAN D Z l: WLAN Jt 4: I%‘{‘ ( ?f@ Device Mode Setup
FE ) |P {lf, il[__, ﬁf}(%:lﬁ%_l,fl:[rm 1F_ IP fy‘ {1[_ o The ZyWALL restarts automatically after you change the device mode and click "apply".
, " Rauter
3 - Apply ( ZH]) - ZyWALL ﬁf:[;lg?‘?s[f 1P Address (See LAN, WAN, DMZ and WLAH
.:c}j o = Bridge
\EI 1P Address [102 . 18 . 1 . 1 |
IP Subnet Mask [286 . 288 . 255 . 0 |

i/l:l%l\l %TT_E;I ’ﬁ{’,—AWA ’F qF/é‘E %’: }yi—t" ﬁ'l E’g"]‘ 5 ° Gateway IP Address [0 .0 .0 o

A AR VL |
14~ ™ HOME (Fif! E I? fl1f¥ Wizard )[% ) @H (.) 'F|#~ T Internet Access Setup (il ﬁ,[.}%*ﬁ/%“
) A 'E’?“ﬁﬂ%ﬁ{ﬁ nH Vg ER -
T SRR o VR
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EH

Yl ISP £ J#Qﬁ [P b g %li IP Address Assignment (IP r’ifiﬁﬁ%’{g) P EOF HT 3 12 PV Static ( ?f‘f»
FJ'- ) ) 71{|&§_Bﬁj ?ELFH IJEAT“g'L °

25 AT Encapsulation (Ff5E ) B[V iy R ORI @ TR -
gt F[[@ T ISP ﬂ/ ]-ﬁu %ﬁg:[F $EL ElfJgji?* )

i

R %r“if%  Apply (£H]) -

» Ethernet ( "¢-\5HR% ) #HHE

7+ NETWORK WAN %_H I%i
Roadrunner 1§75 ( IEB“ E\N fEE ) -

You can select ethernet, PPPoE or PPTP according to in which the netwarlk you
are. If you don't know, please ask your network administrator, The most popular
type of netwark is ethernet,

Encapsulation IE‘thernet -

WAN IP Address Assignment

IF Address Assignment IStalic VI

My WAN IP Address | O 0 0 0
My AN IP Subnet

Mask I u 2 U J
Gateway IP Address I u] 0 1] 1]
First DNS Server o . 0., 0 .8
Second DNS Server 0z £ 500 % 0 0

Back |

* PPP over Ethernet F& PPTP $i&E

U ) USRS 11> 0 Nailed-Up (i 3fist ) (U1 L0 ISP AL FTRREE 7 IR RAAS - o2l
S g T e -
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DRSO ESSTNE © e Idle Timeout (ISR ) ]

SRR (A7) ) o

WIZARD - Internet Access

ISP Parameters for Internet Access

PPP ower Ethernet

WAN IP Address Assignment

WIZARD - Internet Access

ISP Parameters for Internet Access

PPTP Configuration

2 f§~ "~ Next (- #) Hi5. myZyXEL.com
(ZyXEL s8R 1) EIEI ’ L'ﬁ %
ZyWALL ﬁ: ,pr—t{tj » TR "*
Uk . Skip (2 iH
D E'[J'?HJ AR A

|#°L =

Iose (

3 YN [ myZyXEL.com (=5 #ff?v Existing
myZyXEL.com account (it Jgu
myZyXEL.com [[=5) > F| ﬁia*jr HA AR RN
myZyXEL.com [[=5F > H[3EV New
myZyXEL.com account ( ¥y myZyXEL com
5« 5 IR ¢ e
BERT < B Next () -

F’* % J" Fl SEy|

WAN IP Address Assignment

INTERNET ACCESS

Product registration and service activation for free

INTERNET ACCESS

Device Registration

L

esl@zyxel.com
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4 SHFPH S

Register on myZyXEL.com server in Progress

This may take up to 40 seconds. Please wait...

5 YN FER e IE e - Return
(3H[p) - [p'%[] Device Registration (i%ff[!
P ) ;:jlll}l ﬁ%g\ I‘—‘ IJ%£ Register Message

You must type a email in the email field!

Return I

6 Uy ﬁliiﬁ*fﬁitil ES: *@ IR IE7 Sl
Close (F:Idﬁf) B [

Close

&5 el AR iCard [ PIN Gl (JERE ) T 21555 i7" ] REGISTRATION Service
(FEPVIRRS) 1 - IPGAHREZEE Rl - GBI 1= ) -

? UM 2 WAN 1 T UREBREE A ZyWALL = @D%,Jf S )
fusast - FEGHIEMIEALE (B0 DSL s ) fﬁl'prﬁ - SR A Fﬁf WAN ! i
[ FIJ%J\L_
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5 DMZ

ZEg JH{%@E (DMZ) ﬁ“;’h‘f H ] RN A AR FRCSRE  FTP D) YRRy SRR D ™
T me DoS (TE['TJI% 71; )

[ i3 DHCP i TCP/IP I%Jujr“ T 2] DMZ ﬁﬁffﬁiﬁ%ﬁz, AYH o uT T R s[f%grﬁ? fiz IP by
= DMZ g 1P 6 e Rl Fﬁug » DNS fflfy# o it @HJ ZyWALL pJ DM£ |£J1F sg;’;éﬂ;o
I ZyWALL sl B > G0 R & DMZ -
4 A S b LS
/@ AR R DMZ iR a7
1 F— @Ry iy NETWORK #{ﬁ ©) > DMZ -
2 £, DMZ /i P IP o A1 S o
f/wr_ G DMZ Lfi%[% * IP 51 (i NAT e — e
BABE (IR AR 2 25 2V ( Fi=BE a6 A YT —
|: I;/ % % Multicast [Hore =]
s ’ o L . BV ,
= rlEJFIJ IP b hl F[% [l WAN )g:_%f‘iﬁl, 2R IP Gk gk onc e o]
AT - I 4 ) G DMZ L e —— = T
IP HHIF QL_NAT ZyWALL Mﬁ'ﬂé}fﬁﬁl[@i’g; DHEP WIS 5 [ .o .0 . o
DMZ _Frs 2 ] 1P & di» i g7 #7% NAT - a‘“’eﬁ“j\ﬁ i s ===
] AT F'ﬁ.@@?“mf' IR R E st
ﬁiJI:LI 'ETF{I E ° I~ allow betwsen DMZ and WAN2
™ Allow between DMZ and WLAN
3 H w Apply ( ':?EIJ ) ° Hote: You also need to creats & Firswsll rule.
e
4 ,’z&ﬁfﬁgr%’ LAN/DMZ ;i 1 1 2] 4 #1451 LAN ig;gg
tﬁ‘ -[jl:l%\] b&{xﬁ}%tﬁ‘?t DMZ lg;% ) i DMZ Static DHCP IP Alias Port Roles
PortRoIeS(zEL}%fﬁ'E ) RRE EEI"V DM Ve
e k- N Apply (2=F] s St

6 NAT = =

NAT ( Afs o SHEEE - NAT>RFC 1631) Y[ [E‘w{ﬁ”é‘ IP b HEGE L b~ (WA IJT 1P 'Jr*LP [ i
NAT Address Mapping (NAT -7 ) i I% :ZyWALL 7 (& pJLAN (ﬁ‘/DMZ) ;H p[ﬁ NN ﬂ‘ THEIEE £
L%~ P oo

. =

o PRI P FEWANT & DMZ S HTTP (GRS ) I3 o) Iy aiposs » 1P o iiog
10.0.0.20 -
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18-+ ;JE;LEFE'IWAFFIU ADVANCED (&
fi) > NAT > fki#2V Port __NAT Overview  Address Mapping [ Port Forwarding | Port Triggering

Forwarding ( i} EHEiE ) Part Forwarding Rules

2 VIS P R R R, s
fﬁj;‘[ﬁ%)ﬁl%"‘ ({‘NAN'I) o Default Server 0 .0 .0 .0 P |

fi

3 H 5 5 |#[activel] Name | IncomingPort(s) | PortTranslation |  ServerIP address |

3 g?‘v Actlve ( E%‘EIJ ) m"g‘vﬁtj flni o n '7 ame ntnmln E s - 1] ran ation = eur = r's
4 ,11 }_ﬂE[U ?I;g ° } g o -b fn &b [] 0 ] 0
y | o -0 o 0 1] o 1] 1]
5 ﬁ—l ﬁﬁﬁ'ﬁﬂ’?]’ﬁjg'mfjﬁ%ﬁiﬁ&% © ‘ 0| o - o o 1] 0 1] 0

= 93 P ' :
6 i HTTP [T 1P i - ——
S = Fl ° ‘ j | o - o 0 [i] 0 [i] 0
7& Apply(j J) H‘]‘ o o o | [] [} ] 0
u‘ o o - o 0 [] [ ] [
m‘ o o -p o [ [ [ [ [

Mote 1: You may also need to create a Firewsll rule.
Mote 2: Port Translation is optional,

Reset

(R
(P P A 7 ZyWALL -

ZyWALL [ R RLI RS 1101 (U LAN B0 2 4 ISR o B o (MR [ 21ff S LAN
o BRI RS LAN © ZyWALL %37 WAN 5 LAN %0 DMZ » fﬁ_lﬁﬁﬁiﬁ{;SMZ Z[ LAN 9
iy -

PN T BT RSO 0 M ZyWALL - AR — BOHER - F R AL SIS IR

8 VPN 4L
Vi Nt i e ) O — cmote Network
& [USSEE] b ﬁ{sﬁqbﬁyjﬁf}% . | LT%uetmrk'i Remo/teiNetwork =
B . . R emote I
RSB R g #74 VPN iEJ\‘A"F"‘JiFL'JF'U i e Wy ZyaLL IPSecRouter = 1
s 5{%5’ ‘ e ”?—L‘:‘)—\_I ¥ W \-_J -1 \-! = =
A

IPSec —2

Sl h& TE =L i=Ay] f- A I A ‘

ﬂ*[ﬁ'fu FJLE'U ff’ltpﬂﬁﬂfgﬁ.ﬁl ( b7 | f BaTEway POy § LI

IPSGC?%‘IE [%§:_[/ [%i) FJ:IE[EIJVPN]‘E;[EQ e e s iIili--inllilll-ln--innnii TN N T - ——

NMETWORK POLIGY
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AR P

| " Local Network | rRemote Network

|
I - | I Remote |

IPSec Router |

| !,‘, F’_g—\_ ' VPN Tunnel
| Tocal Network | /‘ \*

e | Remote Network
| ress IP Address
WY SRIALL Gateway Address

14~ HOME (Fif1) #ifij Wizard (fd) = (B8 F1#- * VPN Setup (VPN it i i
7 VPN i -

gvifr’fbﬁ* Back ( - # )’ﬂfj’j\ﬁf%”r;r ]EILJF%}“ o
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