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1. Deploying VPN

VPN (Virtual Private Network) allows you to establish a virtual direct connection to remote
locations or for the telecommuters to access the internal network in the office. VPN is a
replacement for the traditional site-to-site lease lines like T1 or ISDN. Through the VPN
applications, it reduces setup cost, works for various types of Internet connection devices
(ISDN modem, ADSL modem and FTTX...) and is easy to troubleshoot.
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VPN gives you site-to-site connection flexibility. However, with multiple VPN connections
between sites, it can become more difficult to maintain. Typically, an administrator has to
configure many site-to-site VPN connections to allow a truly global VPN network.

VPN connection management is made easily using the VPN concentrator. The VPN
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traffic across multiple remote sites without complex setting, thus reduces the configuration
overhead and the possibility of improper configuration. The VPN concentrator is also a
centralized management tool for administrators because all the traffic sent between remote
sites has to go through the central office first and administrators can set up different access
control rules. These are based on the source address, remote address, user and schedule to
enhance VPN security. To help to reduce network intrusion attacks, administrators can
configure the built-in IDP engine to inspect VPN traffic. For easy troubleshooting and
monitoring, the VPN concentrator logs and stores system information and network status for
further easy troubleshooting and analysis.

The VPN concentrator enhances the VPN routing ability and helps network administrators
in setting up a global VPN network with less effort but stronger security and management
possibilities.

\—

I _I.I...—--r \ !:.-H.:l;
Ny
Remote Gateway D

Remote Gateway B

Remote Gateway C

For SMB customer, ZyXEL provides a total VPN solution from a personal client to a 500+
people firewall where all of these devices have the VPN connection ability.

= The benefit from deployment of ZyXEL VPN solutions
- Security and Reliability
« Improved communications
« Increased flexibility
+ Lower cost
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1.1 Extended Intranets

The ZyXEL VPN solutions primarily can be used to extend the intranet and deliver
increased connectivity between operation sites. The branch office subnet will be considered a
part of main office internet. Therefore, user behind branch office also can use the internal
network resources as if he was in the main office. Because of the VPN connection, user will
feel like he is using a local LAN even though he is accessing the network resources via
Internet. Use of a VPN for smaller branch offices, franchise sites and remote workers provides
nearly the same level of connectivity and reliability as a private network. The remote
connection cost also can decrease by leveraging the Internet connections to replace expensive
leased lines.

rai.n_pff'm - 1 W |psec VPN Tunnel Branch Office
R T AR R A - O - - ﬁ
Commonly used applications | N
e ow part of
iranet i inside LAN can be extended to  ; j
% K BS I serve users in remote site I intranet
= = = i withouthassle...and in a secure | I
|||.||| |||-||| IIiIII I communication channel!
| comai ZyWALL 1050

Controller T S
I - Internet

%_ f More desktops can gain -
I : I i access to the network,
i because a VPN allows new
I = I i users to be added almost
instantly
Desktop users
L L — — J

1.1.1 Site to Site VPN solutions

Site to Site VPN is the basic VPN solution between local and remote gateway. This type of
VPN connection is used to extend and join local networks of both sites into a single intranet.
There are two kinds of connection interface, static IP and dynamic DNS.

Configure ZyWALL 1050 with Static IP address:

ZyWALL 1050 uses the static IP address for VPN connection. The topology is shown at the
following figure.
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Static IP address
210.110.7.1 Static IP addless
167.35.43

f

- lnte rnet -
Local Gateway \/ Remote G Gateway ‘- -

User needs to configure the static IP address and then apply to the VPN Gateway
configuration page. The configuration steps are stated below:

1) Login ZyWALL 1050 GUI, setup the ge2 interface for internet connection and manually
assign a static IP. The configuration path in ZyWALL 1050 menu is Configuration >
Network > Interface > Edit > ge2

2) Switch to Configuration > Network > IPSec VPN > VPN Gateway select interface ge2
as My Address and then in Security Gateway Address field set the remote gateway IP to
167.35.4.3. The Local ID Type and content are IP and 210.110.7.1, Peer ID Type and
content are IP and 167.35.4.3.

3) Repeat the stepl & 2 to configure the Remote ZyWALL 1050. The Local ID Type &
content and Peer ID Type & content are reverse to the Local ZyWALL 1050.

Ethernet Interface Properties

Enable

Interface Name a2

Description (Optional)
IP Address Assignment

O Get Automatically
(&) Use Fixed IP Address

IP Address 2011071

Subnet Mask 255255255 240

Gateway 0410713 {Optional)
Metric i} (0-15)

10
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* ZyWALL 1050 > Configuration > Network > IPSec YPN > YPN Gateway » Edit > #1

z = = RemoteSte
= ZyWALL 1050 > Configuration > Network > IPSec YPN > VPN Gateway > Edit > #5
YPN Lateway
WPM Gateway Name Local3te @
! Main M
IKE Phase 1 ;‘E-' S
Negatiation Mode htsin M 1 s v
Prapasal - -~
[ #  Encryption  [muthentication| ' o3
1 DES v M5 = 5400 <180 - 3000000
Key Group DHI »
%A Life Time {Seconds) 36400 <180 - 3000000
" NAT Traversal
[V Dead Peer Detection (DPD)
b rapenty 92 | Static -~ 167.354.3/255 255,255,240
My address
& Interface 92 7| Staic - 210.110,7.1/255.255.255.240 L [0A1071
 Domain Name 2.J0000
Secure Gateway Address 1,[167.3543
2. 0000
23456788
Authentication Method
7| (See My Certificates)
 pre-shared Key 124567 |
" Certiicate 7| (See My Certificates) 1673543
Local 1D Type (I § P
Content 21041074 2104107
Peer ID Type P =
Content 167.3543]

4) User can refer to the user guide to complete the rest of the settings for VPN tunnel.

5) The ZyWALL1050 VPN is a route-based VPN. This means the VPN tunnel can be an
interface to route the VPN traffic. Thus, we need to configure a policy route for VPN
traffic from the local subnet to the remote subnet after configuring the VPN gateway and
connection (phasel and phase2). The purpose of this policy route is to tell the
ZyWAL L1050 to send the traffic to VPN tunnel when the traffic flows from the local
subnet to a destination that is in the remote subnet. Switch to ZyWALL 1050 >
Configuration > Policy > Route > Policy Route and add a new policy route. The source
and the destination addresses are the local and remote subnets. The Next-Hop type is VPN
tunnel. Then choose the corresponding VPN connection rule from the VPN tunnel drop
down menu. Now, the VPN tunnel and routing is configured and user can start to test it.

11
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ZyWALL 1050 = Configuration > Policy = Route > Policy Route > Edit = #1
Configuration @
Enable
Cescription WP _route (Optional)
Criteria
User any w
Incoming Interface / qel | Chande..
Source Address LAR_SUBMET w
Destination Address Remate_Subnet
Schedule none w
Service any W
Next-Hop
Type [ WP Tunnel ]
Gateway
Interface
VPN Tunnel [ RemaoteTunnel w ]
Trunk
Bandwidth Shaping
Maxirnum Bandwidth 0 Kbps
Bandwidth Priority a {1-1024, 1 is highest priority)
[ OK ] [Cancel ]

The CLI commands for application:

Local Gateway:
[0] isakmp policy rename RemoteSite LocalSite
[1] isakmp policy LocalSite
[2] mode main
[3] transform-set des-md5
[4] lifetime 86400
[5] no natt
[6] dpd
[7] local-i1p interface ge2
[8] peer-ip 167.35.4.3 0.0.0.0
[9] authentication pre-share
[10] keystring 123456789
[11] local-id type ip 210.110.7.1
[12] peer-id type ip 167.35.4.3
[13] peer-id type ip 167.35.4.3
[14] xauth type server default deactivate
[15] groupl
[16] exit
12
All contents copyright (c) 2006 ZyXEL Communications Corporation.



ZyXEL ZyWALL 1050 Support Notes

Remote Gateway:

[0] isakmp policy RemoteSite

[1] mode main

[2] transform-set des-md5

[3] lifetime 86400

[4] no natt

[5] dpd

[6] local-ip interface ge2

[7] peer-ip 210.110.7.1 0.0.0.0
[8] authentication pre-share

[9] keystring 123456789

[10] local-id type i1p 167.35.4.3
[11] peer-id type ip 210.110.7.1
[12] peer-id type ip 210.110.7.1
[13] xauth type server default deactivate
[14] groupl

[15] exit

Policy Route for VPN traffic:

[0] policy 1

[1] no deactivate

[2] no description

[3] no user

[4] interface gel

[5] source LAN_SUBNET

[6] destination Remote_ Subnet
[7] no schedule

[8] service any

[9] no snat

[10] next-hop tunnel RemoteTunnel
[11] no bandwidth

[12] exit

Tips for application:

1. Make sure the presharekey is the same in both local and remote gateways.

Make sure the IKE & IPSec proposal is the same in both local and remote gateways.
Select the correct interface for VPN connection.

The Local and Peer ID type and content must the opposite and contain the same.
Make sure the VPN policy route has been configured in ZyWALL1050.

a M N
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1.2 Extranet Deployment

The VPN provides the access to extranets which can provide the security path over internet
to improve the client service, vendor support and company communication. Different flexible
business models have been developed based on the global VPN extranet architecture. For
example, customers can order equipment over the VPN and also suppliers can check the orders
electronically. Another result of its application is that the employees across different branches
can collaborate on project documents and share the different site’s internal resource to
complete the project.

I_ | I 1

Main Office I The VPN provides . Branch Office I
access to both H =1 I
I N I extranets and A I zywaLL 70 p
HE R . wide-area intranetsin _—_———
L) Remote Office I
I Servers I
\ | ZYWALL35 |
ZyWALL 105. —_—— — — m
I : Customer Site
B I Partner Site I
| S [ == I
—-— = .: wll | Itseasyto establish VPN _
g. . connectivity with your r R —
-
= . partner's/customer’s site I
Desktop users regardless of what their VPN A I
; ‘ Check Point VPN-1 ]

IS PSec VPN Tunnel

_—_—q

The ZyWALL 1050 can be placed as a VPN gateway in the central site. It can communicate
with other ZyXEL’s VPN-capable products as well as VPN products from other major vendors
in the network device industry, e.g. Cisco PIX/10S VPN products, Check Point VPN Pro,

14
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Juniper NetScreen series and others...

1.2.1 Site to site VPN solutions (ZyWALL1050 to ZyWALL70)

The exciting ZyWALLS35 or 70 in central office gateway can be replaced by ZyWALL 1050,
and the ZyWALL35 or 70 moved to a remote office. The ZyWALL 1050 can provide higher
VPN throughput and deal with multiple VPN tunnels at the same time. To show how to build
tunnel between ZyWALL5/35/70 and ZyWALL 1050 we used ZyWALL 70 as an example.

Static IP address
210.110.7.1 Static IP address
167.35.4.3 & \

\

f

7 11

N S ( Internet
.
CenterOffice Gateway \K-/ Branch Gateway ] .
EmE R Y 3E
S SRS AN 192.168.1.X LAN: 192.168.2.X

1) Login ZyWALL 1050 GUI and setup the ge2 interface for the internet connection and
manually assign a static IP. The configuration path is ZyWALL 1050 > Configuration >
Network > Interface > Edit > ge2

Ethernet Interface Properties

[“]Enable @

Interface Mame ge2

Description {Cptional)
IP Address Assignment

O Get autormatically
& Use Fixed IF Address
IP address 21011071

Subnet Mask 255255255240
Gateway 210110713 [Optional)
Metric i] (0-15)

2) Switch to Configuration > Network > IPSec VPN > VPN Gateway, select My Address
as interface ge2 and then in Security Gateway Address field set the remote gateway IP to
167.35.4.3. The Local ID Type and content are IP and 210.110.7.1, Peer ID Type and

content are IP and 167.35.4.3.

15
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3) Loginto ZyWALL70 and go to Security > VPN > Gateway Policy, add a new gateway
policy to connect with central office’s ZyWALL 1050. My Address and Remote Gateway
Address are ZyWALL70 and ZyWALL 1050 WAN IP addresses. The Pre-Shared Key
configured on both sides must exactly the same Local ID Type & content and Peer ID
Type & content are reverse to the Local ZyWALL 1050.

4) The IKE Proposal is very important setting when configuring the VPN tunnel. The
proposal includes Negotiation Mode, Encryption and Authentication Algorithm and....
Make sure the IKE proposal parameters are must the same on both ends.

VPN Gateway Hame
IKE Phase 1

Megatiation Made
Praposal

Key Group

4 Life Time (Seconds)

[0 HAT Traversal

Dead Peer Detection (DPD)

= Property
My hddress

O nterface

O Domain Name
Secure Gateway Address

Authentication Method

@ pre-shared Key
O Certficate
Lacal ID Type
Content

Peer ID Type

Content

* 2yWALL 1050 > Configuration > Network > [PSec YPN > YPN Gateway > Edit > #5

g
=

# Encryption
1

—
| Authenticatio

DHI ¥

6400 <160 - 3000000

92 ¥ Stafic -~ 210,110.7.1/255.255.25

(1673543

0000

™~

123456789

(See My Certificates)

Negatiation Mode Main v
Encryption Algorithm DES v
Authentication Algorithm [
3A Life Time (Seconds) 28800
Key Group OHI v
[ Enable Multiple Proposals
Associated Network Policies T
Propert;
Name BranchOffice @
[ T Traversal
Gateway Policy Information
€ Hy 2kl
0 My Address 1673543 (Domain Name or IP Address)
0 My Domain Name (See DDNS)
@ Remote Gateway Address 2011071
Authentication Ke
) pre-Shared Key 14T
0 Certiiate (See My Certificates)
Local ID Type P
Cantent 1673543
Peer DT Po¥
S
Extended Authentication
[ Enahe Extended Authentication
() Server Mode (3earch Local User first then RADIUS)
() Clnt Hade
User Name
Passord

5) Switch to Configuration > Network > IPSec VPN > VPN Connection, add a new VPN
connection (IPSec phase2). Setup the Phase2 proposal and local and remote policies. The
chosen phase2 proposal chosen must be the same as on the remote site’s ZyWALL70.

6) In ZyWALL70, VPN is a rule based VPN. This means that whether the traffic is going to
the tunnel or not will depend on the local and remote policies. In this example,
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7)

ZyWALL70 local and remote policies are 192.168.2.0 and 192.168.1.0 and the traffic
from 192.168.2.X subnet to 192.168.1.X subnet will go through the VPN tunnel to the
remote site as predefined. The ZyWALL1050 local and remote policies must be reverse to
the ZyWALL70’s settings, otherwise the tunnel will not be built up.

Check whether the 1PSec proposal on both sites is the same and the configuration is done

on both sites.

Encapsulation Mode Tunnel %
¥PN Connection
#ctive Protocal ESP v
Connection Hame RemateTunnel Encryption Algorithm DES v
Authentication Algorithm SHAT v
¥PN Gateway
S Life Time {Seconds) 28300
Narng Localste Addd Mewve WPN Gateway Perfect Forward Secrecy (FFS) NONE %
2
i || Enable Replay Detection
Phase 2 ] Enable Multiple Proposals 7
Active Protocol ESP ¥
Encapsulation Tunnel %
Proposal
1 DES v SHat v Property
54 Life Time (Seconds) BRE00 (180 - 3000000} Active
Perfect Forward Secrecy (PFS) none ¥ Mame RemoteTunne!
. Protocol 0
Policy
[ Nailed-Up

[#] Policy Enforcement [] allow MetBIOS Traffic Through 1PSec Tunnel
Local policy LAN_SUBMET | SUBNET, 192.168.1.0/24

[ check 1psec Tunnel Connectivity Log
Remote_Subnet % SUBNET, 192.168.2.0/2

Ping this Address

Remote policy

Property Friattin
[ nailed-Up | BranchOtfice [l
= — @ @ Gateway Policy ranchOffice | |
Enable Replay Detection
[]Enable NetBIOS broadeast ower IPSec
Advanced e -
m Address Type Subnet Address ¥

Starting IP Address |192 LiBE . 2.0
Ending IP Address / Subnet Mask 255 , 285 . 255 . 0
Local Port Start o ] End [0

RaT

E:g} Address Type

Starting IP Address {82 . 188 . 1 . O

Subnet Address (¥

Ending IP Address / Subnet Mask 255 , 285 . 255 ., 0
Remote Port Start O End |0

8) The ZyWALL1050 VPN is a route-based VPN, this means the VPN tunnel can be an
interface to route the VPN traffic. Thus, we need to configure a policy route for VPN
traffic from the local subnet to the remote subnet after configuring the VPN gateway and
the connection (phasel and phase2). The purpose for this policy route is to tell the
ZyWALL1050 to send the traffic to the VPN tunnel when the traffic goes from the local
subnet to the destination that is in a remote subnet. Switch to Configuration > Policy >
Route > Policy Route and add a new policy route, the source and destination address are
the local and remote subnet and the Next-Hop type is a VPN tunnel. Then choose the
corresponding VPN connection rule from the VPN tunnel drop down menu. Now, the VPN
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tunnel and routing is built and user can start to test it.

ZyWALL 1050 = Configuration > Policy = Route > Policy Route > Edit = #1
Configuration
Enable
Cescription WP _route (Optional)
Criteria
User any w
Incoming Interface / qel | Chande..
Source Address LAR_SUBMET w
Destination Address Remate_Subnet
Schedule none w
Service any W
Next-Hop
Type [ WP Tunnel ]
Gateway
Interface
VPN Tunnel [ RemaoteTunnel w ]
Trunk
Bandwidth Shaping
Maxirnum Bandwidth 0 Kbps
Bandwidth Priority a {1-1024, 1 is highest priority)
[ OK ] [Cancel ]

9) After configuring both sides of the VPN, click the Dial up VPN tunnel icon to test the
VPN connectivity.

10) “VPN tunnel establishment successful,” message appears.

18
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(9]

[+]

WPN Rules

[ ¥PN Rules {IKE) | ¥PN Rules {Manual) SA Monitor Global Setting
¥PMN Rules
Local Remote *
__ Network =} __ Network
__#J_)\J _— j—}J

%210.110.?,1 g a _

SRS Branchoffice E167,354.3
192.168.2.0 / 192.168.1.0 /
HemcteTunge) €57 2e5izme 2550 &2 seszmeenn i &0 ﬁ%
¥PMN Tunnel Establishment Successful
Please click Return to go to the WPHN Rules screen. 0

The CLI command for application:

ZyWALL 1050 VPN Gateway:

[0] isakmp policy LocalSite

[1] mode main

[2] transform-set des-md5

[3] lifetime 86400

[4] no natt

[5] dpd

[6] local-ip interface ge2

[7] peer-ip 167.35.4.3 0.0.0.0
[8] authentication pre-share

[9] keystring 123456789

[10] local-id type i1p 210.110.7.1
[11] peer-id type ip 167.35.4.3
[12] peer-id type ip 167.35.4.3
[13] xauth type server default deactivate
[14] groupl

[15] exit

ZyWALL 1050 VPN Connection:

[0] crypto map RemoteTunnel

[1] 1psec-isakmp LocalSite

[2] encapsulation tunnel

[3] transform-set esp-des-sha

[4] set security-association lifetime seconds 86400
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[5] set pfs none

[6] policy-enforcement

[7] local-policy LAN_SUBNET
[8] remote-policy Remote Subnet
[9] no nail-up

[10] no replay-detection
[11] no netbios-broadcast
[12] no out-snat activate
[13] no in-shat activate
[14] no in-dnat activate
[15] exit

Policy Route for VPN traffic:

[0] policy 1

[1] no deactivate

[2] no description

[3] no user

[4] interface gel

[5] source LAN_SUBNET

[6] destination Remote_Subnet
[7] no schedule

[8] service any

[9] no snat

[10] next-hop tunnel RemoteTunnel
[11] no bandwidth

[12] exit

Tips for application:

1. Make sure the presharekey is the same in both the local and the remote gateways.

2. Make sure the IKE & IPSec proposal is the same in both the local and the remote
gateways.

3. Select the correct interface for the VPN connection.

4. The Local and Peer ID type and content must be the opposite and not of the same content.

5. Make sure the VPN policy route had been setup in ZyWALL 1050.
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1.2.2 Interoperability — VPN with other vendors

1.2.2.1 ZyWALL with FortiGate VPN Tunneling

This page guides how to setup a VPN connection between the ZyWALL 1050 and
FortiGate 200A.

As on the figure shown below, the tunnel between Central and Remote offices ensures the
packet flow between them are secure, because the packets go through the IPSec tunnel are
encrypted. To setup this VPN tunnel, the required settings for ZyWALL and FortiGate are
explained in the following sections.

. AN Static IP address
— 210.110.7.1 Static IP add:ress N
— 167.35.4.3 . \,
e ‘/Internet — -
Central Office Gateway\b Branch Gateway
ZyWALL A ) FortiGate 200A ! !
LSS AN 192.168.1.X LAN: 192.168.2.X

The central office gateway ZyWALL 1050’s interface and VPN setting retain the same setting
as in the previous example. If you jumped this section first, please refer to ‘ZyWALL 1050 to
ZYWALLT70 VPN tunnel setting’ on page 8.

This list below is to briefly show the VPN phasel and phase2 configuration parameters:

ZyWALL FortiGate
WAN: 210.110.7.1 WAN: 167.35.4.3
LAN: 192.168.1.0/24 LAN: 192.168.2.0/24
Phase 1 Phase 1
Negotiation Mode : Main Negotiation Mode : Main
Pre-share key: 123456789 Pre-share key: 123456789
Encryption :DES Encryption :DES
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Authentication :MD5 Authentication :MD5

Key Group :DH1 Key Group :DH1

Phase2 Phase2

Encapsulation: Tunnel Encapsulation: Tunnel
Active Protocol: ESP Active Protocol: ESP

Encryption: DES Encryption: DES
Authentication: SHA1 Authentication: SHA1

Perfect Forward Secrecy (PFS): None Perfect Forward Secrecy (PFS): None

1) Configure the ZyWALL1050 ‘s VPN gateway and VPN connection as on the list. Also,
remember to configure the policy route for the VPN traffic routing. Refer to the previous
scenario or user guide to find help on setting the ZyWALL1050 VPN,

2) Login to the FortiGate GUI and switch to System > Network > Interface and set the wanl
interface to 167.35.4.3 and internal interface to 192.168.2.1/255.255.255.0.

Narne 1P / Netmask fccess Status
dmzl 1010,10.1 / 255.255.255.0 HTTPS,PING © Bring Down P
dmaz2 / FING O Bring Down Vi
internal 192,168.2.1 / 255.255.255.0 HTTPS,PING, HTTP (4] Bring Down |._,'f
el 167.354.3 / 255.255.255.0 HTTPS,PING HTTR © Bring Down 4
wan2 / PING © Bring Down o

Note: About the detail interface settings, refer to FortiGate user guide.

3) Switch to System > VPN > IPSEC and select the Auto Key (IKE) tab and click the Create
Phase 1 button. This will open a new page for VPN phasel setup.
Auto Key (IKE) \ Manual Key | Concentrator | Monitor
l Sysem {Create Phase 1) {Create Phase 2) .

l Router
Phase 1 Phase 2 Interface Binding

Firewall

I
Ve
[P |

ates
4) Fill-in the VPN phasel setting according to the table listed. We don’t have to setup the 1D
type and content because the FortiGate accepts any peer ID. Make sure both the pre-shares
key and proposal are the same as in the ZyWALL1050.
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huto Koy (1KE) | ManualKey | Concentrater | woniter *
MNew Phase 1

Mame Al

Fermote Gateway Static IP Address A

1P Address 210.110.7.1

Local Interface wanl %

Mode O Aggressive & Main (ID protection)
Authentication Method Preshared Key v

Pre-shared Key sensasene

Peer Options

® Accept any peer ID

( Adwvanced... ) {(®A&UTH, Mat Traversal, DPDY

[] Enable IPSec Interface Mode

Local Gateway IP Main Interface IP
Specify
P1 Proposal
1 - Encryption | DES v | authentication | MDS | B

OH Group 1l¥l z[ s+
Keylife 28800 (120-172800 seconds)
Local ID (optional)

XAuth (@ Disable (QEnable as Client Enable as Server
Mat-traversal Enahle
keepalive Frequency 10 (10-900 seconds)

Dead Peer Detection Enable

[ Fa 7 X [ S ancal Y
5) Get back to the VPN configuration page again and click the Create Phase 2 button to add
a new Phase2 policy.

Auto Key (IKE) \ Manual Key | Concentrator I Monitor
H System
(Create Phase 1)(Create Phase %g
! Gy Phase 1 Phase 2 Interface Binding
I Firewall Tunnel Mode:
ZywWaLL wanl m

:

6) Select the “ZyWALL”(configured in the step 4) policy from the Phase 1 drop down menu
and click the Advanced... button to edit the phase 2 proposal and source and destination
address. Please make sure the phase 2 proposal is the same as in ZyWALL 1050 phase 2.
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wrerel . . o
New Phase 2 @

Wame \ZyWaLL_PHZ |

Phase 1 [ ZywalL v

_ Advanced... )
P2 Proposal 1-Encryptian: ﬂuthentication: SHal v | [

Enable replay detection
[[] Enahle perfect forward secrecy(PFS),
DH Group 1 2 =]

Keylife: \Seconds v | | 1800 | 1seconds) l:l (KBytes)

Autokey Keep Alive [ ] Enable

Quick Mode Selector o oo address  [192.168,2/255,255,255.0 |

Source part

ﬂ

Destination address| 192.168.1.0/255.255.255.0 |

Destination port

Protocal

7 DK ) " Cancel )

|

7) The VPN tunnel configuration is finished and the VPN IPSec page will show the VPN
phase 1 and phase 2 rules in the Auto Key (IKE) tab.

Auto Key (IKE) \ Manual Key | Concentrator Monitor
! System
‘Create Phase ]3 {Create Phase 2)
I Router .
Phase 1 Phase 2 Interface Binding
H Firewall Tunnel Mode: .
¥ ZyWaALL wanl P

8) We need to setup the firewall rules for IPSec VPN traffic transmitting from ZyWALL to
FortiGate and from FortiGate to ZyWALL. Switch to Firewall > VPN >Address menu and
add two new address objects which stand for ZyWALL LAN subnet and FortiGate LAN
subnet. Using the “Create New” button to create a new address object.

Address \] Group

! System
( Create New )
! Router
MNarne Address / FQDN
e R
ler Fortinet 192,168.2.0/255,255,.255.0 7
Zynet 192.168.1.0/255.255.255.0 P)
!
all 0.0.0.0/0.0.0.0 &

Ser

9) Switch to Firewall > Policy and click “Insert Policy Before” icon to add new policy for the
VPN traffic from FortiGate to ZyWALL.

! System
__Create New )
! Router
pin Source Schedule Service Action Enable

et ] et > wen )
‘
: et o d s
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10) We will setup the FortiGate to ZyWALL policy in the new page. The source interface is
internal and Address name is Fortinet (192.168.2.0/255.255.255.0 address object). The
destination interface is wanl and Address name is Zynet (192.168.1.0/255.255.255.0
address object). Schedule and service type are “always” and “ANY” to ensure that all
kinds of traffic can pass through the VPN tunnel at any time. There are three kinds of
“Action” available for user to configure, because the traffic is send from “internal” to
WAN and will be encrypted by IPSec VPN tunnel. Thus, we select “IPSEC” as action and
chose allow inbound and outbound traffic in the ZyWALL tunnel.

Policy

New Policy

Source Interface/Zone | internal v
Address Mame | Fortinet hd

Destination Interface/Zone | wanl b
Address Name | Zynet “
Schedule always v
Service ANY A
Action IFSEC hd

YPN Tunnel ZyWall v

¥l allow inbound [ inbound waT

¥l allow outbound [ outbound MaT

[] Pratection Profile
[ Log sllowed Traffic
[] Traffic Shaping

Comments (maximum 63 charackers)

@ 0K 3 cancel

11) Switch to Firewall > Policy and click “Create New” button to add new policy for the VPN
traffic from ZyWALL to FortiGate.

f_ Create NQW&) 11
in) Source Dest Schedule Service Action Enable

w internal -> wanl {2)
2 Fartinet Zynet always ALY ENCRYPT imP =
1 all all always ALY ACCEPT imP =

12) We setup the ZyWALL to FortiGate policy in the new page. The source interface is wanl
and Address name is Zynet (192.168.1.0/255.255.255.0 address object). The destination
interface is internal and the Address name is Fortinet (192.168.2.0/255.255.255.0 address
object). Schedule and service type are always and ANY to ensure that all kinds of traffic

can pass through the VPN tunnel at any time. Select “ACCEPT” as an action this time
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because the traffic sent from wan to internal must be decrypted first and only then can be
transmitted. Don’t select the IPSec as the Action in this VPN traffic flow direction.

New Policy

Source Interface/Zone | wanl V|
&ddress Mame |Z\met V|
Destination Interface/Zone | internal Vl
&ddress Mame |FDr‘tinet V|
Schedule |a|ways V|
Service |ANY Vl
Action |ACCEPT v|
CIWaT Dynarmic IP Paoal
Fized Port

[ pratection Profile
[ Log allowed Traffic
Authentication

[] Traffic Shaping

Comments (maximum 63 characters)

C OK 3 Cancel ]

13) The overall firewall policy is shown on the following figure. The VPN tunnel between
ZyWALL and FortiGate has been successfully setup.

! System
_create New )
l Router

z Fortinet Zynet always ANy ENCRYPT s HE
1 all all always AT ACCEPT P =]

w wanl -> internal (1)
5 Zynet Fortinet always ANY ACCEPT oW =B

o Source Dest Schedule Service Action Enable
w internal -> wanl {2}

Tips for application:

> N

Make sure the Pre-Shared Key is the same in both local and remote gateways.

Make sure both IKE and IPSec proposal are the same in both local and remote gateways.
Make sure the VPN policy route has been configured in ZyWALL1050.

Make sure the Firewall rule has been configured in FortiGate.
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1.2.2.2 ZyWALL with NetScreen VPN Tunneling

This section guides how to setup a VPN connection between the ZyWALL 1050 and
NetScreen 5GT.

As on the figure below, the tunnel between Central and Remote offices ensures the packet
flows between them are secure. This is because the packets flowing through the IPSec tunnel
are encrypted. The required settings to setup this VPN tunnel using ZyWALL and NetScreen
are stated in the following section.

f

Static IP address

Static IP address

e — 210.110.7.1 —_—
— | — 167.35.4.3 K \
N S (" Internet
Central Office GateW‘ay\k_/ II Branch Gateway
! . . ZyWALL NetScreen 5GT ! !
= 5EAN=192.168.1.X LAN: 192.168.2.X

The central office gateway ZyWALL 1050’s interface and VPN setting retain the same settings
as in the previous example. If you jumped to this section first, please refer to ‘ZyWALL1050
to ZYWALL70 VPN tunnel setting’ on the page 8.

This list below is to briefly show the VPN phasel and phase2 configuration parameters:

ZyWALL

WAN: 210.110.7.1
LAN: 192.168.1.0/24

Phase 1
Negotiation Mode : Main
Pre-share key: 123456789

Encryption :DES
Authentication :MD5
Key Group :DH1

NetScreen
WAN: 167.35.4.3

LAN: 192.168.2.0/24

Phase 1

Negotiation Mode : Main
Pre-share key: 123456789

Encryption :DES
Authentication :MD5
Key Group :DH1
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Phase2 Phase2
Encapsulation: Tunnel Encapsulation: Tunnel
Active Protocol: ESP Active Protocol: ESP
Encryption: DES Encryption: DES
Authentication: SHA1 Authentication: SHA1
Perfect Forward Secrecy (PFS): None Perfect Forward Secrecy (PFS): None

1) Configure the ZyWALL1050 ‘s VPN gateway and VPN connection as on the list. Also,
remember to configure the policy route for the VPN traffic routing. Refer to the pervious
scenario or user guide to find help on setting the ZyWALL 1050 VPN.

2) Using a web browser, login NetScreen by entering the LAN IP address of the NetScreen in
the URL field. The default username and password is netscreen/netscreen.

3) Switch to menu Network > Interfaces and configure the WAN/LAN IP addresses to
WAN: 167.35.4.3 / LAN: 192.168.2.0/24. The trust interface is for LAN, the untrust
interface is for WAN.

Network > Routing > Routing Entries a ns5gt B

—ﬂ List per page

- s for A tsliowes v o
CisE SEnEET List route entries for
I'.‘E'.'?- SEQU"E

NESGT trust-vr

IP/MNetmask Gateway | Interface Protocol Metric ¥sys Configure

*0.0.0.0/0 167.35.4.1 |untrust 5 1 Root | Remave
* | 167.35.4.0/24 0.0.0.0 untrust & u] RFoot | -
* 1192.168.2.0/24 |0.0.0.0 trust & u] RFoot | -
* active route  C Connected [ Imported 2B EBGP O OSPF  E1 OSPF external type 1
S Static A Auto-Exported B IBGP R RIP E2 OSPF external type 2

Note: Regarding the detail interface settings, please refer to NetScreen user guide to get the
detail info.

4) NetScreen won’t setup a route for the traffic to the external network. We have to manually
add a route for it. After configuring a static IP address in untrust interface, switch to
Network -> Routing -> Routing Entries to edit a default Gateway IP address. In this
example, the Gateway IP address is 167.35.4.1.
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MNetwork > Routing > Routing Entries ne&at ﬂ|
iﬁ List per page

i i Al virtmal ronters s

NET SRR List route entries for_
& mene '

NSSGT trust-vr
IP/Netmask Gateway Interface Protocol Metric | ¥sys Configure
* |192.168.1.0/24 0.0.0.0 trust C a Root
* | 167.35.4.0/24 0.0.0.0 untrust (5 a Root
* | 0.0.0.0/0 167.35.4.1 untrust s 1 Root Remove
* pctive route C Connected I Imported eB EBGP O OSPF  E1 OSPF external type 1
S Static A &uto-Exported B IBGP R RIP E2 OSPF external type 2

5) To edit the IPSec rule, first set the gateway policy and then edit the IKE policy. Switch to
VPNs > AutoKey Advanced > Gateway, and then press the New button.

¥PMNs > AutoKey Advanced > Gateway nssgt ﬂ|

NETSCREEN

%

Mew

NS5GT Name ‘ Type | Address/ID/User Group Local ID Security Level GConfigure

Mo entry available

6) Choose a name for the policy, for example “ToZyWALL”. Remote Gateway IP Addr is
the ZyWALL's WAN IP address. In this example, we select Static IP Address option
and enter IP 210.110.7.1 in the text box. Enter the key string 123456789 in Preshared
Key text box, and then press Advanced button to edit the advanced settings.
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Gateway Name ToZywall @
Security Level O Standard O Compatible O Basic () Custom

Remote Gateway Type

(%) Static IP Address IP 4ddress/Hostname (210,110.7.1
() Dynamic IP Address Peer ID
) Dialup User User |MNone
() Dialup User Group Group |Mone w
Preshared Key sssssssss Use 45 Seed [
Local ID {optional)

Outgoing Interface | nimst

[ Ok ] [Cancel] [ Advanced

7) On Security Level settings, we can set up phase 1 proposal. In this example, we select
User Defined, and choose pre-gl-des-md5 rule. The pre-g1-des-md5 means Pre-Share
Key, groupl, DES for Encryption Algorithm and MD5 for Authentication Algorithm.
Select Main (ID Protection) option for Mode (Initiator). Then, press Return button, and
press OK button on next page to save your settings.

30
All contents copyright (¢) 2006 ZyXEL Communications Corporation.



ZyXEL

ZyWALL 1050 Support Notes

Security Level

User Defined (=) Custom
Phase 1 Proposal
pre-gl-des-mod3 w | | Mome

Meme - Mome

[] Enable NAT-Traversal
UDP Checksum [ ]

Keepalive Frequency |5

Heartbeat
Hello |0
Reconnect O
Threshold |5
* Mone

) XAuth Server
) use Default
) Local Authentication

Predefined O Standard O Caompatible O Basic

Mode (Initiator) &) Main (ID Protection)

) Aggressive

Seconds {0~300 Sec)

Seconds {0~3600 Sec)
Seconds (60-~9999 Sec)

8) After applying the previous settings, the new IKE rule is shown on the page.

MName Type Address/ID/User Group Local ID

Static 210.110.7.1 -

ToZyWwall

Configure

Edit

Security Level

Custom Bemove

9) To edit the IPSec rule, switch to VPNs > AutoKey IKE, and then press the New button to

edit your IPSec rules.

¥PMs > AutoKey IKE

B

NETSCREEN

NS5GT Name Gateway Security

Mo entry available

Monitor Configure

10) Give a name for the VPN, for example “ToZyWALL IPSec”. In Remote Gateway, choose
the Predefined option and select the ToZyWALL rule. Then, press Advanced button to

edit the advanced settings.
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YPN Name ToZyWaLL IPSec

Security Level O Standard O Compatible O Basic &) Custom

Remote Gateway &) Predefined ToZyWALL
(O Create a Simple Gateway

Gateway Name

Type (& Static IP address/Hostnarme

O Dynamic IP Peer ID

O Dialup Usar User MNone »

O Dpialup Group Group | Monz v
Local ID (optional)

Preshared Key Use 4s Seed [

Security Level () Standard O Compatible O Basic
Outgoing Interface st +

Ok ] [ Cancel ] [ ﬂduanced{i

11) In Security Level settings, choose the option User Defined and choose nopfs-esp-des-sha
rule on Phase 2 Proposal. The nopfs-esp-des-sha means no PFS, ESP Protocol,
Encryption Algorithm to DES and Authentication Algorithm to SHAL. Check the VPN

Monitor check box so that you can monitor your VPN tunnels. Then, press Return button
and OK button on next page to save the settings.
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Security Level
Predefined O Standard O Compatible O Basic
User Defined &) Custom
Phase 2 Proposal
|n0pfS—ESp—dES—Sha v| |N0nE v|

|N0nE v| |N0nE v|

Replay Protection []
Transport Mode [] (For L2TP-over-IPSec anly)

Bind to &) Mone
O Tunnel Interface NONE v
O Tunnel Zane Untust Ton w

Proxy-ID

Local IP / Netmask |192.168.2.0 |4 24 |
Remote IP / Netmask |192.168.1.0 |4 24 |
Service |ANY v|

YPN Gruup Weight EI

YPN Monitor [v]
Source Interface lm
Destination IP |0.0.0.0
Optimized [ ]
Rekey [ |

I Return ] I Cancel ]

12) After applying the settings, the VPN IKE page will show the new IPSec rule.

Name Gateway Security Monitor Configure

ToZywWaLL [PSec ToZyWall Custom on Edit -

13) Switch to Policies to set up policy rules for VPN traffic. In the field From choose Trust
and in the field To choose Untrust (it means from LAN to WAN). Then press the New
button to edit the policy rules.

Policies {From Trust To Untrust)

—ﬂ List per page
To| | Untrust vl

Trust - Mewr
Tt From[T ] [TrevT]
-
MNE5GT From Trust To Untrust, total policy: 1
ID Source Destination @ Service Action Options Configure Enable = Move
1 any Any ANY @ Edit |Clone |Remove I L

33
All contents copyright (¢) 2006 ZyXEL Communications Corporation.



ZyXEL ZyWALL 1050 Support Notes

14) Assign a name to this policy, for example “VPN”. In Source Address, set the Local LAN
IP addresses. In this example, we select New Address option. Type 192.168.2.0 /
255.255.255.0 in the text box. Set the remote IP addresses as Destination Address. In this
example, we select New Address option, and type 192.168.1.0 / 255.255.255.0 in the text
box. In drop down menu Action select the option Tunnel and then select the
ToZyWALLIPSec VPN rule. Check Modify matching bidirectional VPN policy check
box, so that you can create/modify the VPN policy for the opposite direction. Then, press
OK button to save your settings.

Name (optional} PN
o - ) New address |
ource ress
) address Book Entry | 92.188.20255255.2550 «
C'Mew Address 1]

Destination Address

© Address Book Entry | 1916810055255, 2550 |w
Service |ANT w

Application |HNome v
Action |Tunngl + Deep Inspection ]
Attached AV Ot Mamoes Loyatlable AV Ot Marmes

SCan-
Antivirus Objects e

Tunnel wypp TeZyWALL [Plec

[ Modify matching bidirectional ¥PMN palicy ]

LaTp Momz v

Logging

[ (04 ] [ Cancel ] [ Advanced ]

15) After applying the settings, the new policy rules will be displayed in the Policies page.
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Policies (From All zones To all zones) ns5gt 7]

! List per page
From | Allzones  » Allzomes  w || Go New
SCREEN o

REND. | SECURE

NSSGT From Trust To Untrust, total palicy: 2
D Source Destination Service Action Options Configure Enable
1 | Any Ay ANY @ Edit Clone Remowe V¥
3 192.168.2.0/255.255.255.0 192.168.1.0/255.255.255.0 | ANY qﬁ:} Edit Clone |Rermove v

From Untrust To Trust, total policy: 2

1D Source Destination Service Action Options Configure Enable
2 |any Any ANY @ Edit Clone |Remove |
4 192.168.1.0/255.255.255.0  192.168.2.0/255.255.255.0 | ANY @ dit | Clone | Remowve I

(From &ll zones To All Zzones)

List per page

From o [Alms v
From Trust To Untrust, total policy: 2
1D Source Destination Service Action Options Configure Enable

-*192.168.2.0/255.255.255.0 192.168,1.0/255.255.255.0 | ANY Edit |Clone | Remove 7

Edit | Clone  Remaove | W

1 any Ay ANY

From Untrust To Trust, total policy: 2

1D Source Destination Service Action Options Configure Enable

Edit | Clone Remove | M

g 132,168, 1,0/255,255,255,0 | 192, 168,2,0/255,255,255.0 | ANY B

2 | any ARy ANY @D Edit | Clone Remove | W

17) Ping the remote host and switch to VPNs > Monitor Status to check the VPN link status. If
the Link status is Up, it means the VPN tunnel between ZyWALL and NetScreen has been
successfully built.

¥PNs > Monitor Status nsSgt ﬂ|

—"(ﬁ List per page

NETSCREEN
QIBE'_II_’. SECURE |

NS5GT YPMN Name SA ID Policy 1D Peer Gateway IP Type SA Status Link

) o=

ToZyWall IPSec 00oooooe 43 210.110.7.1 AutolKE Active Up
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1.2.2.3 ZyWALL with SonicWall VPN Tunneling

This section guides how to setup a VPN connection between the ZyWALL 1050 and
SonicWall TZ170.

As on the figure below, the tunnel between Central and Remote offices ensures the packet
flows between them are secure. This is because the packets flowing through the IPSec tunnel
are encrypted. The required settings to setup this VPN tunnel using ZyWALL and SonicWall
are stated in the following sections.

X ]
N Static IP address

N = 210.110.7.1 Static IP address

| 167.35.4.3

LN N ( Internet o

entral Office Gateway \J

. Branch Gateway
BEE 2t \) SonicWall TZ170 = !
ESERGTR ANG 192.168.1.X LAN: 192.168.2.X

The central office gateway ZyWALL 1050’s interface and VPN setting retain the same settings
as in the previous example. If you jumped to this section first, please refer to ‘ZyWALL1050
to ZYWALL70 VPN tunnel setting’ on the page 8.

This list below is to briefly show the VPN phasel and phase2 configuration parameters:

ZyWALL SonicWall
WAN: 210.110.7.1 WAN: 167.35.4.3
LAN: 192.168.1.0/24 LAN: 192.168.2.0/24
Phase 1 Phase 1
Negotiation Mode : Main Negotiation Mode : Main
Pre-share key: 123456789 Pre-share key: 123456789
Encryption :DES Encryption :DES
Authentication :MD5 Authentication :MD5
Key Group :DH1 Key Group :DH1
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Phase2
Encapsulation: Tunnel
Active Protocol: ESP
Encryption: DES
Authentication: SHA1
Perfect Forward Secrecy (PFS): None

Phase?2
Encapsulation: Tunnel
Active Protocol: ESP
Encryption: DES
Authentication: SHA1
Perfect Forward Secrecy (PFS): None

1) Configure the ZyWALL1050 ‘s VPN gateway and VPN connection as on the list. Also,
remember to configure the policy route for the VPN traffic routing. Refer to the previous
scenario or user guide to find help on setting the ZyWALL1050 VPN,

Using a web browser, login SonicWall by entering the LAN IP address of SonicWall in the
URL field. The default username and password is admin/password.

2)

3) Switch to menu Network > Interfaces and configure the WAN/LAN IP address to WAN:

167.35.4.3 LAN: 192.168.2.1/24.

SONICWALL>

System
Network

Network > Interfaces

Setup Wizard... |E|

Interface Settings

Name Zone IP Address

Subnet Mask IP Assignment Status
LAN LAN

Comment Configure
192.168.2.1 265.265.255.0 Static

100 Maps full-duplex. Default LAN b
AN WA 167.3543 2552552550 Static 100 dMhps full-duplex Default YWAN %9
OPT Unassigned 0.00.0 0.00.0 MIA Mo link @
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4) Switch to VPN > Settings, check Enable VPN check box and press Add button. This will
bring the VPN settings.

Note: The VPN Policy Wizard is an alternative way to set up the VPN rules.

Systerm

Network VPN > Settings VPN Policy Wizard... E
SonicPoint

Firgwrall VPN Global Settings
WolP

Unigue Firewall Identifier: (000EE1041808

ftemns 1 o2z 4 DI

VPN Policies
M = Name Gateway Destinations Crypto Suite Enable Configure
1 WAN GroupyvPH ESP JDES HMAC SHAT (IKE) L] 8}
2 WLAN GroupWPN ESP 3DES HMAC SHAT (IKE) F %}
e I
——

Site To Site Policies: 0 Policies Defined, 0 Policies Enabled, 2 Madimurm Policies Allowed

GroupvPH Policies: 2 Policies Defined, 0 Policies Enabled, § Maxirmum Policies Allowed
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5)

Click the tab General, to bring the Security Policy settings and assign a name to this
policy. In this example, we use ToZyWALL. IPSec Primary Gateway Name or
Address is the ZyWALL's WAN IP Address (IP address of the remote gateway). In this
example, we use 210.110.7.1 in IPSec Primary Gateway Name or Address text box.
Then, enter the key string 123456789 in the text box Shared Secret.

IKE using Preshared Secret

ToZyWALL

21011071

123456789
IP Addregs

IP Address
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6)

Switch to Network tab to configure the local and remote networks for VPN tunnel. We

choose the predefined “LAN Subnets” object from the local network drop down list. There

is no predefined address object for remote subnet. Therefore, we have to create a new

address object in the remote network drop down list. Then a new address object window

will pop-up.

Local Networks

(*) Choose local network frorm list LAN Subnets

() Local network obtains IP addresses uszing DHCF through this WPR Tunnel

) Any address

Destination Networks

) Use this WPN Tunnel as default route for all Intern et traffic
() Destination network aktains 1P addresses uzing DHCF through this YPM Tunnel

(*) Choose destination netwark from list | --Select Remote Metwark--
--Select Remote Metwork--

—’ Create new address ohject. ..

Create new address group...

— o B corca [ rep |

All contents copyright (¢) 2006 ZyXEL Communications Corporation.

40



ZyXEL ZyWALL 1050 Support Notes

7) The name for this object can be for example “Remote_Subnet”. The Network IP Address
and the Subnet Mask are the remote site LAN subnet. In this example, enter 192.168.1.0
in Network text box and then type 255.255.255.0 in Subnet Mask text box. Then press
OK. Now after the address object successfully configured, the new address object
“Remote_Subnet” can be selected from the destination network drop down list.

3 hitp:#/167.35.4.3 - Add Address Object - Mi.. [2 |[T1[X]

Remote_Subnet
WEN

Metwark
192.168.1.0

2552502550

0K, | Cancel
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8) Switch to Proposals tab. In IKE (Phasel) proposal settings, select Main mode, set DH
Group to Groupl, Encryption to DES and Authentication to MD5. In IPSec (Phase2)
proposal settings, select ESP Protocol, Encryption to DES and Authentication to SHA1L.
Then press the OK button.

Main Mode

i

Graup 1

||
ENE

Bl

DE
bAD5

28800

<

<

I
< &

42
All contents copyright (c) 2006 ZyXEL Communications Corporation.



ZyXEL ZyWALL 1050 Support Notes

9) Switch to Advanced tab. In the setting VPN policy bound to select Interface WAN.
Then press the OK button.

Advanced

Advanced Settings

[] Enable Keep Alive
[ | Suppress automatic Access Rules creation for WPM Palicy
[ | Require authentication of WP clients by XAUTH
ser group for #ALTH users:
[] Enable Windows Metworking (MetBIOS) Broadcast
] Enable Multicast
[ Apply MAT Policies
Translated Local Metwork:
Translated Remaote Metwork:
Managerment via this S&: [T HTTE [] HTTPS
User login via this SA: [JHTTE [] HTTPE

Default LAMN Gateway {optional):

WPMN Policy bound to: Interface WWAN

Ready
“oc ol i Hap

10) The VPN status page will show a new VPN rule. Make sure the rule has been enabled.

VPN Policies ltemns |1 to 3 (of 33 L] AL
M # Name Gateway Destinations Crypto Suite Enahle Configure
1 WWAN GroupWP M ESP 3DES HMAC SHAT (IKE) O 8}
2 WLAN Group¥PN ESP 3DES HMAC SHAT (IKE) O &9
[ 3 ToZwwinLL 21011071 192.168.1.1-192.168.1.255 ESP DES HMAC SHAT (IKE) &B @
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11) Ping the remote host to dial up the tunnel. We can check the connected VPN status in the
VPN status page. The VPN tunnel should appear in the Currently Active VPN Tunnels
page. It should show that the tunnel had been successfully built-up.

VPN Policies lterns |1 to 3 (of3) (1 < [ [
W # Name Gateway Destinations Crypto Suite Enable vuounygdre
1 WAN GroupvPMN ESP 3DES HMAC SHAT (IKE) O 8}
2 WLAN GroupWPM ESP 3DES HMAC SHAT (IKE) [} w
[ 3 ToZwwalL 21011071 @ 192168.1.1-192.168.1.255 ESP DES HMAC SHAT (IKE) 8} ﬁ
Add.. Delete 4

Site To Site Policies: 1 Policies Defined, 1 Policies Enahled, 2 Maximum Policies Allowed

GroupWFr Policies: 2 Policies Defined, 0 Policies Enabled, & Maximum Folicies Allowed

Currently Active VPN Tunnels lterns 1 |tod (1) 01 < [ [
# MName Local Remote Gateway
1 ToZwWALL  192.168.2.1-192.168.2.255 192.168.1.1-192.168.1.255 21011071 Renegotiate m L=

1 Currently Active WP Tunnels
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1.3 Remote Access VPN

Remote Access VPN provides a cost-effective alternative to standard dial-in remote access
to a company network. The users can connect to the network via the Internet, eliminating the
expensive long-distance or the toll-free dial-in costs.

The most common scenario for application might look like this: An employee is on the road
(i.e. teleworker). He can gain full network access simply by connecting to the Internet. During
the data transmission between remote and host, this connection should also provide
confidentiality (Data transferring in VPN tunnel with encryption).

Another genius application is a “Mobile office”: Teleworker or home & SOHO employee
can work at airport, cyber café, hot spots, hotel or home. The office building scope can be
eliminated and a global office can start to fully utilize the global resources.

1.3.1 Remote Access VPN

In this scenario, we assume the ZyWALL1050 admin configured the VPN settings in a way to
allow teleworker access internal network resource through remote access VPN. Since it is
unknown what IP address will the remote teleworker’s PC/notebook connect from, 0.0.0.0is
used as for ZyWALL1050’s remote gateway setting it represents “any IPs”. On the other end,
the teleworker use ZyWALL VPN client on their notebooks to establish IPSec VPN with the
main office.
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%ain Office B&nch_Ofﬁ_ce — —
s _I e
4 IPSec VPN Tunnel :
rivate network ° > Applcation acoses | Private network |
EIP  Workflow I

o Internal FTP

y Qi i |

ZyWALL 70

-—-J

Remote teleworker can access
j to network resources within
| private networks of Main office

ﬁ_Bf'a"nch offices, no matter

,

So we are going to complete the following tasks.

® In ZyWALL1050 create object ‘address’ for both local and remote networks

® In ZyWALL1050 configure a VPN gateway and the VPN connection setting

® In ZyWALL VPN client configure the corresponding VPN setting in ZyWALL VPN

client
ZyWALL 1050 ZyWALL VPN Client
My address: ge2(10.59.1.45) My address: Any
Secure gateway address: 0.0.0.0 Secure gateway address: 10.59.1.45
Local: 192.168.2.0/24 Local: Any
Remote: 0.0.0.0/24 Remote: 192.168.2.0/24
Phase 1 Phase 1
Negotiation Mode : Main Negotiation Mode : Main
Pre-share key: 123456789 Pre-share key: 123456789
Encryption :DES Encryption :DES
Authentication :MD5 Authentication :MD5
Key Group :DH1 Key Group :DH1
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Phase2 Phase2
Encapsulation: Tunnel Encapsulation: Tunnel
Active Protocol: ESP Active Protocol: ESP
Encryption: DES Encryption: DES
Authentication: SHA1 Authentication: SHA1
Perfect Forward Secrecy (PFS): None Perfect Forward Secrecy (PFS): None

Below is a step by step configuration:
1) Login ZyWALL 1050 GUI and go to Configuration > Objects > Address to create an
address object (local subnet) for remote access.

ZyWALL 1050 = Configuration = Objects = Address = Address = Edit = #4

Mame subnet2
Address Type SUBMET %
Metwark 19216820
Metrnask 2552552550

2) Create another address object for the remote host. The IP Address of the host should be
0.0.0.0, which means that remote user dials in dynamically.

Marne WPhlcliert
Address Type HOST  w
IP Address 0000

3) Go to Configuration > Network > IPSec VPN > VPN Gateway to create gateway for
remote a VPN client. Because this kind of VPN is initialed from remote user, the Secure
Gateway should be set as dynamic, 0.0.0.0. Also, the VPN peers should keep consistence with
each other for other parameters, such as Pre-Shared Key, ID Type, Encryption and
Authentication proposal and so on.
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WPM Gateway Mame

IKE Phase 1

Meqgotiation Mode
Proposal

Key Group
S8 Life Time (Seconds)

[] MWAT Traversal
Dead Peer Detection (DPD)

Property
My Address
& Interface
O Domain Name

Secure Gateway Address

Authentication Method

() Pre-Shared Key

O Certificate
Local ID Type

Content
Peer ID Type
Content

Extended Authentication

[[]Enable Extended Authentication

|reml:|teaccess |

Encryption Authentication
' @

DHT
G6400 <1580 - 3000000

DHCF client -- 10.59.1 45/255,255,255.0
| |

1.[0000 |
2.|0000 |

1123456789 |

(See My Certificates)
P hd

0000 |
Any W |
|

4) To create a VPN rule, go to Configuration > Network > IPSec VPN > VPN Connection.
Set Policy as defined in step 1 and step 2. Remote policy should be a dynamic host address.
We put VPN Gateway as dynamic as was defined in step 3.

All contents copyright (c) 2006 ZyXEL Communications Corporation.
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¥PN Connection

Connection Marne |remu:|teau:u:es&

¥PN Gateway

Marme | remoteaccess W | [ Adlc Mewy WPN Gateweay

gez remoteaccess

Phase 2

Active Protocal ESP |w

Encapsulation Tunnel w

Hooss Encryption Authentication
L [ 5

S4 Life Time (Seconds) 86400 (180 - 3000000}
Perfect Forward Secrecy (PFS) none
Policy

[ Palicy Enforcement

Local palicy subnet2 ¥ | SUBMET, 192 .165.2.0/24

Rermote policy WPhclient ¥ | HOST, 0.0.0.0
Property

[nailed-up

[JEnable Replay Detection
[JEnable MetBIOS broadcast over IPSec

Inbound/Outbound traffic NAT

Qutbound Traffic
(] source NaT Source hd
Destination v

5) Go to remote host to configure ZyXEL VPN Client. We create a Net Connection set remote
access subnet to 192.168.2.x.
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¥4 Security Policy Editor - ZyWALL VPN Client
File Edit OCptions Help

EIESI] ZS

Metwork Security Policy

= 1 My Connections  Connection Security
=-¢8 [EE iection f* Secure =
G My deni [ Ornly Connect Manually
; : " Mon-secure

=l g Secuity Policy  Elock

=& Authentication Phase 1) [ 2L
[4 Propozal 1

= % Key Exchange [Phass 2 Remote Party |dentity and Addressing

[ Propasal 1D Type ]IF‘Address Range v]

% Other Cannections
From: | |192168.20

To 192.168.2.255
Protacal jal - Part {— _“

W Use ]Secure Gateway Tunnel ﬂ
1D T_I,Jpei.-’-‘«n}' LJ iGatewa}llPAddlessj
[ I [10.59.1.45

Click here to find out about program add-ons.

In My Identity, select local ID type as Any.

¥4 Security Policy Editor - ZyWALL VPN Client
File Edit Options Help

=l Z/Sl

Metwark Security Palicy

=1 My Connections My |dentity
= New Connecftlon Select Certificate Pre-Shared Key
f3 My Identity
-l E Security Palicy lNone lj
= [ﬁzz]gthenticatinn [Phase 1] T Part
{ Fropozal 1 -
= ﬁ K.ey Exchange [Phase 2) JIPAdd[BSS J | J |
D Propozal 1 1'&”-""
B Other Connections

Secure Interface Configuration
Yirtual Adapter Dizabled j

IP Addr |Aew

Note: Do not forget to enter Pre-Shared Key by clicking the button Pre-Shared Key.
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Metwork Security Policy
ERERMVIEE pre Shared Key &|

gy Mew C ==%e-Shared Key
H 3 My ﬂ

&

P — Enter Pre-Shared Key [at lzast 8 characters) ] —_] J—

[

[

I

i

g
H : Thiz key iz uzed during Authentication Phase if the
& % Other Con

Authentication Method Propozal iz "FPre-Shared key"',

Ok ‘ Cancel ]

i Internet Interface-
I arne j.f-‘-.n_l,l _"_1
IP &ddr [Any

The last step is to go to Security Policy to configure parameters for Phasel and Phase 2. After
saving the configuration, the VPN connection should be initialed from the host site.

FEX

Metwork. Securty Policy

‘ 2l ZN|

=11 My Connections

. g8y Mew Connection

i W3 My Identity
Security Palicy

~ &uthentication Method and Algorithms

Authentication tethod

IPre-Shared Key

| @ Authentication [Fhaze 1)

- Rncrotion and D atg ntegity Algorithins -
Encrypt &lg iDES b

Hazh Alg D5 -

i “[2 Proposal 1
- & Other Connections

Seconds
Salife  |Seconds | |28800

|
|
|
|
|
|
|
I
: s
: = % Key Exchange [Phaze 2]
Key Group 1Diffie-HeIIman Group 1 LJ
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¥4 Security Policy Editor - ZyWALL VPN Client
File Edit Options Help

EEC EASi

MHetwark Security Policy

=1 My Connections IPSec Protocals-
=18l New Connection Seconds KBytes
€3 My Identity Stlife  |Seconds  w||28800 |
u-| = @ Security Policy .
=[5 suthentication [Phase 1] S INDHB :_I
I:! Froposal 1 I
= % Key Exchange [Fhase 2]
e e Froposal 1 Encroptaslg  |DES -
i [& Other Connections Hash Alg MD5 =

Encapsulation | Tnnel -
[ Authentication Protocal [4H)

The CLI commands for application:
Address Obiject for local subnet:
[0] address-object subnet2 192.168.2.0 255.255.255.0

Address Object for remote host:
[0] address-object VPNclient 0.0.0.0

Remote Gateway:

[0] isakmp policy remoteaccess
[1] mode main

[2] transform-set des-md5

[3] lifetime 86400

[4] no natt

[5] dpd

[6] local-ip interface ge2

[7] peer-ip 0.0.0.0 0.0.0.0
[8] authentication pre-share
[9] keystring 123456789

[10] Nlocal-i1d type ip 0.0.0.0
[11] peer-id type any

[12] xauth type server default deactivate
[13] groupl
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VPN Connection:

[0] crypto map remoteaccess
[1] ipsec-i1sakmp remoteaccess
[2] encapsulation tunnel

[3] transform-set esp-des-md5
[4] set security-association lifetime seconds 86400
[5] set pfs none

[6] no policy-enforcement

[7] local-policy subnet2

[8] remote-policy VPNclient
[9] no nail-up

[10] no replay-detection

[11] no netbios-broadcast
[12] no out-shat activate
[13] no in-shat activate

[14] no in-dnat activate

Tips for application:

1. Make sure both pre-shared key settings are the same in local and remote gateway.

2. Make sure both IKE proposal settings are the same in local and remote gateway.

3. Select the correct interface for the VPN connection.

4. The Local and Peer ID type and content must the opposite and not of the same content.

5. The Local Policy of ZyWALL 1050 should be “‘dynamic single host with the value 0.0.0.0°.
The VPN tunnel should be initialed from the remote host site.
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1.4 Large-scale VPN Deployment

With the business growing, network administrator will face the more and more complicated
VPN topology and applications. ZyWALL 1050 supports various types of VPN topology that
can meet the needs of the organizations of any size.

ZyWALL1050 VPN Topology supports fully meshed topology that can be deployed when
the total number of remote site is small. Star topology is recommended when the total number
of remote sites is high, Even more flexible design, Star and Mesh mixed topology (cascading
topology) can be applied for a global distributed environment.

1.4.1 Fully Meshed Topology

i Inafully-meshed VPN topology, an
All models in ZyWALL series London i user can access to resources within
can support Fully-meshed :  remote VPN sites provided that a
VPN topology, including: . VPN tunnel was already established
ZyWALL 2 Plus/5/35/70/1050 e

" Inthis topology, each site
£ s plays the same role — handles
\I:I _ \l:| ¢ incoming encrypted traffic or

Paris Hannover encrypts outgoing traffic
i designated to a remote site

1) In order to achieve the VPN connectivity of all sites in the fully meshed VPN topology, all
the sites must be directly connected with VPN tunnels to all the remote sites. The network
administrator has to pay huge establishment and maintenance effort with the new remote
site joining. This VPN topology is suitable for only a few sites connected with VPN.

2) For example, to complete the above topology, administrator needs to repeat the same steps
at least five times and totally needs to establish 10 VPN tunnels. The tunnels list follows:
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Tunnel 1: London €<VPN ->Madrid
Tunnel 2: London €VPN ->Paris
Tunnel 3: London €VPN ->Hannover
Tunnel 4: London €VPN ->0Oslo
Tunnel 5: Madrid €VPN - Paris
Tunnel 6: Madrid €VPN - Hannover
Tunnel 7: Madrid €VPN - Oslo
Tunnel 8: Paris €VPN - Hannover
Tunnel 9: Paris €VPN -> Oslo
Tunnel 10: Hannover €VPN = Oslo
3) For help on building up the 10 tunnels, please refer to the section ZyWALL1050 to

ZyWALL1050 VPN tunnel configuration steps . We will introduce the configuration steps
for a VPN concentrator that will greatly help to reduce the total number of tunnels.

1.4.2 Star Topology

" InaStar VPN topology, any userina \.:. o ; T
spoke site (in here it's Madrid) can : An user in a spoke site (in
access to resources within another here it's Oslo) can access

spoke site (London) via the central iy resources within central
site — Amsterdam site - Amsterdam

\ l::::«:':
y \ E— —

In a Star VPN topology, ZyWALL \ Amsterdam g Oslo

1050 acts as a central site (enabling -_—
Hub & Spoke VPN) and spoke sites
can be any model of ZyWALL series

N

Hannover
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The ZyWALL1050 supports Star topology via the VPN concentrator feature. The VPN
concentrator can help to reduce the VPN tunnel numbers and allows centralized VPN tunnel
management.

The topology used for our VPN concentrator guide.

=

e

SUEeLLY

=

This topology is designed to simulate a global VPN network deployment. The company has a
global headquarters in Taiwan and other offices around the world.

This company decided to build up a VPN concentrator to let all the offices’ internal network to
be shared and interconnected based on a security link.

We will separate each group as a member of each office and build up the VPN tunnel with
headquarter and then to route the VPN traffic across the HQ to the destination office’s internal
network.

ZyWA

The VPN configuration parameter
Remote Office HQ

WAN: 10.59.1.11
~ WAN: 10.59.1.10
WAN: 10.59.1.17 LAN: 192.168.100.0/24
LAN: 192.168.101.0/24

S A ¥ A B

VVAIN
56

VWAN

All contents copyright (¢) 2006 ZyXEL Communications Corporation.



ZyXEL

ZyWALL 1050 Support Notes

~

LAN: 192.168.119.0/24

Phase 1
Negotiation Mode : Main
Pre-share key: 123456789

Encryption :DES
Authentication :MD5
Key Group :DH1

Phase2
Encapsulation: Tunnel
Active Protocol: ESP

Encryption: DES
Authentication: SHA1

Phase 1
Negotiation Mode : Main
Pre-share key: 123456789

Encryption :DES
Authentication :MD5
Key Group :DH1

Phase?2
Encapsulation: Tunnel
Active Protocol: ESP

Encryption: DES
Authentication: SHA1

Perfect Forward Secrecy (PFS): None Perfect Forward Secrecy (PFS): None

Setup VPN tunnel between each remote office and HQ

We used the Netherland site (NL) as an example to show how to setup tunnel between NL and
HQ. Please refer the above VPN parameter table to setup the VPN gateway and connection as
I don’t list the detail configuration steps here,.

Configure the NL site address object for each remote office subnet

= ZyWALL 1050 > Configuration > Objects > Address > Address

Configuration

1 HG_SUBMET SUBMET 192,168.100.0/24 A
z WPN_REMOTE_SUBMET SUBMET 192,168.1.0/24 A
3 DMZ_SUBMET SUBMET 192.168.200.0/24 A
4 WPH_visitor_pc HOST 192.168.1.33 F W
5 Trainer_PC HOST 10.59.1.18 A
6 LAN_SUBMET SUBMET 192,168.101.0/24 A
7 DE_SUBMET SUBMET 192,168.102.0/24 A
& CZ_SUBMET SUBMET 192.168.103.0/24 A
a UK_SUBNET SUBMET 192.168.104.0/24 A
10 FR_SUBMET SUBMET 192.168.105.0/24 A
11 SE_SUBNET SUBNET 192.168.106.0/24 EA]
12 DK_SUBMET SUBMET 192,168.107.0/24 A

Setup NL site address group that includes all the remote office subnets; the address object
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group is used as a policy route destination criterion.

= ZyWALL 1050 > Configuration > Objects > Address = Address Group > Edit > #1

Group Members

Mame I RemoteCffice’PR I

Description
1 Ohject/UK_SUBNETE i
z Ohject/DE_SUBNETE i
3 Object/CZ_SUBNETE] o]
4 Object/HG_SUBNETE] fiif
5 Object/DK_SUBNETE] |mf
6 Object/FR_SUBNETE] o]
7 Object/SE_SUBNETE i

The screenshot below is the NL site VPN Gateway status page.

= ZyWALL 1050 > Configuration = Network = IPSec ¥PN = ¥PN Gateway

¥PN Connection

¥PN Gateway Concentrator T SA Monitor ]

Configuration

. My address Secure Gateway ¥PN Connection -

ZywaALLZPLUS_VPN 0.0.0.0 10.60.1.10, 0.0.0.0 ZyWALLZPLUS_CONN
2 HL_HQ 0.0.0.0 10.59.1.10, ML_HQ_tunnel
10,58.1.10 v

NL site VPN Connection status page

= ZyWALL 1050 onfiguration > Network > IPSec ¥PHN = ¥PN Connection

¥PHM Connection ¥PH Gateway I Concentrator I SA Monitor ]

Configuration

Total Connection: 2 connection per page Page 171 [E8]a
(T Nme 1 o ey Jencapetaontigoniom] oty = ]
1 ZyWALLZPLUS_COMN ZyWALLZPLUS_WPN  TUNMEL DES/SHA  LAN_SUBNET/YPN_REMOTE_SUBNET 4 & fif 2=

|2 ML_HQ_tunnel NL_HQ TUNMEL DES/SHA LAN_SUBNET/HG_SUBNET |=};ﬁg@ e
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NL site policy route for VPN traffic, this policy route is used to indicate that the ZyWALL
1050 sends the packets to the VPN tunnel.

= ZyWALL 1050 > Configuration > Policy = Route = Policy Route

Policy Route
lule £
L
[ 1 any none any LAN_SUBMNET RemoteOfficePH any ML_HDQ_tunnel none 1] @ g i BN
outgoing-
2  (Guest none any any any any i AN_TRIUJMEK interface 100 @ @9 oW EN
outgoing-
3 Boss none gel LAN_SUBMNET any any W AN_TRIUMEK interface 100 @ g‘ i PN
outgoing-
4 Zales none gel LAN_SUBMNET any any W AN_TRIMEK interface 100 @ g i BN
B outgoing-
5 Engineer  none gel LAM_SUBMNET any any W AN_TRUMK interface Z00 @ g i bN
s . outgoing- B
E & Fiance none gel LANM_SUBMET any any W AMN_TRUMK intarface 100 @ g i PN E
% outgaoing- %
E 7 any none any DMZ_SUBMET any any W AN_TRUMNEK interface u] @ @9 o EN E
g any none any LAN_SUBMET WPMN_REMOTE_SUBMET any ZyWALLZPLUS_COMN none 1] @ g o N
outgoing-
a any none gel LAN_SUBMET any any i AN_TRIMEK interface 1] @ g i PN

HQ VPN concentrator configuration steps:

Here are step by step instructions on how to setup the VPN concentrator in HQ to route all
the remote sites’ VPN traffic.

The amount of tunnels needed to be configured in HQ ZyWALL1050 is the amount of the
remote sites.

This means that if we want HQ to route 5 remote sites VPN traffic, we need to configure 5
VPN tunnels from remote office to HQ.

For the HQ VPN tunnel setting, please refer to the table below.

Remote Office HQ
WAN: 10.59.1.11

~

WAN: 10.59.1.17 WAN: 10.59.1.10
LAN: 192.168.101.0/24 LAN: 192.168.100.0/24

~

LAN: 192.168.119.0/24

Phase 1 Phase 1
Negotiation Mode : Main Negotiation Mode : Main
Pre-share key: 123456789 Pre-share key: 123456789
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Encryption :DES Encryption :DES
Authentication :MD5 Authentication :MD5

Key Group :DH1 Key Group :DH1

Phase2 Phase2

Encapsulation: Tunnel Encapsulation: Tunnel
Active Protocol: ESP Active Protocol: ESP

Encryption: DES Encryption: DES
Authentication: SHA1 Authentication: SHA1

Perfect Forward Secrecy (PFS): None Perfect Forward Secrecy (PFS): None

Setup the remote offices’ subnets address objects for the further VPN configuring.

= ZyWALL 1050 = Configuration > Objects > Address > Address

Address Group

Configuration

—

1 LAMN_SUBNET SUBMET 192.168.100.0/24

2 YPN_REMOTE_SUBNET SUBMET 192,168.1.0/24 g E
3 DMZ_SUBMET SUBMET 192.168.200.0/24 E A
4 WPN_visitar_pc HOST 192.168.1.33 B
5 Trainer_FC HOST 10.59.1.18 B @
f HL_SUBNET SUBMET 192.168.101.0/24 B i
7 DE_SUBNET SUBMET 192.168.102.0/24 B
a CZ_SUBMET SUBMET 192,165,103 .0/24 B
9 UK_SUBNET SUBMET 192,168,104 .0/24 B
10 FR._SUBNET SUBMET 192.168.105.0/24 B i
11 SE_SUBNET SUBMET 192.168.106.0/24 B
iz Dk_SUBNET SUBMET 192,165,107 .0/24 B o

Setup the HQ VPN Gateway for all the remote sites
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= ZyWALL 1050 > Configuration > Network = IPSec ¥PN > ¥YPN Gateway

¥PHN Connection VPN Gateway Concentrator SA Monitor

Configuration

.m My address Secure Gateway ¥PMW Connection -

ZyWALLZPLUS_WPH 0.0.0.0 10.60.1.10, 0.0.0,0 ZyWALLZPLUS_CONM 5 &
2 HO_NL 0.0.0.0 11005?398111111 HZ_ML_tunnel ' &
3 HQ_DE 0.0.0.0 1100?398111122 HQ_DE_tunnel 9 &
4 HO_CZ 0.0.0.0 11005598111133 HQ_CZ_tunnel ' &
5 HO_UK 0.0.0.0 1100559811114‘11 HQ_UK_tunnel o &
& HO_FR 0.0.0.0 1100559811115!33 HQ_FR_tunnel ' &
7 HO_SE 0.0.0.0 110055981111% HO_SE_tunnel o
] HQ_DK 0.0.0.0 110055981111:; HQ_DK_tunnel ' &

Setup the HQ VPN connection for all the remote sites

= ZyWALL 1050 = Configuration = Network > IPSec ¥PN = ¥PN Connection

¥PN Connection ¥PN Gateway Concentrator SA Monitor

Configuration

Total Connection: & conneckion per page Page 1/1 =]
o] e | v cstonay Jencoptsionlagoritnl oy ||
1 ZyWALLZPLUS_CONN ZyWALLZPLUS_WPN TUNMEL DES/SHA  LAN_SUBNET/WPN_REMOTE_SUBMET @ g‘@ <=
2 HG_ML_tunnel HO_ML TUNMEL DES/SHA LAH_SUBMET/ML_SUBMNET O W <
3 HG_DE_tunnel HG_DE TUNMEL DES/SHA LAN_SUBNET/DE_SUBNET & & B o
4 HG_CZ_tunnel HQ_CZ TUMMEL DES/SHA LAN_SUBNET/CZ_SUBMET O T
5 HG_UK_tunnel HGQ_UK TUNHEL DES/SHA LAH_SUBNET/UK_SUBMET & & W
3 HG_FR_tunnel HO_FR TUNMEL DES/SHA LAM_SUBMET/FR_SUBMNET o & 1 <3
7 HG_SE_tunnel HG_SE TUNMEL DES/SHA LAN_SUBNET/SE_SUBMNET & & B o
@ HGQ_DK_tunnel HQ_DK TUMMEL DES/SHA LAN_SUBNET/DK_SUBMNET o i <

The next step is the most important one. We need to build up a VPN concentrator and join all
the remote sites’ VPN traffic to it.

Switch to ZyWALL 1050 > Configuration > Network > IPSec VPN > Concentrator and then
click the add icon to add a new concentrator.

On the concentrator edit page, click the add icon to add VPN connection to this concentrator.
The VPN traffic can be routed by HQ once the VPN connection has been added to the
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concentrator. If this tunnel is already included in the concentrator, user doesn’t need to add any
policy route to the VPN tunnel.

= ZyWALL 1050 > Configuration > Network > IPSec ¥PN > Concentrator > Edit > #1

Group Members

Marme |RemutOfficeC0ncentrator |

1 IPSEC/HG_DK_tunnel 5 % o
2 IPSEC/HG_SE_tunnel B ]
3 IPSEC/HG_FR_tunnel B |mf
4 IPSEC/HQ_UK_tunnel B ]
5 IPSEC/HQ_CZ_tunnel B ]
f IPSEC/HQ_DE_tunnel ]
7 IPSEC/HQ_NL_tunnel B ]

Now after the VPN concentrator setup, all the remote VPN tunnels have been linked to the HQ
concentrator and remote sites can reach other remote sites via HQ.

The VPN concentrator is designed to route the remote sites’ VPN traffic. However, user still
needs to setup the policy route for local subnet VPN traffic. For example, if we setup the VPN
concentrator only for HQ and remote sites A & B, then the A subnet can connect to B subnet
but HQ subnet can’t connect to neither A nor B subnet.

Thus, this depends on how customers want to deploy their Global VPN network.

We can add the following policy route to allow the HQ subnet to connect with all the
concentrator’s remote subnets.

62
All contents copyright (c) 2006 ZyXEL Communications Corporation.



ZyXEL ZyWALL 1050 Support Notes

= ZyWALL 1050 > Configuration > Policy > Route = Policy Route

Policy Route Static Route

[+ user [schedule|incoming| Source | Destination [Service]  Neat-op | SNaT [own| o |

1 any none any LAMN_SUBNET DK _SUBMET any HQ_DK_tunnel none i} @ @9 i PN
z any none any LAN_SUBNET SE_SUBMET any HG_SE_tunnel none i} @ @9 i BN
3 any none any LAN_SUBNET FR_SUBMET any HQ_FR_tunnel none i} @ g i BN
4 any none any LAM_SUBMET Uk _SUBNET any HG_Uk_tunnel none o @ @9 i BN
5 any none any LAN_SUBNET DE_SUBMET any HG_DE_tunnel none 0 @ @9 i BN
i) any nong any LAMN_SUBNET ML_SUBMET any HQ_ML_tunnel none i} @ g i bN
7 any none any LAM_SUBMET CZ_SUBMET any HGQ_CZ_tunnel none 1] @ @9 i BN

3 Guest none any any any any W AN_TRUMNK ?#gg;?cge_ 100 @ @9 i BN
9 Boss none gel LAN_SUBMET any any W AN_TRUNK ?;'ttfffg“cge' 100 g B & BN
10  Sales nane gel LAMN_SUBMET any any W AN_TRUNK ?I';'ttfffg“cge' 100 4g & & & 6N
11 Engineer  none gel LAM_SUBMET any any W AN_TRUNK ?I';'ttfff:fe' 200 g’ & B 6N
12 Fiance none gel LAMN_SUBMET any any W AN_TRUNK ?#ttfffg“cge' 100 4r g’ @ B BN
13 any none any  DMZ_SUBMET any any W AN_TRUNK ?#ttegr?f?cge- 0 @@ W N

LAM_SUBMET VPM_REMOTE_SUBMNET Z¥WALLZPLUS_CONN none o

outgoing-
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1.4.3 Star-Mesh Mixed Topology

In a Star-Mesh mixed VPN topology,
any user in a spoke site (in hereit's |
Frankfurt) can access the resources | —
on another spoke site (London) via the /
EU central site - Amsterdam {9 Asia Central site

Taipei

{ Anuser in a spoke site
(in here it's Taipei) can i
access the resources
on regional central
site — Singapore

Frankfurt e =
_ "

Ii

: If an user in London site needs to access resources

London i outside the EU sites, i.e. Tokyo site, the traffic will be
i routed to the Asia central site (Singapore) then again

routed to the final destination — Tokyo spoke site

In a Star-mesh mixed VPN topology, ZyWALL 1050 acts as a regional central site
(enabling Hub & Spoke VPN) and spoke sites can be any model of ZyWALL series. The
Star — Mesh Mixed Topology is well suited for an enterprise having a regional operation
center acting as a regional hub and spoke VPN network in the area. The connection between
each regional operation center will be backbone VPN tunnel. To ensure the communication
continuity, we can use VPN HA (secondary security gateway) to configure a backup VPN
tunnel in case the primary VPN connection failure.

We use the below presented network topology to explain how to configure Star-Mesh
Mixed Topology between all the ZyWALL series devices. The ZyWALL 1050s act as a
Regional Center devices whereas ZyWALL 2 Plus, 5, 35 and 70 are the regional remote sites’
devices which are building VPN tunnel back to the Regional Center and provide connection
with the other area remote nodes via the VPN tunnel between the two Regional Centers.
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Asia Region VPN Concentrator Europe Region VPN Concentrator
r —_— —_— —_— —_— —_— —_— —_— —_— L | —_— —_— —_— —_— —_— —_— —_— —_— —_—
I WVAN-176.25 106,124 I , SwALLyg WAN:220.123.977 |
:179.25.106. y LAN:192.168.22.1/24
ZyWALLS | AN:192.168.12.1/24 | |
l l
I I
I I I
I Regional Center Prlmary VPPN Regional Center
ZyWALL 1050 ZyWALL 1050 |
I E EREEREww H B L [ | EREEREEww . I
| WAN1:179.25.3.24 Condak/ VPN WAN1:220.123.113.8
WAN2:179.25.133.4 S|e WAN2:220.123.119.9 |
I I AN-192 18R 10 1/24 I I | AN'1Q71GR701/?4I
I\ ' N |
= I ZYWALL 2 Plyg Som——
I  zywaLL3sWAN:179.25.132 | WAN:220.123.65.117
L — o o LAN:102168.111/24 | L LAN:192.168.21.1724 |
Configuration Steps for Asia Region VPN Concentrator
ZyWALLS5 and ZyWALL35 interface and VPN setting
Please configure the ZyWALLS5 WAN and LAN interface as the topology diagram shown
above. We can check the status page to confirm the correctness. Please refer to ZyWALLD5
user guide for detail interface setting steps.
Network Status
I T T I e ey
W AR 100MAFull F?9.25.106.124 255.255.0.0 IStatic M
Dial Backup Down 0.0.0.0 0.0.0.0 MY
LAR 100M/Full 192.165.12.1 255,255.255.0 HCP server R
nLAN Dawn (P M/ P M
bMz 100M/Full 0.0.0.0 0.0.0.0 Static M A
The VPN configuration parameters in Asia Region
Regional Remote Sites Regional Center
ZyWALLS WAN: 179.25.106.124 WAN: 179.25.3.24
) Local Policy: 192.168.0.0/16
Local Policy: 192.168.12.0/24
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Remote Policy: 192.168.0.0/16 Remote Policy: 192.168.12.0/16

ZyWALL35 WAN: 179.25.13.2
Local Policy: 192.168.11.0/24
Remote Policy: 192.168.0.0/16

Local Policy: 192.168.0.0/16

Remote Policy: 192.168.11.0/16

Phase 1
Negotiation Mode : Main
Pre-share key: 123456789

Encryption :DES
Authentication :MD5
Key Group :DH1

Phase2
Encapsulation: Tunnel
Active Protocol: ESP

Encryption: DES
Authentication: SHA1

Perfect Forward Secrecy (PFS): None

Phase 1
Negotiation Mode : Main
Pre-share key: 123456789

Encryption :DES
Authentication :MD5
Key Group :DH1

Phase2
Encapsulation: Tunnel
Active Protocol: ESP

Encryption: DES
Authentication: SHA1

Perfect Forward Secrecy (PFS): None

The next step is to configure the VPN tunnel setting. Following the ZyWALLS5 VPN design
logic, we have to define the local and remote policies to force the traffic going through the
VPN tunnel to the remote site. For example, the traffic from ZyWALLS5 will be sent to all the
remote sites’ devices like ZyWALL35 (LAN subnet: 192.168.11.x), local center’s ZyWALL
1050 (LAN subnet: 192.168.21.x), remote center’s ZyWALL 1050 (LAN subnet:
192.168.20.x), ZyWALL 2 Plus (LAN subnet: 192.168.21.x) and ZyWALL70 (LAN subnet:
192.168.22.x) by building one VPN tunnel with local center ZyWALL 1050. Thus a separate
VPN tunnel to each remote site is not needed. We will use a class B subnet
(192.168.0.0/255.255.0.0) as remote policy in order to include all ranges of the remote policies

requirements.

The Local Policy is the local subnet 192.168.12.0/24 and Remote Policy is 192.168.0.0/16
for the tunnel between ZyWALLS5 and local center ZyWALL 1050. Please switch to menu
Security > VPN > Global Setting and activate the “VPN rules skip applying to the overlap
range of local and remote IP addresses” option because the local and remote policies are in the
overlap range in this application. If this feature is not activated, you will fail to access device

because of triggering VPN tunnels.
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Output Idle Timer (120 | (120~3600 sec)

Input Idle Timer a (30~3600 sec, O means timer dizabled)

Gateway Dormain Marme Update Timer 5 (Z~&0 rin, O means timer disabled)

adjust TCP Maximurm Seagrment Size Ao v”: |

YPM rules skip applying ta the overlap range of local and remaote IP addresses.
(Warning: When this checkbed is not chacked, you may not access device because of trigaering YPM tunnzls)

Based on the VPN configuration parameter table to finish the VPN tunnel configuration and
the VPN status page will brief list the VPN tunnel information like following screen shot after
the VPN setting. The VPN can’t be dialed up for testing because the remote ZyWALL 1050
didn’t setup the corresponding VPN tunnel until now. The test and debug can start only after

both sites’ VPN setup is done. Please refer to the ZyWALLS5 user guide for detail VPN setting
steps.

4

¥PM Rules {IKE) Y¥PHN Rules {Manual} SA Monitor Global Setting
¥PMN Rules
Local ) ; Internet Remote °
__ Network £ __§ VPN . . Network &
e . e ; i
LIRS 21050 €:,1179.25.106 124 €5,2179.25.3.24 El| Ef&?
19z.168.12.1 / 192.168.0.0 /
CIERUEIFL] €57 255255 7550 €82 26520500 U & 0ia

A

There are similar configuration steps for the ZyWALL35 interface and the VPN setup. The
ZyWALL35 WAN and LAN interface are set as follow.
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Network Status

Status IP Address Subnet Mask IP Assignment

Please make sure to activate the “VPN rules skip applying to the overlap range of local and
remote IP addresses” option before starting to setup the VPN tunnel.

VPN
¥PN Rules (IKE) ¥PN Rules (Manual) SA Monitor

IPSec Global Setting

The VPN tunnel status page after configured the local center ZyWALL 1050 tunnel.

r

VPN

¥PMN Rules {Manual} SA Monitor Global Setting

¥PMN Rules

Internet
VPN Tunnel

As soon as we finish the configuration of ZyWALL5 and ZyWALL35, we can move to
ZyWALL 1050’s configuration.
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Asia Regional Center ZyWALL 1050 interface and VPN concentrator setting

The VPN configuration parameter for Asia and Europe regional Center ZyWALL 1050
Asia Regional Center ZyAWL L1050 Europe Regional Center ZyAWLL1050

WAN1:179.25.3.24 WAN1:220.123.113.8
WAN2:179.25.133.4 WAN2:220.123.119.9
LAN:192.168.10.1/24 LAN:192.168.20.1/24

Phase 1 Phase 1
Negotiation Mode : Main Negotiation Mode : Main
Pre-share key: 123456789 Pre-share key: 123456789

Encryption :DES Encryption :DES
Authentication :MD5 Authentication :MD5

Key Group :DH1 Key Group :DH1

Phase2 Phase?2

Encapsulation: Tunnel Encapsulation: Tunnel
Active Protocol: ESP Active Protocol: ESP

Encryption: DES Encryption: DES
Authentication: SHA1 Authentication: SHA1

Perfect Forward Secrecy (PFS): None Perfect Forward Secrecy (PFS): None

Please refer to the application topology to setup the ZyWALL 1050 interface first. We can
move to next steps only after setting up the interface. We use gel as LAN interface and IP
address is 192.168.10.1/255.255.255.0. The ge2 and ge3 are WAN1 and WAN?2 interfaces and
IP address are 179.25.3.24/255.255.0.0 and 179.25.133.4/255.255.0.0.

= ZyWALL 1050 = Configuration = Network = Interface = Ethernet

Ethernet

Configuration

1 gel STATIC -- 192.165.10.1 255.255.255.0 @ g
2 ael STATIC -- 179.25.3.24 255.255.0.0 @ ?
3 ged STATIC -- 179.25.133 4 255.255.0.0 @ g’ﬁ
4 ged STATIC -- 0.0.0.0 0.0.0.0 @ g
5} aes STATIC -- 0.0.0.0 0.0.0.0 @ @9

%

We have to pre-configure some address objects for the later VPN configuration
requirements. The needed address objects list is as follows:
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= ZyWALL 1050 = Configuration = Objects = Address = Address

Configuration
1
1 LAN_SUBNET SUBNET 192,165.10.0/24 @9'@
z 2WSYPH_LAN SUBMET 192.165.12.0/24 = @
3 Global_subnet SUBNET 192 ,168.0.0/16 &
4 ZW3ISVPN_LAN SUBMET 192.165.11.0/24 @7'@'
5 rernote_zw1050_LAN SUBMET 192,165,20.0/24 Elm|
. . 192.168.10.0-
[ AsiaReqgion RAMNGE Tl ETTE Edlim|
7 EuropeRegion RANGE 19236 Z00- Elim|

192.168.25.0

The address object AsiaRegion (192.168.10.0 - 192.168.15.0) and EuropeRegion
(192.168.20.0 — 192.168.25.0) are used for the two regional center VPN concentrators
employed. When Asia region site like ZyWALL5 (192.168.12.0) tries to access the other
region’s remote site like ZyWALL70 (192.168.22.0) it will match these two addresses’ object
ranges and ZyWALL 1050 can do next processing.

This ZyWALL 1050 is the local center of Asia region. We need to setup the VPN tunnel
between local sites ZyWALLS5 and ZyWALL35 and Europe region center ZyWALL 1050.

Follow the VPN parameter tables to setup the three VPN gateways (IKE / IPSec Phasel).
For detail steps please refer to the ZyWALL 1050 user guide. We have to configure a
secondary security gateway for the VPN gateway between both of the regional centers’
ZyWALL 1050s. The VPN connection can fail over to secondary gateway in case the
parameter gateway fails.
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= ZyWALL 1050 = Configuration = Network = IPSec ¥PN = ¥PN Gateway > Edit = #3

YPHN Gateway

WPM Gateway Marne |ZW‘1USU

IKE Phase 1

Megotiation Mode m
Proposal

[oEs v [mDs v o
Key Group DH1 »
5S4 Life Time (Seconds) 86400 <180 - 3000000

[] MWAT Traversal
Cead Peer Detection (DPD)

~

Property

My Address
@ Interface Static -- 179.25,3.24/255.255.0.0
ODomain Mame |

Secure Gateway Address 1. |220.123.113.8 |

2. [220123.11949 |

Authentication Method

After configuration, there will be three VPN gateways listed in the VPN Gateway status
page.

= 2yWALL 1050 = Configuration > Network = IPSec ¥PN = ¥PN Gateway

I ¥PN Connection ¥PN Gateway Concentrator I SA Monitor |

Configuration

. My address Secure Gateway ¥PN Connection -

179.25.106.124, ZwSYPN
0.0.0.0 @ @9@
z Zw3s ges 179.25.13.2, 0.0.0.0 ZwW3SWVRN @ @9@
3 2wl0s0 gel 220.123.113.8, ZW1050VPN @ g@

2201231199

The next step is to create the VPN connection (IPSec / IPSec Phase2). Make sure the
parameters are configured correctly, otherwise the VPN will fail to dial. Below is the VPN
connection global page.
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= ZyWALL 1050 > Configuration = Network = IPSec ¥PMN > ¥PN Connection

¥PN Connection ¥PN Gateway I Concentrator I SA Monitor |

Configuration

Total Connection: 3 connecktion per page Page 171 =[]
g e e N
1 zwiWPH TUNMEL DES/SHA  Global_subnet/zwSVPHN_LAN @ @’?'@ =THC=
2 zw3SWUPN Zw 35 TUMMEL DES/SHA  Global_subnet/zw3SWPM_LAN @ g'@ ==
3 zwl0S0VPN zw1050 TUNMEL DES/SHA AziaRegion/EurcpeRegion @ g’?'@' =

Now, we have already successfully added three VPN connection rules and we can start to
edit our regional VPN concentrator. Switch to Concentrator sub menu and click the Add icon
to add a new concentrator.

= Z2yWALL 1050 > Configuration = Metwork > IPSec ¥PN = Concentrator

I ¥PMN Connection I ¥PN Gateway SA Monitor |

Configuration

@

Give a name to this concentrator and then click add icon to make the existing VPN
connection become a member of this concentrator.

> ZyWALL 1050 > Configuration = Network = IPSec ¥PN = Concentrator = Edit > #1

Group Members
Marme ’ IASiaRegion I
1 IPSEC/zwl1050vPNE Tl
z IPSEC/ 2w 35PN E iy
3 IPSEC/zw5SUPNET Tl
....................... 3
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The remote regional center ZyWALL 1050 VPN connection is also treated as a member of
this concentrator and the packets will be sent to the remote center first and then following the
remote concentrator setting will be routed to the destination sites where the traffic destination
is the site allocated under remote VPN concentrator.

We had finished all settings of the Asia Region VPN concentrator. Now you can test the
local VPN concentrator link. Later on, we can test the connection of both concentrators. This
will be after we setup the Europe Region VPN concentrator.

Configuration Steps for Europe Region VPN Concentrator
ZyWALL 2 Plus and ZyWALL70 interface and VPN setting

ZyWALL 2 Plus WAN and LAN interface setting

Hetwork Status

100M/Full 220.123.65.117 255.255.0.0 Static
Dial Backup Down 0.0.0.0 0.0.0.0 (e
LAN 100M/Full 192.168.21.1 255,255,255.0 DHCP server  N/A
Shovy Statistics Shovy DHCP Tahble PN Status

The VPN configuration parameters in Europe Region

Regional Remote Sites Regional Center
ZyWALL 2 Plus WAN: 220.123.65.117 . V\I/ﬁ'\:f 22(1;53*1%?6% 6
Local Policy: 192.168.21.0/24 ocal Folicy. 29e.208.5.
Remote Policy: 192.168.0.0/16 Remote Policy: 192.168.21.0/16

ZyWALL70 WAN: 220.123.97.7

Local Policy: 192.168.22.0/24 Local Policy: 192.168.0.0/16

Remote Policy: 192.168.0.0/16 Remote Policy: 192.168.22.0/16
Phase 1 Phase 1
Negotiation Mode : Main Negotiation Mode : Main
Pre-share key: 123456789 Pre-share key: 123456789
Encryption :DES Encryption :DES
Authentication :MD5 Authentication :MD5
Key Group :DH1 Key Group :DH1
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Phase2
Encapsulation: Tunnel
Active Protocol: ESP
Encryption: DES
Authentication: SHA1
Perfect Forward Secrecy (PFS): None

Phase?2
Encapsulation: Tunnel
Active Protocol: ESP
Encryption: DES
Authentication: SHA1
Perfect Forward Secrecy (PFS): None

Remember to activate “VPN rules skip applying to the overlap range of local and remote IP
addresses” option before configuring the VPN tunnel.

¥PN Rules (IKE) ¥PM Rules (Manual) SA Monitor

Global Setting |

IPSec Global Setting

I [120~3600 sec)
I (30~3600 sec, O means timer dizabled)

| (2~60 min, O means timer disabled)

Output Idle Timer 1120
Input Idle Timer !_D
Gateway Domain Mame Update Timer IS
Adjust TCP Maximum Segment Size |Au10

vl |

WP rules skip applying to the averlap range of local and remote IP addresses.
(Warning: When this checkbox is not checked, you may not access device because of triggering YPH tunnels)

Follow the VPN parameter table to configure the VPN tunnel.

4

LIS oyios0 220,123 65 117
192.168.21.0/
AP ] 255.255,255.0

¥PN Rules (IKE) @ ¥PHN Rules {(Manual) 54 Monitor Global Setting
¥PN Rules
Local . Remote
__ Network v __ Network
— f.)"'/ —

£59220.123.113.8 Edi]
19z.165.0.0 /
255.255.0.0 U & G

A

ZyWALL70 WAN and LAN interface setting.
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Metwork Status

Remember to activate “VPN rules skip applying to the overlap range of local and remote IP
addresses” option before configuring the VPN tunnel.

VPN
¥PN Rules (IKE) ¥PN Rules (Manual} SA Monitor

IPSec Global Setting

Follow the VPN parameter table to configure the VPN tunnel.

-

VPN

¥PN Rules {(Manual) SA Monitor Global Setting

¥PN Rules

Internet
VPN Tannal
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After we finish the configuration of ZyWALL 2 Plus and ZyWALL70, we can move to

ZyWALL 1050’s configuration.

Europe Regional Center ZyWALL 1050 interface and VPN concentrator setting

The VPN configuration parameter for Asia and Europe regional Center ZyWALL 1050

Asia Regional Center ZyAWL L1050

WAN1:179.25.3.24
WANZ2:179.25.133.4
LAN:192.168.10.1/24

Phase 1
Negotiation Mode : Main
Pre-share key: 123456789

Encryption :DES
Authentication :MD5
Key Group :DH1

Phase2
Encapsulation: Tunnel
Active Protocol: ESP

Encryption: DES
Authentication: SHA1

Perfect Forward Secrecy (PFS): None

Europe Regional Center ZyAWLL1050

WAN1:220.123.113.8
WANZ2:220.123.119.9
LAN:192.168.20.1/24

Phase 1
Negotiation Mode : Main
Pre-share key: 123456789

Encryption :DES
Authentication :MD5
Key Group :DH1

Phase2
Encapsulation: Tunnel
Active Protocol: ESP

Encryption: DES
Authentication: SHA1

Perfect Forward Secrecy (PFS): None

Please refer to the application topology to setup the ZyWALL 1050 interface first. Then we

can move to setting the VPN.

= ZyWALL 1050 > Configuration = Network = Interface = Ethernet

“Ethernst
Configuration
N I [
# Name IP Address Mask
1 gel STATIC -- 192.1658.20.1 255.255.255.0 @ g
Z gez STATIC -- 220.123.113.8 £55.255.0.0 @ @9
S ge3d STATIC -- 220.125.119.9 255.255.0.0 @ @9
4 ged STATIC -- 0,0.0.0 0.0.0.0 O
5 ges STATIC -- 0.0.0.0 0.0.0.0 @ @9’
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We have to pre-configure some address objects for the later VPN configuration
requirements. The needed address objects list is as follows.

= ZyWALL 1050 = Configuration > Objects = Address > Address

Address Group

Configuration

I S TS S

1 LanN_SUBMET SUBMET 192.168.20.0/24
2 ZWFOMPN_Lan SUBMET 192.168.22.0/24 @9@
3 2W2PlusWPN_LAMN SUBMET 192.168.21.0/24 ?ﬁ
4 Global_subnet SUBNET 192.168.0.0/16 i
5 remote_zwl050_LAN SUBMNET 192.168.10.0/24 @9@
. 192.168.20.0-
[ EuropeRegion RAMGE AN el Edlm]
. . 192.168.10.0-
7 fsiaRegion RAMGE 0B S50 5.0 Elim]

This ZyWALL 1050 is the local center of Europe region. We need to setup the VPN tunnel
between local sites ZyWALL 2 Plus and ZyWALL70 and Asia region center ZyWALL 1050.
Follow the VPN parameter tables to setup the three VPN gateways (IKE / IPSec Phasel). We
have to configure a secondary security gateway for the VPN gateway between both regional
centers’ ZyWALL 1050s.

= ZyWALL 1050 > Configuration > Network = IPSec ¥PN > ¥PN Gateway = Edit = #1

¥YPN Gateway

VPN Gateway Name |zw1l35l3

IKE Phase 1

Megotiation Mode

Proposal

1 DES v it
kKey Group EI
Sa Life Tire (Seconds) @{180 - 3000000

[] MAT Traversal
Dead Peer Detection (DPDY)

Property
My Address
@ Interface 9e2 ¥ | Static -- 220,123,113.68/255.255.0.0
O Domain Name |
Secure Gateway Address 1. |1?9.25.3.24 |

2. 179251334 |
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After configuration, there will be three VPN gateways listed in the VPN Gateway status
page.

= ZyWALL 1050 > Configuration > Network = IPSec ¥PN > ¥PN Gateway

I ¥PHN Connection ¥PN Gateway Concentrator I SA Monitor |

Configuration

“m My address Secure Gateway ¥YPN Connection -

zwl0is0 179.25.3.24, zwl0S0VPN
179251354 @ g@
2 w70 gqez 220,123,977, 0.0.0.0 ZWFOVPN @ @9@
3 zwZPlus geZ 220,123.65.117, zwZPlusWPH
0.0.0.0 @ g@

The next step is to create the VPN connection (IPSec / IPSec Phase2). Make sure the
parameters are correctly configured; otherwise the VPN will fail to dial. Below is the VPN
connection global page.

= 2¥yWALL 1050 > Configuration > Network = IPSec ¥PN > ¥PN Connection

¥PH Connection ¥PH Gateway | Concentrator I 5A Monitor |

Configuration

Total Connection: 3 connection per page Page 1/1 =]
] o | vo cotomayJencapsutatonlaigortnd ———poier |
1 zwlOS0OWPN zw1080 TUMNMEL DES/SHA EuropeRegion/AsiaRegion @ @?'@' ==
Z  zwTOVPN zw 70 TIUMNMEL DES/SHA Global_subnet/zw7 0VPM_LAN @ @?‘@ ST
3 zw2PlusVPN zwZFlus TUMNMEL DES/SHA  Global_subnet/zwZPlusPMN_LAMN @ @?'@ﬂ;u}

Now, we already successfully added the three VPN connection rules and we can start to edit
our regional VPN concentrator. Switch to the Concentrator sub menu and click the Add icon to
add a new concentrator.
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= ZyWALL 1050 = Configuration = Metwork = IPSec ¥PN = Concentrator

¥PMN Connection ¥PMN Gateway SA Monitor

Configuration

@

Assign a name to this concentrator and then click the add icon to make the existing VPN
become the member of this concentrator.

= ZyWALL 1050 > Configuration > Network > IPSec ¥PN = Concentrator > Edit > #1

Group Members

Narne IEuropeRegion ]
2.
I S RO
1 IPSEC/zwinsoveHEl jm)
z IPSEC/zw2PlusVPNE jm)
3 IPSEC/zw70WPNET jm)

The remote regional center ZyWALL 1050 VPN connection is also treated as a member of
this concentrator and the packets will be sent to the remote center first and then following the
remote concentrator setting will be routed to the destination sites where the traffic destination
is the site allocated under remote VPN concentrator.

We have finished all the Star-Mesh Mixed VPN topology setting. Now you can test the local
VPN concentrator link. Also, you can try the connection between both concentrators’ site.
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= ZyWALL 1050 > Configuration > Policy > Route = Policy Route

Policy Route Static Route

[+ user [schedule|incoming| Source | Destination [Service]  Neat-op | SNaT [own| o |

1 any none any LAMN_SUBNET DK _SUBMET any HQ_DK_tunnel none i} @ @9 i PN
z any none any LAN_SUBNET SE_SUBMET any HG_SE_tunnel none i} @ @9 i BN
3 any none any LAN_SUBNET FR_SUBMET any HQ_FR_tunnel none i} @ g i BN
4 any none any LAM_SUBMET Uk _SUBNET any HG_Uk_tunnel none o @ @9 i BN
5 any none any LAN_SUBNET DE_SUBMET any HG_DE_tunnel none 0 @ @9 i BN
i) any nong any LAMN_SUBNET ML_SUBMET any HQ_ML_tunnel none i} @ g i bN
7 any none any LAM_SUBMET CZ_SUBMET any HGQ_CZ_tunnel none 1] @ @9 i BN

3 Guest none any any any any W AN_TRUMNK ?#gg;?cge_ 100 @ @9 i BN
9 Boss none gel LAN_SUBMET any any W AN_TRUNK ?;'ttfffg“cge' 100 g B & BN
10  Sales nane gel LAMN_SUBMET any any W AN_TRUNK ?I';'ttfffg“cge' 100 4g & & & 6N
11 Engineer  none gel LAM_SUBMET any any W AN_TRUNK ?I';'ttfff:fe' 200 g’ & B 6N
12 Fiance none gel LAMN_SUBMET any any W AN_TRUNK ?#ttfffg“cge' 100 4r g’ @ B BN
13 any none any  DMZ_SUBMET any any W AN_TRUNK ?#ttegr?f?cge- 0 @@ W N

LAM_SUBMET VPM_REMOTE_SUBMNET Z¥WALLZPLUS_CONN none o

outgoing-
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1.5 Access via Central Site

1.5.1 VPN Tunnel to Central Site (ZyWALL 70 to ZyWALL 1050)

The idea of this scenario is to redirect all the outgoing traffic originated from the branch
office to the main office via the VPN tunnel so that the network administrator can manage and
control the traffic or apply additional secure access control or inspection.

What is the benefit for deploying ZyWALL1050 in this kind of application?

= Insecurity of Internet connectivity
Virus, Bots, spyware, exploits and other forms of attacks are all coming in from
the Internet
As a result, Internet connectivity needs to be securely managed & watched
“Avoid multiple Internet connections in a corporate network™ is a common
security practice

=  What there is a multi-site, distributed corporate network?
Through network planning, centralized Internet connectivity can be achieved
ZyWALL 1050 helps you to easily achieve this goal

For the enterprise security and performance consideration, we can also separate the VPN
and internet connection loading and send it through different security gateways. Thus, all
VPNs connected to the VPN gateway can apply the VPN concentrator role; the internet
connection gateway will focus on the internet connection and perform all layer7 security
inspection. By doing this, we can achieve good level of security while the total network
throughput and performance remains high.
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i i o Intranet access may carry Branch Office

InﬂflCL — confidential information and the - __ _————— I
rivate network traffic should be transmitted via a Private network

L secire VPN tinnel -
I P rkﬂo\‘w """ ZyWALL 70 I

i S |

111 HIIII |||||] I Employee I
Mail k

\ - e — iy
ZyWALLm1050 =g Ifthe traffic is designated to the

Internet, ZyWALL 1050 can route

I i the traffic to its destination on the
Internet

\ Ve

I —. ZyWALL 1050

All outgoing traffic
originated from Branch
Office is routed to the Main
Office — centralized access

|
I M B PScc VPN Tunnel
LDAP Server
@ |NtEINEL ACCESS

@ |ntranet access
| | | J

The network topology below is used to illustrate this application. We used ZyWALL70 as
branch office gateway which is connected to the main office’s ZyWALL1050 A. All the
outgoing traffic from the branch office including the internet traffic and the remote subnet
traffic will be send to the VPN tunnel and handled by ZyWALL1050 A. ZyWALL1050 uses
WANL to establish VPN connection with ZyWALL70 in remote office and WAN2 as an uplink
to the ZyWALL1050 B which is the internet connection gateway of main office. Thus,
ZyWALL1050 A will route the traffic from the VPN tunnel and send it to the appropriate place
of the packet destination.
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i\ .: Main Office I
I T ZyWAL L1050 A |

[ WAN1: 172.23.23.2
WAN2: 10.59.2.33
[ LAN: 192.168.2.0/24 |
I h_---4=-1
= BT T
[ I [
I ZVWAL L1050 B I_ I
I \ E LT
|'»1 il WAN: 50.124.163.152 |

LAN: 10.59.1.1/24
=== DMZ: 10.59.2.1/24 I

—
e
°I|

_— o =

Internal Traffic __ — o o —
— = Branch Office
Internet Traffic I - -

VPN Tunnel |

ST

(1 [ — | am masm I
| WAN: 172.23.23.1

] LAN:192.168.1.1/24 |

_—_—__J

—

_;gqu
W,

VPN configuration table

Main office — ZyWALL 1050 A

My Address: ge2, 10.59.1.55
Security Gateway Address: 10.59.1.69
Local: Range, 0.0.0.0-255.255.255.255

Remote: Subnet, 192.168.1.0/24

Phase 1
Negotiation Mode : Main
Pre-share key: 123456789

Encryption :DES
Authentication :MD5
Key Group :DH1

Branch office - ZyWALL 70

My Address: 10.59.1.69
Security Gateway Address: 10.59.1.55
Local network: Subnet, 192.168.1.0/24

Remote network: Range,

0.0.0.0-255.255.255.255

Phase 1
Negotiation Mode : Main
Pre-share key: 123456789

Encryption :DES
Authentication :MD5
Key Group :DH1
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Phase2 Phase2
Encapsulation: Tunnel Encapsulation: Tunnel
Active Protocol: ESP Active Protocol: ESP
Encryption: DES Encryption: DES
Authentication: SHA1 Authentication: SHA1
Perfect Forward Secrecy (PFS): None Perfect Forward Secrecy (PFS): None

To achieve this, we have to complete the following tasks:

® On ZyWALL1050, create the object ‘Address’ for remote network ranging from 0.0.0.0
to 255.255.255.255

® On ZyWALL1050, configure VPN gateway and connection settings

® On ZyWALL70, configure the corresponding VPN settings

See the following step-by-step configuration.
ZyWAL L1050 A configuration

1) Login ZyWALL1050 A GUI and go to Configuration > Network > Interface > Ethernet
and configure the IP setting as shown in the topology.

> ZyWALL 1050 = Configuration > Network = Interface > Ethernet

Configuration
1 STATIC -- 192,168 .2.1 2585.,255.255.0 @ @9%
z geZ STATIC -- 172.23.23.2 Z2585,255.255.0 @ @9%
3 geld CDHCP -- 10.59.2.33 2585.,255.255.0 @ @9
4 ged STATIC -- 0.0.0.0 0.0.0.0 W
5 ges STATIC -- 0.0,0.0 0.0.0.0 @ @9

2) Go to Configuration > Object >Address to create an address object for all the incoming
traffic.
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Mame :Wholerange
Address Type RARGE  w
Starting IP Address 0000
End IP Address | 255 255 255 255
Ok Cancel

Configure the other address object VPN_LAN_SUBNET for the VPN remote network
usage.

Narne PN _LAN_SLIBNET

Address Type SUBNET +
Hetwark 192.168.1.0
Netrask 255.255.255.0

Modify the LAN_SUBNET address to 192.168.2.0 as used in our topology.

Name LAN_SUBMET
Address Type SUBMET #
Netwark 192.168.20

Netrnask 255 285.2550

3) Switch to Configuration > Network > IPSec VPN > VPN Connection > VPN Gateway
to set the VPN Gateway. Here we select ‘ge2’ as My Address. We put 172.23.23.2 as the
Security Gateway Address and 123456789 as the Pre-Shared Key. For other parameters,
we leave them as default. There are no special settings for these parameters and the main
concern is to let the VPN peers match each other.
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= Z2yWALL 1050 = Configuration > Network

= IPSec ¥PM > ¥PN Gateway > Edit = #1

¥PH Gateway
VPN Gateway Mame
IKE Phase 1

Megotiation Mode
Proposal

Key Group

SA Life Time (Seconds)

] MAT Traversal

Cead Peer Detection (DPD)

Property
My Address
® Interface
O Domain Name

Secure Gateway Address

Authentication Method

& pre-Shared key

O Certificate
Local ID Type

Content
Peer ID Type

|zW?D
: g

DHT »
S6400 <180 - 3000000=

Static -- 172.23.23,2/255,255,255.0

1.[172.23.231
2./0000
123456789
(See My Certificates)
IP w
0.0.00 |
Any vl
.

4) Go to Configuration > Network > IPSec VPN >VPN Connection to set the VPN
Connection. Here we choose the gateway which has been configured in the step2 as the
VPN gateway. Because such VPN tunnel is used for central site, we should specify the
Local policy as a range of 0.0.0.0-255.255.255.255. This range has been pre-defined in the
stepl and we just need to select it in the drop down list. Here, we assume the peer subnet is
192.168.1.x and select the default address object “VPN_LAN_SUBNET’ to meet our

requirements.
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= ZyWALL 1050 = Configuration = Network = IPSec ¥PN = ¥PN Connection > Edit = #1

¥PN Connection

Connection Marne |zw?0tunnel

¥PN Gateway

Mame | vyl ¥ | [ Acld Mewy VPN Gateweay

gez zw7ltunnel

Phase 2

Active Protocol ESF v

Encapsulation Tunnel W

ACLIER E Encryption Authentication
1 DES e SHAT i

=4 Life Time (Seconds) aE400 (180 - 30000007

Perfect Forward Secrecy (PF3) none
Policy

[Jralicy Enforcement

Local policy wrholerange ¥ | R&MGE, 0.0.0.0 - 255,255,255,255

Remote policy WPN_LAN_SUBMNET % | SUBNET, 192.168.1.0/24
Property

[JMailed-up

[JEnable Replay Cetection
[JEnable NetBIOS broadcast over IPSec

Try to click the connect icon to confirm the VPN configuration correctness.

= ZyWALL 1050 > Configuration = Network = IPSec ¥PN > ¥PN Connection

¥PN Connection

Configuration

Total Connection: 1 connection per page F‘age 1/‘1 E]E]
1 zw70tunnel zw70 TUMMEL CE=/SHA wholerange/WPN_LAN_SUBMET @ @9@@

S =

5) The next step is to configure the policy route. We need three policy routes to fulfill our
application. First policy route rule is to route the traffic destination of which is the host
located in a VPN remote subnet and the next-hop will be VPN tunnel. Second policy
route rule is for LAN host to internet, thus the next-hop will be ge3 that is connected to
the internet gateway ZyWALL 1050 B. The third rule is for the traffic coming from the
VPN tunnel and the destination is the internet. Then next-hop will be ge3.
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= ZyWALL 1050 > Configuration > Policy > Route > Policy Route

Policy Route Static Route

#|user|schedulefincomina] __Source | _Destination _[service|Next-tiop] snat Jewnl o

1 any none any any VPM_LAN_SUBMET  any  zw70tunnel  none 0 @ @? 7 BN

autgoing-
Z any none gel LAaMN_SUBMET any any ges3 interface 0 @ @9 T N

3 anvy none zw70tunnel WPM_LAN_SUBMET any any geld ?l:lg:gr?F:ancge- a @ g? i FN

The CLI commands for application:

Address Obiject:

[0] address-object wholerange 0.0.0.0-255.255.255.255

[0] address-object VPN_LAN_SUBNET 192.168.1.0 255.255.255.0
[0] address-object LAN _SUBNET 192.168.2.0 255.255.255.0

VPN Gateway:

[0] isakmp policy zw70

[1] mode main

[2] transform-set des-md5

[3] lifetime 86400

[4] no natt

[5] dpd

[6] local-ip interface ge2

[7]1 peer-ip 172.23.23.1 0.0.0.0
[8] authentication pre-share
[9] keystring 123456789

[10] local-id type ip 0.0.0.0
[11] peer-id type any

[12] xauth type server default deactivate
[13] groupl

[14] exit

VPN Connection:

[0] crypto map zw70tunnel

[1] ipsec-isakmp zw70

[2] encapsulation tunnel

[3] transform-set esp-des-sha

[4] set security-association lifetime seconds 86400
[5] set pfs none

[6] no policy-enforcement

[7] local-policy wholerange

[8] remote-policy VPN_LAN_SUBNET
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[9] no nail-up

[10] no replay-detection
[11] no netbios-broadcast
[12] no out-snat activate
[13] no in-snat activate
[14] no in-dnat activate
[15] exit

ZyWALLT70 configuration

1) Go to the GUI of ZyWALL70 > VPN Global Setting page to configure the VPN rules. The

remote subnet range will be 0.0.0.0 to 255.255.255.255. This range also includes
ZyWALL70’s local network 192.168.1.0. Thus, we have to activate the option of VPN

rules skip applying to the overlap range of local and remote IP addresses. The ZyWALL70
management IP 192.168.1.1 and other internal subnet resources will become unreachable

if the user forgot to activate this option.

¥PN Rules (IKE) ¥PN Rules (Manual)  SA Monitor | Global Setting |

Output Idle Timer '12'3 {120~3600 sec)

Input Idle Timer ':' (30~3600 sec, 0 means timer disabled)
Gateway Domain Mame Update Timer 5 [2~&0 min, 0 means timer dizabled)
Adjust TCP Maximum Segment Size o e ) |

WFN rules skip applying to the overlap range of local and remote IP addresses,
(Warning: When this checkbox is not checked, you may not access device because of triggering WPH tunnels)

2) Go to Security >VPN to set the IKE rules. We put 172.23.23.1 as My Address,

172.23.23.2 as the Remote Gateway address and 123456789 as the Pre-Shared Key. For

other parameters, we set them to match those set in the ZyWALL1050 A.
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Property

Gateway Policy Information

=
©)
O

iy
Authentication Key

O
)

Extended Authentication

IKE Proposal

17223231

Mone | »

17223232

123456789

auto_generated_self_signed_cert |

Go to the Associated Network Policies of this rule to configure the IPSec rule. Please note
that the Remote Network should be within 0.0.0.0-255.255.255.255 range.
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Property

w1 050tunnel

Gateway Policy Information

o o

Local Network

ﬂ Subnet Address E

Remote Network

LR

IPSec Proposal

DES v

ZyWAL L1050 B configuration
1) Login the ZyWALL1050 A GUI and go to Configuration > Network > Interface >
Ethernet and configure the IP settings as shown in the topology.

ZyWALL 1050 = Configuration = Network = Interface > Ethernet

Ethernet Port Grouping i PPPoE f PPTP Auxiliary

Configuration

STATIC -- 10,59.1.1 255.255.255.0 #gf!,
STATIC -- 59,124,163 151 255.255.255.224 PP @,

CHCP -- 0.0.0.0 0.0.0.0 *Bﬁ?

STATIC -- 10.59.2.1 255.255.255.0 QR E
STATIC -- 0.0.0.0 0.0.0.0 B

2) We have to add one more policy route for the traffic from DMZ (ge4) to internet
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(WAN_TRUNK).

= ZyWALL 1050 = Configuration = Policy = Route > Policy Route

Policy Route
i)
outgoing-
1 any none ged DMZ_SUBMET any any WA kTR interface 0 @ g? il N
outgoing-
2 any none gel LAN_SUBMET any any A kTR interfane 0 @ g? il N

After we finish the setting in ZyWALL 70 and ZyWALL 1050 A and B, the setup is complete.

The CLI commands for application:

Policy Route:

[O0] policy 1

[1] no deactivate

[2] no description

[3] no user

[4] interface ged

[5] source DMZ_SUBNET

[6] destination any

[7] no schedule

[8] service any

[9] next-hop trunk WAN_TRUNK
[10] snat outgoing-interface
[11] no bandwidth

[12] exit

Tips for application:

1. Make sure the Pre-Shared Key is the same in both local and remote gateways.

2. Make sure the IKE proposal is the same in both local and remote gateways.

3. Select the correct Interface for VPN connection on ZyWALL1050.

4. The Local and the Peer ID type and content must the opposite and not of the same content.
5. The Local Policy of ZyWALL 1050 should be within the range of 0.0.0.0-255.255.255.255.
Then it can take the role of a central controller of all the outgoing traffic from a branch.
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1.6 Multiple Entry Point (MEP)

To ensure high reliability and high availability of Headquarters’ network access for branch
office or teleworker, ZyWALL 1050 supports multiple entry points application to bring the
following benefits:

1. Ensuring the network path is always available - if the use of the primary network
path fails, user can access the same resources via a backup path

2. Easy to maintain - does not require complex configuration

3. Affordable - does not require investments in excessive/expensive equipment

There are some perquisites for using ZyWALL1050:
1. Remote VPN gateway must support redundant VPN gateway (VPN HA)
2. Routing mechanism must be well-designed to prevent asymmetric routing from
happening in the Intranet

1.6.1 Deploying MEP

Assume a teleworker is out of office and needs to access the internal server in the main office.
In case the primary WAN access is unavailable, he configures a secondary secure gateway to
access the server through another branch office which has a lease line to connect to the main
office.
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Guaranteed non-stop operation —
With deployment of MEP,

availability of business-critical
application can be assured

" Ifthe path fin blue) to Main Office
15 not availlable, user can still

“A access the same network resource
\J e via backup path (in green)
ZyWALL 1050
[ Main Office

3

=

=

=

£

2

9I
§I

—

OI
El;r.—
Q

L,
: =
—_—— e = o

Internal Server

Here, we simulate the topology as on the following picture. It shows a simple use of ZyWALL
2 Plus which supports VPN HA and Dial Backup functions. When the primary WAN access to
the VPN tunnel is down, ZyWALL1050 will trigger the dialup backup and establish a VPN
tunnel with second secure gateway of another ZyWALL 1050 located at the branch office.
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Zyiieall 2 Plus VPN setting
Secure gateway Local Remote

network network

0.0.0.0[Any) Frimary. £9.124 163.154 18216830 182.168.1.0
192 1683 .35 Secondary: 59.124.163.1593

(i

il ]

LAN IP: 192.168.3.0/24
ZyWALL 2 . »
Plus @

59.124 163152 ... Dynamic IP

59.124 163.154 99.124 163155
ZW1050-A ZW1050-B

a2 @

gel's P 192.168.1.1/24 gel's P 192.168.2.1/24
SMAT 192.168.3.0 - 192.168.30.0 SMAT 192.168.3.0 » 192168310

.\—\_
{1 \
FTP server ‘v\am ‘ [ ylan2 H vlan3 ‘ vian1 | 192.168.111.1/24

182.188.1.33
ES-40244 vian2 | 192.168.1.25424
vian3 | 192.1682.25424

s Static route setting on L3 Switch
To access the subnet Forward to the gmway
192.168.31.0/24 192.168.2.1

WLAM setting on L3 Switch

vlan | route-domain

For this scenario, we need the following devices:

One ZyWALL 2 Plus

Two ZyWALL 1050

One ES-4024A

One modem connecting to ZyWALL 2 Plus’s AUX port (ex. ZyXEL omni.lite com+)
One FTP server

One PC behind ZyWALL 2 Plus

Now, we are going to complete the following main tasks:

1.
2.
3.

Configure Dynamic VPN setting with SNAT on ZyWALL 1050 A

Configure Dynamic VPN setting with SNAT on ZyWALL 1050 B

Configure the VPN setting corresponding with VPN HA on ZyWALL 2 Plus and enable
ping check to detect the whether the WAN connection is down so that the switch can dial
backup connection immediately.

Configure VLAN setting on ES-4024A. And once the PC is able to access the FTP server
through the second VPN tunnel, an static route on ES-4024A is required to direct the
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traffic to go back through the original path(FTP server - ES-4024A - ZyWALL 1050-B
-> ZyWALL 2 Plus - PC).

5. Test either when primary or secondary VPN tunnel is on, the PC behind ZyWALL 2 Plus
should be able to reach the FTP server by ping.

The IP addresses and configuration of the VPN setting on the three devices are as shown
below.

Main office

ZyWALL 1050-A

ZyWALL 2 Plus

Branch office

ZyWALL 1050-B

My Address ge2, 59.124.163.154 0.0.0.0 ge2, 59.124.163.155
Security Primary: 59.124.163.154
Gateway Secondary: 59.124.163.155
0.0.0.0 ) 0.0.0.0
Address Fail back check: Enable
Fail back check Interval: 180sec
Local ID Type IP, 0.0.0.0 IP, 0.0.0.0 IP, 0.0.0.0
Peer ID Type Any IP, 0.0.0.0 Any
Local Subnet, 192.168.1.0 Subnet, 192.168.3.0 Subnet, 192.168.2.0
Remote Subnet, 192.168.3.0 Subnet, 192.168.1.0 Subnet, 192.168.3.0
SNAT Change N/A Change
192.168.3.0 > 192.168.3.0 >
192.168.1.0 192.168.1.0
to to
192.168.30.0 > 192.168.31.0 >
192.168.1.0 192.168.1.0
Phasel
Negotiation ] ] ]
Main Main Main
Mode
Pre-share key 123456789 123456789 123456789
Encryption DES DES DES
Authentication MD5 MD5 MD5
Key Group DH1 DH1 DH1
Phase2
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Encapsulation Tunnel Tunnel Tunnel
Active ESP ESP ESP
Protocol
Encryption DES DES DES
Authentication SHA1 SHA1 SHA1
PFS NONE NONE NONE

See the following step-by-step configuration:

1. Configuration on ZyWALL 1050-A

(1) LAN/WAN Network Setting

Login ZyWALL 1050-A’s GUI, go to menu Configuration > Network > Interface. Modify
ge2’s IP address to 59.124.163.154 with subnet 255.255.255.224 and gateway 59.124.163.129.
Secondly, modify interface “gel” to be as LAN network. Here we keep to use the default IP
address “192.168.1.0” with subnet 255.255.255.0. Moreover, configure the DHCP setting as a
DHCP server with the IP poor starting address, pool size accordingly and the proper DNS
server IP address which will apply to LAN PCs automatically. (By default, the “first DNS
server” is configured as “from ISP”. Since we configure the static IP address for ge2(WAN), it
won’t automatically get any DNS setting from ISP. So we have to change it to “Custom
Defined” and enter a proper DNS server’s IP address.)

(2). Dynamic VPN Setting with SNAT

Stepl. Create Address Objects for further configuration

1. Go to menu Configuration > Network > Object > Address
2. Create one address for the local VPN network by clicking '+' icon
Name: Local 192 168 1
Subnet, 192.168.1.0/255.255.255.0
3. Create another one for the remote VPN network
Name: Remote 192 168 3
Subnet, 192.168.3.0/255.255.255.0
4. Create another one for the network behind ZyWALL1050-A performing SNAT
Name: Local 192 168 30
Subnet, 192.168.30.0/255.255.255.0
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5. Create another one for the network for traffic which wants to go to the branch office’s
subnet, that is ZyWALL1050-B’s LAN site.

Name: Local 192 168 31

Subnet, 192.168.31.0/255.255.255.0
6. Create another one for dynamic remote network.

Name: Remote ANY

Subnet, 0.0.0.0/0.0.0.0
7. Create another one for the IP domain interface on ES-4024A’s VLAN2.

Name: HOST_192 168 1 254

Host, 192.168.1.254/255.255.255.255
8. Create another one to indicate ZyWALL 2 Plus’s WAN IP address for the Firewall rule
usage which will allow the pingcheck traffic of ZyWALL 2 Plus can ping ZyWALL 1050-A’s
ge2(WAN) interface.

Name: ZW2plus_59 124 163 152

Host, 59.124.163.152/255.255.255.255
9. Create one more still to indicate ZyWALL 1050-A’s ge2(WAN) IP address for Firewall rule
usage which will allow ZyWALL 1050-A’s ge2 to be ping from ZyWALL 2 plus and also can
response to the ping.

Name: ge2_IP

Host, 59.124.163.154/255.255.255.255

Configuration

# Name T Type Address o

1 Local_192 168 1 SUBMET 192.168.1.0/24 E o
z Remote_192_168_3 SUBMET 192.168.3.0/24 &
3 Local_192_163_30 SUBMET 192 168.30.0/24 Edlm|
4 Local_192_168_31 SUBMET 192,168.31.0/24 Elm
5 Remote_aANT SUBMET 0.0.0.0/0 Edm
& HOST_197_166_1_754 HOST 19z7.168.1.254 Sl
7 zZwzplus_59_124_163_152 HOST 59.124.163.,152 E
& gez_IP HOST 59.124,163,154 E

CLI command for reference:
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[0]
[1]
[2]
[3]
[4]
[5]

255.

[6]

255.

[7]

address-object
address-object
address-object
address-object
address-object
address-object
255.255.255

address-object
255.255.255

address-object

Local_192 168 1 192.168.1.0 255.255.255.0
Remote_192_168_3 192.168.3.0 255.255.255.0
Local_192 168 30 192.168.30.0 255.255.255.0
Local_192 168 31 192.168.31.0 255.255.255.0
Remote_ANY 0.0.0.0 0.0.0.0
HOST_192 168 1 254 192.168.1.254

ZW2plus_59 124 163 152 59.124.163.152

ge2_ 1P 59.124.163.154 255.255.255.255

Step2. Create an IKE rule

1. Go to menu Configuration > Network > IPSec VPN, switch to 'VPN Gateway"'
2. Create a new IKE by clicking '+' icon
3. Fill out the fields as following.
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YPMN Gateway
VPN Gateway Mame
IKE Phase 1

Megotiation Mode
Propasal

Key Group

=4 Life Time (Seconds)

] MAT Traversal

Dead Peer Detection (DPD)

Property
My Address
@ Interface

) Damain Name

Secure Gateway Address

Authentication Method

& Pre-Shared Key

(O Certificate
Lozal ID Type

Content
Peer ID Type
Caontent

Extended Authentication

[JEnable Extended Authentication
& Server Mode
O client Mode

User Mame

Password

IKET

| i
| Main b d

-
1
[DH1 »

lggamn |
|s6400 <150 - 3000000>

|#82 ¥ | DHCP client -- 0,0.0,0/0.0,0.0

1.0000 |
2.|nnoo |
123456759

| (See My Certificates)
IF ¥
0.0.00 |
!.ﬂ\ny v|

Ldefaurt w

OK Cance|

CLI commands for reference:

[O] isakmp policy IKEl

[1] mode main

[2] transform-set des-md5
[3] lifetime 86400

[4] no natt

[5] dpd

[6] local-ip interface ge2
[7] peer-ip 0.0.0.0 0.0.0.

All contents copyright (c) 2006 ZyXEL Communications Corporation.

0

100




ZyXEL ZyWALL 1050 Support Notes

[8] authentication pre-share

[9] keystring 123456789

[10] local-i1d type ip 0.0.0.0

[11] peer-id type any

[12] xauth type server default deactivate
[13] groupl

Step3. Configure the IPSec rule

1. Go to menu Configuration > Network > IPSec VPN, switch to 'VPN Connection'

2. Create a new IPSec by clicking '+' icon
3. Configure the VPN setting as shown below.
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¥PN Connection

Proposal

Sh Life Time (Seconds)
Perfect Forward Secrecy (FFS)

Policy

[Jrolicy Enforcement

Connection Marne |IF‘sec1
YN Gateway
Marne | IKET v || addMew yPN Gateway |
geZ IPsecl
Phase 2
Active Protocol ESP |»
Encapsulation Tunnel v|

Encryption __| __authentication _| & |
1 DES ¥

6400
SRS S a—

nong W |

.
]

i[_SHA'I v

]
[(180 - 3000000)

| Local_192_188_1

v

Local policy

SUBMET, 192.1658.1.0/24

| Ramote_aney

5

Remaote palicy

Property

[[IMailed-Up
[[JEnable Replay Detection
[[JEnable MetBIOS broadeast over IPSec

Inboundf0uthound traffic NAT

Outbound Traffic

SUBMET, 0.0.0.0/0

D Source MAT Source MONE o
Destination | NOMNE »
SMNAT MNOME v

Inbound Traffic
Source MAT Source Remdte_192_165_3 »
Destination | Local_192_168_1 ~
SHNAT Lacal_192 168 30 v

[] Destination MaT

Original IP Mapped IP Original Port Mapped Port

Cancel

Note: In ZyWALL 1050-A, we use “Source NAT” to change the VPN traffic from 192.168.3.0
network which will go to 192.168.1.0 network to 192.168.30.0 network. And we will also
configure ZyWALL 1050-B to change the VPN traffic from 192.168.3.0 network which will
go to 192.168.2.0 network to 192.168.31.0 network later.

CLI commands for reference
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[0]
[1]
[2]
[3]
[4]
[5]
[6]
[7]
8]
[°]

crypto map IPsecl

ipsec-isakmp IKE1l

encapsulation tunnel

transform-set esp-des-sha

set security-association lifetime seconds 86400
set pfs none

no policy-enforcement

local-policy Local 192 168 1

remote-policy Remote_ ANY

no nairl-up

[10] no replay-detection

[11] no netbios-broadcast

[12] no out-snat activate

[13] in-snat activate

[14] in-snat source Remote 192 168 3 destination Local_ 192 168 1
snat Local 192 168 30

[15] no in-dnat activate

(3) Add a policy route

1.
2.

Go to GUI menu Configuration > Policy > Route > Policy Route tab

By default, there is one policy route already to indicate all packets which is sent from
LAN to any network will be passed through WAN_TRUNK. This is also to direct IKE
packet to WAN and trigger the VPN tunnel then.

Click the “+” icon to add another new policy route which will be used to route traffic from
ZyWALL 1050-B to return via original path.

Define that all the traffic from 192.168.1.0 network that wants to go to 192.168.31.0
routed by the gateway, the host of 192.168.1.254. The configuration is as shown below.
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Configuration

W Enable

Description | {Optional)
Criteria

User any -

Incoming Interface £ ge1  Change.. |

Source Address |L0cal_1 a2 1681 ﬂ

Destination Address |Loc:al_1 a2 _168_3 ﬂ

Schedule nane

Service |any ﬂ Mewy ...
Mext-Hop

Type Gateway v

Gateway |HOST 192 188 1 254 = |

Interface

VPN Tunnel

Trunk
Address Translation

Source MNetworl Address Translation nane ﬂ
Bandwidth Shaping

Maximum Bandwidth 0 Kbps

Bandwidth Priority u {1-1024, 1 is highest priority)

O | Cancel |

Note: The purpose of this policy route is to direct the traffic from 192.168.3.0 which is sent
through the secondary VPN path to be redirected to 192.168.31.0 network and returned
through the original path.

For example, think about when primary VPN tunnel is down, the traffic would go from PC -
ZyWALL 2 Plus - ZyWALL 1050-B (change source IP to 192.168.31.0) > ES-4024A - to
FTP server (now the packet is with source 192.168.31.0 to destination 192.168.1.33).

The FTP server’s gateway is ZyWALL 1050-A’s ge2 applied via DHCP or manually
configured. So when traffic would return, it will be flowed from FTP server >ZyWALL
1050-A’s ge2 (which will redirect the traffic to another host ) -192.168.1.254 (which is
ES-4024A’s VLANS route-domain IP address) > ZyWALL1050-B > ZyWALL 2 Plus - to
the PC behind ZyWALL 2 Plus.
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F'Cﬁ

192.168.333 | ga%
LA l; Li;ff;.m% - l Facket sent from PC to 1
t @B | FTF server |
8 Ox i

. Dyrammic P Packet return from PC

Policy route setting on Zw/1050-4 AT \ i to FTP server !
From To Next-hop » A :,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,J
gel 19216810 | 192168310 | 192_165_1_254 ' ,

e DD
gel's|P 192.168.2.1/24
SMAT 192.16835.0 = 182168.31.0

Plus

WLAMN setling on L3 Switch

-
FTP server E

IP: 192.1668.1.33
GW: 192.168.1.1

e vlan | route-domain

ES-40244, vian3 192.1682.254.24

™\ Static route setting on L3 Switch
To access the Forward to the

subnet gateway

182.168.31.0/24 18216821

After the configuration is down, you will see two policy routes as shown below.

Policy Route Static Route

[

1 any none gel Local_192_168 1 Local 192 168 31  any  HOST_192_168_1_254 none 0 @ @5*' i BN

outgoing-
2 any nane gel Local_192_188_1 any any W' AM_TRUMEK oy 0 @ @9’ il N
Ay Reset

CLI commands for reference:
[0] policy 1

[1] no deactivate
[2] no description
[3] no user

[4] interface gel
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[5] source Local 192 168 1

[6] destination Local 192 168 31

[7] no schedule

[8] service any

[9] next-hop gateway HOST_ 192 168 1 254
[10] no snat

[11] no bandwidth

[12] exit

(4) Enable Firewall and create one Firewall policy rule for ZyWALL 2 Plus to be able to
ping ZyWALL 1050-A’s ge2(WAN)

1. Goto GUI menu Security > Firewall
2. Enable Firewall: On
3. Choose To-ZyWALL rules and click “+” at the right site to add a new rule.

Glohal Setting

CFJ‘ Enable Firewall _)

™ allow Asyrnmnetrical Route
[ Maximurm session per Host f1-8192)

Firewall rule

 Through-ZyWwall rules
% Zone Pairs

‘ o To-Zywall rules '
e . By T

4.  Fill out the information as following and click “apply” button then.
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Configuration

W Enable
From m
Ta ZywaLL
Description JallDW_MpluSJJing {Optional)
Schedule WE]
Source | DAzpius_59_124 163 152 |
Destination 1g82_IP _v_1
Service ]PING Li
| Access m
I Log no bl

ot ] 2 Canu:elJ S

5. The new firewall rule is available as shown below.

Global setting

v Enable Firewall

I allaw Asymmetrical Route
[~ Maximum session per Host f1-85192)

Firewall rule

" Through-ZyWwaLL rules
F Zone Pairs
Al rules

& To-ZyWwall rules

i =3 AN Zyu ALl none any Zwzplus_59 124 163 152 gezZ IF PING allowm  no g'@'pN

2 Q LaM  ZywALL  none any any any any allow  no !35@? i BN
3 10 AN Zyu ALl none any any any WRRP allowm  no @ g it PN
4 11 WAl Zywall  none any any any ESP allow  no Kgf@?’ i N
= 1z AN Zyu ALl none any any any AH allowm  no @ g it PN
f 13 WAl Zywall  none any any any NATT allow  no Kgf@?’ i N
7 14 WA Zywall  none any any any IKE allow  no i’af( @3 i N
& 15 WAl Zywall  none any any any any deny log Kgf@?’ i N
] 16 DMZ ZyWwall  none any any any any deny log i’af( 53' i BN
|
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2. Configuration on ZyWALL 1050-B

(1). LAN/WAN Network Setting

Login ZyWALL 1050-A’s GUI, go to menu Configuration > Network > Interface. Modify
ge2’s(WAN) IP address to 59.124.163.155 with subnet 255.255.255.224 and gateway
59.124.163.129. Secondly, modify gel’s(LAN) IP address to 192.168.2.1 with subnet
255.255.255.0 and configure it as a DHCP server with the IP poor starting address and pool
size accordingly. Besides, also input the proper DNS server which will apply to LAN PCs
automatically. (By default, the first DNS server is configured as “from ISP”. Since we
configure the static IP address for ge2(WAN), it won’t automatically get any DNS setting from
ISP. So we have to change it to “Custom Defined” and give it a proper DNS server’s IP
address.)

(2). Dynamic VPN Setting with SNAT

Stepl. Create Address Objects for further configuration.

1. Go to menu Configuration > Network > Object > Address
2. Create a new address object for local network by clicking '+ icon
Name: Local 192 168 2
Subnet, 192.168.2.0/255.255.255.0
3. Create another one for remote network
Name: Remote 192 168 3
Subnet, 192.168.3.0/255.255.255.0
4. Create another one for the network behind ZyWALL1050-B performing SNAT
Name: Local 192 168 31
Subnet, 192.168.31.0/255.255.255.0
5. Create another one for dynamic remote network.
Name: Remote ANY
Subnet, 0.0.0.0/0.0.0.0
6. Create still one more for the IP domain interface on ES-4024A’s VLANS3.
Name: HOST_192 168 2 254
Host, 192.168.2.254/255.255.255.255

CLI commands for reference:
[O] address-object Local 192 168 2 192.168.2.0 255.255.255.0
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[1] address-object Remote 192 168 3 192.168.3.0 255.255.255.0
[2] address-object Local 192 168 31 192.168.31.0 255.255.255.0
[3] address-object Remote ANY 0.0.0.0 0.0.0.0

[4] address-object HOST 192 168 2 254 192.168.2.254
255.255.255.255

Step2. Create an IKE rule

1. Go to menu Configuration > Network > IPSec VPN, switch to 'VPN Gateway"'
2. Create a new IKE by clicking '+' icon
3. Fill out the fields as following.
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YPMN Gateway
VPN Gateway Mame
IKE Phase 1

Megotiation Mode
Propasal

Key Group

=4 Life Time (Seconds)

] MAT Traversal

Dead Peer Detection (DPD)

Property
My Address
@ Interface

) Damain Name

Secure Gateway Address

Authentication Method

& Pre-Shared Key

(O Certificate
Lozal ID Type

Content
Peer ID Type
Caontent

Extended Authentication

[JEnable Extended Authentication
& Server Mode
O client Mode

User Mame

Password

IKET

| i
| Main b d

-
1
[DH1 »

lggamn |
|s6400 <150 - 3000000>

|#82 ¥ | DHCP client -- 0,0.0,0/0.0,0.0

1.0000 |
2.|nnoo |
123456759

| (See My Certificates)
IF ¥
0.0.00 |
!.ﬂ\ny v|

Ldefaurt w

OK Cance|

CLI commands for reference:

[O] isakmp policy IKEl

[1] mode main

[2] transform-set des-md5
[3] lifetime 86400

[4] no natt

[5] dpd

[6] local-ip interface ge2
[7] peer-ip 0.0.0.0 0.0.0.
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[8] authentication pre-share

[9] keystring 123456789

[10] local-i1d type ip 0.0.0.0

[11] peer-id type any

[12] xauth type server default deactivate
[13] groupl

Step3. Configure the IPSec rule

1. Go to menu Configuration > Network > IPSec VPN, switch to 'VPN Connection'
2. Create a new IPSec by click '+" icon
3. Fill out the fields as following
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¥PN Connection

Connection Name |IPsec1
YPHN Gateway
Marne | IKE1 w | [ Add Mewe WPMN Gateway J
ge2 IPsecl
Phase 2
Active Protocol ESP &
Encapsulation Tunnel v|

Proposal

Sh Life Time (Seconds)

Authenti l:_qf;iI on
B

' .Enqr-rptinn
1 DES b

e |
gE400 (150 - 3000000)

Perfect Forward Secrecy (PFS) none V|
Policy
[Jralicy Enforcement
_ Local 182 166_1 - |
Local policy -
SUBMET, 192.168.1.0/24
| Remate_An v

Rermote palicy

Property

[ Mailed-Up

[]Enable Replay Detection
[JEnable NetBIOS broadcast aver IPSec

Inbound/0Outhound traffic MNAT

OQutbound Traffic

[ Source MAT Saurce MOME v
Destination | MONE v
SMNAT MOME b

Inbound Traffic
Source MAT Source Remote_1392_168_3 w
Destination |Local_192_165_1 D
SHAT Local_192 16831 v

[] Destination NAT

SUBMET, 0.0.0.040

n Original IP Mapped IP Original Port | Mapped Port

Note that we use Source NAT to change the VPN traffic from 192.168.3.0 which will goes to

192.168.1.0 network and to 192.168.31.0 network.

CLI commands for reference
[O] crypto map IPsecl
[1] 1psec-i1sakmp IKE1
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[2] encapsulation tunnel

[3] transform-set esp-des-sha

[4] set security-association lifetime seconds 86400
[5] set pfs none

[6] no policy-enforcement

[7] local-policy Local 192 168 1

[8] remote-policy Remote ANY

[9] no nail-up

[10] no replay-detection

[11] no netbios-broadcast

[12] no out-snat activate

[13] in-snat activate

[14] in-snat source Remote 192 168 3 destination Local 192 168 1
shat Local 192 168 31

[15] no in-dnat activate

(3) Add a policy route

1. Goto GUI menu Configuration > Policy > Route > Policy Route tab

2. By default, there is one policy route already to indicate all packets which is sent from
LAN to any network will be passed through WAN_TRUNK. This is also to direct IKE
packet to WAN and trigger the VPN tunnel then.

3. Click the “+’ icon to add another policy route which indicates where all the traffic which
wants to go to the ZyWALL 1050-A’s LAN network will be routed to.

4. Define that all the traffic that wants to go to 192.168.1.0 network will be routed by the
gateway, the host of 192.168.2.254. The configuration is as shown below.
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Configuration

¥ Enable

Description
Criteria

User

Incoming

Source Address
Destination Address
Schedule

Service
Next-Hop

Type
Gateway
Interface
YPN Tunnel
Trunk

Address Translation

Source Metwork Address Translation

Bandwidth Shaping

Maxirnurn Bandwidth

Bandwidth Priarity

{optianal)

any -
Interface / any  Change.. |
|an'f ﬂ
|Lacal_192_183_1 ~]

|an\,f ﬂ Mewy...

Gateweay

|HOST 182 168 2 254 |
[oe1 =]

[Psect =]
[iwien_TRUNK =]

none ﬂ

] Kbps
0 {1-1024, 1 is highest priority)

After the configuration is down, you will see two policy routes as shown below.

Policy Route Static Route

User|sche c Source
1 any none any any
2 any none gel Local_192_168_1

CLI commands for reference:
[0] policy 1
[1] no deactivate

any

Apply

Local_192_16&_ 1 any  HOST_192_168_ 2 254 none 0 @ @? i N

outgoing-

interface 0 WE DTN

any WaAN_TRUNK

Reset
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[2] no description

[3] no user

[4] no interface

[5] no tunnel

[6] source any

[7] destination Local 192 168 1
[8] no schedule

[9] service any

[10] next-hop gateway HOST_192 168 2 254
[11] no snat

[12] no bandwidth

[13] exit
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3. Configuration on ZyWALL 2 Plus

(1). LAN Network Setting

1. Login ZyWALL 2 Plus GUI and go to menu Network > LAN, change the IP address to
192.168.3.1/24 and DHCP IP pool starting address from 192.168.3.33. Then release the
original IP address on your PC and get the new IP address in 192.168.3.0/24 subnet assigned
by DHCP.

(2). WAN Network Setting

1. Switch to GUI menu Network > WAN, change the IP address to 59.124.163.152 with
subnet 255.255.255.224 and gateway 59.124.163.129 in this example. Other setting leaves as
default value.

Reminder: Please remember to configure the public DNS server at GUI menu Advanced >
DNS > System tab, to insert the correct DNS server accordingly at Name Server Record.

(3). Dial Backup Setting

1. Switch to GUI menu Network > WAN > Dial Backup tab

- Enable Dial Backup: enable

- Fill out the login name, password, phone number and dial backup port speed according to
your modem dial up settings.

- Click the Apply button

2. Telnet or login ZyWALL 2 Plus console and switch to menu 24.8 to enable the pingcheck
to detect the WAN connection availability.

- Execute the CLI command: sys rn pingcheck 1

3. Add the CLI to autoexec.net to make it always enabled even after device reboot.
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ras> sys edit autoexec.net

EDIT cmd: g(uit) x(save & exit) i(nsert after) d(elete) r(eplace) n(ext)

ip nat loopback on

bridge mode 1

: sys rn pingcheck 1 < enter ‘i’ to insert the command, enter ‘x’ to save and exit then.

ras >

(4) VPN Setting

1. Switch to GUI menu Security > VPN, click the ‘+” icon as following to add a VPN-IKE
rule.

¥PN Rules (IKE} | ¥PN Rules (Manual)} SA Monitor Global Setting
¥PN Rules
[
Local * 5 Internet ) Remote
__ Network Z | WP unnaf b . Network

2. Configure VPN-IKE setting on ZyWALL 2 Plus as following.
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VPN - GATEWAY POLICY - EDIT

Property

Gateway Policy Information

0000

Mone v ESER

29124163154

59124 163155

Authentication Key

123456789

auto_generated seli_signed_cert | v SESeer i CErfiDates )

=

__.3
Hle
o
=

Extended Authentication

IKE Proposal

Bl=z|= i =
o[ &F ] m hy o
of g i o
= i fen

[ ]
Associated Network Policies

3. At the same page of menu Security > VPN, click the icon to add a VPN-IPSec rule.
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VPN

¥PN Rules (Manual) 5A Monitor Global Setting

¥PN Rules

4. Configure the IPSec rule as following.

Property

[ ]
[ ]
d |

Gateway Policy Information

o

Local Network

™

192 . 168
255 . 285 . 255 .

o . .00
o

Remote Metwork

R

IPSec Proposal

]
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4. Configuration on ES-4024A

(1). Create Two VLANS

First of all, we need to create two VLANS (vlan2 & vlan3) for 192.168.1.0 and 192.168.2.0

subnet.

1. Login to ES-4024A’s GUI menu Advanced Application > VLAN > Static VLAN link.

2. Add vlan2 (including port 9-16, Fixed, Untag when Egress process) and vlan3 (including
port 17-24, Fixed, Untag when Egress process). Then click the Add button.
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ACTINE v
Marme IE—
WLAN Group ID 2
Port Control Tagging
1 " Mormal " Fixed * Farhidden [ TxTagging
i " mormal " Fixed ™ Forhidden [ T« Tagging
3 ) Marmal " Fixed * Forhidden [ TxTagging
4 " Mormal ™ Fixed * Forbidden | TxTagging
g " Mormal © Fixed  Forhidden | TxTagging
£ 7 mMarmal " Fixed * Farhidden [ TxTagging
i £ Mormal " Fixed f Farhidden | TxTagging
8 " Mormal " Fixed  Forhidden I T Tagaing
g " Mormal * Fixed " Forbidden [ TxTagging
10 " mormal * Fixed " Forhidden [ T« Tagging
11 " Mormal * Fixed " Forbidden [ T Tagaing
12 " Mormal * Fized " Forbidden | TxTagging
13 " Mormal ' Fixerd " Forhidden | TxTagging
14 7 mMarmal * Fixed " Forhidden [ TxTagging
15 £ Mormal * Fized £ Farhidden | TxTagging
16 " Mormal ' Fized " Forhidden I T Tagaing
17 " Maormal " Fixed {* Forbidden [ T Tagging
18 " Normal " Fixed f* Forbidden | TxTagging
149 " Mormal " Fixed  Forhidden [ T« Tagging
20 ° Mormal " Fixed f* Forbidden [ TuTaogging
21 " Mormal " Fixed * Faorbidden [ TxTagging
22 " Mormal " Fixed * Forhidden [ TuTagging
23 " Mormal " Fixed * Forbidden [ TuTagging
24 " Mormal © Fixed  Forhidden [ Tx Tagging
25 7 Marmal " Fixed * Farhidden [ TxTagging
26 " Normal " Fixed f* Forbidden | TxTagging
1 " Mormal " Fixed  Forhidden [ T« Tagging
52  Mormal " Fixed f* Forbidden [ TuTaogging
ﬂxdd| Cancel | Clear|
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VLAN VLAHN Status
B
Mame |3—
WLAN Group 1D E
Port Control Tagging
2 £ Mormal © Fived  Forhidden | TxTagging
2 " Mormal 7 Fixed * Forbidden [ TxTagging
3 £ mMormal & Fixed ' Forhidden [ TxTagging
4 " Mormal " Fixed ™ Forhidden [ TxTagging
g " Mormal O Fixed * Forhidden I TxTagging
B " Mormal © Fixed ' Forhidden | TxTagging
7 £ Mormal " Fived f* Forhidden [ TxTagging
8 " Mormal © Fixed f Forhidden | TxTagging
4 " Mormal ©" Fived  Forhidden [ TxTagging
10 " Mormal 7 Fixed * Forbidden [ TxTagging
11 £ mMormal & Fixed ' Forhidden [ TxTagging
1z " Mormal © Fived  Forhidden [ TxTagging
13 " Mormal " Fixed * Forbidden [ TxTagging
13 " Mormal " Fixed f* Forbidden | TxTagging
14 £ Mormal " Fixed ' Forhidden [ TxTagging
15 " Mormal 7 Fixed * Forbidden [ TuTaoging
16 " Mormal " Fixed * Faorhidden [ TxTagging
17 " Mormal * Fized " Forhidden [ TxTagging
18  Mormal & Fixed " Forhidden | TxTagging
19 " Maormal “ Fixed " Forbidden [ TaTagging
20 7 Marmal {* Fixed " Farhidden [ TxTagging
21 " Mormal * Fixed £ Forbidden | TxTagging
22 £ Mormal * Fixed " Forhidden [ TxTagging
23 " Mormal & Fixed " Forbidden [ TuTaoging
24 " Mormal * Fixed " Forhidden [ TxTagging
25 £ mMormal T Fixed * Forhidden [ TxTagging
26 £ Mormal £ Fixed f Forhidden | TxTagging
51 " Marmal " Fixed  Forhidden | TxTagging
52 7 Mormal " Fixed * Forbidden [ TxTagging
Add | Cancel | Clear |
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3. Switch to menu Advanced Application > VLAN > VLAN Port Setting link. Configure
PVID equal to 2 for port 9 ~16 and PVID equal to 3 for port 17~24 as shown below. Then
click the Apply button.

[ @ VLAN Port Setting ] VLAN Status
GVRP 1
Portisolation r
Port Ingress Check PVID GVRP Acceptable Frame Type VLAN Trunking

1 [ I‘l = Al > [

Applyl Cancel |
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(2). Create Two Routing Domains
Switch to menu Basic Setting > IP Setup, create two IP routing domain using menu Basic
setting > IP Setup as shown below. Then click the Add button.

IP Address 1152.168.1.254
IP Subnet Mask |255.255.255_n
VID |:2
Add| Cancel |
IP Address 1192.168.2.254
IP Subnet Mask |255.255.255_n
YD |3
Add| Cancsl |

(3). Create One Static Route

Add the static route for the packets returning from the 192.168.1.0 network to the
192.168.31.0 network if the traffic is from 192.168.3.0 through the secondary VPN gateway,

ZyWALL 1050-B.

1. Enter the ES4024A’s GUI, go to menu Routing Protocol > Static Routing.
2. Define that the traffic that wants to go to the 192.168.31.0/24 network will be routed by
the gateway, 192.168.2.1. The configuration is as shown below.

124

All contents copyright (¢) 2006 ZyXEL Communications Corporation.



ZyXEL ZyWALL 1050 Support Notes

Active [
..Na.r.ne R —— StE.l.ti,: e
” Iliglestiﬁath.:;n |F;..ﬁ.IZ|I2|”rESS” - |1”E|2.1”EB.§1.EI”
e '|F'.'5'Ugn,;t',;n5;5'g e |255255255|] e T e

Gateway IF Address |1 9216821

Metric - |EI

ﬂxdd| Cancel | Clear|

CLI commands for reference:

vlan 2
name 2
normal "
fixed 9-16

forbidden 1-8,17-28
untagged 1-28
Ip address 192.168.1.254 255.255.255.0

name 3

normal ™"

fixed 17-24

forbidden 1-16,25-28
untagged 1-28

Ip address 192.168.2.254 255.255.255.0
exit

interface port-channel 9
pvid 2

exit

interface port-channel 10
pvid 2

exit

interface port-channel 11
pvid 2

125
All contents copyright (¢) 2006 ZyXEL Communications Corporation.



ZyXEL

ZyWALL 1050 Support Notes

exit
interface
pvid 2
exit
interface
pvid 2
exit
interface
pvid 2
exit
interface
pvid 2
exit
interface
pvid 2
exit
interface
pvid 3
exit
interface
pvid 3
exit
interface
pvid 3
exit
interface
pvid 3
exit
interface
pvid 3
exit
interface
pvid 3
exit
interface
pvid 3
exit

port-channel

port-channel

port-channel

port-channel

port-channel

port-channel

port-channel

port-channel

port-channel

port-channel

port-channel

port-channel

12

13

14

15

16

17

18

19

20

21

22

23
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interface port-channel 24

pvid 3

exit

interface route-domain 192.168.1.254/24
exit

interface route-domain 192.168.2.254/24
exit

interface route-domain 192.168.111.1/24
exit

Ip route 192.168.31.0 255.255.255.0 192.168.2.1 metric O name
LAN 31

exit

5. Test

(1). Trigger the Primary VPN tunnel up

Keeping Ping from the PC(ex. IP with 192.168.3.33) behind ZyWALL2 Plus to the FTP
server(ex. IP with 192.168.1.33), it will be reachable after the primary VPN tunnel is on. See
the screen capture of ZyWALL 2 Plus’s log as shown below.
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Yiew Log | Log Settings Reports
Display] &Il Logs V. [ Ermail Log Mo ] [ Refresh ] [ Clear Log ]
S e P e T e S S
2008-07-27
11:04:33 Rule[IKE1] receives duplicate packet 59.124.163.154 59.124.163.152 IKE
2006-07-27 The cookie pairis : 0x91ESCOSB308B1830 /
¢ 11:04:353 0x211ED9FO0S74Ca750 S it Bl il L
5 2D08°07-27 (Rule [1PSect] Tunnel built successfully 59124163152 59124163154 IKE )
2006-07-27 The cookie pairis ¢ 0x91ESCOSB308B1830 / E,
2 11:04:33 0x211EDIFO0SE74CA730 L R e
2006-07-27 i L
5 1104133 Send:[HASH] 124 163,152 59.124.163.154 IKE
2006-07-27 The cookie pairis ¢ 0x91E3COSB308B16830 / L
" 11:04:33 0x211EDIFO0S74Ce730 R e e
2006-07-27 B 2
7 1104133 Adjust TCP MSS to 1398 SORPd 163,152 59.124.163.154 IKE
& ﬂ,”gf;éz;" Recy:[HASH][=4][NONCE][IDIID] 5o W4 163,154  59.124.163.152  IKE
2006-07-27 The cookie pair is ¢ 0x91E8C0SB308B16830 /
& 11:04:32 0x211EDIFOS74CE730 ek BeEeti SRkl L4
10 fg,”g‘f;é” Send:[HASHI[SAI[NONCEIIDI[ID] o CAWINDOWSY. = .32\cmd exe
11 2006-07-27 The cookie pairis : 0x91ESCOSB3I08B1830
255%463;22? 0x211EDSFO0&74CE730 Gz \oping 192.168.1.33
1z 11.04.32_ Start Phase 2: Quick Mode
o B B By e T TN P CR I L R g g ing 192.168.1.33 with 32 bytes of data:
11:04:32 0x211EDIFO0S74CE730
14 20?&??2? b R e 192 _168.1.33: hytes=32 t%me=4ms TTL=126
11:04:32 Reply from 192.168.1.33: hytes=32 time=2ms TTL=126
15 ﬂ'?gfa?éﬂ Ehg101°E°EL)<§F§§;:£6=£>591EBC°5B3035133E Reply from 192.168.1.33: bytes=32 time=2ms TTL=126
— - Reply from 192.168.1.33: bytes=32 time=2Zmz TTL=126

Ready Ping statistics for 192_.168.1.33:
: Packets: Sent = 4. Received = 4. Lost = B (Bx loss),

(2). Simulate the WAN connection of ZyWALL?2 Plus is down

Unplug both ZyWALL?2 Plus’s WAN connection and ZyWALL 1050-A’s WAN connection at
the same time, the PC behind ZyWALL 2 Plus should be able to reach the FTP server by ping
after both dial backup and secondary VPN tunnel are on.

See the screen capture of the progress as shown below at this step. The ZyWALL 2 Plus’s IKE
detect the tunnel is down and send HASH-DEL packet out. (However, since the Internet
access is down, so ZyWALL 1050-A won’t receive those HASH-DEL packets.) The dial
backup starts right away then.
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Messaae

1 ﬂﬂg?ﬂs?sz? Dial Backup starts,

5 Z006-07-27 | Packet Trigger: Protocol=1, Data=Packet Trigger:
slabEinfslsin) Protocol=1, Dat

5 2006-07-27 Yboard 0 line 0 channel 0, call 2, C01 Outgaoing Call dev=3
11:07:57 -

4 ﬂ:ug?-:og?-z? fend: [HASH][DEL]

5 2006-07-27 he cookie pairis ; 0x21EGCOSE303B1830 /
11:07:57 0x211EC9FO&74C6730

& ﬂ?g?_?g?_ﬂ Send: [HASH][DEL]

7 2006-07-27 he cookie pairis : 0x91EECOSB308B1830 /
11:07:57 0x211ED9FO&74CE730

B ﬂ”of‘?”g?z? =and: [HASH][DEL]

q 2006-07-27 The cookie pair is : 0x91E8COSE308B1830 /
11:07:57 0x211EDSFOE74Ce7 30

10 2006-07-27 |Packet without a MAT table entry blocked: ICMP(Redirect
11:07:07 Datagram for the Metwork (or subnet))

11 2006-07-27 Packet without a MAT table entry blocked: ICMP(Redirect
11:06:47 Datagram for the Metwork (or subnet))

12 fgugs'uf?'z? Service refresh successful.

15 2006-07-27 Cert t_rusted: CH=www.myzyxel.com, OU=Mermberi,
11:06:17 VeriSign Trust,..

14 2006-07-27 Packet without a NAT table entry blocked: ICMP({Redirect
11:05:47 Datagram for the Metworlk (or subnet))

15 iEDUE;D;éZ? Rule[IKE1] receives duplicate packet

16 Z006-07-27 The cookie pairis : 0x91ESCOSB30&B1830 /
11:04:33 0x211ED9FO874CE730D

17 5200640;‘32? Rule [IFSecl] Tunnel built successfully

13 Z006-07-27 The cookie pair is : 0x21E8COSB30SR1830 /
11:04:33 0x211EDIF0G74Ce7 30

Source

59.124.163.152

59.124.163.152

59.124,163.152

59.124.163.152

59.124.163.152

Destination

59.124,163.154

59.124.163.154

59.124,163.154

59.124.163.154

59.124.163.154

TRIGGER

Dial Backup
PACKET

CALL DETAIL
E: ] 2]

59.124.163.152

59.124.163.129

59.124.163.129

59.124,163.129

59.124.163.154

59.124,163.154

59.124.163.152

59.124.163.152

59.124.163.154

59.124.163.152

59.154.163.152

203.160.254.58

59.124,163.152

59.124.163.152

59.124,163.152

59.124.163.154

59.124.163.154

ACCESS
DR.OPPED
ACCESS
DR.OPPED

myZy<EL.com

CERT
MANAGER
ACCESS
CR.OPPED

IKE

IKE

IKE

IKE

The screen capture below shows you the dial backup gets dynamic IP 218.32.98.40. And the

IPSec HA take action after several IKE packets sent without any packet returned.
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10

11

1z

13

14

15

16

17

1s

Destination

Message Source

Rule [1KE1] fail aver from [59.124.163.154] to

2006-07-27

11:00:51 [ [59.124.163.155]

2006-07-27 |, :

11:00:51 ule [IKE1] IKE packet retransmit count reached

200007227 fKE Packet Retransmit 218.32.95.40 59.124.163.154  IKE

2006-07-27 § The cookie pair is | 0xC02015528403BBE1 /

11:09:19 | 0x0000000000000000 e pea et E

20000727 | 1<E Packet Retransmit 218.32.95.40 59.124.163.154  IKE
2006-07-27 § The cookie pair is | 0xC02015528403BBE1 /

11:09:03 | 0x0000000000000000 e pea et E
2005 07-27 | 1KE Negotiation is in process 218.32.95.40 59.124.163.154  IKE
2006-07-27 § The cookie pair is | 0xC02015528403BBE1 /

11:08:56 | 0x0000000000000000 Aee Ptchinaiat i
200007227 | 1KE Packet Retransmit 218.32 .95 .40 §9.124.163.154  IKE
Z006-07-27 § The cookie pair is | 0xC0Z015528403EBB81 /

11:08:55 | 0x0000000000000000 A Pldohinadat e
§E°§8°§12"' Send:[SA][wID][VID] 218.32.95.40 50124 163.154  IKE
Z006-07-27 § The cookie pair is | 0xC0Z015528403ER81 /

11:08:51 | 0x0000000000000000 A Pldohinadat e
20080727 | send Main Made request to [59.124.163.154] 218.32.98 40 59.124.163.154  IKE
2000-07:27 | Rule [1KEL] Sending IKE request 218.32.98 40 59.124.163.154  IKE
2006-07-27 W The cookie pair is : 0xC0Z2015528403ER81 /

e g 218.32.98 40 59.124.163.154  IKE J
2006-07-27 : : .
11:08:21 WARN interface gets IP:218.32.98.40 Dial Backup
2006-07-27 , :

11:08:21 ppp!IPCP Cpening

2006-07-27 : -

11:08121 ppp!IPCP Starting

Then ZyWALL 2 Plus tries to establish VPN tunnel with ZyWALL 1050-B (59.124.163.155).

11

1z

13

14

15

16

17

15

19

20

21

22

23

24

25

26

27

28

29

An

T iliog | Btart Phase 2t Quick Mods 218.32.96 410 59.124.163.155  [IKE

2006-07-27 The cookie pairis ;: 0xFD45342057 C5EETR /

11:11:08  DxEAE4ALS1FEDZIFER SEaan At s e
2006-07-27

11:11:08 Phase 1 IKE SA process donge 218.32.98.40 59.124.163.155 IKE
Z006-07-27 The cookie pairis ; 0xFD4&342057 C5EETE /

11:11:08  DxEAE4A151FED23IFER el B eRns s
ff.”fl'.“;g” Recy:[ID][HASH] 50.124.163.155  218.32.98.40 IKE
2006-07-27 The cookie pairis ; 0xFD45342057 C5EETE /

11:11:08  OxEAE4#151FADZ3FER e e IKE
ZU0B-0727  Send:[IDI[HASHIINGTFYIINIT_CONTACTIFED23FER 218.32.98.40 59.124.163.155  IKE
Z006-07-27 The cookie pairis ; 0xFD4&342057 C5EETE /

11:11:08  DxEAE4A151FED23IFER Sl EalastaRina
20050727 Recvi[KEJINONCE] 53.124.163.155  218,32.95 40 IKE
2006-07-27 The cookie pairis : 0xFD45342057C5EETR /

11:11:08  DxEAE4A151FED23IFER geeat e B i
20050727 Sendi[KEIINONCE] 218.32.96.40 59.124.163.155  IKE
2006-07-27 The cookie pairis ; 0xFD48342057 C5EETS / 516,32 9540 59 124163 155 IKE

11:11:08 0zEAE4A151FEDZ3FER

ﬂ“fl”gs” Recy: [SAIMIDIVID] 59.124.163.155  218,32.98.40 IKE
2006-07-27 The cookie pairis ; 0xFD45342057CSEETS /

11:11:08  OxEAE4A151FED2IFER gorsetae B i
V050727 sendi[sAJ¥ID]VID] 218.32.96.40 59.124.163.155  IKE
2006-07-27 The cookie pairis : 0xFD45342057 C5EE7R /

11:11:07  0x0000000000000000 Sy PR s S
2006-07°27  send Main Mode request to [59.124.163 155] 218.32.98.40 59.124.163.155  IKE
20050727 Rule [IKE1] Sending IKE raquest 218,32.98.40 59.124.163.155  IKE
2006-07-27 The cookie pair is | 0xFD4&342057 C5EETE /

11:11:07  Dx0000000000000000 e Elcaiay s
2006-07-27  Rule [IKE1] fail over from [59.124.163.154] to TPEEC
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Finally, the VPN tunnel has been successfully established with ZyWALL 1050-B. And the PC
behind ZyWALL 2 Plus can ping the FTP server then. See the screen capture shown below.

-m
Z006-07-27
11:11:10 Rule[IKE1] receives duplicate packet 59,1724.163.155 218.32.98 .40 IKE
2006-07-27 The cookie pair is 1 0xFD48342057CSEETS /
s i “Mhmfcm ] 59.124,163,155  218.32.98.40 IKE
5 fg?fl'.ofn'z? Rule [IPSect] Tunnel built successfully 518,32,98 40 50124163155  IKE '
Z006-07-27 [The cookie pair is ; 0xFD4834 2057 CSEETS /
4 111110 0xEAE4A151FAD23FER e do SEiiTas S
Z006-07-27 ;
e Send:[HASH] 718.32.98.40 59.124.163.155  IKE
2006-07-27 The cookie pair is 1 0xFD468342057 CREE7S /
& H1:11:10 0xEAE4A151FED23FER e SRddhaTe
7 [OOIE Recw:i[HASHISAIINONCE]IDI(ID] 59.124.163.155  218.32.98.40 IKE
2006-07-27 The cookie pair is ; 0xFD48342057 CREE7S /
B 1111000 0xEAE4A151FAD23FER SR SRR M
5 ﬂﬂflﬂn?‘aﬁ Send:[HASHI[SAIINONCE]ID]ID] 218,32,98 40 59.124.163.155  IKE
2006-07-27 The cookie pair is 1 0xFD48342057 CSEE?S /
8 111ma 0xEAE4A151FRD23FER RS SRR s
Z006-07-27 :
Sl Start Phase 2i Quick Mode 216,32.98.40 59,124,163.155  IKE
2006-07-27 The cookie pairis : 0xFD48342057CSEE?S /£
12 11i11:08 0xEAE4A151FRD23FER e o B
Z006-07-27
S e . CAWINDOWS\system32\emd exe
14 Z006-07-27 The cookie pairis : 0xFD458342057 CSEE -
11:11:08 0xEAE44151FAD23FER C:“>ping 192.168.1.33
Z006-07-27
15 Recv:[ID][HASH
11:11:08 LRl ] Pinging 192.168.1.33 with 32 bhytes of data:
16 Z006-07-27 The cookie pair is : OxFD48342057 C5EE
;;’Dtl’oﬂfz? LSk Gl B REILO RS eply from 192.168.1.33: hytes=32 time=216ms TTL=124
e i CEL LR () G EEL e gt ylels T isl Re p 1y £rom 192.168.1.33: bytes=32 time=226ms TTL=124
eply from 192.168.1.33: bytes=32 time=218ms TIL=124

eply from 192.168.1.33: bytes=32 time=216ms TIL=124

[eady
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1.7 Device High Availability

Remote Site 1

ZyWALL 2 Plus

L—M

m, Internet

ZyWALL 35 I

I_Re@te ﬂte 2_

In the Global or multi-site Enterprise network deployment, reliability is another major
concern while planning a VPN deployment.
ZyWALL 1050 provides advanced features to support the following scenarios to
achieve high availability of the VPN infrastructure.
The benefits for the customer are
+ Dealing with the impact of unreliable WAN connectivity
+ Mitigates the impact of Single Point of Failure

Below is the Application topology. The L3 switch is configured to three VLANS to simulate
the internet environment and the traffic can be routed between each VLAN.
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. b
220.123.133.1;24 AL
220.123.123.1/24 g 2201231431124
220.123123.2024 WAN2

WAN1

L3 switch

ZyWALL 2

220.123.133.2124 - - (G54024)
192.168.20.254(24 — - - ——— e
192.168.10.254024 -~ R
1681025424 - !
e : - “}]5'3' ToDWz  ZyWALL 1050
aster {Inactive)
192.168.20.1124~ __ - (Bdckup)
<
19246800124 | el o
9 | :
L : {inactive)
To LAk 4!/&%\ IneIchve
& HA
DMZ
WebRADIUSNRPT
192.168.20.200/24 L2 switch (ES3124)
2 separate VLANS for
DMZ &LAN on the same
physical L2 switch

FC
192.168.10.24/124

Step by step configuration

1.7.1 Device HA

1. Setup Master ZyWALL 1050 and the configuration will auto sync with Backup

ZyWALL 1050 via the device HA setting.
1.1. Interface setup

The default LAN subnet is combined with gel and default IP is 192.168.1.1. Please connect to
gel and ZyWALL 1050 will dispatch an IP for your PC. Then we can start to setup the basic

interface and routing setting.
Stepl. Login to device and check the device status
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ZyXEL -

= Status

Refresh Interval : |NDHB V| [ Refresh Now ]

e Information System Status
ZyWALL 1050

Registration Systemn Mame: zwl050 e

[ sons

De

el A= Systemn Uptime: 1 days, 09:26:19
File Manager pesl ame = Current Date/Time:  2006-07-06 16:51:55
Serial Mumber: £34131340 80-009-01100144
B Configuration WPN Status: L3
MAC Address Range: 00:00:3a:11:03:49 ~ 4d
5 - CHCP Table: L3
Network Firmware Version: 1.00(XL.0) |2006-06-23 16:23:40 )
i Statistics: L3
B Policy Current Login User: admin (23:59%:52/23:59:58)

Mumber of Login Users: 2

System Resources Licensed Service Status

CPU Usage: . 8%
Memory Usage: (NN [ 44%

Storage Usage

-onboardFlash: [N ] 19%

Active Sessions: 1z

IDP

- License Status/Remaining days: Mot Licensed /0
Content Filter

- License Status/Remaining days: Mot Licensed /0

UserfGroup
Object Interface Status Summary

System

Maintenance mmm IP AddrfrMetmask IP Assignment m Renew/fDial

192,168,111/
255,255.255.0

gel 100M/Full nia LAN Static DHCP server n'a

gez 100/ Full n'a 0.0.0.0/0.0.0.0 DHCP client n'a

gesd 100M/Full nfa 0.0.0.0/0.000 DHCP client néa

SN CEEETEN  Ready

Step2. We can check all the interface information on the Status display page.

ZyXEL TN

= Status

Current Date/Time: Z2006-07-06 16:53:00
234131340 80-009-01100144 e

Serial Murnber:
VPN Status: el
I Status' MAC Address Range: 00:00:33:11:03:49 ~ 4d

. . DHCP Table: e
Firmware Yersion: 1.00(XL.0) |2006-06-23 16:23:40 )

Statistics: L3
ZyWALL 1050 Current Login User: admin {23:59:52/23:59:58)
Registration Mumber of Login Users: 2

File Manager

Network

=-Policy CPU Usage: | 8% T
. 2 . .
Memory Usage: [ I - License Status/Remaining days: Mot Licensed /0
) SBEe Usars Content Filter
i -Onboard Flash: [N ] 19% = i
Fi nboard Flas & - License Status/Remaining days: Mot Licensed / 0

. Active Sessions: 1z
App.

IDP

tent Filker

[ Name | status | Ha status | zone | 1P addr/Netmask [1p assignment| services [renew/bial

192,168,111 /
255,255.255.0

0.0.00/0.000

gel 100M/Full nia LAN Static DHCP server n'a

UserfGroup
Dbject
System 100M/Full

100MAFull

DHCP dlient néa

n'a

nia 0.0.0.0/0.00.0 DHCP client nfa

Maintenance ged Diown n/a DMz 0.0.0.0/0.0.0.0 Static n/a
ges Dawn n/a DMz 0.0.0.0/0.0.0.0 Static n/a
aux Inactive n/a n/a 0.0.0.0 /0.0.0.0 Dynamic n/'a

Step3. Setup WAN1, WAN2, LAN and DMZ interface IP parameters as in the demo
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topology.
gel ge2 ge3 ged ge5
LAN WAN1 WAN?2 DMZ Reserved

The default interface configuration is as follows. We will configure ge2, ge3, ge4 and gel in
turn. User needs to click the “Edit” icon to modify the setting.

Cenfiguratian
T T - o
1 STATIC -- 1521681 .1 255.285.285.0
z g2 STATIC «« 192.168.11.1 255.255.255.0 Qﬁq
3 43 CHCP < 0.0.0.0 0.0.0.0 =1
L4 & gesd STATIC -~ 192.168.3.1 155.295.255.0 QPR
5 985 STATIC -- 0.0.0.0 0.0,0.0 =1

T ey
ge2 Fix IP: 220.123.123.2/255.255.255.0 Gateway: 220.123.123.1
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> ZyWALL 1050 = Configuration = Metwork = Interface = Edit =

Ethernet Interface Properties

¥ Enable

Interface Name

Description
IP Address Assignment

© Get Automatically

& Use Fixed IP Address
IP Address
Subnet Mask

Gateway

Metric
Interface Parameters

Upstream Bandwidth
Downstream Bandwidth
MTU

RIP Setting

[ Enable RIP
Direction
Send Yersion

I | {Optional)

[0z |

[ssass 2550
IW {Optional)
b s

|1 48576 | Kbps
|1 048576 Kbps
|1 00 Bytes

Bilir I
2
2

-
-
-

> ZyWALL 1050 = Configuration = Network = Interface > Edit > ge3

Ethernet Interface Properties

¥ Enable

Interface Name

Description
IP Address Assignment

© Get Automatically

& Use Fixed IP Address
IP Address
Subnet Mask
Gateway

Metric
Interface Parameters

Upstream Bandwidth
Downstream Bandwidth
MTU

RIP Setting

[ Enable RIP
Direction
Send Yersion

I | {Optional)

0.0.0.0

I220.1 231332 |

I255 2552550
W {Optional}
P ioas

[ioseste kbps
fioseste wbps
|1 500 Bytes

Bilir I

2

-
-
-

2

ged Fix IP: 192.168.20.254/255.255.255.0 DHCP server
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onfiguration > Network -

Ethernet Interface Properties

¥ Enable
Interface Mame Ige4
Description I | {Optional)

IP Address Assignment

© Get Automatically

& Use Fixed IP Address =

IP Address I192.188.2D.254

Subnet Mask I255.255.255.D |

Gateway I {ptional)
Metric ID (0-15)

Interface Parameters

Upstream Bandwidth I1D485?5 | Kbps
Downstream Bandwidth I1D485?B Kbps %
MTU |1500 Bytes

RIP Setting
7 Enable RIP
Direction BiDir _VI
Send Yersion 2 =
Feceive Version 2 - b

Authentication I Mone .v[

DHCP Setting

DHCP [oHCP Server (=]

IP Poal Start Address (Optional) 192168 20,33 Pool size 0

First DNS Server {Optional) W l—
Second DNS server {Optional) IW l—
Third DNS Server (Optional) IW l—

Lease time ' infinite
[ |3 days IU hours {Dptional} IU rminutes
{optional)

Static DHCP Table Add Static DHCP

Ping Check

[T Enable

Check Period I (5-30 seconds)
Check Timeout I {1-10 seconds)
Check Fail Tolerance I (1-10)

 ping Default Gateway 0.0.0.0

* Ping this address I {Dormain Mame or IP Address)

gel Fix IP: 192.168.10.254/255.255.255.0 DHCP server
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* ZyWALL 1050 = Configuration > Network > Interface > Edit = gel

Ethernet Interface Properties

¥ Enable
Interface Name |ge1
Description I (Dptional)

IP Address Assignment

O Get Autamatically

—_— @& Use Fixed IP Address =

IP Address W

Subnet Mask W —

Gateway [ toptionan .
Metric IU—(D-ls)

Interface Parameters

Upstrear Bandwidth I1D485?8 Kbps %
Downstream Bandwidth I1D485?8 Khps
MTU |1 500 | Bytes

RIP Setting
[ Enable RIP
Direction Bilir _V-I
Send Version 2

-
-

Receive Version 2

‘' Message

> ZyWALL 105 : i i = Metwork = Interface > Edit > gel
Authentication INone VI =
DHCP Setting

DHCP [DHCP Server =]

IP Pool Start Address {Optional) IW Pool Size W

First DNS Server (Optional) W l—
Second DNS server (Optional) W l—
Third DNS Server (Optional) IW l—

Lease time 7 infinite
(o I2 days IU hours {Dptional) IU minutes
(_Optional)
Static DHCP Table A Static DHCP |
Ping Check

[ Enable

Check Period I (5-30 seconds)
Check Timeout I (1-10 seconds)
Check Fail Tolerance I (1-10})

' ping Default Gateway 0.0.0.0

o Ping this address | (Domain Mame or IP Address)

OK[ | Cancel |

- messaoe (0T — =

User’s pc network connection will disconnect and get the new IP address from ZyWALL 1050
after applying gel’s new setting.
1.2. Configure the interface to correspond Zone
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Stepl. Switch to ZyWALL 1050 > Configuration > Network > Zone and click the “Edit”
icon to modify the setting.

> ZyWALL 1050 > Configuration = Network = Zone

Configuration

LaM Mo o]
WAN Yes @@
DMZ Yes E@]

Message &

Step2. The default setting of ZyWALL 1050 is having three Zones. User can add more
Zones or modify the Zone’s name if they wish. The main purpose of Zone is to add the
security checking between different interfaces. The default interface for LAN zone is binding
with gel, WAN zone is binding with ge2 and ge3, DMZ zone is binding ge4 and ge5. Thus,
we only need to modify the DMZ zone to bind the ge4 only. This is an optional setting that
won’t affect the whole application.

Click the “Remove” icon to delete ge5 under the DMZ zone.

> ZyWAlLL 1050 > Configuration > Network > Zone > Edit > #3

Group Members

MNarme [praz

¥ Block Intra-zone Traffic
1 IFACE/ges B g
z IFACE/ge5 B
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Step3. Check the interface overview table on the Status page to confirm the settings.

Current Login List:

System Resource Licensed Service Status

f

b Jam - — .

Anti Virus £

Mernory Usage: [ e i i : i

Storge Usage - License Status/Rernaining days: Mot Licensed /0 E

- Onboard Flash: [N ] 0% PSP

Active Sessions: i} - License Status/Rernaining days: Mot Licensed / 0
. IDP

. - License Status/Remaining days: Mot Licensed /0

Content Filter
- License Status/Remaining days: Mot Licensed /0

CPU Usage:

Interface Status Summary
| Expand |
HA Status m IP Addr/Netmask IP Assignment w Renew/fDial

192.168.10.254 :
gel 1a0MAFull nfa LAN SEE 55 260 Static DHCP server n/a

220.123.123.2/
£55,255.255.0

220.123.133.2/
255,255.255.0

192.168.20.254 /
255,255.255.0

ges Down n/a 0.0.0.0 /0.0.0.0 Static n/a
aux Inactive n/a 0.0.0,0 /0,000 Dynamic n/a

gez 1000MAFull n/a W AN Static nia n/a

ges 1000MAFull nsa WAL Static nia n/a

ged 100M/Full nfa CMZ Static DHCP server n/a

1.3. Setup the routing
The routing source and destination address options will auto-grant from address object. The
policy or static route can’t be correctly setup while the corresponding address object is not
configured.

Stepl. Switch to ZyWALL 1050 > Configuration > Objects > Address > Address and we
will find there is one default LAN_SUBNET address object.

= 2yWALL 1050 > Configuration > Objects > Address > Address

Address ~_Address Group |

R T T T

LAN_SUBMET METW ORK 192.168.1.0/24 @

Configuration
|
1

Change the address from 192.168.1.0 to 192.168.10.0 to configure the new LAN IP. The
routing won’t work if user changes the default LAN IP address and forgets to modify the
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LAN_SUBNET.

|, > ZyWALL 1050 > Configuration > Objects = Address = Address > Edit = #1

Marme L_AN_SUEINET
Address Type METWWORK 2_23'_:
Netwark 152 168 100
MNetrnask W

Step.2 ZyWALL 1050 will automatically route the traffic between all connected
interfaces. There is one default policy route form LAN for the traffic outgoing to the network

behind WAN.
Switch to ZyWALL 1050 > Configuration > Policy > Route > Policy Route or Static Route to

check the routing settings.

= ZyWALL 1050 > Configuration = Policy = Route > Policy Route

Policy Route Static Route ]

#{userlschedulelincoming| _Source [Destnation]service| Next-top | SNAT JowN] o]

outgoing-
1 any nane gel LAMN_SUBNET any any  WaN_TRUNK SWESRET g ‘@@EDN

Reset.

|

User can click the “Edit” icon to check the detail settings
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> ZyWALL 1050 = Configuration = Policy = Route = Policy Route = Edit = #1

Configuration
¥ Enable
Description ] {Optional)
Criteria
User any -
Incoming Interface gel VI
Source Address LARM_SUBMNET ||
Destination Address any e
Schedule none vi
Service any | Mew...
Mext-Hop
Tvype
Gateway
Interface
WPN Tunnel
Trunk AN _TRUME 'i %
fddress Translation
Source Metwork Address Translation Ioutgoing-interface vi
Port Triggering e ———— rr—
¥ Ready Cix)

Step4. The PC in ZyWALL 1050 LAN subnet can communicate with the ZyWALL 2
after applying all the routing settings.

C:>ping 220.123.143.18
Pinging 220.123.143.18 with 32 hytes of data:

Reply from 220.123.143.168: bytes=32 time=%ms TIL=252
Reply from 220.123.143_108: hytes=32 time=2m=z TTL=252

Reply from 220.123.143.18: bytes=32 time=2m= TIL=252
Reply from 220.123.143.168: bytes=32 time=3Ims TIL=252

Ping statistics for 220.123.143.18:

Packets: Sent = 4, Received = 4, Lost = B (B2 loss>.
Approximate round trip times in milli—seconds:

Hinimum = Zms,. Maximum = 9ms. Average = 4ms

[

1.4. Setup Device HA (Activate-Passive)
We will configure the Device HA setting on master ZyWALL 1050 first. Then we can connect
the Backup ZyWALL 1050 cables to L3 and L2 switch and then synchronize the configuration
from Master. The Device HA will be ready after this and Backup ZyWALL 1050 will take
over when Master ZyWALL 1050 fails.

Stepl.Switch to ZyWALL 1050 > Configuration > Network > Device HA > VRRP
GROUP and click the “add” icon to add a new VRRP GROUP
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= ZyWALL 1050 = Configuration > Network = Device HA > YRRP GROUP

YRRP Group BTG |

N N T T T R A

Setup the gel (LAN) VRRP group

= ZyWALL 105 sonfiguration > Networ

Basic Setting

¥ Enable

Narme [z master et

VRID fio ™ T1-zs4y

Description IV _WVRRP_LAN {Optional)

VRRP Interface gel ;%*"[

Role & Master © Backup

Priarity I255 ;(range check for backup: 1-254)
] Preermpt

Manage IP I
Manage IP Subnet Mask I

Authentication

# Naone

© Text | |
7 1P AH(MDS) [ | (Authentication key)

Setup the ge2 (WAN1) VRRP group
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= ZyWALL 1050 = Configuration > Network > Device HA = ¥YRRP GROUP > Edit = #1

Basic Setting

¥ Enable
Marme Izw_mast_er_c;e2
VRID |2D (1-254)

Description IM_VRRP_WAN1 {Optianal)
WRRP Interface Ige2 VI
Role % Master © Backup
= Priority I255 (range check for backup: 1-254)
| Preempt =

Manage IP I
Manage IP Subnet Mask I

Authentication

& None
 Text I
1P AH(MDS) | {Authentication key)

 Message
Setup the ge3 (WAN2) VRRP group

= ZyWALL 1050 > Configuration > Network = Device HA > ¥YRRP GROUP > Edit > #1

Basic Setting

¥ Enable
Mame Izw_mas_ter_qu
VRID ISD {1-254)

Description T WRRP N2 (Dptional)
YRRP Interface geld VI

Role & Master & Backup

Priority I255 (range check for backup: 1-254)
] Preempt

Manage IP I
Manage IP Subnet Mask I

Authentication

& None

 Text I
 Ip AH(MDS) | {Authentication key)

 Message
Setup the ge4 (DMZ) VRRP group
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= ZyWALL 1050 > Configuration = Network > Device HA = YRRP GROUP = Edit = #1

Basic Setting
¥ Enable
MNarme Izw_mas{er_qeél
YRID |4D (1-254)
Description |zwi_vrRP_DMZ | (optional)
VRRP Interface Ige4 'vl
Role @ Master © Backup
Priority I255 {range check for backup: 1-254)
™ Preempt =—
Manage IP I |
Manage IP Subnet Mask I
Authentication
& Nane
 Text I—
1P AH{MDS) | {Authentication key)
Oq ! Cancel I

Step2. Connect the PC to Backup ZyWALL 1050 gel and the PC should be dispatched an
IP address from the device. User can login to the Backup ZyWALL 1050 and configure the
Backup Device HA setting. We have to set the gel interface IP setting as Master ZyWALL
1050 gel. Then we can setup the Backup ZyWALL 1050 management IP address in the same

LAN subnet.

145

All contents copyright (c) 2006 ZyXEL Communications Corporation.



ZyXEL ZyWALL 1050 Support Notes

> ZyWALL 1050 = Configuration = Metwork = Interface > Edit = gel

Ethernet Interface Properties

¥ Enable
Interface Mame Ige1

Description I {Optional)
IP Address Assignment

© Get Automatically
& Use Fixed IP Address

— IP Address I192.188.1D.254 e
— Subnet Mask I255.255.255.D |
L Gateway | {Optional) =
Metric ID (0-15) = §
Interface Parameters
Upstream Bandwidth I1D485?5 Khps
Downstream Bandwidth |1D485?5 Khps
MTU |1son Bytes Q
RIP Setting
7 Enable RIP
Direction Bilir _vl
Send Yersion 2 =]
Feceive Version 2 hd il

 vores SR
Step3. PC will get a new IP address after updating the gel interface setting. Login to the
Backup ZyWALL 1050 and switch to ZyWALL 1050 > Configuration > Network > Device
HA > VRRP GROUP. Then click the ”add” icon to add a VRRP group. Between Master and
Backup Role, the difference in settings is the Management IP configuration. The Backup
ZyWALL 1050 will copy all settings from the Master one so we need a management IP to
access and configure the Backup ZyWALL 1050.
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= ZyWALL 1050 > Configuration > Network = Device HA > ¥YRRP GROUP > Edit > #1

Basic Setting
¥ Enable
Marne IW
VYRID fioe Tr-zsa
Description Ty WRRP_LAN | {optional)
VRRP Interface [ee1 =]
Rale  Master @ Backup
Priority W(range check for backup: 1-254)
v Preempt
Manage IP I192.‘188.‘1D.250 |

Manage IF Subnet Mask I255.255.255.0|

Authentication

& None

 Text |
7 IP AH(MDS) | {Authentication key)

ok | Cancel |

L ricssans &
Step4. Unplug the PC cable from Backup ZyWALL 1050 gel and plug it back to L2
switch LAN segment. Connect all the cables from L2 and L3 switches to the Backup
ZyWALL 1050 as on the network topology diagram shown on the index page. Login to
Backup ZyWALL 1050 via management IP. Now we can synchronize the configuration from
the Master to the Backup.
Switch to ZyWALL 1050 > Configuration > Network > Device HA > Synchronize and enter
the Master ZyWALL 1050 admin account password..Input the LAN IP address of the Master
ZyWALL 1050 in the “Synchronize from” option and set the auto synchronize interval. Then
click the “Apply” button to save the configuration.

= ZyWALL 1050 = Configuration = Network > Device HA = Synchronize

Authentication

Synchranize from |'192.188_.1D.254 ({IF or FQDN) an port |2'1 - Sync. Mow |

1 Password Iu"

Interval |5 minutes (1-1440)

Step5. Switch to “Synchronize” page again and click the “Sync. NOW” button to
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synchronize the configuration from the Master to the Backup.

Note: Don’t check the “Auto Synchronize” since there is a bug related.

= ZyWALL 1050 > Configuration > Network > Device HA > Synchronize

Authentication
Password i_"" |
Synchronize from | | (IP or FODMN) on port 521 | [ SN, Mo ]
[Jaute Synchronize
Interval I | minutes (1-1440)}
[.&pply J [Rese’f ]

%
Sync process in action
t Internet .. [0 [l B4

Rendering...

Sync successful notification window
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ZyXEL

sfully- at
details

Switch to ZyWALL 1050 > Maintenance > Logs > View Log to check the log record.

> ZyWALL 1050 = Maintenance > Logs > Yiew Log

Logs

Show Fitter |
Display IAII Logs VI Email Log Mo Refresh Clear Log

|»

Total logging entries: 143 ISD VI entries per page Page 1/5 [ERjE|
—_—

Device HA syncing from

1 ﬂ,ﬂfs',oés'zs notice  Device HA 192.168.10.254 Device HA
s Successfully
> 2006-01-25 Totioe Policy Policy-route rule 1 was CONFIG
11:48:38 Route modified. CHANGE
3 2006-01-25 rstice Faolicy Policy-route rule 1 was CONFIG
11:45:38 Route appended. CHANGE
2006-01-25 . . Firewall global rule 6 was CONFIG
4 11am38 rgtice  Firewsll L Cified: CHANGE
2006-01-25 : 2 Firewall global rule 5 was CONFIG
5 Ii4mas notiee  Firewall o ified, CHANGE
2006-01-25 . . Firewall global rule 4 was CONFIG
5 114838 rgtice  Firewsll L Cified: CHANGE
2006-01-25 : 2 Firewall global rule 3 was CONFIG
7 11i4m38 notiee  Firewall o ified, CHANGE
2006-01-25 . . Firewall global rule 2 was CONFIG
¥ 114838 rstice  Firewsll o Cifed: CHANGE
2006-01-25 : 2 Firewall global rule 1 was CONFIG
® Ii4mas notiee  Firewall o ified, CHANGE
DHCP Server executed
L 2006-01-25 . H-E 3 DHCP hd

Step6. Check the system status page. You will see that the Master ZyWALL 1050’s
configuration has been synchronized to Backup ZyWALL 1050 and we can continue to setup
the rest three VRRP group.

Setup the ge2 (WAN1) VRRP group
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= ZyWALL 1050 > Configuration > Network > Device HA > ¥RRP GROUP > Edit > #1

Basic Setting

¥ Enable
Mame Izw__backupjﬂ
VRID |2D {1-254)

Description T WRREP_ MR {Optional)
YRRP Interface ge2 VI

Role € Master Backup

Priarity 100 (range check for backup: 1-254)
[ Preempt

Manage IP I220.1 231233
Manage IP Subnet Mask I255.255.255.0|

Authentication

& None

" Text I
1P AH(MDS) | {Authentication key)

- Message

Setup the ge3 (WAN2) VRRP group

= ZyWALL 1050 > Configuration > Network > Device HA > ¥YRREP GROUP > Edit > #1

Basic Setting

¥ Enable

Mame Izw_backupjeS
VRID ISD (1-254)

Description DWW RRP_WAN2 | (Optional)
VRRP Interface gel '[

Raole  Master % Backup

Priority I1UU ({range check for backup: 1-254)
Cd Preermpt

Manage IP |22D.123.1 333 |
Manage IP Subnet Mask I255.255.255.D |

Authentication

@ None
© Text | |
1P AH(MDS) | {Authentication key)

K ! Cancel |

© Message
Setup the ge4 (DMZ) VRRP group
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= ZyWALL 1050 > Configuration > Network = Device HA > ¥YRRP GROUP > Edit > #1

Basic Setting

¥ Enable

Mame IW

VRID fso ™ T1-zsa

Description Ty WRRP_DMZI | {Optional)

VRRP Interface [oet =]

Role  Master ™ Backup
p— Priority I1UU {range check for backup: 1-254)
—— ¥ Preempt

Manage IP W

Manage IP Subnet Mask I255.255.255.D| .=

Authentication

& Nane
© Text |
1P AH(MDS) | {Authentication key)

- message (YT E——
After these steps, the Device HA configuration is done.

1.7.2 VPN HA

The VPN HA can ensure the availability of VPN demanded. A redundant remote gateway
option is added to achieve the goal of availability. It means the device will try connecting to
the redundant gateway if the connection to the primary remote gateway is unreachable.

Stepl. Setup the VPN at Master ZyWALL 1050
Switch to ZyWALL 1050 > Configuration > Network > IPSec VPN > VPN Gateway and click
the “Add” icon to add a VPN gateway.
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> ZyWALL 1050 = Configuration = Network = IPSec YPN = ¥PN Gateway

¥PH Connection 'U'PN Gateway 54 Monitor |

Configuration

Step2. Setup the VPN Gateway. The ZyWALL 2 VPN parameter configuration has to
match the setting shown here. As My Address, we use Domain Name 0.0.0.0 defining a
dynamic source as this VPN gateway will be accepting the traffic from ge2 (WAN1) and ge3
(WAN2).

! = ZyWALL 1050 = Configuration > Network > IPSec ¥PN = ¥PN Gateway > Edit > #1

¥YPN Gateway

VPN Gateway Marme

IKE Phase 1

Megotiation Mode Main

Proposal
Authentication
1

Joes =] |mos =] o}
Key Group |DH1 5?!‘}
=4 Life Time (Seconds) |884DD <180 - 3000000

T MAT Traversal
¥ Dead Peer Detection (DPD)

Property

My Address
 Interface I :jr;l
@ Darnain Narne |DDDD
Secure Gateway Address 1. |22D1231431D
2, [oono

Authentication Method

¥ pre-Shared Key 12345678
 Certificate ﬁ.} (See My Certificates)

DRS h‘i I

Setup the DNS ”ZyWALL 1050” and “ZyWALL 2”as Local and Peer ID type.
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= ZyWALL 1050 > Configuration > Network = IPSec ¥YPN > ¥PN Gateway > Edit > #1

Property
My Address
@ Interface [262 =] Static -- 220.125.123.2/255.255.255.0 ‘
© Darnain Name | -
Secure Gateway Address 1. |D.D.D.D
2.[poon s
-

— Authentication Method

@ pre-Shared Key 12343678 |
© Certificate 'ﬁi (See My Certificates)
Local ID Type m

Content zyvall 050

Peer ID Type w

Content zyvall2

Extended Authentication

[T Enable Extended Authentication

& Server Mode
' Client Mode

User Mame I

Password I

Message e

Step3. We have to add the local and remote address policy in the address object first.
Then we can configure these address objects in VPN connection settings. We will use the LAN
subnet and the DMZ subnet as a VPN local policy and we also need to add the address object
for a remote subnet.

Switch to ZyWALL 1050 > Configuration > Objects > Address > Address and we will find the
LAN subnet already setup and we need to click the “Add” icon to add one more address
object.

= ZyWALL 1050 = Configuration > Objects > Address > Address

Configuration

I S S
£l

LAN_SUBMET METW ORK 192.165.10.0/24
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Set the range to 192.168.10.0 ~ 192.168.20.255 including LAN and DMZ subnets as
‘RANGE’ address objects.

> TyWALL 1050 Canfiguration Objects Address Address Edit 1

Hame FanGE
addrazs Type RANGE L
Saarting [P Address 182168100
End IF Address 1582168 20 255

[o]  [comeel]

Set the 192.168.1.0 subnet as the remote address object.

> ZyWALL 1050 > Configuration > Objects = Address = Address = Edit = #1

Marme VPN_REMOTE__SUEINET
Address Type _NETWORK_Z'X-[
Metwork 192.168.1.0

Metmask I255.255.255.U

Get back to the overview of the address object page. You can see that three address object R
and VPN REMOTE has already been set up.

= 2¥yWALL 1050 = Configuration = Objects = Address = Address

Address Group |

Configuration
il LAN SURNET METUORK, 192 158.10.0/24 E W
2 YPN_REMOTE_SUBNET METWORK 192.168.1.0/24 B W
3 DMz _SUBNET HETWURE T9 16020072 @9‘@‘
4 CMZ_RADIUS HOST 192.168.20,200 B W
5 LAMN_192_ 163 METWIOR K 192.165.0.0/16 B W
192,168.10.0-
3 RANGE RANGE ey s B
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> ZyWALL 1050 = Configuration = Objects = Address > Address

Configuration

I T S S S
1 LAN_SUBMET MNETW ORK 192.168.10.0/24
2 VPMN_REMOTE_SUBMET MNETW ORK 192.168.1.0/24 g ﬁ
3 DMZ_SUBMET MNETW ORK 192.168.20.0/24 g i =

Step4. Setup the VPN connection.
Setup the VPN connection for RANGE (LAN and DMZ) subnet access.

= FyWALL 1050 Configuration Metwork IPSec Wibh WP Connection Edit Fi

¥PX Connection
Connecton Name (CBNT_LAN,_DMI|

VPN Galeway

Karne Iyate v | AodWew VPN Gaewsy |
0.0.00 CeBIT_LAN/CeBIT_DMZ
Phase 2
Active Protocal EsP =
Encapsulation Tl.rnel -
Propes 5]~ encrption | whormication | |
1 = [sHat = a
S Life Time (Sacands) [es400  [f180 - 3000000}
Parfact Formard Secrecy (PF3) s |
Palicy
Local polscy
RANGE, 192.168.10.0 - 192,168.20,255
WS _REMOTE _SILIBNET
Remate policy =

METWORK, 152.168.1.0/24

Step5. Policy route for VPN traffic routing.
We have to setup the policy route for the VPN traffic routing to LAN and DMZ.
Switch to ZyWALL 1050 > Configuration > Policy > Route > Policy Route and add the policy
route for the VPN traffic to LAN and DMZ.
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= ZyWALL 1050 = Configuration = Policy = Route

Enable

Description
Criteria

User

Destination
Schedule

Service

MNext-Hop

Type
Gateway
Interface
VPN Tunnel
Trunk

Bandwidth Shaping

| Message |

Configuration

Incoming Interface

Source Address

= Policy Route > Edit = #2

[vPh_rousting_La | toptianaly

.an\;
gel v |

AN SUBNET >

YPM_REMOTE_SUBMET %

—
<]

v

S

Address

| none
|

Lany

[wer Tunmel v |

Step6. Connect the PC to ZyWALL 2 Plus and set the VPN settings.
In this step, we have to configure two VPN policies for remote ZyWALL 1050 LAN subnet

and DMZ subnet.

Login ZyWALL 2 Plus and switch to the VPN configuration page.

Fill in the WAN IP in My Address field and put remote 1050 WAN1 and WANZ2 IP as Primary
and Redundant remote Gateway. Activate the “Fail back to Primary Remote Gateway when

possible” option a
Setup the DNS do

nd set the checking interval.
main name “ZyWALL 2”and “ZyWALL 1050” as Local and Peer ID type.

Click Apply to save the configuration.
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VPN - GATEWAY POLICY - EDIT

Property

Gateway Policy Information

Authentication Key

)
e

22012314310
Mone v BESget

2201231232

2201231332

123456759

guto_generated_self_signed_cert B

yweall2

Tyweall1 050

Click the Add icon to edit the VPN Network Policy. Setup the VPN policy for local LAN
subnet (192.168.1.0/24) and Remote address type set to “Range Address” and IP is from
192.168.10.0 to 192.168.20.255. Click Apply to save the configuration.

Gateway Policy Information

Local Network

€T Address T

Remote Network

’3:.

IPSec Proposal

VPN - NETWORK POLICY - EDIT

|
i)

vl 0S0WPR

1] '

Subnet Address a

168 .

b=

235 . 255 . 285 . 0

Range Address E

18 . 10 . O
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We will see the new VPN tunnel listed on the VPN status page after configuring the VPN
tunnel.

¥PN Rules (IKE) | ¥PN Rules {Manual) SA Monitor Global Setting

Local
MNetwork

Internet Remote

VPN Tuarinel m Network

¥PM Rules 5
LS ios0 E0220,123.143.10 Cap220123.123.2 EL] f%?
192.168.1.0 / 192.168.10.0 -
ARy £ 255,255,255.,0 192 ,168.20,255 o & i QT

Ping the remote subnet to trigger the VPN tunnel.

C:~>ping 192.168.18.254
Pinging 192_168_.18.254 with 32 bytes of data:

Reguest timed out.
Reply from 122.168.10.254: bytes=32 time=4ms

Reply from 122.168.18.254: bytes=32 time=4ms
Reply from 122_168_.18_254: bytes=32 time=4ms

Ping statistics for 192_168.18_.254:

Packets: Sent = 4, Received = 3. Lost = 1 (252 loss).
Approximate round trip times in milli—-seconds:

Minimum = 4ms, Maximum = 4ms,. Average = 4ms

User can unplug the WAN1 connection cable and test the VPN HA functionality now!
Supposedly the VPN connection will switch to WAN2 connection in several seconds.

158
All contents copyright (¢) 2006 ZyXEL Communications Corporation.



ZyXEL ZyWALL 1050 Support Notes

1.8 VoIP over VPN

—— e Igrarﬁh Office, _
| ZyWALL can -
; seamlessly work with I -
.MolPtraffic— o
|

~ VoIP calls can be | |!7

protected by VPN I
.._deplovment to provide . |

,.
l
l
l
l
l
L

The VoIP line deployment between different offices is more and more popular. This
application can help enterprise to reduce the operation cost especially saving on long distance
communication fee. The security issues also rise due to the VoIP public network transmission
character. The common VoIP Security issues like call hijacking, identity theft and denial of
service. Thus ZyWALL 1050 can protect the VoIP line security by employing advanced VPN
technology.

=  What’s the benefit of using ZyWALL to protect converged network?
+ Prevent from call hijacking (VolP over VPN)
+ Prevent from identity theft (VolIP over VPN)
+ Mitigate impact of denial of service

We use a simple topology to illustrate and show how ZyWALL 1050 can protect the VOIP line
step by step in the following notes.
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Fix VoIP Line Application
P2002 P2002 I

|~ _
1 1P:192.168.22.35 |

I

IP: 192.168.10.37 |
SIP Number: 880

I

I

SIP Number: 850 I
\_1 I

ZyWALL70 I
E am mAEER I I

-

|-
[ \ﬁ
| \ZVWALL 1050

E [ TTT TR 1
| waN: 179.25.3.24 I WAN: 220.123.97.7

Internet : '
I LAN: 192.168.10.0/24 I LAN: 192.168.22.0/24 I

We used two VoIP ATA (ZyXEL P2002 series) connected to office gateway. Each of the VoIP
ATA has a SIP number for remote ATA dialing. This kind of application is called Fix VoIP Line
application. User only needs to install and configure VolIP ATA device and doesn’t need to
register with an external SIP server. We will use VPN tunnel for VoIP traffic transmission to
ensure the VOIP security.

VolP ATA P2002 Configuration:
The default management IP for P2002 is 192.168.5.1. Login to the P2002 GUI and switch to
the Ethernet menu. Set the Ethernet IP setting to “Get IP address Automatically”.
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ZyXEL

CONFIGURATION

SYSTEM

ETHERNET Ethernet  Mgnt Port

vVoIP

PHONE

PHONEBOOK Ethernet TCP/IP Settings

LOGS =) GetIP Address Automatically I
MAINTENANCE @ W tibeed] [P acliiees IP Address

Subnet Mask

LOGOUT

[[] Use PPPoE Client
Name

Status: Ready

Default Gateway
Primary DNS
Secondary DNS

PPPoE User

Password

newe (7) B8

Switch to the Maintenance menu and check what IP address was granted from ZyWALL 1050.

ZyXEL

CONFIGURATION

SYSTEM

ETHERNET Status FW Upload | Configuration
VoIP

PHONE

PHONEBOOK System Name :

LOGS

Model Name : Prestige 2002
MAINTENANCE
Routing Protocols : IP

LOGOUT
Ethernet Port:

IP Address : 192.168.10.37
IP Subnet Mask : 255.255.255.0

Mgnt Port

IP Address : 192.168.5.1
IP Subnet Mask : 255.255.255.0

VolP status :

SIP1
SIP Registration Status : Not Register

Used Port : 5060/UDP
SIP2

SIP Registration Status : Not Register
Used Port : 5060/UDP

Status: Ready

Restart

ZyNOS Firmware Version: V3.60(MD.3)_1025 | 10/25/2005

HELP

Connect to the other P2002 GUI and repeat the same steps to find out the IP address.
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ZyXEL

ADVANCED
SYSTEM
ETHERNET Status FW Upload = Configuration Restart
VOIP
PHONE
PHONEBOOK System Name : P2002
LOGS
Model Name : Prestige 2002
MAINTENANCE ZyNOS Firmware Version: V3.60{MD.4)_0516 | 05/16,/2006
Routing Protocols : IP

LOGOUT
Ethernet Port:

IP Address : 192.168.22.35
IP Subnet Mask : 255.255.255.0

Mgnt Port

IP Address : 192.168.1.2
IP Subnet Mask : 255.255.255.0

VolP status :

SIP1

SIP Registration Status : Not Register

Used Port : 5060/UDP
SIP2

SIP Registration Status : Not Register

Used Port : 5060/UDP

1. Setup the SIP Number in the Branch Office.

ZyXEL 0] "
ADVANCED
SYSTEM
ETHERNET VoIP QoS
VOoIP
PHONE SIP Account ;| SIPT v
PHON
MAINTENANCE SIP Settings
EEEITT SIP Number | 50 |
SIP Local Port A0B0 (1025-65535)
SIP Server Address 127.00.1
SIP Server Port A0R0 (1-66538)
REGISTER Server Address 127.00.1
REGISTER Server Port 5080 (1-65538)
SIP Service Domain 127.00.1

Authentication

Authentication User-1D 880
Authentication Password [I1]
Caller 1D
Sending Caller ID 3

2. Setup the SIP Number in the Main Office.
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ZyXEL

CONFIGURATION
SYSTEM
ETHERNET
VoIP
PHONE
PHONEBOOK
LOGS

MAINTENANCE

LOGOUT

3. Setup the Branch Office SIP number and the IP address in the Main Office’s P2002’s
PHONEBOOK menu. Fill in the SIP number and the IP address for the branch office VolP

VolP QoS
SIP Account :| SIF1 v
SIP Settings
I SIP Number 8a0 I
SIP Local Port 5060 (1024-65535)
SIP Server Address 127.0.01
SIP Server Port 5060 (1024-65535)
REGISTER Server Address 127.0.01
REGISTER Server Port 5060 (1024-65535)
SIP Service Domain 127.0.01
Authentication
Authentication User-1D gal

Authentication Password
Caller 1D

Sending Caller ID

ATA and then click the Add button to add this record in the Speed Dial Phone Book.

ZyXEL

CONFIGURATION
SYSTEM
ETHERNET
VoIpP
PHONE
PHONEBOOK
LOGS

MAINTENANCE

LOGOUT

4. Setup the Main Office SIP number and the IP address in the Branch Office’s P2002’s

Speed Dial

Add New Entry

Speed )
Dial SIP Number Name: Type
) Use Proxy
#01 (v} {520 BranchOffice () Non-Proxy (Use IP or URL) _
192.168.22.35
Speed Dial Phone Book
Speed Dial SIP Number Name: Destination
——

HE

PHONEBOOK menu. The remote office SIP info will show up in Speed Dial Phone Book
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after adding this record.

ZyXEL

ADVANCED
SYSTEM
ETHERNET Speed Dial Call Forward

voIp
PHONE Add New Entry
PHONEBOOK
LOGS

SB?:I(I SIP Number Name: Type

MAINTENANCE
(%) Use Proxy

LoGouT [#01 vl I Ilo Non-Proxy {Use IP or URL)

Speed Dial Phone Book

Speed Dial | SIP Number Name: Destination
l #01 850 2002 192.168.10.37 [ Delete | J
: ————

We have finished the configuration of VolIP ATA on both sites and we can move to the next
section, to setup the security gateway on both sites.

Main Office ZyWALL 1050 Configuration:
1. Login to the ZyWALL 1050 Web GUI and setup the ZyWALL 1050 WAN and LAN
interface as shown on the previous topology diagram.

= ZyWALL 1050 = Configuration = Network = Interface = Ethernet

Ethernet

Configuration

—— —
# Name Mask
1 gel STATIC -- 192,168.10.1 255.255.255.0 g
2 ge2 STATIC -- 179,25.3.24 255.255.00 G
3 ged DHCP -- 0,0,0.0 0.0,0.0 o &
4 ged STATIC -- 0,0.0.0 0.0.0.0 o &
5 ges STATIC -- 0,0.0.0 0.0,0.0 O T

2. Setup the remote subnet address object for the subnet behind the remote office
ZyWALLT70.
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> ZyWALL 1050 = Configuration = Objects = Address = Address

Address Group

Configuration

T T T
1

LAMN_SUBMET

SLUBMET 192.168.10.0/24 gf'@'

| = 2w TOMPH_LAN

SUBMET | 192.168.22.0/24 W

3. Setup the VPN tunnel to force the VoIP traffic going through the VPN tunnel to Branch
Office. Switch to ZyWALL 1050 > Configuration > Network > IPSec VPN > VPN
Gateway and add a new VPN gateway rule.

= ZyWALL 1050 > Configuration > Network > IPSec ¥YPN = ¥YPN Gateway > Edit = #1

YPH Gateway
VPN Gateway Mame
IKE Phase 1

Megotiation Mode
Proposal

Key Group

S0 Life Time (Seconds)

[ WAT Traversal

Dead Peer Detection (DPD)

Property

My Address
@ Interface

ODomﬁn Marmne

|ZW?D

hdain hd

# Encryption Authentication
&
DH1

S6400 =180 - 3000000=

-~

Static -- 179,25.3,24/255.255.0.0

I Secure Gateway Address

1.|22012387 7 | I

Authentication Method

@ pre-shared Key
O Certificate

2.|0.000 |

123458783 |

(See My Certificates)
S

4. Switch to ZyWALL 1050 > Configuration > Network > IPSec VPN > VPN Connection
and add a new VPN connection. The local and remote policy are the Address objects
LAN_SUBNET and zw70VPN_LAN.
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= Z2¥WALL 1050 > Configuration > Network > IPSec ¥PMN = ¥PN Connection > Edit > #1

¥PN Connection
Connection Mame
¥PMN Gateway

Marne

Phase 2

Active Protocal

Encapsulation
Proposal

S4 Life Time {Seconds)
Perfect Forward Secrecy (PFS)

Policy

[]Falicy Enfarcement

E

[zw70 v | [ et Mewr P Gatewray
gez zw7OVPN

ESP »

Tunnel A

Encryption Authentication
1 DES b SHaT % i}

SE400 (150 - 3000000)

none %

Local policy

Remote policy

LAM_SUBMET % | SUBMET, 192.168.10.0/24

o TOVPR_LAM % | SUBNET, 192.168,22.0/24

Property

[ HMailed-Up

5. Switch to ZyWALL 1050 > Configuration > Policy > Route > Policy Route to add a policy
route for routing the local subnet traffic to the remote branch office subnet via the tunnel -

zZw70VPN.

= ZyWALL 1050 > Configuration > Policy = Route = Policy Route > Edit = #1

Configuration

Enable

Description
Criteria

User

Incoming

| |(Optiona|)

any “

Interface / any [W]

Source Address

Destination Address

LAM_SUBMET
T TOWPR_LAN »

Schedule

Service
MNext-Hop

Type
Gateway
Interface
VPN Tunnel
Trunk

Bandwidth Shaping

Maximurn Bandwidth

none % |

any v|[New... ]

I WPM Tunnel I

[ [zwroven v |

0 Kbps
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6. We have finished the VPN connection and routing configuration. Now we can start to
setup the security checking rule over this VPN tunnel. Switch to ZyWALL 1050 >
Configuration > Network > Zone and add a new Zone for VPN.

I = ZyWALL 1050 > Configuration > Network = Zone > Edit > #1

Group Members

Mame [ [
[ Block Intra-zone Traffic
1 IFACE/aux 8
GoTo: Page1/1 EB I3

Please select one Member.

7. First, we can configure the firewall rule to prevent the unauthorized access from other
zones and we also can add more granular access control rules. Criteria can be different
USEers, Sources or services.

= ZyWALL 1050 = Configuration = Policy = Firewall

Global Setting

1. Enable Firewall

[ allow asymmetrical Route

[] Maximum session per Host |:|(1-8192)

Firewall rule

() Through-ZywaLL rules
() Zaone Pairs
O All rules

() To-ZyWALL rules

O Lan
O wan
O pmz

3.
)
[+ rrioicy] scheais | user | source Joestination] service [nccess] Loo |
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8. We also can use IDP to detect and intercept the intrusion in the VPN tunnel. Switch to
ZyWALL 1050 > Configuration > Policy > IDP and follow the steps shown on the diagram
below to add the IDP protection to the VPN zone.

= ZyWAlLlL 1050 > Configuration = Policy = IDP > General

m Profile Custony Signatures Update
General Setup
1.
Enable IDP

Bindings
LAN Lam_1orE @
AN none @
DMZ DMZz_IDPE @

5.

VPN non@

3
DMZ_IDP LAN_IDP none

]
|

9. We have finished the VPN tunnel configuration and security policy enforcement over the
VPN tunnel. The VoIP traffic transmitted via the VPN tunnel is well protected now.

CLI commands for IDP activation and Profile binding:
[O] idp activate

[1] 1dp zone LAN activate

[2] no 1dp zone WAN activate

[3] 1dp zone DMZ activate

[4] 1dp bind VPN profile LAN_IDP

[5] i1dp zone VPN activate

[6] show i1dp bindings

[7] show i1dp profiles

[8] show service-register status idp
[9] show idp activation

Branch Office ZyWALL70 Configuration:

1. Login to the ZyWALL70 Web GUI and setup the ZyWALL70 WAN and LAN interface as
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shown in the previous topology diagram.

Metwork Status

Show Statistics
—_—

2. Configure the VPN tunnel for connecting with ZyWALL 1050.

v

VPN

¥PN Rules {Manual) SA Monitor Global Setting

¥YPN Rules

Internet
VEN Tunnel

We can start to enjoy the VoIP Phone Line convenience and cost saving without security

issues after the VPN connection and security policy enforcement have been deployed in the
network environment.
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2. Security Policy Enforcement

What is a security policy?

Security policy, in the context of information security, defines an individual or an object’s
access privilege to information assets which are very important for the company. If the
security policy is not considered and deployed well, the impact on the company will be
massive. We can say that it is a mandatory process to protect the information assets.

For example, ZyCompany doesn’t want their guests or vendors to be able to access their
internal network but allows them to access Internet in case they have to get some information
from outside, i.e. access their company’s email. Therefore, ZyCompany defines a security
policy - outsider can use ‘guest/guest1234°to access Internet through wireless access, but it is
forbidden for them to access company’s Internal resource, like talk to LAN PC, access the
DMZ servers, or access the branch office’s data through VPN’s environment.

What your business can benefit from deployment of security policy?
Deploy security policy well can not only protect company information assets, but also

increase overall productivity, mitigate the impact of malicious application or misuse, and
support regulatory compliance.

2.1 Managing IM/P2P Applications

2.1.1 Why bother with managing IM/P2P applications?

Because some virus/exploits which may cause security breaches are transmitted via
IM/P2P applications, managing IM/P2P application well can mitigate security breaches.
Besides, restricting access to IM/P2P applications can help employees focusing on his/her job
to increase productivity and reduce misuse of network resources, e.g. bandwidth.
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2.1.2 What does ZyWALL 1050 provide for managing IM/P2P applications?

ZyWALL provides best solution to solve the rigidity of the “all-or-nothing” approach and can
meet customer’s expectation.

1. Application patrol: it can “recognize” IM/P2P applications and IT administrators can
leverage it to restrict access to IM/P2P applications

2. Access granularity: combined with access granularity, IT admin can enforce flexible policy
against IM/P2P applications.

ZyWALL 1050’s access granularity for controlling hazardous IM/P2P applications:
® By User/Group
® By Time of access
® By Bandwidth
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2.1.3 Configuration Example

IDF inspection . For Employes
: ' P2P - Block

Rate-limit
Bandwidth
Usage

For Manager
ity \

Here we show you an example. ZyCompany has rule to define some employees who cannot
use P2P/IM at all while some employees are also not allowed to use P2P, but they can use IM
after work during 18:00 ~ 22:00 and the max bandwidth could be used is 100k. For managers,
company’s policy allows them to use IM and P2P applications all the time but max bandwidth
for them is still controlled not to get over 200k. Besides, traffic will be inspected by IDP and
be monitored by bandwidth usage to prevent security threats from Internet through the
applications.

We are going to complete following setting.

Create user/group object

Create schedule object

Configure layer 7 application control -- App Patrol
Configure Policy Route

Configure IDP

o DD
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Step by step configuration of ZW1050 is as follows:

Stepl. Create user/group object
1. We are going to create several users for different groups.

user group P2P access IM access Time for access Bandwidth
Victor Manager ok ok IM+P2P(all the time) IM+P2P <=200k
Peter Engineerl X X N/A N/A

John Engineer2 X ok IM-(18:00 ~ 22:00) IM <=100K

2. Go to menu Configuration > User/Group > User tab, add user “Victor’ as following figure.

Configuration Click *+’ to add new user
—
IE3 User Name i)
1 admin Adrninistration account
2 ldap-users External LDAP Users
3 radius-users External RADIUS Users E

User Configuration

User Marme i‘v’iu:tor
User Type ILlser vl
W Password I----"
Retype I“-“-
Description ILcu:aI l=er
Lease Time i144D (0-1440 minutes, 0 is unlimited)
Reauthentication Time i144U {0-1440 minutes, 0 is unlimited)
ﬂl Cancel I

Corresponding CLI commands for your reference

[0] username Victor password 1234 user-type user
[1] username Victor description Local User

[2] username Victor logon-lease-time 1440

[3] username Victor logon-re-auth-time 1440

3. Switch to the Group tab, create group ‘Manager’ and add member “Victor’ to it on the

following figure.
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Configuration

Marme IManager

Description IManager oroLp

Page 1/2 AN . e e e e

Groupfextend
- User/John
Liserf/Peter
Userf¥ictor

Userja

4. Then press ‘OK’ button to complete the group creation.

Configuration

Narne IManager
Description IManager group {Optional)
1 User/ictor & oy

Corresponding CLI commands for your reference
[0] groupname Manager

[1] description Manager group

[2] user Victor

[3] exit

5. Create two more group ‘Engineerl’ and Engineer2’ to and add “Peter’ and ‘John’ in
similarly.

Step2. Create schedule object
1. Go to menu Object > Schedule, click the “+” from the Recurring schedule to create a new

schedule as following figures.
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One Time
Recurring

= ZyWALL 1050 = Configuration = Object = Schedule = Recurring_1

Configuration

Mame IIM_fDr_Engineer2
Day Time
pay | tour | minute |
Start I I I |18 IDD
Stop I I I |22 IDD
Weekly
Week Days = Monday I~ Tuesday I wednesday [ Thursday = Friday - Saturday

|} Sunday

Ok I Cancel I

® Corresponding CLI commands for your reference
[0] schedule-object IM_for_Engineer2 18:00 22:00 mon tue wed thu
fri

Step3. Configuration in L7 application control -- App Patrol

1. Go to menu Configuration > Policy > APP. Patrol

2. Enable the application patrol.

3. Choose the application to define further setting. In Instant Messenger and Peer-to-Peer
category, there are several applications allowed to be configured. We take ‘“MSN’ for
example. Click the modify icon to get to the further configuration.
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= ZyWALL 1050 = Configuration = Policy = Application Patrol = Configuration

Configuration __Other Protocol |

General Setup

Cp Enable Application Patrnl)

General Protocols

_ Service. Classify Ei'n'n:'i"i / kbps Log Modify

1 ftp forward portless drop no no @. @?

= 2 smitp forward portless drop no no @g
l 3 pop3 forward portless drop no no @. @9’

4 irc forward paortless drop no no %&@?

5 http drop portless forward no no @. Ed

Instant Messenger

1 msn no no

forward portless drop
z anl-icq forward portless drop no no
3 vahoo forward paortless drop no no
4 qq forward portless drop no no

4. Enable the service
5. Choose the classification ‘Port-less’ to enable layer 7 packet inspection.
6. Choose access ‘Drop’, then the action in the exception policy will change to ‘Forward’

automatically.
7. Click *+’ to add two exception rules for 2 groups, Engineer2 and Manager, as on the figure
shown below.
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Service
¥ Enable Service
service Identification

Nare Mmsn
Classification ¥ part-less " Port-base

Default Policy

hccess Drop - I
Log no -

[ Enable Bandwidth Shaping |1 kbps

Exception Policy

Allow Port

Action: Forward

Schedule ' | Destination

1 |m_for_Engineer2 v [Engineerz =] |LAN_SUBNET = Jany

2 Inane j IManager j ILAN_SUEINET j Iany LI Ina ;I T BN
-

Corresponding CLI commands for your reference
[0] app msn drop exception forward
[1] no app msn log

[2] app msn activate

[3] app msn mode portless

[4] no app msn bwm

[5] app msn bandwidth 1

[6] app msn exception 1

[7] schedule IM_for_Engineer2
[8] user Engineer2

[9] source LAN_SUBNET

[10] no destination

[11] no log

[12] exit

[13] app msn exception 2

[14] no schedule

[15] user Manager

[16] source LAN_SUBNET

[17] no destination

[18] no log

[19] exit

Step4. Configuration of the Policy Route

1. Got to menu Configuration > Policy > Route
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2. Create a new policy route rule by clicking the ‘+” icon. Fill out the settings as on the figure
shown below.
3. Note that:
We choose user the group ‘Engineer2’.
Source is a LAN subnet
Schedule is what we just created and named ‘IM_for_Engineer2’
From Next-Hop, choose “Trunk’ and choose “WAN_Trunk’ from the Trunk field.
Enter the maximum bandwidth 100Kbps.
4. Press the OK button to complete the setting.

Configuration

¥ Enable %

Description !IM_access_b\,f_EngineerZ {Optional)
Criteria

User !Engineer2 vI

Incoming Interface / any  <hange... I

Source Address LAN_SUBNET |

Destination Address any j

Schedule IM_far_Engineer2;I

Service Iany ;I Mg .. |
Next-Hop

Type Trunk vl

Gateway DMZ_RADIIS vl

Interface el vl

VPN Tunnel CeBIT_DMZ vl

Trunk VAR _TRUMNK Vl

Address Translation

Source Metwork Address Translation Mo |

Bandwidth Shaping

Maximum Bandwidth I1DD| Kbps
Bandwidth Priority !1 (1-1024, 1 is highest priority)
QI | Cancel |

Corresponding CLI commands for your reference

[O] policy 1

[1] no deactivate

[2] description IM_access by Engineer2
[3] user Engineer2

[4] no interface
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[5] no tunnel

[6] source LAN_SUBNET

[7] destination any

[8] schedule IM_for_ Engineer2
[9] service any

[10] next-hop trunk WAN_TRUNK
[11] no snat

[12] bandwidth 100 priority 1
[13] exit

6. Then create another policy route rule for the group ‘Manager’. You will get the result as
below after both rules are done.

Policy Route

1 Engineerz IM_for_Engineerz any LAM_SUBMNET any any  WAN_TRUMNK  none 100 @ @ﬁ il BN
2 Manager none any LAM_SUBMNET any any  WAN_TRUNK  none Z00 @g@'ph‘

Step5. Configuration of the IDP

1. First of all, make sure that you’ve registered and enabled IDP function from the GUI menu
Registration.

2. Then create an IDP profile by going to the menu Policy > IDP > Profile tab > Packet
inspection tab.

3. Name itas ‘IM_P2P’ and enable IM and P2P from application list.
Click Ok button then.
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General .Ein Custom Signatures [ Update |

Packet Inspection Traffic Anomaly Protocol Anomaly

MNarne IM_P2P Swvitch to ouery wisw |

Signature Group

Service » hi:-i_:_i_u_ati‘nn ' Log m

@ wes_PHP @ g =] [rone =l
@ WEB_MISC @  [orignal setting »| [none =l
P B N N P LN e P eV A P G e Ve P e T Vo Ve P e dh ot
(@rzr e Iog | [reiectboth =
@ oraCLE @ g =] [rore =]
P T T W NP e N e B T NPV e T il i il
@IMAP @ ||:urignal setting;l |n0ne ;l
(@m G Iogy ] [reiectboth =
@ 1cmp @ IDrignaI seﬁingll |none ;l
E e @ IDrignaI seﬁingj |none ;l
@ FINGER @ g =] [rore =]
® DNz @ IDrignaI seﬁingll |none ;l

5. Back to IDP > General, choose the IDP profile we just created for WAN zone as on the
figure below.
6. Enable it and click Apply button then.
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ﬁ Profile [ Custom Signatures

Update

General Setup
¥ Ernable IDP

Bindings

Prntecte.d Zone

LAN
AN
oMz

WPM_LAN

YPN_DMZ

Registration Status
Please go to the Registration page.

Registration Status: Licensed
Reqistration Type: Trial

IDP Profile

Lan_10PE

CMZ_IDR

IDP_WVPN_LA

IDP_WPN_C

DMZ_IDP
IDP_YPN_DMZ

.ﬂu:tiuatjnn

IDP_¥PN_LAN
IM_P2P

LAN_IDP
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2.2 Managing WLAN

2.2.1 Why the wireless networks need to be managed?

Wireless networks reduce the cost of wired cabling and brings convenience to people to access
anytime and anywhere like in the office or in a community. However, they might be harmful
under certain conditions.

1. People misuse - People who you don’t know might probe your AP and break in your
network without your permission. It is usually called “Wardriving”. When you are using
wireless link to transfer confidential data, these important data might be eavesdropped by
somebody.

2. People mis-configuration - In company, it’s MIS’s headache to control the “Rogue APs”.
Employees might connect an AP with non-security-mechanism or weak WEP/WAP
passphrase to company’s network without informing MIS people. It will create a security
hole allowing outsiders to bypass the company’s security checking and to access the
company’s confidential information or even use some tools to damage the company’s
network service.

2.2.2 What can we do against the wireless insecurity?
We recommend that Wireless AP must be isolated from your Intranet. Also, there must be a

mechanism to centrally manage access privileges and access credentials regardless of whether
the clients are wired or wireless.
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Internet where the uzer iz allnwed.b:u ACCRLT, B 4.
e' L ] g R ety access o DM2nterm et or internal servers.
Bicuity:poficy enfurceme.nt pomt= - -4 e 2 This can greatly increagze the WLAM secunty  :
i noratter where the destinafionis, £ *
: access credential must be e -

presented before access granted

v I oWz |
o Parfitioning of wireless access 3 R | e -------- C emralh,r anagod vser
poris = RINE dlirel 33 sk .= ™% account-all user accounts are
connected to the WILAM zone ] LAN I |
e e managed on corporate LDAP

SEPer

. LDAP

We are going to complete the following setting.

Create a VLAN interface dedicated for wireless access
Define WLAN zones

Enable Force Authentication Page Redirect

Configure LDAP server information.

Configure WWW Authentication Method

Define user/group to have different kind of access granted

IS A e

Stepl. Create a VLAN interface dedicated for wireless access
In this example, all the employees or visitors can access Internet through wireless network.
For visitors, we want them to limit their access to Internet only while the employees can
access all including LAN/DMZ zones. Through packet with VLAN tag added, this will be
controlled by ZyWALL acting as a security guide which door(route) to open for packets
according to LDAP server’s authentication.
1. Go to menu Network > Interface > VLAN.
2. Create a VLAN interface binds with interface ge5 for wireless network. Here, we define:
Interface name is vlan10 (same as the vlan tag id for its not being confusing).
Choose ‘ge5’ for physical port interface that we want to bind with.
Virtual VLAN Tag is 10.
Give it a clear description.
Use the fixed IP address with 192.168.10.1/24.
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Leave other fields as default and press ‘ok’ button

¥LAM Interface Properties

¥ Enable
Interface Mame
Paort

Wirtual LAN Tag

Description
IP Address Assignment

 Get Automatically

% Use Fixed IP Address
IP Address
Subnet Mask
Gateway

Metric
Interface Parameters

Upstrear Bandwidth
Downstrearmn Bandwidth

MTU

DHCP Setting
DHCP
Ping Check

[ Enable
Check Period

Check Timeout

Check Fail Tolerance

W Ping Default Gateway
Ping this address

wlanll [%

ges v
10 (1-4094)
I\-"LAN1D far wirgless zone {Optional)

I (Optional)
b s

i1 048576 kbps
I1 043376 Kbps
i'1 00 Bytes

I More b I

i3'3 {5-30 secands)
IS {1-10 seconds)
I5 (1-10)

0.0.0.0

I (Domain Mame or IP Address)

ok | concel|

Step2. Define WLAN zones
Go to menu Network > Zone. Define a zone for wireless and bind it to interface “vlan10”.
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Group Members

Mare Wreless_lane

[T Block Intra-zone Traffic

1 IFACE/vlani0E |

e | e

Corresponding CLI commands for your reference
[0] zone Wireless Zone

[1] no block

[2] 1interface vlanlO

[3] exit

Step3. Enable Force Authentication Page Redirect
1. Go to menu Object > Address, and create a subnet for wireless network. Name it “Wireless’
for further configuration use.

Mame Wreless
Address Type ISUEINET vl
Metwork I192.1BB.1D.D
Metmasl |255.255.255.EI
Ok, | Canu:ell

2. Go to menu User/Group > Setting > Force User Authentication Policy, click “+’ to force
all the packets from wireless network to be redirected to the authentication page.
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User Default Setting

User Type IUser I

-
Lease Time 1440 {0-1440 rminutes, 0 is unlimited)
Reauthentication Time 1440 {0-1440 rminutes, 0 is unlimited)

User Logon Setting

[T Limit the number of simultaneous logons far administration account

Maxirum number per administration account |1 (1-1024)

[ Limit the number of simultaneous logons for access account

Maxirmurn number per access account |1 (1-10243

User Lockout Setting

¥ Enable logan retry limit

Maxirmurn retry count IS (1-99%
Lockout period I3U {1-65535 minutes)

User Miscellaneous Settings

M allow renewing lease time autormatically
™ Enable user idle detection

User idle timeout |3 {1-60 minutes)

Force User Authentication Policy

Total Policy: 1 ISD vl Policy per page Page 1/1 E][I]
- Schedule Sn u r'.:-'e:_. De sfti n_ai'::i_q'r'l _ A ﬁ_tl"l enti c ate

1 none Wireless any farce @Ef il M

Configuration

I¥ Enable
Description |Wireless_fnrce_amhen {Cptional)
Authentication Ifu:nrce vl

Criteria

Source Address Wirelezs vl

Destination Address any -

Schedule none j

OK | Cancel |

Step4. Configure the LDAP server information.
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1. Go to menu Object > AAA server > LDAP tab > Default, configure the IP address, port
and other necessary information. Then click the Apply button.

LDAP RADIUS

Default

Configuration

Host I192.188.1DS.155 (IP or FQDN)
Part IF {1..65535)

Bind DN Icn=admin,dc=zyxe|,dc=cnm,dc=’tw {Optional)
Password qu {Optional)
Base DN Inu=zld,dc=zyxe|,dc=cnm,dc=’tw

CH Identifier Icn

Search time limit IS— {1~300)

™ use ssL

Note: Please consult your LDAP server admin to configure this part since LDAP has special
setting than RADIUS server.

Corresponding CLI commands for your reference

[0] ldap-server host 192.168.105.155

[1] no ldap-server ssl

[2] ldap-server port 389

[3] ldap-server password 1234

[4] ldap-server basedn ou=ald,dc=zyxel,dc=com,dc=tw
[5] ldap-server binddn cn=admin,dc=zyxel,dc=com,dc=tw
[6] ldap-server search-time-limit 3

[7] ldap-server cn-identifier cn

2. Co-work with LDAP server admin to create user/groups with lease time / re-authentication
time attributes configured.

3. Go to menu User/Group > User, configure user “ldap-users” for “non-employees” by
clicking the modify icon.
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Configuration

user Name. ' Description
1 adrnin Adrinistration account
2 < ldap-users External LDAP Users
3 radius-users External RADIUS Users

4. For security reasons, those user’s attributes which cannot be found in LDAP server will get
shorter lease and re-authentication time. Here we use 30 minutes for example.

User Configuration

User Marne IIdap-userS

User Type Im

Description |E>dernal LDAP Users

ease Time ISU {0-1440 minutes, 0 is unlimited)
Geauthenticatinn Tirne IS‘U— {0-1440 rminutes, 0 is unlimitedD

Corresponding CLI commands for your reference

[0] username ldap-users user-type ext-user

[1] username ldap-users description External LDAP Users
[2] username ldap-users logon-lease-time 30

[3] username ldap-users logon-re-auth-time 30

User Configuration

User Marme Ildap-employee

User Type Im

Description IExternaI Llzer

Lease Time I144U (0-1440 minutes, 0 is unlimited)
Reauthentication Time |144D— (0-1440 minutes, 0 is unlimited)

ﬂl Cancel |

Corresponding CLI commends for your reference

[0] username ldap-employee user-type ext-user

[1] username ldap-employee description External User
[2] username ldap-employee logon-lease-time 1440

[3] username ldap-employee logon-re-auth-time 1440
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Step5. Configure WWW Authentication Method

1. Go to menu Object > AAA server, modify the ‘default’ profile.

2. Configure the profile as following to be authenticated by LDAP server then local database
in ZyWALL.

Note: The “group Idap” shown in the figure below will use the settings in LDAP > Default,
rather than LDAP >Group.

Configuration

Narme Idefault

Method List

1 Igroup lkap vl i
z2 Ilacal vl i
(]9 | Cancel |

3. Go to menu System > WWW, make sure the authentication method is the profile we just
modified. (That is, if | just have created another profile which is not named as “default’, then
here we have to choose it.)
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HTTPS
¥ Enable
Server Port 443
[T authenticate Client Certificates (See Trusted CAs)
Server Certificate |defaurl vl (See My Certificates)

[T Redirect HTTP ta HTTPS

Admin Service Control

I TS ST NI

Acocept E & @ bN

User Service Control

I S R N

Accept E & W rN

HTTP

¥ Enable

Server Port IE!D

Admin Service Control

I S I N

Acocept E & W N

User Service Control

I TS N N

Accept E & i PN

Authentication

CCIient Authentication Method Idefauﬂ vI )

Step6. Define firewall ACL rule for different kinds of access granted

1.
2.

Go to menu Network > Firewall

Enable firewall and choose from the zone “Wireless_Zone” that we just created and to
each zone. Here we configure to zone “WAN” first.

Click *+’to add rules.
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Global Setting

[¥ Enable Firewall

™ allaw Asyrmmetrical Route

[T Maxirmurm session per Host I (1-5192)

Firewall rule

* Through-ZyWaLL rules
{* Zone Fairs
= all rules

{7 To-ZyWwaLL rules

e | e

Lan AN
oy an LAY
oMz i DMz

l: FWireIess_ZDne ) rwireless_ZDne
[+ {priority] schedule | ser | Source |pestiation| service |Access| oo |

4. Configure a rule to allow employee access from the source “wireless network” to “any” in
WAN.

Configuration

¥ Enable

Fraom fireless_Zone

Tao AN

Description |a||ow-empluvee-au:cess {optional)
Schedule none ;I
dser W

Source m
Destination any -
Service any LI
fccess m

Log no -

Ok | Cancel I

Corresponding CLI commands for your reference
[0] firewall 8

[1] no schedule

[2] user ldap-employee

[3] sourceip Wireless

[4] no destinationip
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[5] no service

[6] action allow

[7] from Wireless Zone

[8] to WAN

[9] no log

[10] activate

[11] description allow-employee-access
[12] exit

5. Configure another rule to allow a non-employee access from the source “wireless network™
to “any” in WAN.
6. After this, you will see the results as on the figure below. Click Apply button.

Global Setting

[¥ Enable Firewall
ow Asymmetrical Route
T allow a trical Rout

[T Maxirmurm session per Host I {1-8192)

Firewmall rule

¢ Through-ZyWAaLL rules
{* Zone Pairs
" all rules

T To-ZywaLL rules

C Lan C Lan

AN LOR"TFAY

oMz " pmz

o Wireless_Zone L Wwireless_Faone
ldap- X i
1 g none siies Wireless any any allow o e E @ i EN
z 9 nane ldap-users Wireless any any allow nao f@ﬁ g‘ i N
Apply | Reszet

Corresponding CLI commands for your reference

[0] firewall activate

[1] no Ffirewall asymmetrical-route activate
[2] firewall 8

[3] activate

[4] exit

[5] firewall 9

[6] activate

[7] exit
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7. Continue to configure WLAN-to-LAN, WLAN-to-DMZ, WLAN-to-WLAN. Those are
accessible for employees only. See the following figures.

e ] e ]

LaN & Lan

 ran T wan

oMz " DMz

1 Wireless_Zone L) Wireless_Zone
B e e L L e £ R s
|dap-
g none il wireless any any allow no ﬁg’! i N
Apply Reset

C Lan  Lan
 wan C ran
oMz & oMz
o wireless_Zone o Wireless_Zone
B e i o L B o e i
Idap-
a none Splies wireless any any allow no @@9 B, i BN
.&pp]\,f"l Reae’cl
 Lan C Lan
 wan  wan
oMz C oMz
{« Wireless_Zone i« ireless_Zone
i
|dap-
10 none Srblie s wireless any any allaw no @g‘. i M
Apply Reset
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2.3 Employee Internet Management (EIM)

2.3.1 Benefits of deploying Employee Internet Management

Employer always cares about how to increase company’s overall productivity. Some activities
like employees’ surfing the Internet, downloading files occupying a lot of bandwidth, talking
to friends that are not related to the actual job during working hours would decrease the
productivity. Through good management of employee behavior, this can be achieved:

= Increased productivity

= Reduced misuse of corporate resources in terms of bandwidth

= Regulatory compliance - get rid of porn/violent web contents that may bring legal

issues

2.3.2 EIMon ZyWALL 1050

ZyWALL 1050 supports EIM through the following features.
= Flexible access policy: provides the Enforce Access policy with granularity
= Always up to date: query dynamically updated URL database
= Customizable: Keyword blocking/Black list/White list
= In-depth Inspection: can control access of Java/ActiveX/Cookie/embedded proxy links
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Block 1 More secure — EIM can prevent

[ user from accessing malicious web
!
sites which may carry harmful
_oon tents — spyware/malware/bot

Redirectto ZYWA LL 1050
warning page

\ ——

Customizahle black Dynamic URL
listhwhite list database server

Always up to date — dynamic URL
database, maintained by ZyXEL's
bestin-class technology partner:
Bluecoat, delivers comprehensive

cowverage and precision

So we are going to complete the following settings.

Verify that the Internet access of ZyWALL 1050 is ok
Complete user/product/service registrations to activate the Content Filter service
Create Address objects for different user groups
Enable and configure the Content Filter feature on ZyWALL 1050
(1) Create two different filtering profiles for Sales and for Engineer departments
Enable external dynamic server
Configure Black and White lists
Control access of Java/ActiveX/Cookie/embedded proxy links
Define filtering profiles for different user group

el

Configure the warning message or warning page redirected when user access
the forbidden website

Configure ZyWALL 1050 step by step as described below.

Stepl. Make sure the Internet access has been configured well from PC behind ZyWALL
1050.

By default, ge2 and ge3 of ZyWALL 1050’s WAN ports will get the IP address from the ISP or
the DHCP server in front of ZyWALL 1050. Connect an Ethernet cable to ZyWALL 1050’s
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ge2 or ge3 and on the GUI Home page check whether ZyWALL 1050 gets the IP address.

ZyXEL PRERD

u > Status
e Device Information System Status
() Siatus

2wl0s0 L]

Expand

[ . Systern Mare:

e o Systermn Uptime: 01:33:28
ZyWALL 1050 : Current Date/Time: 2006-07-12 09:05:03
| 7 2 Serial Mumber: 234131340 80-002-01100144 o
- Registration WPM Status: |
| MAC Address Rangs: 00:00:a3:10:13:57 ~ 5b Hiw e
[-File Manager Fi L =t e DHCP Table: ]
| irmware VWersion: 1.00{%L.13b1 |2006-07-07 16:03: ") Statistios: e
B Configurati - ] ;
:Dn 1gHEATian Current Login User: admin {unlimited/00:04:58)
B Network Number of Login Users: 1

|
B Policy

System Resources Licensed Service Status

CPU Usags: W e T
Memory Usage: I L - License Status/Remaining days: Licensed / 90

Storage Usage :
Content Filter
- onb d Flash: - 195 i . .
nboard Flas 2 - License Status/Remaining days; Licensed / 30

Active Sessions; z

Expand

~VoIP PassThru Interface Status Summary

Expranc

r UserfGroup

£ Object

ey

BhGrsteny 192.168.1.1 / .
100MAFull néa LAN 255 555,955 .0 Static DHCP server nia
172.23.30.31/ t
gez 100MAFull n/a W AN 255 255 265 0 DHCP client nia Renewn
ge3 Down n/a AN 0.0.0.0 / 0.0.0.0 DHCP client nfa Rengw

Make sure ZyWALL 1050 can access the Internet using CLI commands via console or telnet.
See the example shown below.

=+ Telnet 192.168.1.1

Telnet service is not a secure service?!?
Please use 55H service for remote management

Welcome to ZyWALL 1856

Username: admin
ssword:

Bad terminal type: "ansi'. Will assume vwitl1B@.

Router> enahle

Routerit ping www.google.com

PING wiw.l.google.com <66.182_.7.147> from 172_.23.38.31 : 56<{84> hytes of data.
from 66.182.7.147: icmp_seg=1 tt1=237 time=181 ns
from 66.182.7.147: icmp_seq=2 tt1=237 time=187 mns
from 66.182.7.147: icmp_seqg=3 ttl1l=237 time=226 ms

—— wu.1l_google._.com ping statistics —-—

3 packetz transmitted, 3 received,. Bx loss,. time Z2028ms
rtt mincsavgsmaxsmdev = 181 . 548-198 432226 .385-17_.911 ns
Routerdt _

196
All contents copyright (¢) 2006 ZyXEL Communications Corporation.



ZyXEL ZyWALL 1050 Support Notes

Step2. Login the ZyWALL 1050’s GUI, Go to menu Registration. Complete the user, product,
and Content Filter service registration on myZyXEL.com.

Here the Content Filter service enabling by activating the trial period is shown. If you are new
to myZyXEL.com registration, choose ‘Create a new user’. Choose “Existing user’ to enter the
username and the password. Check the ‘Content Filtering’ service activation. Click the Apply
button to complete the registration process.

Registration :

Device Registration

User Mame |

Password |
Trial Service Activation

[ IDP
¥ Content Filtering

“ -*'-“-ppl‘r'“ “

Step3. Switch to menu Configuration > Policy > Content Filter > Filtering Profile tab,
click the “+” icon to add a new filtering profile.

= ZyWALL 1050 = Configuration = Policy = Content Filter > Filtering Profile

Filtering Profile

Profile Management

—
Yt

A ph s e 1 o o
Filtering Profile Name 6

Under the Categories tab, enter the profile name and enable the external web filtering service.
Define all matched and unrated web pages that should be blocked and logged. Here, we
choose to apply the block action to Pornography category. Click the OK button.

197
All contents copyright (¢) 2006 ZyXEL Communications Corporation.



ZyXEL ZyWALL 1050 Support Notes

Categories Customization

Filtering Profile

Mare Engineer-profile

Auto Web Category Setup

External web Filtering Service Status: Licensed
¥ Enable External Wweb Filtering Service

W Block W Lag Matched Web Pages
¥ Block ¥ Lag Unrated Web Pages
™ Block I Lag when Web Filtering Server Is Unavailable
Zontent Filter Service Unavailable Timeout FU— (160 Seconds)

Select Categories

[~ Select All Categories [~ Clear All Categories

[~ adult/Mature Content ¥ Parnography [~ Sex Education

[~ Intimate &pparel/Swimsuit [~ Mudity [~ alcohol/Tobacco

[ lllegal/Questionable [~ Gambling [ Wialence/Hate/Racism
[~ Weapans [~ Abortion [ Arts/Entertainment
[~ Business/Econamy [T Cult/Cecult [~ Illegal Drugs

Advanced==

Test Web Site Attribute:

Test if Web site is blocked

Test Against Local Cache I

Teszt Against Veb Fittering Server ]

s ﬂ N

Click the modify icon to configure the trusted website list.

Profile Management

E | Profile Name ;
1 Engineer-profile @ m

Switch to Customization tab, enable the web site customization. Add the website,
www.zyxel.com for example, to the trusted websites. Click OK button.

198
All contents copyright (¢) 2006 ZyXEL Communications Corporation.


http://www.zyxel.com/

ZyXEL ZyWALL 1050 Support Notes

Filtering Profile

Customization

Filtering Profile

Marme Engineet-profile
Customization Setup

W Enable web site customization.

I~ allow web traffic for trusted web sites only.

Restricted Web Features

Block I activex I Java I Cookies [ web Proxy
[ allow Javasdctiver/Cookies/Web proxy to trusted web sites,

Trusted Web Sites

Add Trusted Web Site Trusted web Sites
e el Com

A Delete

E

Forbidden Web Sites

add Forbidden web Site Forbidden web Sites

Ao Delete

Lﬁ

Blocked URL Keywords

add Blocked URL Keyward Blocked URL Keywards

Lﬁ

Al Delete

o] cancal

L ;

Then follow the similar configuration to create another filtering profile for Sales department.
For example, we add an extra access restriction to the websites with ActiveX and Cookies
features as configured on the figure below. Click OK button.
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General Filtering Profile Cache |

Categories Customization

Filtering Profile

Marne Sales-profile
Customization Setup

¥ Enable Web site customization.

[ allow web traffic for trusted web sites only,

Restricted Web Features

Block W fctiver [~ Java ¥ cCookies ™ b Proxy
7 allow Javasactives/Cookies/eb proxy to trusted web sites,

Trusted Web Sites

Add Trusted Web Site Trusted web Sites

Wy Ty el com

Acld Delete

i

Forbidden Web Sites

Add Forbidden Web Site Forbidden Web Sites

Lﬁ

Add Delete

Blocked URL Keywords

Add Blocked URL Kewword Blocked URL Keywords

Acld Delete

L_I

OK i Cancel !

After it’s done, you will see two profiles as shown below.

_General Filtering Profile cache |

Profile Management

iltering Profile Name _
Engineer-profile ?ﬁ‘
Sales-profile E-m|
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CLI commands for reference:

[0] content-filter profile Engineer-profile

[1] content-filter profile Engineer-profile url url-server
[2] content-filter profile Engineer-profile url match block
[3] content-filter profile Engineer-profile url match log
[4] content-Tilter profile Engineer-profile url unrate block
[5] content-filter profile Engineer-profile url unrate log
[6] content-filter service-timeout 10

[7] content-filter profile Engineer-profile url category 1
[8] content-filter profile Engineer-profile custom

[9] content-Tilter profile Engineer-profile custom trust
www.zyxel _.com

[10] content-filter profile Sales-profile custom

[11] content-Tilter profile Sales-profile custom activex
[12] content-Tilter profile Sales-profile custom cookie
[13] content-Tilter profile Sales-profile custom trust
www.zyxel _.com

Step4. Switch to menu Configuration > Object > Address, create two Address Objects to
define the IP address range for the Engineer and the Sales department.

MNarme |Engineer-IP-range

Address Type RANGE =
Starting IP Address 1921631100
End IP Address 192.168.1.200
Ok | Cancel |
Mame |Sales-IP-range
address Type RAMNGE -
Starting IP Address 1921631 .50
End IP Address 1192.'158.1 o
QK | Cancel |
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CLI commands for reference:
[O] address-object Engineer-1P-range 192.168.1.100-192.168.1.200
[O0] address-object Sales-I1P-range 192.168.1.50-192.168.1.60

Step5. Switch to Content Filter > General tab, enable the Content Filter. Add two filtering
profiles as shown below.

m anEnng L rotns

General Setup

¥ Enable Content Filter

I™ Block web access when no policy is applied

Policies
1 Sales-1P-range none any Sales-profile @ @?’ il BN
z Engineer-IP-range none any Engineer-profile @ I?' il N

Message to display when a site is blocked

Denied Access Message |The weh access is restricted. Plesse contact with administratar.
Redirect URL |

Registration and Reports

Registration Status: Licensed
Registration Type: Trial

apy | Resst|

CLI commands for reference:

[0] content-filter block message The web access is restricted.
Please contact with administrator.

[1] content-filter policy insert 1 none any Engineer-1P-range
Engineer-profile

[2] content-filter policy insert 1 none any Sales-IP-range
Sales-profile

[3] content-filter activate
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Then when Engineers try to surf Interface behind ZyWALL 1050, the HTTP requests will be
inspected by the Engineer filter profile whereas Sales’ Internet access will be inspected by the

Sales filter profile.

For example, if an engineer with PC’s IP address 192.168.1.101 is trying to access
http://www.playboy.com, it will return the warning message on the browser.

3 Access Denied - Microsoft Internet Explorer x
File Edit Yiew Fawaorites Toals  Help -.1.’

eﬁack - \_/l \ﬂ @ ._lj }_\J Search “E;:(’ Favorites Q‘E < - :;; ?
Address |ﬂ_1 hikbpe £ sy, playboy  com)f j Go Links *

The web access 15 restiicted. Please contact with adnuwmstrator

[

On the other hand, a Sales department employee with PC IP address 192.168.1.57 accesses the

same website, he is allowed the browsing without any warning message returned.

All contents copyright (¢) 2006 ZyXEL Communications Corporation.
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3. Seamless Incorporation

With its robust networking functionalities, ZyWALL 1050 is easy to integrate into
existing network infrastructure. You can easily implement the following applications. They are
“Transparent firewall”, “Transparent IDP” and “Network Partitioning using VLAN”.

3.1 Transparent Firewall

With transparent firewall, you do not need to change the IP addressing scheme of your
existing network topology. What you need to do is to insert ZyWALL 1050 into your existing
network environment. Bridge the ports you think that need to be included in this bridge
interface. Apply the security policies that you want. And that will be it. Moreover, ZyWALL
1050 supports working as bridge mode and router mode at the same time; which means that
they can co-exist.

3.1.1 Bridge mode & Router (NAT) mode co-exist

Here is an example:

IWAN1 l

IGW 220.110.7.13

210.110.7.1 | 255.255.255.240

mm— e | s sl

NAT Mode ' Bridge Mode

I LANzone = ®©  NA= ... DMZ Zone
o 202.39 41.0124
192.168.1.10/24 I

DMZ and WAN zone can be bridged so that servers in the DMZ zone can keep using the same
public IP address (as those in WAN zone) for effortless IP management. IP addressing in LAN
zone is private IP segments. Thus, we need NAT, which is the router mode here. In our
example, gel acts as LAN, ge2 and ge3 stands for WAN, ge4 and ge5 stands for DMZ.
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To make this scenario works the follow the configuration steps as stated below:

1) Login the ZyWALL 1050 GUI and setup the ge2 interface for internet connection and
manually assign a static IP. The configuration path is ZyWALL 1050 > Configuration >
Network > Interface > Edit > ge2

Ethernet Interface Properties

[“]Enable

Interface Marme ge2

Description {Cptional)
IP Address Assignment

O Get Automatically
& Use Fixed IF Address

IP Address 21011071

Subnet Mask 2932332535240

Gateway 20110713 (Cptional)
Metric ] (0-15)

2) Switch to Configuration > Network > Interface > Bridge, add a new Bridge Interface.
First we enable this interface and give it a name, place the available ports into the member
ports and make them become the member of this bridge interface. Moreover, don’t forget to
set the WAN IP information here since it is a “Bridge mode & Router (NAT) mode co-exist”
example and the NAT mode will need it. Here the bridge mode looks most likely a routing
bridge mode instead of the pure bridge mode. Thus, it needs an IP address. You may use the
same IP address that it used in the WAN interface, however you will get a warning message
like below.

Microsoft Internet Explorer x|

'T Warning Message |
L

[31013]
IP address is setking the same with other interface!!

If you got more than one IP, you can pick the other one here.
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= 2yWALL 1050 = Configuration > Network > Interface > Bridge = Edit = #1

Bridge Interface Properties

¥ Enable
Imterface Mame bri
Description |Bridge1 {Optional)

Member Configuration

Available Member
gel ge?
el . ﬂ ged

ges

==

IP Address Assignment

i Get Automatically

¥ Use Fixed IP Address

IF address jzz20.1107 4

Subnet Mask |255.255 255.0

Gateway fz20.1107.13 {Optional)
Metric |IZI {0-15)

CL. to create this bridge interface:

[0] interface brl

[1] no join ge2

[2] no join ge4d

[3] no join geb

[4] join ge2

[5] join ge4

[6] join ge5

[7] ip address 220.110.7.1 255.255.255.0
[8] ip gateway 220.110.7.13 metric O

[9] exit

3) Switch to Configuration > Policy > Route > Policy Route, to modify the default rule there.
The default rule is for the Router Mode (NAT Mode). Since we have two different modes

co-existing here, we need to make some adjustments to this rule.
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= 2yWALL 1050 > Configuration > Policy = Route = Policy Route

Policy Route

; outgoing-
1 admin naone gel LAMN_SUBMET any any  WAN_TRUNK interface 0 G it N
................................. S — Click here to
_I _I modify

Here we need to modify the “Next-Hop” from “WAN_TRUNK?” to “Interface” of the Bridge
interface (brl) that we just created.

> ZyWALL 1050 > Configuration > Policy = Route = Policy Route = Edit > #1

Configuration

[¥ Enable

Description I {Optional)
Criteria

User Iadmin vl

Incoming Interface / gel  Change...

Source Address LAN_SUBMET ¥ |

Destination Address any I

Schedule none 'I

Service any - | Mew..
Next-Hop

Type Interface - l [}\3

Gateway 'I

Interface b1 'l

WPM Tunnel ;I

Trunk WAR_TRUMK TI

Then click “OK” at the bottom to save the changes.

The CLI to create this rule:

[0] policy 1

[1] no deactivate

[2] no description

[3] user admin

[4] interface gel

[5] source LAN_SUBNET

[6] destination any

[7] no schedule

[8] service any

[9] next-hop interface brl
[10] snat outgoing-interface
[11] no bandwidth

207
All contents copyright (¢) 2006 ZyXEL Communications Corporation.



ZyXEL ZyWALL 1050 Support Notes

[12] exit

Tips for application:
Disable the Firewall to test the connectivity.

Every time you make a change, don’t forget to click the “apply” button
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3.1.2 NAT & Virtual Server

Here is an example:

] | Frewmres] == poeai | T
WAN Zone I
210.110.7.1/ 255.255.255.240

Internet —I
I GW:220.110.7.13

LAN zone
o FI NAT Mode

—
p—
.

192.168.1.55

There is a web server located in the DMZ zone. The virtual Server setting in ZyWALL1050 is
required here for people outside of WAN to access the Web pages located on the Web Server
in the DMZ zone.

To make this scenario work; follow the configuration steps stated below:

1) Login ZyWALL 1050 GUI and setup the ge2 interface for internet connection and manually
assign a static IP. Login ZyWALL 1050 GUI and go to Configuration > Network > Interface
> Edit > ge2

Ethernet Interface Properties

[¥] Enable

Interface Mame ge?

Description (Optional)
IP Address Assignment

O Get Autornatically
& Use Fixed IP Address

IF Address 2011074

Subnet Mask 255255255240

Gateway 210110713 {Cptianal)
Metric 0 (0-15)

2) Switch to Configuration > Policy > Virtual Server and add a new Virtual Server. Fill in
the mapping information. In our example here, since ge2 is our WAN port, we are going to
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map any IP from the WAN port to our internal Web Server, which is 192.168.1.55. And in this

case, our web server is running on TCP 80, therefore, we pick TCP 80 for our mapping.

= Z2¥WALL 1050 = Configuration = Policy = Yirtual Server = Edit = #1

Marne IWebServer
Interface E
Criginal IP Ay -
Mapped IP f1az.188.1 55
Mapping Type m
Protocal Type ﬂ
Criginal Port ISIZI—
Mapped Port IBIZI—
§ (0], I Cancel

CLI to create a Virtual Server Mapping

[0] ip virtual-server WebServer interface ge2 original-ip any
map-to 192.168.1.55 map-type port protocol tcp original-port 80
mapped-port 80

3)Switch to Configuration > Objects > Address, and add a new address object for your Web
server.

= ZyWALL 1050 = Configuration = Objects > Address = Address = Edit = #2

Marne IlNebServer
Address Type IHDST TI
IP Address [192.168.1 55
(8].4 | Cancel

CL. to create an address object

[0] address-object WebServer 192.168.1.55
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4) Switch to Configuration > Policy > Firewall > Firewall Rule, and add a new firewall rule

for your virtual server. Since it is a web server, we choose “HTTP” as the Service and “Allow”
for the access action.

= ZyWALL 1050 > Configuration > Policy = Firewall > Firewall Rule = Edit > #1

Configuration

¥ Enable
From
Tao

Cescription
Schedule
User
Source
Destination
Service
Access

Log

ehServerFyy {Optional)

none " I

any -

any

WiehServer

Ll

CLI to create a firewall rule

9]

firewall 6

no schedule

no user

no sourceip
destinationip WebServer
service HTTP

action allow

from WAN

to LAN

log

[10] activate
[11] description WebServerFW
[12] exit

Tips for application:

Do not forget to place your rule before the default “Deny all” Rule in the WAN-to-LAN
direction.
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> Firewall

= Z¥yWALL 1050 = Configuration = Policy

Global Setting

¥ Enable Firewall

[T Maximum session per Host
Selection

* Zone Pairs

Firewall Rule

 Lan * Lan
& wan C wan
oMz oMz

I (1-2048)

= slabal

none any

2 none any

e T scveivte |_mer | source Joestimotion | servee Jaccen] oo | o]
1

any WebServer HTTP allow log

any
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3.2 Zone-based IDP Protection

ZyWALL 1050 comes with a state of art Intrusion Detection Protection System (IDP)
which can provide comprehensive and easy to use protection against current and emerging
threats at both the application and network layer. Using industry recognized state of art
detection and prevention techniques; With ZyWALL 1050 IDP system, IT manager can apply
unique protection profile to each network segment or Zone. And it is best for MSP
environment since it can effectively identify and stop network and application-level attacks
before they inflict any damage, minimizing the time and costs associated with the intrusions.

The ZyWALL 1050 Zone-based IDP can be implemented in a server-hosting
environment. Usually, in a server hosting environment, security requirements of each customer
may be different. As multiple IDP protection profiles can be applied to different Zones for
each customer, ZyWALL 1050 Zone-based IDP protection provides the most flexible
protection for each customer. Malicious attacks can be stopped at the gateway — customers’
servers are securely protected and a notification alert can be sent to the involved parties or
individuals.

3.2.1 Applying Zone-Based IDP to ZyWALL 1050

Here is an example:

[
| — = e e — |n|
oo s LA e ..  Zone-based DP protection for each customer —
I \ro e{e \‘-"\ PIONRE g A in a server hosting environmen, securiy
[ === I requirements of each customer may be diferent |
[ i Zone-based IDP protection provides most
e —— -— e flexible protection for each customer
I LAN2 Zone ’.-’ _l
g o 0P prtecor | |\
.\j\‘_ AN q,.l._ Intemet
| Qali i, 1 \ <«
m— DAlert (=2
gmtz Z;";j"b - / 9 ! Malicious attacks canbe
I ro\i’c?\ y\\ protie ¢ L] NV stopped at the gateway —
.; == . Cuslomers’ servers are securely
| Q, it | protected.
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To fulfill the above scenario, you will need three networks on GE1, GE4 and GE5. Then you
can apply different IDP profiles to them.

Here are the steps:

1) Login the ZyWALL 1050 GUI and go to Configuration > Network > Interface >
Ethernet. Since we are going to have three intra-networks in our scenario, we will make GE4
and GES5 another two networks for DMZ and LAN2. First of all, click the “edit” icon which
belonging to the GE4 settings.

ZyXEL
- I Status

ZyWALL 1050
I~ Registration

File Manager

B-Configuration

1 gel STATIC -- 192.168.1.1 255.255.255.0 @ g
2 gez DHCP -- 172.23.30.1 255.,255.255.0 @ g
3 ged DHCP -- 0.0.0.0 0.0.0.0 @ g
LS ged STATIC -- 0.0.0.0 0.0.0.0
5 ges STATIC -- 0.0.0.0 0.0.0.0 g
Click the button to edit

this interface

B Policy

1) Now we can assign an IP domain to GE4 and another one for GE5. Other settings are all
optional. In this example, we keep the default values which will disable the DHCP Server

in these two interfaces.

214
All contents copyright (¢) 2006 ZyXEL Communications Corporation.



ZyXEL ZyWALL 1050 Support Notes

= ZyWALL 1050 > Configuration > Network > Interface = Edit > ged

Ethernet Interface Properties

[#]Enable

Interface Name ged
Description |(Optic-na|)

IP Address Assignment

O Get Autornatically
() Use Fixed IP Address

IP Address

Subnet Mask

Gateway | (Optional)
Metric D(U.ls)

Interface Parameters

Upstream Bandwidth 1048576 khbps
Downstream Bandwidth 1048576 kbps
MTU 1500 Bytes

RIP Setting

[ Enable RIP

Direction BiDir 4

= ZyWALL 1050 = Configuration = Network > Interface >

Ethernet Interface Properties

[¥]Enable

Interface Marie qes
Description |(Opti0na|)

IP Address Assignment

O Get Autamatically
) Use Fixed IP Address

IF Address

Subnet Mask

Gateway {Optional)
Metric D(D'15)

Interface Parameters

Upstream Bandwidth 1048576 kbps

Downstream Bandwidth 1048576 Kbps

MTLU 1500 Bytes
RIP Setting

[T Enable rIP

Direction BiDir A

Tips: You do not need a Gateway here since this interface is directly connected to ZyWALL
1050.
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2) Your final summary of the Ethernet Interfaces should look like the figure below.

= ZyWALL 1050 > Configuration = Metwork > Interface = Ethernet

==
Configuration
|+ | Name | paddress [ dask | modify |
1 gel STATIC -- 192.1658.1.1 255.255.255.0 @ g
Z ged DHCP -- 172.23.30.1 £559.255.255.0 @ @’9
3 ge3 DHCF -- 0.0.0.0 0.0.0.0 @ @’?
4 ged STATIC -- 192.168.2.1 255.255.255.0 @ g
5 ges STATIC -- 192.168.3.1 255.255.255.0 WEE,

3) Now, you will need to setup your DMZ Zone and LAN2 Zone. Go to Configuration >
Network > Zone. Click on the “+” icon to add a new Zone.

ZyXEL

EFTaLL 1uau

Registration

File Manager

B-Configuration
Configuration

B Network
" e |

Name Block Intra-zone Traffic
LaM Mo

if AT es

oMz Tes

To add a new Zone

4) Although the DMZ Zone is already there, by default it includes both GE4 and GE5 as its
interfaces. Since we need GE5 for our LAN2 Zone, we will need to remove the interface
GE5 from the DMZ Zone. Click the “edit” icon of DMZ Zone and then click on the
“remove” icon of the GE5 interface.
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ZyXEL

EFTrALL 1uJgu

T = ZyWALL 1050 > Configuration > Network > Zone

File Manager

B Configuration
Configuration

E-Network

LAN Mo B
W AN Yes B W
DMZ Yes i)

Click this icon to edit the Zone

= ZyWALL 1050 : nfiguration = Network = Zone = Edit = #3

Group Members

Mame oMz |
Block Intra-zene Traffic

1 IFACE/gea B jm)
z IFACE/ges 3

Check thls icon to

remove the interface.

5) Now go back to the Zone page and click the “+” icon to create the LAN2 Zone (for GE5)

ZyXEL

EFTaLL 1uau

T ol = ZyWALL 1050 > Configuration > Network > Zone

File Manager

B-Configuration
Configuration

B Network
LaM Mo
if AT es
oMz Tes

To add a new Zone

6) Put the name “LAN2” and click the “+” icon again to bind the interface to this Zone. Now
we only have one interface in this Zone. It is not necessary to care about any Intra-zone
traffic.
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= Z2¥yWALL 1050 > Configuration > Metwork > Zone = Edit > #1

Group Members

Mame [Lanz |
[J Block Intra-zone Traffic

T e

To bind interface
(s) into this Zone

7) Since GE5 is the only interface left, GE5 will be automatically selected. Finally click
“OK?” to apply the new setting.

= ZyWALL 1050 > Configuration > Metwork = Zone = Edit = #1

Group Members

Name |Lanz |
[J Block Intra-zone Traffic

I T E

1 IFACE/ges B3 o]

8) Before you apply the IDP profiles, you need to make sure that the IDP Service on your
ZyWALL 1050 is licensed.
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ZyXEL 7RERE

il = Status

[ Refresh Mow ]

Refresh Interval : |NUFIE V|

[ ® sunee
Vs
Device Information System Status
ZyWALL 1050 E d
-

Registration Systern Mame: zwl050

" ) 1050 System Uptime: 1 days, 19:37:06
File Manager ode Hame: zht Current Date/Tims:  2006-07-07 03:02:33
L 5 Serial Number: S060Z25056837 WEN Status: )
-ontiguration MAC Address Range: 00:13:49:b4:95:23 ~ 2 )
. K DHCP Table: L 3]
B Network Firrnware WYersion: 1.00{XL.0} |2006-06-23 16:23:40 W] L
Statistics: L3

Current Login User: admin (04:57:19/23:59:58)
Mumber of Login Users: 2

System Resources Licensed Service Status

Expand

CPU Usage: [
Memory Usage: _:l 4% - License Status/Rernaining days: Licensed / 30

Storage Usage

S — A GTEET e

. - License Status/Remaining days: Mot Licensed /0
Active Sessions: £l

9) If your IDP is not licensed, go to the Registration page. You can either login using your
existing myZyXEL.com account or apply for a new one. Each ZyWALL 1050 comes with
a 30 days free trial on IDP Service. Just register your ZyWALL 1050 and your ZyWALL
1050 will receive the license automatically. Here a page which is already registered is
shown.

ZyXEL

fall = ZyWALL 1050 > Registration

[ & o
i

Dewice Registration

ZyWALL 1050
Registration User Mame

File Manager Fassword

[ ERmEFETED Trial Service Activation

B Network
1DP

[] Content Filtering

10) Now, go to Configuration > Policy > IDP. Enable the IDP check box to activate the IDP
service on your ZyWALL 1050.
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= ZyWALL 1050 > Configuration > Policy = IDP > General

General Setup

Bindings To enable IDP Service

LAN Lar_IDFE e
WAN nane & =
oMz pmz_IorE e
LANZ none 3 e

Registration Status

Registration Status: Licensed
Registration Type: Trial

11) Here, all the Zones are shown. As you can see, two of them have IDP enabled by default.
According to the scenario, LAN Zone needs a LAN Profile, DMZ Zone needs a DMZ
Profile and LANZ2 Zone does not need any IDP protection at all. And here is everything
you need.

CLI commands to create an IP Domain 192.168.2.0/24 on GE4:
[0] interface ge4

[1] ip address 192.168.2.1 255.255.255.0

[2] ping-check default-gateway

[3] ping-check default-gateway period 30

[4] ping-check default-gateway timeout 5

[5] ping-check default-gateway fail-tolerance 5
[6] no ping-check activate

[7] exit

[8] router rip

[9] exit
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[10] router ospf
[11] exit

CLI commands to create an IP Domain 192.168.3.0/24 on GES5:
[0] interface ge5

[1] ip address 192.168.3.1 255.255.255.0

[2] ping-check default-gateway

[3] ping-check default-gateway period 30

[4] ping-check default-gateway timeout 5

[5] ping-check default-gateway fail-tolerance 5
[6] no ping-check activate

[7] exit

[8] router rip

[9] exit

[10] router ospf

[11] exit

CLI commands for removing GE5 from the DMZ Zone:
[0] zone DMZ

[1] block

[2] no interface ge4

[3] no interface ge5

[4] interface ge4

[5] exit

CLI commands for creating the LAN2 Zone:
[0] zone LAN2

[1] no block
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[2] interface ge5
[3] exit

CLI commands for activating the IDP service:
[0] idp activate

[1] idp zone LAN activate

[2] no idp zone WAN activate

[3] idp zone DMZ activate

[4] no idp zone LAN2 activate
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3.3 Networking Partitioning Using VLAN

Although ZyWALL 1050 has only

five physical ports, you can still partition your

networking with more than five interfaces. ZyWALL 1050 is VLAN aware and it supports
virtual interface as well. With ZyWALL 1050, you can run a maximum number of thirty two

VLAN:S. As a result, it makes networking
L2 switch is required to create the VLAN

When you conduct a network plann

partitioning very easy. However, a VLAN-capable
tags in front of ZyWALL 1050.

ing, it is always a good idea to aggregate all the

similar security level of devices into the same security zone. And different security level of
devices should be placed in different security zone. Finally you can apply different access
policy enforcements to different security zones to make your network more secure. By
combing VLAN and customizable zones, IT managers can construct necessary security
infrastructure without hassle and reduce the management burden.

3.3.1 Creating VLAN virtual interfaces

Here is an example

Internet

N

SECRET W EINANCE [
I Important servers, including Domain I LAN I I Highly confidential financial servers are placed in this

Controller, Directory server, database servers I Corporate zone. Access privilege only be granted to authorized I

are placed in this zone. Strict-access policy Intranet users
I may apply to prevent misuse from happening I IVL AN20 I I VLAN30 I
I VLAN10 I I I
*VLAN-capable L2 switch is required to create VLAN tags
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Let’s assume we run WAN on port 2 and LAN on port 1. Now we need to create three
VLAN virtual interfaces on port 1. These are VLAN10, VLAN 20 and VLANS3O. In this
scenario, the VLAN aware Switch will need to apply VLAN10, VLAN20 and VLAN30
802.1q tags to the corresponding packets and send all the packets to the ZyWALL 1050 port 1
through a single physical RJ45 cable.

To make this scenario work; please follow the configuration steps as stated below:

1) Login ZyWALL 1050 GUI and go to Configuration > Network > Interface > VLAN.
Then click on “+” to add a new VLAN interface.

ZyXEL reeoN®

fad = ZyWALL 1050 > Configuration > Network > Interface > ¥LAN

[ & s Ethernet | Portcrouping IR 5ridac. | PProE/PPTe | Ausiliary. | Trunk

Configuration

ZyWALL 1050
Registration

|+ | Name | Pportsvip

File nager

B onfidliation oy o .. . S To add ahew VLAN

I = Network interface

2) Fill in the information like Interface name, port, VLAN tag and Description. Also, you can
choose either getting an IP automatically for this interface or assigning a static one to it.
ZyWALL 1050 also supports DHCP Server or Relay per VLAN interface. You can change it in
the DHCP Setting section.
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= 2yWALL 1050 > Configuration > Network > Interface = YLAN > Edit = #1

¥LAN Interface Properties

Enable

Interface Name wlan1d |

Port gel b

Wirtual LAN Tag 1D—| {1-4094)

Description Secret | (Optianal)

IP Address Assignment

O Get Automatically

&) Use Fixed IP Address
IF Address 1921651691
Subnet Mask 2552552550

Gatemay _ Jcoptionan
Metric D(D-lS)

Interface Parameters

Upstream Bandwidth 1043576 Kbps
Downstrearn Bandwidth 1043576 Kbps
MTU 1500 Bytes

DHCP Setting

DHCP Mone W

3) By following the above steps you can create another two VLAN interfaces. (VLAN20 and
VLANS30).

= ZyWALL 1050 = Configuration = Network = Interface = ¥YLAN

I Ethernet | Port Grouping Bridge I PPPoOE/PPTP I Auxiliary | Trunk |

Configuration
1 wlanin gel/l0 STATIC --192.165,169.1 255.255.255.0 @ @? i}
2 wlanzn gel/z20 STATIC --192.165.,170.1 255.255.255.0 @ @7 i)
3 vlan3o gel/30 STATIC --192.165,171.1 255.255.255.0 @ |§5’ i)

The CLI commands to create the above VLAN10:

[0] interface vlan10
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[1] no shutdown

[2] port gel

[3] vlan-id 10

[4] description Secret

[5] upstream 1048576

[6] downstream 1048576

[7] mtu 1500

[8] ip address 192.168.169.1 255.255.255.0
[9] ping-check default-gateway

[10] ping-check default-gateway period 30
[11] ping-check default-gateway timeout 5
[12] ping-check default-gateway fail-tolerance 5
[13] no ping-check activate

[14] exit

3.3.2 Adding VLAN virtual interfaces to the Zone

Now, since the security policy cannot be applied between interfaces but between zones, it
is necessary to add the VLAN virtual interfaces into different zones. Here we are going to
create three new zones for the three VLANS.

To create these zones, please follow the configuration steps as below:

1) Login ZyWALL 1050 GUI and go to Configuration > Network > Zone. Then click the
“+” 1o create a new zone.
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= ZyWALL 1050 > Configuration > Network = Zone

l Status

Configuration

LAN
W AN
DMZ

WPN_LAN

B-Network

B Policy

2) Give this zone whatever name you can understand later. Check the option “Block Intra-zone
Traffic” if you do not want the traffic between different interfaces included in this zone to be
allowed. And again click on the “+” icon to make interfaces join this zone.

l = ZyWALL 1050 = Configuration = Network = Zone > Edit > #1

Group Members

Mame |Secret |
[] Block Intra-zone Traffic

Click here to add

interfaces into this zone

3) Right after you click on the “+” icon, you will see an interface added to your zone
automatically. However, it may not be the one that you have been looking for. Thus, you will
need to click on the box of the interface and choose the one that you are looking for.
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= ZyWALL 1050 = Configuration = Network > Zone > Edit = #1

Group Members

Mame |Secret

[J Block Intra-zone Traffic

1

IFACE/auxE

|
Click here to choose the

Interface you want

Cancel

4) Finally, click “OK” to apply your settings.

= ZyWALL 1050 = Configuration > Network = Zone > Edit = #5

Group Members

Marne |Secret

[] Block Intra-zane Traffic

1

IF&CE/vlan1in B

B

Cancel

4) Repeat the above steps to create the other two Zones for VLAN20 and VLAN30.

= ZyWALL 1050 > Configuration = Network > Zone

Configuration

LAN Mo Edm|
AN Yes @
DMZ Yes E o
YPM_LAN Mo Edlm|
Secret Mo E o
LAN_WLAMNZO Mo E o
Finance Mo Edlm|
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The CLI commands to join VLAN10 to the Zone:
[0] zone Secret

[1] no block

[2] interface vlan10

[3] exit

3.3.3 Applying firewall policy to the Zone of VLANs

Security policy can be enforced between Zones in ZyWALL 1050. Since we have just
created three new Zones on port GE1, we can apply some security policies between these
Zones. For example, if you do not allow users in the Finance Zone to have an access to users
or devices in the Secret Zone, you can apply a firewall rule to do so. Moreover, if you want to
allow users in Secret Zone to access users or devices located in the LAN_VLAN20 Zone, you
can apply another firewall rule to do so.

To create those two rules, please follow the configuration steps as stated below:

1) Login the ZyWALL 1050 GUI and go to Configuration > Policy > Firewall. Check
“Enable Firewall” to activate your Firewall. Then pick your Zone pairs and click the “+” icon
to create a new firewall rule especially for your selected pair. For example, first we want to
block the access from Finance Zone to Secret Zone, we pick Finance Zone on the left and
Secret Zone on the right.

229
All contents copyright (¢) 2006 ZyXEL Communications Corporation.



ZyWALL 1050 Support Notes

fadl = ZyWALL 1050 > Configuration > Policy > Firewall

B Policy
Rt

User/Group

B Dbject

Global Setting

Enable Firewall
Allaw Asymmetrical Route

[] Maximum session per Host
Firewall rule

(&) Through-ZyWaLL rules
(¥) Zone Pairs
O Al rules

) To-ZyWaLL rules

li1-8192)

TR

O Lan

O wan

Oopmz
O vPH_LAN

O Secret
O LaN_yLANZD

® Finance

OLan
O wan
Opmz
O WPH_LaN
@ Secret
O LaN_vLANZO

O Finance

. A'.Jpl.\.,... .

Reset)

“Click here to add a new
rule for this Zone pair

1

12) It is optional to give this rule a description. If you want to allow anything or block
anything, just simply choose “allow” or “deny” as the option of “Access”. Option “Reject”

means dropping the packets that match with this rule silently.

= ZyWALL 1050 = Configuration > Policy > Firewall = Firewall Rule = Edit = #1

Configuration

Enable
Fram
Tao

Finance
Secret

Description

|(Opti0na|)

Schedule
User
Saource

Destination

Service

fooess

glalyl)

Log

Cancel
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3) Finally, click “Apply” to activate all your changes on this screen.

= ZyWALL 1050 = Configuration = Policy = Firewall

Global Setting

Enable Firewall
Allow Asymmetrical Route

[] Maximum session per Host l:|(1-3192)

Firewall rule

(&) Through-ZyWwall rules
(%) Zaone Pairs
) Al rules

() To-Zywall rules

T T

CLan OLan
O wan O wan
O omz O oMz
O wPN_LAN O YPN_LAN
OSecret @Secret
O LAM_WLANZD O LAM_WLANZD
& Finance ) Finance
[+ [priorty| scheduie | —ser | Source|postination| service [nccess| tog | o |
1 21 none any any any any deny no @ @5’ o BN

Click "Apply" to active

all your changes.

4) Repeat the above steps to make another firewall rule to “allow” everything from “Secret”
Zone to “LAN_VLANZ20” Zone.

The CLI commands for the above actions:
[0] firewall Finance Secret insert 1

[1] no schedule

[2] no user

[3] no sourceip

[4] no destinationip

[5] no service

[6] action deny
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[7] from Finance
[8] to Secret

[9] no log

[10] activate
[11] exit
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3.4 Connecting Multiple ISP Links

The standard option for increasing the bandwidth of your WAN link is to upgrade the
capacity of the existing link. However, usually this option will come at a high price in both
time and money. And sometimes it may not be available at all. Thus, ZyWALL 1050 comes
with another solution which gives more flexibility on upgrading your WAN Link. Basically,
ZyWALL 1050 can build up to 12 PPPoE WAN links via one single port or having multiple
fixed links over four physical ports. Moreover, ZyWALL 1050 supports an easy management
feature for all your WAN Links. It will create a “WAN Trunk” interface for you to manage all
of your WAN links. You can manage it like a single WAN link. Users are allowed to choose a
load balancing algorithm they wish in order to optimize the utilization of the WAN Links as
well as the fault tolerance to increase reliability.

3.4.1 Multiple PPPOE links

Multiple PPPoE Links are supported on ZyWALL 1050, with a L2 Switch it will only
take one of your physical ports. Here is an example.

Internet

Easy to manage —

Simply use "WAN Trunk”
_________ : Pty
----"1 ~ tomanage multiple
- N NS \_xDSL PPPOE links __

ra
]
A Y
_______ SSl IPPPoE1 IPPPoE2 ppRoE3  TTUnk_ -~

-— -
- -
e - - -—— -

" OnZyWALL 1050, mutiple |

PPPOE links can be based | L2 Switch
on a single physical port ™ . oo, o,
Ezi iaL 1ai0arieon ™ —— )
| R e e o [ i — — | r_|
Rpnulenlw e —

To create three PPPOE links and manage them with the Wan Trunk interface, please follow the
configuration steps as stated below:
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1) Login ZyWALL 1050 GUI and go to Configuration > Network > ISP Account. Then click
the “+” to create a new account for a PPPoE connection.

ZyXEL

jad = ZyWALL 1050 > Configuration > Network > ISP Account

l —

Configuration

ZyWALL 1050

File Manager

B Configuration

B Network

B Policy

2) Now, on the screen, you can give a name to this profile. Select the protocol as PPPOE.
Please set the Idle timeout to 0 if you do not want this link to be a subject to timeout. All other
parameters including the username and the password should be based on your ISP’s
requirements. Finally, click “OK” to add this account.

= ZyWALL 1050 > Configuration > Network > ISP Account = Edit = #1

Configuration

Profile Mame 5P |

Protocol pppoe W

Authentication Type Chap/Pap w

User Mame test1@ispl.com |
Password |------- |

Retype to confirm |------- |

Saervice Name | |(Opti0na|)
Cormpression Con @ off

Idle timeout D (Seconds)

3) Since we will have three PPPoE links in our scenario, you will need two additional PPPoE

234
All contents copyright (c) 2006 ZyXEL Communications Corporation.



ZyXEL ZyWALL 1050 Support Notes

accounts here as well. Repeat the above steps to create all the other accounts. Your final
PPPoE account summary screen should look like this.

= ZyWALL 1050 > Configuration > Network > ISP Account

Configuration

I5P1 PppoE chap-pap testl@ispl.com
ISPz pppoe chap-pap zyxel@cht.corm . tw @9'@
ISP3 pPppoE chap-pap zytw@seed net.tw g‘@‘

4) Now, all the PPPoE accounts are created. Our next task will be creating the PPPoE
Interfaces. Go to Configuration > Network > Interface > PPPoE/PPTP. Then click the “+”
to create a new account.

ZyXEL

fad = ZyWALL 1050 > Configuration > Network > Interface = PPPoEfPPTP

' Status Ethernet Port Grouping YLAN Bridge PPPoE/PPTP Auxiliary Trunk
-

ZyWALL 1050
Registration

Base Interface Account Profile

File Manager

B Configuration
B Network .

Click here to add a

PPPoE account

B Policy

5) Your first action is to check the box “Enable” to enable this PPPoE interface, then give the
interface a name. It has to be in the format of ppp(0~11). Choose if you want this PPPoE
connection to be a forever link up connection or a Dial-on-Demand connection. Based on
our scenario, all the PPPoE connections are coming from GE2. Thus, we pick GE2 as our
base interface. Pick the account profile that you want to apply for this PPPoE interface. All
other remaining settings are either optional or depending on the requirements of your ISP.
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= ZyWALL 1050 > Configuration = Network > Interface > PPPoE/PPTP > Edit > #1

[“IEnable
Interface MName |ppp1 |
® Mailed-Up O Dial-on-Demand
Description 15P1 |(Opti0na|)
Base Interface gel W
Account Profile ISP1 |»
Protocal pppoe
User Mame testl@ispl.com
Service Mame
IP Address Assignment
® Get Automatically

O Use Fixed IP Address
IP Address

Metric 0 (0-15)

Interface Parameters

Upstream Bandwidth 1048576 kbps
Downstream Bandwidth 1048576 Khps
MTU 1492 B\,"tES

Ping Check

|

[enable
Check Period 0 {5-30 seconds)
Check Timeout {1-10 seconds)

5
Check Fail Tolerance {1-10)

® Ping Default Gateway

C’Ping this address I:I(Domain Marme ar IP Address)

(o]

=

6) Repeat the above steps to create the other two PPPOE Interfaces. Then you should get a
screen looking like this. Also, in a case you want to connect your PPPOE interface
manually, click on =¥C= as demonstrated below.

= ZyWALL 1050 = Configuration > Network = Interface = PPPoE/PPTP

PPPoE/PPTP

|+ | rame | Base Interface Account Profile
ez

1 pppl g ISP1 W E W =z
2 ppp2 ge ISPZ2 @ @?'@ ==
3 ppp3 geZ ISP3 @ g"@' ==

Click here to connect

that PPPoE interface

% manually.

7) Now all the PPPOE interfaces are created. And all of them are desired to be added to the
WAN Zone as well. Go to Configuration > Network > Zone to click on the modify icon
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of the WAN Zone.

ZyXEL

= ZyWALL 1050 > Configuration > Network > Zone

l

Configuration

ZyWALL 1050

File Manager
B-Configuration

B Network

8) Click the “+” icon to have a new interface to join this Zone.

= ZyWALL 1050 > Configuration = Network > Zone > Edit > #2

Group Members

Mame [wvan |
Block Intra-zone Traffic

1 IFsCE/gez
= z IFACE/ge3E
Click here to add another
interface into this Zone

9) Now check the box below to pick PPP1 as the Interface to join the WAN Zone. Repeat the
above steps to add PPP2 and PPP3 into the WAN Zone as well.
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= ZyWALL 1050 > Configuration > Metwork > Zone > Edit > #2

Group Members

Marne (A Check this box to correct the
Interface you want

Block Intra-zone Traffic

10) Second, we will need to add all three of our PPPoE Interfaces into the WAN Trunk
interface. Please go to Configuration > Network > Interface > Trunk

ZyXEL TR E

I @ Status fad = ZyWALL 1050 > Configuration > Network > Interface > Trunk

% |
51

AT QST [ _Ethernet | Port Grouping | YLAN | Bridae | PPPOE £ PPTP | Auxiliary '

Registration

File Manager

B-Configuration
B Network W AN_TRUMK IIf B W

bl

11) Click on the “+” icon to add a new interface into this WAN_Trunk interface.
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= ZyWALL 1050 > Configuration = Network > Trunk = Edit = #1

Trunk Members

Marne AN _TRUME
Load Balancing Algorithm |Leas1 Load First V|
—
gezE Actwe 1045576 Kbps 1048576 Kbps
s ge3E 1048576 Khps 1048576 Khps
3 aux 5 0 Kbps 0 Kbps

To add a new interface
.................................................................................................... into this WAN_Trunk

12) Click on the B3 to pick the right PPPoE interface. Also, for the “Mode” of the Interface, if
it is a “nail-up” connection, we can choose Active here; if it is a “dial-on-demand”
connection, we can pick “Passive” here. The “Downstream Bandwidth” and the “Upstream
Bandwidth” here are the values used for reference of the Load Balancing Algorithm.

= ZyWALL 1050 > Configuration > Metwork = Trunk = Edit = #1

Trunk Members

Marne WAN_TRUME
Load Balancing algorithm |Lea51 Load First v|

Duwnstream Upstream

1048576 Kbps 1048576 Kbps T & N

2 Y 2o < 1048576 Kbps & 7 BN
Page 1/1 [« N |
5 3 1048576 Khps o EN
Please select one Member
................................................................... 0 Kbps i N
ged ges
ppp2 o |

13) Repeat the above steps until all three PPPOE interfaces are added into this WAN_Trunk
interface. Remove the fixed links on GE2 and/GE3 if you want.
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= ZyWALL 1050 > Configuration = Network > Trunk > Edit > #1
Trunk Members

Mame WAN_TRUNK

Load Balancing Algorithm |Leas’[ Load First v|
1 ppp3El 1048576 Kbps 1048576 Kbps W N
2 pppzEl 1048576 Kbps 1048576 Khps & N
3 ppp1E 1048576 Kbps 1048576 Kbps o N
4 gezEl 1048576 Kbps 1048576 Kbps W N
5 ge3E 1048576 Kbps 1048576 Kbps & N
& auxB 0 Kbps 0 Kbps W N

CLI commands to create a PPPoE account
[0] account pppoe ISP1

[1] user testl@ispl.com

[2] password abcdefg

[3] authentication chap-pap

[4] compression no

[5] idle O

[6] exit

CLI commands to create a PPPOE interface
[0] interface pppl

[1] no shutdown

[2] description ISP1

[3] mtu 1492

[4] upstream 1048576

[5] downstream 1048576
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[6] account ISP1

[7] connectivity nail-up

[8] bind ge2

[9] metric O

[10] ping-check default-gateway

[11] ping-check default-gateway period 30

[12] ping-check default-gateway timeout 5

[13] ping-check default-gateway fail-tolerance 5
[14] no ping-check activate

[15] exit

CLI commands to add all the PPPoE interfaces into the WAN Zone:
[0] zone WAN

[1] block

[2] no interface ge2
[3] no interface ge3
[4] interface ppp3
[5] interface ppp2
[6] interface pppl
[7] interface ge2
[8] interface ge3
[9] exit

CLI commands to add those three PPPOE interfaces into the WAN_Trunk interface
[0] interface-group WAN_TRUNK

[1] mode trunk

[2] algorithm 1If

[3] no interface ge2
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[4] no interface ge3

[5] no interface aux

[6] interface 1 ppp3

[7] interface 2 ppp2

[8] interface 3 pppl

[9] interface 4 ge2

[10] interface 5 ge3

[11] interface 6 aux passive

[12] exit
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3.4.2 Multiple fixed WAN links

Besides multiple PPPoE links, fixed links are also supported on ZyWALL 1050. With
ZyWALL 1050, you can have at most 4 fixed links for a WAN. Here is an example with 2
fixed links on GE2, GE3 and GEA4.

Easy to manage —
Simply use "WAN Trunk”
to manage multiple fixed

WAN links

i Flexible portrole — — ~/
interface can be freely
mapped 0 physm:al pot | _ o f--=-- e

gt
-

0i03

ZyWALL 1050 E %" o . ‘Ihl_il‘m =

Both of the E1 Routers of ISP1 and ISP 2 will have the DHCP Server enabled in this scenario.
By default, GE2 and GE3 are set as the DHCP Clients and joined to the WAN_Trunk interface.
Therefore, the task is to create another Fixed link with a static IP on GE4 and join it to the
WAN_Trunk as well.

1) Login ZyWALL 1050 GUI and go to Configuration > Network > Interface > Ethernet.
The default setting of GE2 and GE3 is already good for our scenario. Thus, we only need to
modify the settings of GE4 in this case.
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ZyXEL

= ZyWALL 1050 > Configuration > Network > Interface > Ethernet

Configuration

ZyWALL 1050
Registration

gel STATIC -- 19216511 255.255.255.0 @ g

File Manager 1
E-Configuration 2 gez DHCP -- 172.23.,30.117 255.255.255.0 g
3 ae3 DHCP -- 10,59.1.27 255.255.255.0 QR @
4 qe4 STATIC -- 0.0.0.0 0.0.0.0 &
5 qe5 STATIC -- 0,0.0.0 0.0.0.0

Click here to modify the

setting of GE4

2) Since we are going to run static IP on GE4, we will file the IP information into GE4
manually. The bandwidth parameters here do not necessarily need to be modified.

= ZyWALL 1050 > Configuration > Network = Interface = Edit = ged

Ethernet Interface Properties

[“]Enable

Interface Mame aed

Description |(Optigna|)
IP Address Assignment

O Get Autornatically

) Use Fixed IP Address

IP Address 2111922541

Subnet Mask 2302352550

Gateway 2119223254 {Optional)

|

Metric (0-15)

Interface Parameters

Upstream Bandwidth 1048576 Kbps

Downstream Bandwidth 1043576 kbps

MTU 1500 Bytss
RIP Setting

[ Enable rIpP

Direction Bilir L4

3) Now since GE4 is in the DMZ Zone by default, we will need to release it for us to use. Go
to Configuration > Network > Zone and click on the modify icon of DMZ.
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= ZyWALL 1050 > Configuration > Network > Zone

Configuration

LA Mo E@m
WAN Yes @
DMZ Yes F o

4) Delete GE4 from the DMZ Zone by clicking the remove icon.

= ZyWALL 1050 = Configuration = Network = Zone > Edit = #3

Group Members

Marme oMz |
Block Intra-zone Traffic

I T S R
1

IFsCE/ged & Eh
2 IFACE/geSE it

Click here to delete GE4
from the DMZ Zone

5) Next, we will need GE4 to join the WAN Zone in order for us to be able to apply a single
WAN policy on ZyWALL 1050. Go to Configuration > Network > Zone and click on the
modify icon of WAN Zone.
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ZyXEL

= ZyWALL 1050 > Configuration > Network > Zone

l

Configuration

Z¥yWALL 1050
Reaistration Block Intra-zone Traffic

File Manager
B-Configuration

B Network

6) Click the “+” icon again to make the new interface to join this Zone.

= ZyWALL 1050 > Configuration = Network > Zone > Edit > #2

Group Members

Mame [wvan |
Block Intra-zone Traffic

1 IFACE/gez B
z IFACE/ge3E

Click here to add another

interface into this Zone

7) Since GE4 is the only free interface here, it will be selected automatically.
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= Z2¥WALL 1050 = Configuration > Network > Zone > Edit = #2

Group Members

Marne [an |
Block Intra-zone Traffic

1 IFACE/gea B i
2 IFACE/gezE i
3 IFACE/gesEd i

8) After the Zone, we need to add GE4 into the WAN_Trunk Interface as well. Go to

Configuration > Network > Interface > Trunk and click on E to modify the settings
of the WAN_Trunk.

ZyXEl. TRE

I @ Status fadl = ZyWALL 1050 > Configuration > Network > Interface > Trunk

% |
51

| Ethernet | Port Grouping | ¥Law | Bridge | PPPoE / PPTP | Aucxiliar
ZyWALL 1050 | | ping | e | 4 | LS
Registration
File Manager

B-Configuration

B Network W AN_TRUMK IIf B W

Click here to edit this WAN

9) Click on the “+” icon to add a new interface into this WAN_Trunk interface.
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= ZyWALL 1050 > Configuration = Network > Trunk = Edit = #1

Trunk Members
Marme WA N_TRUME
Load Balancing Algorithm |Leas1 Load First V|
Downstream Upstream
gezE Actwe 1045576 Kbps 1048576 Kbps

s ge3E 1048576 Khps 1048576 Khps
3 aux 5 0 Kbps 0 Kbps i M

To add a new interface
.................................................................................................... into this WAN_Trunk

10) Click the box below to switch the interface from GE1 to GE4. Click OK and to complete
the setup of this scenario.

= ZyWALL 1050 > Configuration > Network > Trunk = Edit =

Trunk Members

Mame . . WAN_TRUNK Click here to correct the
Load Balancing algorithm |Least Load First w interface that you want

Downstream Upstream
Bandwidth Bandwidth
1 getE 1048576 Kbps 1048576 Kbps & bN

1048576 Khps i N

1048576 Khps il PN
o N

CLI commands to configure the IP information on GE4:

[0] interface ge4
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[1] ip address 211.192.23.41 255.255.255.0
[2] ip gateway 211.192.23.254 metric O

[3] ping-check default-gateway

[4] ping-check default-gateway period 30
[5] ping-check default-gateway timeout 5
[6] ping-check default-gateway fail-tolerance 5
[7] no ping-check activate

[8] exit

[9] router rip

[10] exit

[11] router ospf

[12] exit

CLI commands to remove GE4 from the DMZ Zone:
[0] zone DMZ

[1] block

[2] no interface ge4

[3] no interface ge5

[4] interface ge5

[5] exit

CLI commands to join GE4 to the WAN Zone:
[0] zone WAN

[1] block

[2] no interface ge2

[3] no interface ge3

[4] interface ge4

[5] interface ge2
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[6] interface ge3
[7] exit

CLI commands to join GE4 to the WAN_Trunk:
[0] interface-group WAN_TRUNK
[1] mode trunk

[2] algorithm IIf

[3] no interface ge2

[4] no interface ge3

[5] no interface aux

[6] interface 1 ge4

[7] interface 2 ge2

[8] interface 3 ge3

[9] interface 4 aux passive

[10] exit
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3.4.3 Mixed types of WAN links

Mixed types of WAN links are also supported by ZyWALL 1050. You can have multiple
PPPoE links together with a fixed link through one single physical port. Besides, you can have
multiple PPPoE links and multiple fixed links put together, however, it will occupy more
physical ports on the ZyWALL 1050. Here is an example.

ISP3 1SP4
S f_}
A" e WANTS
% -l_- \uarﬂ_ W J Trunk _.
. -
SR PPPoE1 IPF‘F‘DE2 Ei Router i -’ IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
" Mixed WAN links canbe R = =  Fasyto manage -
based on single physical —_ tSll”ﬂply use W?N‘ T%unlg
port on ZyWALL 1050 = e e | 0 maniamgszlu ||<p e fixe
............................................................................ | ! INKS
| = &2 - LINCIRINT = <& oG
' OoO
| (|
ELANE ===y

First of all, we are going to configure three PPPoE links on ZyWALL 1050. Also, we will
assign GE2 to connect with the enabled DHCP Client as a Fix link, since DHCP Server is
enabled on the E1 Router.

1) Login the ZyWALL 1050 GUI and go to Configuration > Network > ISP Account. Then
click on “+” to create a new account for a PPPoE connection.
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ZyXEL

jad = ZyWALL 1050 > Configuration > Network > ISP Account

l —

Configuration
Z2yWALL 1050

File Manager
B Configuration

B Network

B Policy

2 On this screen, you can set a name for this profile. Select the protocol as PPPoE. Please set
the Idle timeout to O if you do not want this link to be a subject to timeout. All other
parameters including the username and password should be based on your ISP’s requirements.
Finally click “OK” to add this account.

= ZyWALL 1050 > Configuration > Network > ISP Account = Edit = #1

Configuration

Profile Mame 5P |

Protocol pppoe W

Authentication Type Chap/Pap w

User Mame test1@ispl.com |
Password |------- |

Retype to confirm |------- |

Saervice Name | |(Opti0na|)
Cornpression Oon @ off

Idle timeout D {Seconds)

3) Since we have three PPPoOE links in our scenario, you will need two additional PPPoE
accounts here as well. Repeat the above steps to create all the other accounts. Your final
PPPoE account summary screen should look like this.
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= ZyWALL 1050 > Configuration > Network > ISP Account

Configuration

I5P1 PppoE chap-pap testl@ispl.com
ISPz pppoe chap-pap zyxel@cht.corm . tw @9'@
ISP3 pPppoE chap-pap zytw@seed net.tw g‘@‘

4) Now, all the PPPoE accounts are created. Our next task will be creating the PPPoE
Interfaces. Go to Configuration > Network > Interface > PPPoE/PPTP. Then click the “+”
to create a new account.

ZyXEL o E

fad = ZyWALL 1050 > Configuration > Network > Interface = PPPoEfPPTP

' Status Ethernet Port Grouping YLAN Bridge PPPoE/PPTP Auxiliary Trunk

1
i

ZyWALL 1050
Registration

Base Interface Account Profile
File Manager
B Configuration Bpply

B Network

Click here to add a
PPPoE account

B Policy

5) Check the box “Enable” to enable this PPPOE interface, then give the interface a name. The
name has to be in the format of ppp(0~11). Choose if you want this PPPOE connection to be a
forever link up connection or a Dial-on-Demand connection. According to our scenario, all the
PPPoE connections are coming from GE2. Thus, we pick GE2 as our base interface. Pick the
account profile that you want to apply for this PPPoOE interface; all other remaining settings
are either optional or depending on the requirements of your ISP.
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= ZyWALL 1050 > Configuration = Network > Interface > PPPoE/PPTP > Edit > #1

[“IEnable
Interface MName |ppp1 |
® Mailed-Up O Dial-on-Demand

Description 15P1 |(Optigna|)
Base Interface gel W
Account Profile ISP1 |»

Protocal pppoe

User Mame testl@ispl.com

Service Mame

IP Address Assignment

® Get Automatically
O Use Fixed IP Address
IP Address

Metric 0 (0-15)

Interface Parameters

Upstream Bandwidth 1048576 kbps
Downstream Bandwidth 1048576 Khps
MTU 1492 B\,"tES

Ping Check

|

[Jenable
Check Period

(5-30 seconds)
Check Timeout {1-10 seconds)

30
5|
Check Fail Tolerance {1-10}

® Ping Default Gateway

C’Ping this address I:I(Domain Marme ar IP Address)

6) Repeat the above steps to create the other two PPPOE Interfaces. Then you should get a
screen that looks like this. If you want to connect your PPPOE interface manually, click on the
<FC= jcon below.

= ZyWALL 1050 = Configuration > Network = Interface = PPPoE/PPTP

Ethernet Port Grouping ¥LAN Bridge PPPoE/fPPTP Auxiliary Trunk

1 gez

pppl ISP1 W E W =z
2 ppp2 ge ISPZ2 @ @?'@ ==
3 ppp3 geZ ISP3 @ g"@' ==

Click here to connect
that PPPoE interface
manually.
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7) Now all the PPPOE interfaces are created. But all of need to be added to the WAN Zone too.
Go to Configuration > Network > Zone to click the modify icon of the WAN Zone.

ZyXEL

= ZyWALL 1050 > Configuration > Network > Zone

l

Configuration

ZyWALL 1050

File Manager
B-Configuration

B -Network

8) Click the “+ icon to make a new interface join this Zone.

= ZyWALL 1050 > Configuration = Network > Zone > Edit > #2

Group Members

Mame [wvan |
Block Intra-zone Traffic

1 IFsCE/gez
2 IFsCE/ge3E
Click here to add another E
interface into this Zone

9) Now check the box below to pick PPP1 as the Interface to join the WAN Zone. Repeat the
above steps to add PPP2 and PPP3 into the WAN Zone as well.
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= ZyWALL 1050 > Configuration > Metwork > Zone > Edit > #2

Group Members

Marne (A Check this box to correct the
Interface you want

Block Intra-zone Traffic

10) Second, we will need to add all three of our PPPOE Interfaces into the WAN Trunk
interface. Please go to Configuration > Network > Interface > Trunk

ZyXEL TR E

I @ Status fad = ZyWALL 1050 > Configuration > Network > Interface > Trunk

% |
51

AT QST [ _Ethernet | Port Grouping | YLAN | Bridae | PPPOE £ PPTP | Auxiliary '

Registration

File Manager

B-Configuration
B Network W AN_TRUMK IIf B W

bl

11) Click on the “+” icon to add a new interface into this WAN_Trunk interface.
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= ZyWALL 1050 > Configuration = Network > Trunk = Edit = #1

Trunk Members

Marne AN _TRUME
Load Balancing Algorithm |Leas1 Load First V|
—
gezE Actwe 1045576 Kbps 1048576 Kbps
s ge3E 1048576 Khps 1048576 Khps
3 aux 5 0 Kbps 0 Kbps

To add a new interface
.................................................................................................... into this WAN_Trunk

12) Click on the B icon to pick the right PPPoE interface. Also, for the “Mode” of the
Interface, if it is a “nail-up” connection, choose Active here and if it is a “dial-on-demand”
connection, select “Passive” here. The “Downstream Bandwidth” and the *“Upstream
Bandwidth” are the values used for reference of the Load Balancing Algorithm.

= ZyWALL 1050 > Configuration > Metwork = Trunk = Edit = #1

Trunk Members

Marne WAN_TRUME
Load Balancing algorithm |Lea51 Load First v|

Downstream Upstream
- T e
1048576 Kbps 1048576 Kbps T & N

1048576 Kbps &y i N

1048576 Khps o EN

13) Repeat the above steps until all the three PPPOE interfaces are added into this WAN_Trunk
interface.
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= ZyWALL 1050 > Configuration = Network > Trunk > Edit > #1
Trunk Members

Mame WAN_TRUNK

Load Balancing Algorithm |Leas’[ Load First v|

| # | ™Member |  Mode | DPownstream | Upstream | 0
1 ppp3El 1048576 Kbps 1048576 Kbps W N
2 pppzEl 1048576 Kbps 1048576 Khps & N
3 ppp1E 1048576 Kbps 1048576 Kbps o N
4 gezEl 1048576 Kbps 1048576 Kbps W N
5 ge3E 1048576 Kbps 1048576 Kbps & N
& auxB 0 Kbps 0 Kbps W N

14) By default, GE2 and GE3 were already in the WAN_Trunk. And GEZ2 is set to get the IP
automatically from the DHCP Server, thus, the only thing you may need to modify is the
bandwidth value. However, this step is not mandatory.

CLI commands to create a PPPoE account
[0] account pppoe ISP1

[1] user testl@ispl.com

[2] password abcdefg

[3] authentication chap-pap

[4] compression no

[5]idle 0

[6] exit

CLI commands to create a PPPoE interface
[0] interface pppl

[1] no shutdown
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[2] description ISP1

[3] mtu 1492

[4] upstream 1048576

[5] downstream 1048576

[6] account ISP1

[7] connectivity nail-up

[8] bind ge2

[9] metric O

[10] ping-check default-gateway

[11] ping-check default-gateway period 30
[12] ping-check default-gateway timeout 5
[13] ping-check default-gateway fail-tolerance 5
[14] no ping-check activate

[15] exit

CLI commands to add all the PPPoE interfaces into the WAN Zone:
[0] zone WAN

[1] block

[2] no interface ge2
[3] no interface ge3
[4] interface ppp3
[5] interface ppp2
[6] interface pppl
[7] interface ge2
[8] interface ge3
[9] exit
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CLI commands to bind all the WAN Links (PPPoE + Fixed) into the WAN_Trunk
interface

[0] interface-group WAN_TRUNK
[1] mode trunk

[2] algorithm IIf

[3] no interface ge2

[4] no interface ge3

[5] no interface aux

[6] interface 1 ppp3

[7] interface 2 ppp2

[8] interface 3 pppl

[9] interface 4 ge2

[10] interface 5 ge3

[11] interface 6 aux passive

[12] exit
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3.5 Guaranteed Quality of Service

Nowadays if you need a good quality of service, just simply throwing more bandwidth
at your network is not the ultimate solution to this problem, because you can't foresee what
new bandwidth-hungry applications will be in use in several months. An ill-behaved
application can easily bring your network down and potentially shut down your business
operation. To gain more effective control of your network, you need to incorporate Quality of
Service (Qo0S). In a QoS-enabled network, you can prioritize network traffic flow, allocate
network bandwidth and resources to different applications and users, enforce security to the
applications and the users entering your network, and set network behavior according to the
business needs. Using QoS approach, an application would request a certain level of service
prior to using the network. If bandwidth is expensive in your region, QoS style approach may
make more sense than just simply adding more bandwidth. It is assumed that there is
insufficient capacity for all users to complete what they want at the same time.

3.5.1 Priority & Bandwidth management

ZyWALL 1050 supports both prioritizing and bandwidth management for outgoing
traffic. IT administrator can define bandwidth management policies to ensure quality of
running services in their network environment. ZyWALL 1050 supports bandwidth
management policy based on the type of service, origin of the traffic, user/group to ensure
optimized bandwidth utilization. Bandwidth management and prioritization can be done with
policy route in ZyWALL 1050.

Here is an example:

261
All contents copyright (¢) 2006 ZyXEL Communications Corporation.



ZyXEL ZyWALL 1050 Support Notes

~— SMTP
400Kbps

\\_) WWW

Internet

.......................................................... B00Kbps
WAN Trunk "
FTP
I \ 100Kbp5
_ S 5 -
ywau aoso (N S ) ) | i i =

Outgoing
traffic

r—--=-

p—

I Intranet (GE1)

To fulfill this scenario; please follow the configuration steps as below:

1) By default, ZyWALL 1050 created a WAN Trunk interface for you. Thus, you don’t need to
worry about WAN Trunk in this scenario. Now, we will need to create those Bandwidth
Management policies for our application. Logon to the ZyWALL 1050 GUI and go to
Configuration > Policy > Route > Policy Route. Then click the “+” to add a new policy
route at the top of your list.
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ZyXEL

ZyWAaLL 1050 Policy Route Static Route |

Registration

i = ZyWALL 1050 > Configuration > Policy > Route > Policy Route

File Manager

B Network K
outgoing-

N - #
1 any  none gel  LAN_SUBNET any any  WAN_TRUNK THHERET g = @ 77 6N

To add a new policy rule
at the top of the list

2) The description of the policy is optional. In this scenario, we will need to make a policy on
all the SMTP traffic going out from LAN (GE1) to WAN. Since all the traffic should go out
through the WAN Trunk, we need to set our “Incoming” interface to GE1, “Source” subnet to
LAN_subnet, and “Next-Hop” to “Trunk” through the “WAN_Trunk” Interface. And finally
we get to the QoS part of our policy. In this scenario we are going to set 400Kbps for SMTP
traffic. We can assign this policy a relatively high priority (like 100) just in case the bandwidth
is not enough at all but SMTP service can still get more bandwidth than the other type of
network services.
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= Z2yWALL 1050 = Configuration = Policy = Route = Policy Route = Edit = #1

Configuration
Enable
Description |SMTP |(Optic-na|)
Criteria
User any W
[ncoming Interface / gel | Change...
Source Address LAM_SUBMET %
Destination Address ary W
Schedule none V|
IService SMTR || Mewe .
MNext-Hop
IType |Trunk v| I
Gateway
Interface
YPN Tunnel
[rrunk [ _TRUMK |+ | |

Address Translation

Source Network Address Translation outgoing-interface

Bandwidth Shaping

Maxirmum Bandwidth 400 Kbps
Bandwidth Priority 100 {1-1024, 1 is highest priority)

Ok Cancel

3) Repeat the above steps to create two more policy routes for “WWW?” and “FTP” services.
In the policy route you can set their Maximum Bandwidth to 800Kbps and 100Kbps along
with a priority value. Below is what you should get so far:

264
All contents copyright (c) 2006 ZyXEL Communications Corporation.



ZyXEL ZyWALL 1050 Support Notes

= ZyWALL 1050 > Configuration = Policy > Route = Policy Route

Policy Route

Destination|Service| Next-Hop

outgoing-
1 any none gel LAN_SUBMNET any SMTP WAN_TRUNK interface 400 @ @? i M
outgoing-
2 any none gel LAN_SUBMET any HTTP  WwAMN_TRUNK interface oo @ Eﬁ i N
3 any  none gel  LAN_SUBNET any FTP waN_TRUNK C4fdaing- 4, 9 & & & BN

outgoing-
4 any nane gel LAN_SUBMNET any any  WAN_TRUMK interface 0 @ Eﬁ i BN
added PO"CY ....................................................................................................
Apply Rezet R
Routes The default Policy
Route

Tips: Policy Route rules are based on first match, first go. Thus, all your new rules should be
placed before the default policy route, which is the last one here.

4) The default policy route makes bandwidth management disabled. In any case if you want to
make sure that the bandwidth is guaranteed instead of just metering, you should check whether
every rule you have here has the bandwidth control enabled. This must include the default
route. Also, the sum of bandwidth in all your rules should not exceed the physical bandwidth
of your WAN interfaces(s). Otherwise the Bandwidth Management might not be able to
guarantee your bandwidth during a congestion. Let’s assume that the max bandwidth of our
WAN is 1.5Mbps. Now we already spent 400kbps for SMTP, 800kbps for HTTP, and 100kbps
for SMTP. What left over is 200kbps available to us; thus, we can apply it for the remaining
traffic, which is our default route.

= ZyWALL 1050 > Configuration > Policy > Route > Policy Route

Policy Route

01 o ] e e Ty

outgoing-

any none gel LAN_SUBMNET any SMTP auto interface 400 @ @9! o N
outgoing-

2 any naone gel Lak_SUBMNET any HTTP auto intorfaos s00 @ g‘ i +N
outgoing-

3 any none gel LAN_SUBMNET any FTP auto interface 100 @ @9 o N

4 any naone gel LAN_SUBNET any any  WAN_TRUp DUtooing- @' 5 W N
- - interface

Apply Click here to modify the

settings of the default route.

265

All contents copyright (¢) 2006 ZyXEL Communications Corporation.



ZyXEL ZyWALL 1050 Support Notes

5) Modify the values of bandwidth and priority here in the default policy route. Click “OK” to
apply.

= ZyWALL 1050 = Configuration = Policy = Route > Policy Route = Edit = #4
Configuration
Enable
Description |NAT | {Optional)
Criteria
User any b
Incoming Interface / gel | Change..
Source Address LAR_SIUEMET w
Destination Address ary w
Schedule none vl
Service any “ | [ ey ... ]
Next-Hop
Gateway
Interface
WFPMN Tunnel

Trunk WA _TRLUMK %

Address Translation

Source Metwork address Translation |0Lng0ing-interface vl

Bandwidth Shaping

Maximum Bandwidth 200 Kbps
Bandwidth Priority 1024] | {1-1024, 1 is highest priority)

6) Now the final list should look like the one below:
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= ZyWALL 1050 > Configuration > Policy > Route = Policy Route

Policy Route

1 any nane gel LAM_SUBMET any SMTP auto ?I'_;'ttgr?FL“Cge' 400 s @ 1 N
? any  none gel  LAMN_SUBMET any HTTR auto ci'#ttg;;”cge' 800 4 & @ W ON
3 any  none gel  LAN_SUBNET  any FTP auto ?;'ttgff;“cge' 100 9 5 @ i bN
4 any  none gel  LAMN_SUBMET any any  WAN_TRUNE ci'#ttg;;”cge' 200 P @ W ON

CLI commands for the first SMTP policy route:
[0] policy 1 (the number of your SMTP policy)
[1] no deactivate

[2] description SMTP

[3] no user

[4] interface gel

[5] source LAN_SUBNET

[6] destination any

[7] no schedule

[8] service SMTP

[9] next-hop trunk WAN_TRUNK

[10] snat outgoing-interface

[11] bandwidth 400 priority 100

[12] exit

CLI commands for applying bandwidth and priority to the default policy route:

[0] policy 4 (the number of your default policy)
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[1] no deactivate

[2] description NAT

[3] no user

[4] interface gel

[5] source LAN_SUBNET

[6] destination any

[7] no schedule

[8] service any

[9] next-hop trunk WAN_TRUNK
[10] snat outgoing-interface

[11] bandwidth 200 priority 1024
[12] exit
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FAQ

A. Device Management FAQ

AO01. How can | connect to ZyWALL 1050 to perform administrator’s tasks?

You can connect your PC to ZyWALL 1050 port 1 interface with Ethernet cable, which is most
left Ethernet port. You will get the IP address automatically from DHCP by default. Connect to
http://192.168.1.1 using web browser to login ZyWALL 1050 for management. The default
administration username is “admin”, and password is “1234”.

A02. Why can’t I login into ZyWALL 1050?

There may have several reasons why you can’t login to ZyWALL 1050:

1. The ZyWALL 1050 supports the following types of browsers. Check if you are not
using other type of browser.
* |[E 6.0 or above
* Firefox 1.5.0 or above
* Netscape 7.2 or above

2. To login ZyWALL 1050’s GUI, it’s mandatory to enable JavaScript and accept cookies
in your web browser. Check if you don’t have them disabled in the web browser. If you
do, enable them.

3. To login ZyWALL 1050’s GUI, a popup window function in web browser is used.
Check if you have the popup windows block enabled in the web browser. If so, please
disable the block in the web browser.

4. You may be entering wrong username or password.

5. You might have typed a wrong password for over 5 times. ZyWALL 1050 blocks login
from such an IP address for 30 minutes by default.

6. You can be connecting to ZyWALL 1050 from a WAN interface which is blocked by
default. If you don’t want this block rule, go to GUI menu Configuration > System >
WWW to set to accept the access from “WAN’ or from “All’.
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Then switch to menu Configuration > Policy > Firewall > To-ZyWALL rules to add
the HTTP access from WAN side.

Note: By default, Firewall blocks all the access except the traffic like VRRP, IPSec
ESP, IPSec AH, IPSec NATT, IPSec IKE.

Global Setting

W Enable Firewall

I allow asymmetrical Route

[T Maximum session per Host (1-8192)

Firewall rule

" Thraugh-ZywaLL rules
& Zone Pairs
" all rules

(* Tao-ZyWaLL rules

Fror [ Scl ser e |De rvice|Access -'
1 7 Lal  EZyWALL  none any any any any allow  nn @ |§¢ mis |
( a WAKN  ZyWall  none any any any WRRP allom no @ @’3’ i N
3 a WARN  ZyWaLL  none any any any ESF allow f no @ I?’ imln |
4 10 WAK  ZyWwalLl  none any any any AaH allew fne GE & W BN
5 11 WARN  ZyWALL  none any any any MNATT allow §no GE & W N
& 1z war  ZyWall  none any any any IKE allow fno GE & W N
h 13 WAN  ZyWall  none any any any any den\,rJ lag @ |§¢ mis |
g 14 CMZ  ZyWall  none any any any any deny  log @ E?’ i N

Apply - Reset

AO03. What's difference between “Admin Service Control” and “User Service

Control” configuration in GUI menu Configuration > System > WWW?

The “Admin Service Control” configuration is for controlling user login with admin user-type
to perform management task including Admin and Limited-Admin. And “User Service
Control” configuration table is for controlling user login with access user-type to perform user
access task including User and Guest.

A04. Why ZyWALL 1050 redirects me to the login page when | am performing the
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management tasks in GUI?

There may be several reasons for ZyWALL 1050 to redirect you to login page when you are

doing configuration.

1. Admin user’s re-auth time (force re-login time) has reached. The default time value is
24hours.

2. Admin user’s lease time has been reached. The default time value is 24hours.

3. You are trying to login ZyWALL 1050 using other remote management client (telnet or
ssh...etc) after you logged in ZyWALL 1050 using a web browser.

4. PC’s IP address has changed after your previous login. The re-login is required then.

A05. Why do I lose my configuration setting after ZyWALL 1050 restarts?

There may have two reasons:

1. If you configure ZyWALL 1050 from CLI. You must type CLI “write” to save the
configuration before rebooting. If you configure ZyWALL 1050 from GUI, any
configuration will be automatically saved.

2. ZyWALL 1050 might fail to apply the configuration using the startup-config.conf when
booting up. It might because the startup-config.conf is corrupted. If so, ZyWALL 1050 will
try to use the last boot up configuration file (lastgood.conf), which can boot up
successfully. Your settings will revert to the last boot up configuration.

A06. How can | do if the system is keeping at booting up stage for along time?

There are two reasons if your ZyWALL 1050 boots up for a long time as below.

1. It might because you have many configuration on ZyWALL 1050. For example, you
configured over 500 VPN settings. Please connect to console and you can see which process
the system is processing at.

Note: If the system is processing ok, admin can connect to ZyWALL 1050’s gel port which is
with IP address 192.168.1.1 by default.

2. The ZyWALL 1050 may get firmware crashed. Generally, it may happen if power off
ZyWALL 1050 when it’s during firmware upgrading. For this case, admin could connect to

console and see the message as shown below (ensure your terminal baud rate is configured
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correctly).

BootModule Version: ¥1.088 | 085/05/2006 11:42:55
DRAM: S1ze = 510 Mbytes

DRAM POST: Testing: 522240K 0K

DRAM Test SUCCESS !

Kernel Version: V2. 4. .27-KL-2006-05-29 | 2006-05-29 15:23:46
7LD Version: VZW1050_ 10 DailvBuild Hew | 2006-00-29 15:18:37

Press any key to enter debug mode within 3 seconds.

Please connect to fip server 192.168.1.1 and put firmware

If you do see the message, please start the firmware recovery procedure as following steps.
(1). Connect a PC with ZyWALL 1050’s gel port via an Ethernet cable.

(2). ftp 192.168.1.1 from your FTP client or MS-DOS mode

(3). Set the transfer mode to binary (use “bin” in the Windows command prompt).

(4). Reload the firmware. (ex. use command “put 1.00(XL.1)CO0.bin” to upload firmware file)
(5). Wait the FTP uploading completed and it will restart the ZyWALL 1050 automatically.
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B. Registration FAQ

BO1. Why do | need to do the Device Registration?

You must first register ZyWALL 1050 device with myZyXEL.com server, before you activate
and use IDP and Content filter external rating service.

B02. Why do | need to activate services?

It’s mandatory to activate these security services before you enable and use these services. For
IDP and the content filter, you need to activate services first before you can update the latest
signatures from myZyXEL.com update server.

B03. Why can’t | active trial service?

You must make sure that your device can connect to internet first. Then register ZyWALL
1050 device with myZyXEL.com server through GUI menu Registration page.

B04. Does the device registration information reset after | reset ZyWALL 1050 to

system default?

No. The device and service registration information are NOT stored in flash which is
temporary memory. So it will not be erased after ZyWALL 1050 is reset to system defaults.
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C. File Manager FAQ

CO1. How can ZyWALL 1050 manage multiple configuration files?

From ZyWALL 1050 GUI menu File Manager > Configuration File, it allows admin to save
multiple configuration files. Besides, Admin could “manipulate” files, such as to upload,
delete, copy, rename, download the files, and apply a certain file to hot-switching the
configuration without hardware reboot.

C02. What are the configuration files like startup-config.conf,

system-default.conf and lastgood.conf?

startup-config.conf: The startup-config.conf is ZyWALL 1050 system configuration file.
When ZyWALL 1050 is booting, it will use this configuration file for ZyWALL 1050 as
system configuration.

system-default.conf: The system-default.conf is ZyWALL 1050 system default
configuration file. When you press the reset button, ZyWALL 1050 will copy
system-default.conf over startup-conf.conf.

lastgood.conf: The lastgood.conf is created after ZyWALL 1050 successfully applies
startup-config.conf. And ZyWALL 1050 will try to apply lastconfig.conf, if ZyWALL 1050
fail to apply startup-config.conf. You can check the GUI menu Maintenance > Log to check
the configuration applied status after booting.

Please note the configuration file downloaded through web GUI is text-based which is
readable and is very useful for administrator to have a quick overview for the detailed
configuration.

C03. Why can’t | update firmware?

It’s mandatory to have at least 70MB free memory before upgrade firmware. If you still can’t
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get enough memory to upgrade firmware, you can perform upgrade after system reboot which
frees up the memory.

CO04. What is the Shell Scripts for in GUI menu File manager > Shell Scripts?

Shell scripts are files of commands that you can store on the ZyWALL and run when you need

them. When you run a shell script, the ZyWALL only applies the commands that it contains.

Other settings do not change.

CO05. How to write a shell script?

You can edit shell scripts in a text editor and upload them to the ZyWALL 1050 through GUI
menu File manager > Shell Script tab. Some notes as followings.

e Must follow ZyWALL 1050 CLI syntax
*  Must add “configure terminal” at the beginning of the script file.

e Must save as a “.zysh ” file extension.

An example is shown below.

# enter configuration mode

configure terminal

# change administrator password

username admin password 4321 user-type admin

# add a user ‘anne’ and set both the lease and re-auth time to 1440 sec.
username anne user-type ext-user

username anne description External User

username anne logon-lease-time 1440

username anne logon-re-auth-time 1440

exit

write

C06. Why can’t | run shell script successfully?

Please ensure that you follow the correct CLI command syntax to write this script. And make
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sure that you add the “configure terminal” in the top line of this script file.

D. Object FAQ

DO1. Why does ZyWALL 1050 use objects?

ZyWALL 1050 objects include address, service, schedule, authentication method, certificate,
zone, interface group and ISP account objects. The ZyWALL 1050 uses objects as a basic
configuration block. It can simplify the configuration change once your have some change in
the network topology.

For example, User can first create a zone object WAN_ZONE with the ge2 interface and later
add the ge3 interface into WAN_ZONE. All security features that use the WAN_ZONE will
change their configuration immediately according to zone object WAN_ZONE change.

D02. What's the difference between Trunk and the Zone Object?

The trunk concept is used as an interface group for a policy routing. You can add interfaces
and define load balance mechanisms in one trunk.

The zone concept is used to group multiple of interfaces, which have the same security policy.
For example, you can define two zones, LAN and WAN, and add a firewall rule to control the
traffic between LAN and WAN.

D03. What is the difference between the default LDAP and the group LDAP?

What is the difference between the default RADIUS and the group RADIUS?

Default LDAP/RADIUS server is a built-in AAA object. If you only have one LDAP/RADIUS
server installed, all you need to do is to setup the default LDAP/RADIUS and then select

group ldap/radius into authentication method. If you have several redundant LDAP/RADIUS
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servers, you may need to create your own LDAP/RADIUS server groups. But don’t forget
selecting the LDAP/RADIUS server groups in the authentication method chosen for
authenticating.

E. Interface FAQ

EOL1. How to setup the WAN interface with PPPoOE or PPTP?

First, you need to create an ISP account, which has protocol type of PPPoE or PPTP. Then you
need to create PPP interface on GUI menu Interface > PPPOE/PPTP. You can name this PPP
interface, for example ‘ppp0’ (you can have pppO~pppll ppp interface, pppl2 is reserved to
modem dialup interface). After that, you need to create a policy route, which has next-hop
interface set to ppp0.

EO02. How to add a virtual interface (IP alias)?

To add a virtual interface, go to GUI menu Interface > Ethernet, click the “+” icon on each
interface row. For example, | want to add a virtual interface of gel. click the “+” icon from the
interface gel row, and fill out the necessary fields. It will create the virtual interface, gel:1.

EO03. Why can’t | get IP address via DHCP relay?

It requires special support from a DHCP server. Some DHCP servers would check special
fields in a DHCP discover/request and it is possible for the servers to not to respond them. So
make sure your DHCP server supports DHCP relay.

EO04. Why can’t | get DNS options from ZyWALL's DHCP server?

There could be several reasons. If you configure a static IP on a WAN interface, you should
have custom defined DNS servers in the LAN interface or there would be no way to get DNS
servers from ISP. If the interface that provides the DNS server goes down, the DNS server
would be regarded as dead one and won’t pass it to the LAN PCs. So make sure all the

interfaces that provide DNS server don’t go down because of link down, ping-check or
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becoming disabled.

EO05. Why does the PPP interface dials successfully even its base interface goes

down?

The base interface is just a reference which ZyWALL uses to connect to PPP server. If you
have another active interface/routes, ZyWALL will try to maintain connectivity.

EO06. What is the port grouping used for in ZyWALL 1050?

We can group two or more ports (up to five) together to form up a port grouping. For example,
we group portl and port2 together and the representative port is portl. The interface binding
on portl now also can be reached by host connected from port2 but the interface which bind in
port2 previously will non-functional until port2 separate from this group.

Basically, port grouping provides an embedded layer-2 switching capability and each physical
port can only join one port group. Packets transmit inside the port group are forwarded by
hardware switch controller based on the destination MAC address without security checks
(such as firewall, IDP...).
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F. Routing and NAT FAQ

FO1. How to add a policy route?

From the GUI menu Policy >Route, click the “+” icon in the table and define matching
Criteria for this route. Then select a next-hop type. If you want to use Link HA and Load
Balance, “Trunk” should be selected as a next-hop type. If you want to route traffic into an
IPsec tunnel, you need to select “VPN tunnel”. Please note that the policy routes will be
matched in order. If the first route matches the criteria, ZyWALL 1050 will use the route
setting to direct the traffic to the next hop.

FO2. How to configure a NAT?

Unlike ZyNOS ZyWALL, the NAT setting in ZyWALL 1050 is in Policy Route and port
forwarding setting is Virtual Server as the configuration page is shown below.

e Configure NAT setting in Configuration > Policy > Route
e Configure port forwarding setting in Configuration > Virtual Server

In the policy route setting, there is the source network address translation (SNAT) setting is at
Address Translation area. Choose ‘none’ means to turn off the NAT feature for the policy route
rule accordingly. To choose “outgoing-interface” or other address objects you defined, it
means turn on the NAT feature and it will refer to the next-hop setting to execute routing.

For the specific traffic needs to be re-directed to a certain internal server, the virtual server
needs to be configured. This feature allows ports/host mapping from a WAN interface IP to an
internal DMZ/LAN IP. For example, if you want to forward HTTP traffic with 8080 port to the
ZyWALLS5 in ZyWALL 1050°’s DMZ zone, you need to configure virtual server to forward
<Original IP(ex. ge2’s IP):8080> to <Internal server IP:8080>.

FO3. After | installed a HTTP proxy server and set a http redirect rule, I still can’t
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access web. Why?

Your proxy server must support a transparent proxy. If your proxy does have this feature, turn
it on. For example, for Squid, you have to have the option httpd_accel _uses_host_header
enabled.

F03. How to limit some application (for example, FTP) bandwidth usage?

You need to add a policy route and configure service matching FTP object. Then edit the
maximum bandwidth to FTP up-bound limitation. Please note that ZyWALL 1050 only
support traffic shaping on WAN upstream direction.

FO4. What's the routing order of policy route, dynamic route, static route and

direct connect subnet table?

All these routing information create the ZyWALL 1050 routing database. When routing,
ZyWALL 1050 will search with the following order:
1. Local and direct connect subnet table.
2. Policy route rule.
3. Main table, which includes routes learned from RIP/OSPF, static routes and default
routes.

FO5. Why can’t ZyWALL 1050 ping to the Internet host, but PC from LAN side can

browse internet WWW?

This is mainly caused by your interface configuration. If you setup two WAN interfaces,
which have gateway IP address configured, the default route will have two entries added in
ZyWALL 1050. If one of the WAN interfaces can’t connect to the internet (for example, ppp

interface don’t dialup successfully), and this interface has smaller metric than the other WAN
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interface, ZyWALL 1050 will select this as default route and traffic can’t go out from the
ZyWALL 1050.

FO6. Why can’t | ping to the, Internet, after | shutdown the primary WAN

interface?

ZyWALL 1050 routes packets by checking session information first. Once packet matched a
session that is already created, it would not lookup the routing table. So the interface status
change doesn’t affect the routing result until a new session is created. If you continually ping
internet host and shutdown the ZyWALL 1050 primary WAN interface, the ping packet still
matches the original session, which is bound to primary WAN interface already. The session
timeout for ICMP is 15 second.

FO7. Why don't the virtual server or port trigger work?

If virtual server or port trigger (or any traffic from WAN zone to LAN zone) doesn’t work,
check whether the firewall rule from WAN to LAN is disabled.

F08. Why don't the port trigger work?

The port trigger will work only when there is a connection matching that policy route rule.
Please note that firewall may block those triggered services. So, if you have problems with
triggering the service, check firewall settings and its logs too.

F09. How do | use the traffic redirect feature in ZyWALL 10507?

If you have a router located in LAN, you could regard the router as a gateway and fill its
address in a gateway field of the LAN interface which connects to the LAN router. Then,
configure the interface as a passive member of the trunk which you use in the policy routing.

In case all main links in the trunk go down, passive link (i.e. the LAN router) would be
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activated to maintain the connectivity.

Note: While you configure the gateway address in the interface, please also choose a suitable
metric for the gateway or it would interfere with main links.

F10. Why can’t ZyWALL learn the route from RIP and/or OSPF?

ZyWALL blocks RIP/OSPF routing advertisement from WAN/DMZ by default. If you find
that it fails to learn the routes, check your firewall to-ZyWALL rules.
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G. VPN and Certificate

GO01. Why can't the VPN connections dial to a remote gateway?

Please check the responder’s logs whether the fail occurs in phase 1 or phase 2. If the phase 1
has failed, try to check the VPN gateway configuration, such as proposals or Local/Remote ID.
If the phase 2 has failed, try to check the VPN connection configuration, such as whether the
policy matches the one of the remote gateway.

GO02. VPN connections are dialed successfully, but the traffic still cannot go

through the IPsec tunnel.

Check if there is a policy route that directs the traffic into the VPN connection. After the
policy route is set, if the traffic still goes through another route path, check the order of policy
routes.

G03. Why ZyWALL 1050 VPN tunnel had been configured correctly and the VPN
connection status is connected but the traffic still can not reach the remote VPN
subnet?

ZyWALL 1050 VPN traffic is the route base VPN, this means we need to configure a policy
route rule to guide the ZyWALL 1050 how to route the VPN traffic to the VPN remote subnet.
We can check if our VPN parameter setting is working by clicking connect icon after VPN
tunnel has configured in both gateway. The VPN connection status showed below is
connected.
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= FyWALL 1050 > Configuration > Network > IPSec YPM > VPN Connection
¥irGatomsy. d Concentrator |58 Mot
Configuration
Total Connection: 1 3 % connection per page Pagse 171 =]
o rame | [encapsutation[aigorithm| “
1 zw?Otunnel TUMNEL DES/SHA wholemnquu_mu SUBNET g g'@
Q = |

We need a policy route to notify the ZyWALL 1050 send the packet to VPN tunnel when the
packet’s destination address is VPN remote subnet. Please switch to ZyWALL 1050 GUI >
Configuration > Policy > Route > Policy Route and check if there is a rule that direct the
traffic to VPN tunnel. The VPN tunnel candidates must be preconfigured in VPN connection
menu.

= ¥y WALL 1050 Configuration > Palicy Raute Policy Raute

1 any  none any any VPN_LAN_SUBNET any  sw?Otunnel  none 0 PESEN
GiAgonng: 1

2 any none gel LAN_SUBNET any any ged v 9 FoEN
ARt uingy -

i any nane Fw t0tpnne] VPN_LAM_SUBNET any any el ribartare s} e E’a . ]

Send traffic to VPN tunnel
When destination is VPN
remote subnet address.

G ==

The traffic from local subnet can send to VPN remote subnet and get reply successfully after
configured VPN tunnel and policy route.

GO03. VPN connections are dialed successfully, and the policy route is set. But

the traffic is lost or there is no response from remote site.

There are two possibilities. One is that the traffic is blocked by firewall, Anti-Virus,
Anti-Spam, IDP...etc. Please check the configuration of these services or search the related

dropped logs. Another option is that the remote gateway doesn't know how to route the replied
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traffic. Please check the route rules of the remote gateway.

GO05. Why don’t the Inbound/Outbound traffic NAT in VPN work?

Check the modified traffic for whether the outbound traffic SNAT still matches the VPN
connection policy. If the traffic doesn't match the policy and the policy enforcement is active,
it will be dropped by the VPN. For Inbound traffic SNAT/DNAT, check if there is a directly
connected subnet or a route rule to the destination.
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H. Firewall FAQ

HO1. Why doesn’t my LAN to WAN or WAN to LAN rule work?

There may be some reasons why firewall doesn’t correctly constrain the access.
1. The WAN zone doesn’t include all WAN interfaces. For example, if you create a PPPoE
interface, you need to add this ppp interface into the WAN zone.
2. The firewall rules order is not correct. Since firewall search firewall rules in order, it
will apply the first firewall rule that matches criteria.

HO2. Why does the intra-zone blocking malfunction after | disable the firewall?

Intra-zone blocking is also a firewall feature. If you want to have intra-zone blocking working,
please keep the firewall enabled.

HO03. Can | have access control rules to the device in firewall?

If your ZYWALL 1050 image is older than b6, the answer is No. Firewall only affects the
forwarded traffic. You need to set the access control rules in system for each service such as
DNS, ICMP, WWW, SSH, TELNET, FTP and SNMP. After b6 image, user can configure
to-ZyWALL rules to manage traffic that is destined to ZyWALL.
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|. Application Patrol FAQ

I01. What is Application Patrol?

Application Patrol is to inspect and determine the application type accurately by looking at the
application payload, OSI layer 7, regardless of the port numbers.

102. What applications can the Application Patrol function inspect?

The Application Patrol on ZyWALL 1050 supports four categories of application protocols at
the time of writing.

1. General protocols -- HTTP, FTP, SMTP, POP3 and IRC.

2. IM category -- MSN, Yahoo Messenger, AOL-ICQ, QQ

3. P2P category -- BT, eDonkey, Fasttrack, Gnutella, Napster, H.323, SIP, Soulseek
4. Streaming Protocols -- RTSP (Real Time Streaming Protocol)

Note: The applications support is not configurable (add or remove).

103. Why does the application patrol fail to drop/reject invalid access for some

applications?

There are two possible reasons for this problem. One is that this application version is not
supported by the Application Patrol (please refer to Application Patrol Support List). The other
is that the Application Patrol needs several session packets for the application identification.
After the session is identified successfully (or it can’t be identified), specified action is taken.
If the session is terminated before being identified, application patrol won’t take any action.
But it seldom happens.

104. What is the difference for Portless and Port-based settings in the
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Application Patrol configuration page?

The portless setting functions as OSL layer 7 inspection while Port-based functions only up to
layer 4 inspection. By default, portless base will be selected when an application patrol rule is
enabled. To use Port-based option, it could help:

(1) Provide a clear port lists which is pre-defined in ZyWALL 1050. For example, it could
help user to know the eDonkey service is defined the take action on port 4661 ~ 4665 as
shown below.

Service

¥ Enable Service

Service Identification

Classification " port-less

Default Port Default e
(" @)
esz i
lesz i
T i
om0}
Default Policy
Access ’m
I Enable Bandwidth Shaping 1 kbps
Exception Policy
Allow Port
Action: Forward

(2) It could be used when user want to apply bandwidth control for a certain allowed or
rejected application (which is in Application Patrol support list). See the picture above. There
is a field of “Enable Bandwidth Shaping”.

(3) Since the port-base performs up to OSI layer 4 inspection, so the system performance
would be better than the port-less inspection (layer 7). Therefore, if user concern more about
system performance or user’s network environment is simple, the port-base setting could be

the choice.
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J. IDP FAQ

JO1. Why doesn’t the IDP work? Why has the signature updating failed?

Please check if your IDP services are activated and are not expired.

JO2. When | use a web browser to configure the IDP, sometimes it will popup

"wait data timeout".
For current release, when you configure IDP and enable all the IDP rules at the same time, you

may see the GUI showing “wait data timeout”. This is because GUI can’t get the IDP module
setting result for a period of time, even if the configuration of ZyWALL 1050 is correct.

JO03. When | want to configure the packet inspection (signatures), the GUI

becomes very slow.

We suggest you had better use "Base Profile™ to turn on/off signatures.

JO4. After | select "Auto Update" for IDP, when will it update the signatures?

After applying "Auto Update"”, ZyWALL 1050 will update signatures Hourly, Daily, or Weekly.
But updating will occur at random minute within the hour specified by user.
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JO5. If Iwant to use IDP service, will it is enough if | just complete the

registration and turn on IDP?

Please ensure to activate the “protected zone” you would like to protect and configure the
action for attack of the “protected zone” in the related IDP profile is others than “none”.
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K. Content Filtering FAQ

KO1. Why can’t | enable external web filtering service? Why does the external

web filtering service seem not to be working?

Enabling this feature requires the registration with myZyXEL.com and service license. If your
service is expired, the feature would be disabled automatically.

K02. Why can’t | use MSN after | enabled content filter and allowed trusted

websites only?

MSN messenger tends to access various websites for internal use and if it can’t access these
websites, the login fails. If allowing trusted websites only is enabled and the websites that
MSN messenger wants to access are not in the trusted website, access would be blocked. If
you really want this option enabled, you have to add these websites in the trusted websites list.
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L. Device HA FAQ

LO1. What does the “Preempt” mean?

The “Preempt” means that the Backup with high priority can preempt the Backup with low
priority when the Backup device is online. And Master can always preempt any Backup.

LO2. What is the password in Synchronization?

If the Backup wants to synchronize the configuration from Master, both Master and Backup
device must be set the same password.
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M. User Management FAQ

MO1. What is the difference between user and guest account?

Both “user” and “guest” are accounts for network access. But the difference is that “user”
account can login ZyWALL 1050 via telnet/SSH to view limited personal information.

MO02. What is the “re-authentication time” and “lease time”?

For security reasons, administrators and accessing users are required to authenticate
themselves after a period of time. The maximum session time is called re-authentication time.
Lease time is another timeout mechanism to force access users to renew it manually (or
automatically, it is configurable). For administrators, lease time is much like an idle time when
configuring GUI.

MO3. Why can’t | sign in to the device?

There are several reasons that the device can deny the login for
1. Password is wrong

Service access policy violation

Too many simultaneous login session for an account

The IP address is locked out

System capacity reached

a M N

MO4. Why is the TELNET/SSH/FTP session to the device disconnected? Why is

the GUI redirected to login page after | click a button/link?

There are several reasons that device could log you out.
1. Re-authentication, lease or idle timeout

2. IP address is changed after authentication
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3. Another account was used to login from the same computer

MO5. What is AAA?

AAA stands for Authentication/Authorization/Accounting. AAA is a model for access control
and also a basis for user-aware device. A user-aware device like ZyWALL 1050 could use
authentication method to authenticate a user (to prove who the user is) and give the user
proper authority (defining what the user is allowed and not allowed to do) by authorization
method. Accounting measures the resources a user consume during access which is used for
authorization control, resources utilization and capacity planning activities.

AAA services are often provided by a dedicated AAA server or a local database in a
user-aware device. The most common server interfaces are LDAP and RADIUS.

In ZyWALL1050, AAA object allows administrators to define the local database, AAA
server(including LDAP server and RADIUS server) and related parameters. AAA groups are
ones that could group several AAA servers for those enterprises that have more than one AAA
server. Furthermore, if the three kinds of services, LDAP, RADIUS and Local exist at the
same time, administrators could decide the order of different AAA services by AAA method.

MO5. What are Idap-users and radius-users used for?

Idap-users/radius-users refer to the users that are authenticated successfully via
LDAP/RADIUS server. If you want to perform access control rules or build access policies for
the users authenticated via external servers such as LDAP or RADIUS, you can use the
Idap-users and radius-users in your access control rules or policies.

MO6. What privileges will be given for Idap-users and radius-users?

When a user has been authenticated by external database (ladp or radius server), it will retrieve
the user’s attributes (like lease timeout and re-auth timeout value) from the external server. If
the external server doesn’t define the user’s attributes, it will try to check local database on
ZyWALL 1050 (at GUI menu Configuration > User/Group > User tab or Group tab) instead.

If it still cannot find, it will use the attribute of “ldap-users” and “radius-users” at GUI menu
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Configuration > User/Group > User tab as below. The default lease time and
re-authentication time of Idap-users and radius-users are 1440 minutes.

= ZyWALL 1050 = Configuration = User/Group = User

m Group. | Setting

Configuration

E‘-' User Name: M Description ¥ _.:

il adrinin - Adrninistration account . E @'

z ldap-users External LDAP Users @” i
( 3 radius-users External RADIUS Users E W

See the flow as shown below.

Successful Authentication

FRetrieve attributes from AAR

Done
sarvers
A
eck local database for the OK
external user -
e the attribute of “ldap-usérs OK

or “radius-users”
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N. Centralized Log FAQ

NO1. Why can’t | enable e-mail server in system log settings?

Enabling e-mail server requires necessary fields filled properly. You have to set the mail server,
the sender address, event recipient and alert recipient.

NO2. After | have all the required field filled. Why can’t | receive the log mail?

E-mail server may reject the event/alert mail delivering due to many reasons. Please enable
system debug log and find out why the e-mail server refused to receive the mail.
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O. Traffic Statistics FAQ

0O01. When | use "Flush Data" in Report, not all the statistic data are cleared.
"Flush Data" means that it clears the statistic data for the specified interface, not all interfaces.
If users want to clear all data, stop collection and start it again.

002. Why isn't the statistic data of "Report" exact?

Report module utilizes limited memory to collect data. It means that the longer is the
collecting duration or the more connections, the less exact the result the Report module has.
This Report function is mainly used for troubleshooting, when a network problem happens.
003. Does Report collect the traffic from/to ZyWALL itself?

In Report module, only the forwarding traffic will be recorded. The forwarding traffic means
the traffic going through ZyWALL. Therefore, only the broadcast traffic in the bridge interface
will be recorded.

004. Why cannot | see the connections from/to ZyWALL itself?

In Session module, only the forwarding traffic will be listed The forwarding traffic means the

traffic going through ZyWALL. Therefore, the broadcast traffic in the bridge interface will
be listed.
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