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Application Notes:

Using VLAN Configuration

Scenario: How to configure VLAN 2 on port 2~10 fixed untagged

Follow steps to configure the VLAN setting.

Step 1: In the device panel list, right-click Configuration, Switch
Configuration and then Switch Setup tab.

Step 2: Define the VLAN type, there are two types of VLAN, one is 802.1Q and
the other is Port-based VLAN. Select 802.1Q as the VLAN type and click
Apply in the Figure 1.

Figure 1 Selecting a VLAN Type

Copyto ..
GARF Timer | RaDiLs | Filtering | Mac Forwarding | mirraring |
Switch Setup | Friority dueue | STP Conf | LinkAggregation | DHCF Relay |
123
WA Type : [s02.10 =1
Queuing Method | strictly Priarity =l
MAC Address Aging Time © | 300 seconds
—Active Control
™ STP Configuration
I Link Aggregation
™ IGMP Snooping
I Bridge control protocol transparency
™ Bandwidth control
I Broadcast storm control
™ mirroring
I 8021
™ Port Securi ity
I WLAM Stacking  SP TPID : & IUKSWU .]  Others I— (Hex
I~ GvwRP
™ 2021 PortIsolation
™ DHCP Relay
Apply I
| il

Close |

After the VLAN type selection, a pop-up window indicates that you have
finished the configuration. Then after we have defined the VLAN type to be the
802.1Q, go back to click the Configuration and then VLAN configuration in
Figure 2.

In the following table that describes the labels in the screen.
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Table 1 VLAN Description

ST/

LABEL E‘ESGFHP"I‘I-EN

WVILAN ID T'his field displays the |D of the VLAMN

Mame This field displays the name of the VLAN

Elapsed Time This field displays the time elapsed since the VLAN was created

Status This field displays ACTIVE if the VLAN is active and will remain so after the next
reset of the device. This field is DynamicGVRP il the VLAM is active and will remain
so0 until removed by GVWVRP. This field is OTHER if the VAN is active, but is not
permanani or created by GVRP.

LABEL DESCRIPTION

Mew Click New 1o create a new VLAN. You must enter a VLAN 1D and a VLAN Name 1o
create a new VLAN. The new V0LAN and name is displayed in the left-hand column in
this screen.

Delete Click on a WVLAN in the lefi-hand column of this screen and then click the Delete
button to remove it from the VLAN template.

Modify Click on a VLAN in the left-hand column of this screen. Change the VLAN 1D, VLAN
Mame or change the configuration of the egress, forbidden and untagged ports. Click
the Modify button to save the changes.

Load Template |Use a VLAN template to overarite existing selected V0LANS. Select one or more
V0LAMs and dick the Load Template button. See Section 4.1 on page 55 for more
information.

Port List Click on a port in the Egress Ports list io add the selected port to the port list. Ifa
port is not selected from any of the three port lists, then it is a normal tagged port.
Refer to the following table for the WLAN port type descriplions.

Close Click Close to close the screen.

Figure 2 VLAN Configuration

& EL Wethlas Enterprise EMS
Map VTiew Template Provisioning Performance Fault Maintensnce Tool Help

X SBE R
Device IPAddress Descriptions iz | T | R
E|£:§ Rootrmap Rootmap
ﬁ Switch-1578 182.168.1.255

. % gWIICEEH: Configuration Fystem Configuration

o Wf il Configuration Save Switch Configuration

.../ switch-8617 T
VLAN C 101
Ethemet Fort Configuration
Routing Caonfiguration
Iulticast Configntaion

Click the New button to create a new VLAN ID in Figure 3.
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Figure 3 Creating a new VLAN ID

Ll

IF Address WLAM IO [ Mame | status |
172 75 1 1 Active
5 Active
Rl | |_>|r (= | I Delete | Modify | LDadTemplateI
—Port List
1 [zl =2]alsls]7sls]afiofaaJaz[1z[1aJas[16[av[1a[1a]zo0[z1]zz[=23[=zal=zs5][2s]=27]z258]

Close I

1. Selecting Egress ports and defines them to be tagged or untagged in
Figure 6.

Figure 4 Selecting the ports

LA 1D C I= €1 — 4094y

LA P E e |Test

LAl Id e ntity
|7 = Active

 Static WAl

Edress Ports Forbiddern Ports Lintag Ports

Foart 01 - Fort 01
Fort o2 =
FParto3 )
FPoart O4 O

Fort OS
FPart 06
FPart o7
Foart o=
Fort o9

(= FPort 10 (=

ALl Status Previews
1 T =T =1 =1
[ [ [

"o aa[az]azs[1a]J s as5] 1+

= [=] Ed = a
[} [ [ [ [} [ - -

|

1 L |

cancer |
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Using VLAN Template

Scenario: How to apply VLAN Template to other device?

Follow steps to configure the VLAN Template. Click Template and then click
VLAN.

Figure 5 VLAN Template

&8 2L Netiilas Enterprize EMS
Map Wiew | Templste Frovisioning Performance Fault Maintenance Tool Help

R e VLAY Tenplst |

IGMP Filtering Profile Template
Device Multicast Template Descriptions il | AT
-5 Roatrmap Rootrmap

- switch-1578 1921681255
B [owilch 6257
g Switth-B718 17223375
. switch-7148

o Switch-9817  172.23.14.42

1. Create a VLAN Template
Here, we create a VLAN Template: VLAN ID=3 on port 2~10 untagged in
GS-2024. Select the ports 2~10 from the port panel list and defined them as

untagged.
Figure 6 Creating a VLAN Template
VLAN Template Dialo 124
DEIEE T WLAR Identity
IGS—2024 LI WLAR D |3 i1 ~ 4084}
WLAR Mame ITest
MLAN 1D I HName I Egress FPorts Foarbidden Ports Untag Ports
Port 01 =
Fort 02 P
Fort03 P
Fort 04 P
Port 05 P
Port 05 P _ Deete |
Port 07 P
Port 03 _ moaw |
Port 09 P
Fort10 [
Fort11 P
Fort1z il Fart12 P
— Port List
| 1 | | T T oo [az[az[1a]as[16]av[12]1a]zo]z1] 22] 23] 24]
[ IV Y VT W U W NN
Close I

Apply the VLAN Template to other devices. In the target device, in the VLAN
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configuration, we need to load the VLAN template we created.
The following table describes the labels in the screen.

Table 2: VLAN Template Description

LABEL DESCRIPTION
Device Type Select a device type from the drop-down list box to view the device's WVLAN
configuration.
VLA ldentity
VLAN ID Enter a unigue number to identify the VLAN.
V0LAN Name Enter a descriptive name for identification purposes.
Egress Porls A port that iz in the egress listin a VLAN. Cnly select this if the subscriber's DSL

modem or router supgorts 802,10 WLAN.
Select the pons which you want io be egress ports from the list provided.

Forbidden Foris A port that is blocked from joining a VLAN group. Mo frames are transmitted
through this port.

A forbidden port cannot be an egress or untagged port.
Select the pons which you want 1o be forbidden ports from the list provided.

Untag A port that does not tag all cutgoing frames fransmitted.

An egress porl can be untagged.

Select the ports which you want to be untagged pors from the list provided.
MNew Click New to create a new WLAN. You must enter a VLAN ID and a VLAN Name

fo create a new VLAN. The new WYLAN and name is displayed in the left-hand
column in this screen.

In the device list, click the configuration, and then select the VLAN
Configuration to load the VLAN Template.

Figure 7 VLAN Configuration

Map Wiew Template Provisoning Pedformance Fault Maintenance Tool Help

J xOBE B |
Device IPAddress Descriptions Jielz | At | Ui | JIiE

=-£% Rootmap Rootmap
- Gwitch-1578 192168 1.255

a Switch-6267 172.23.3.44
17223375

Ca tion.

0 Sustern Configuration
Configuration Save

Bwitch Configuration
VLAN Co tion
Ethemet Port Configuration
Routing Configuration
Multicast Configutaion

After that, we select Load Template
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Figure 8 Load Template

e he0617 : 17223 14 42)
Device Mame | IP Address VLAN D | Mame | Status
Switch-8617 172231442 1 1 Active
Switch-6267 172.22.3.44
4 [+ Mew | Delete | moary | Coad Tempiate
—Port List
1 | 2a]alals]a]r|s]a[o]i1]12]13]1a]15][16]17]1a]1a]20]21]22]23]24]

Here, we can see the template on the left side of the list, select the desired
template and click Apply.

Figure 9 Selecting the Template

¥LAN Template Di: 2024)

Device Type

WA [dentity
[esz024 =l wLaM D 3 (1 ~4034)
™ Active after Loading Template WLAR Mame : ITest
Egress Ports Forbidden Ports Untag Ports

Fort 01 Fort 01 - Fort 01
Fort02
Fort 03
Fort 04
Fort 03
Fort 06
Fort 07
Fort 02
Fort 09
Fort10
Fort11

Fort12 ;I

|
—Port List

1 [z z2la]s]e[s]a]o o] Jaz]1z[1af1a]16]ar[1a]1a]zo[21]22]22]z2a]
= U U U W M U W W U = = = = = = = = = = = = = =

Apply Cancle |

We will see the GS-2024 has another new VLAN ID in the VLAN configuration.
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Figure 10 Loading Template

Switch-9617 172.23.14.42
Switch-6267 172.23.3.44 MoneActive
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Using Porting Mirroring

Scenario: How to use port 1 to mirror the incoming traffic in port 2.

Step 1: In the device panel list, right-click Configuration, Switch
Configuration and then Switch Setup tab.

Step 2: Select the Mirroring check box, select the ports from the port list,
choose the direction of the packets, and then click Apply in the Figure 11.

Figure 11 errorlng

|
N
r
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Using Link Aggregation

Scenario: How to aggregate port 2, 3, 4, 5, 6 as a logical port.

Step 1: In the Device Panel list, select the device, right-click Switch
Configuration and select the Link Aggregation. Enable the Group ID in
Figure 12.

Step 2: In the Device Panel list, select the device, right-click Configuration,
Ethernet Port Configuration and Port Link Aggregation in Figure 13.

Step 3: Select the ports to be aggregated from the port panel list, select the
group and then click the Apply.

Figure 12 LACP

Device Name | IF Address Copyto .. |
Switch-8982 17223375

GARFTimer |  RADIUS | Fillering MacForwarding | Miroring |
Switch Setup | PrioriyQueue | STP Conf. LinkAggregation | DHGP Relay |
~LACP
k System Priority |65535 (1-65535)
—Group Setting
GrouplD Avctive Dynamic{LACP)
T = I
T2 L] |
T3 u |
T4 L] |
TS ul L
T = r
#oply_|

Close |
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Figure 13: Port configuration
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Upgrading firmware

Scenario: How to upgrade firmware
Alternative one: Click the Web Access where you can login the device the

change the firmware.

Figure 13 Web Access

isioning  FPerformonce Fault Meintenonee | Tool Help

I X o BE R G Talnst
Device IPAddress Descriptions T

=4 Rootmap Rootmap
Ll Switch-1578 192.168.1.255
Switch-6718 17233375
il Switch-7148
.l Switch-9817 172.23.14.42

Alarm tatus | Port Status |

3 3 B B

ALARN TEMF Far oL

Figure 14 Firmware Upgrade

El Status [ Logout H Help

[ @) Maintenance

Firrrweare Upgrade Click Hg_re
Restore Cunﬂguriliun Click Here
Backup Configuration Click Here
Click Here
Mo enancs Load Factory Default
Access Contral Reboot System Click Here

Diagnostic
Cluster Management
MAC Tahle
ARP Table

Alternative 2: In the Maintenance, select the Firmware Upgrade. Before
upgrading the firmware, user needs to define the password.
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Figure 15 Password Setup

- ZyHEL Nethtlas Enterp
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Device IPAddress Descriptions

=40y Rootrmap Rootrnap
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i Switch-6267 172.23.2.44
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--Hml Switch-7148 [ Propertites
L Switch-9617 172234442 | L
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MNarme : [Ewiteh-aeas
IP Address . [ 172 23 14 4z
Passward [1234

Description : |

Get Community Ipuhllc

Alarm Status | Port Status | Set Community: [public
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ALARM TEMP Fan VoL

Figure 16 Firmware Upgrade

Map View Template Provisiondng Performance Fault | Maintnance Tool Help

EEEEE

Device Rest
P IPAddress B WREm R
=45 Rootmap o Load Factory Defanlt
[ Switch-1578 192.168.1.266 Scheduled NE Contlz Backup

1

ol Switch-6718 17223375
il Switch-7148
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Alarm Status | Por Status |

g i
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Figure 17 Selecting Device

« ZyIHEL Neth flas Enterprise ERE
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Figure 18 Selecting Firmware File
Map View Template Providoning Pedformence Fault Madntensnce Tool Help
[SIXCeBER®
Device IPAddress Descriptions i1 | | ORI | S
ng}, Roatman Rootmap

- switch-1578 192.168.1.265

il Switch-6267 172.233.44
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Figure 19 Applied Results

SIX oBIE R o
Device IPAddress Descriptions
Raootmap

4% Rootmap
. switch-1578

192.168.1.255

ﬁ Swvitch-G267 17223344

E Switch-6718 17223374
Switch-T148

Bwvitch-9617 1722314 42

Results:

Device Type IGS-EUEd -

e [ o |

Set completely

Alarm Status | Fort Status |

8 § = 0

ALARM TEMP Fan WOL

172.23.14 42 File transfer successful. Systern will reboot now.

Apply

Close
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Status

Hardware status

Step: In the view option, select hardware status. Click the switch you want to
view the hardware status. In the following example, we select ES-3124 as our
target where we can see the status of Fan, Voltage and Temperature.

Figure 20 Hardware Status

—Fan RP { RPM )

Device Mame | IP Address
Switch-1010 172.23.14.42 Index | Current | il ir Threshold | Status
Switch-3982 17. 4 FAM1 5580 A7T16 5536 2750 MORMAL
FARZ a580 A763 493 27480 MORMAL
FAMI 5580 A6T0 5450 2750 MORMAL
—Woltage (W)
Index | Current | Ml Min Threshold | Status -
YCOOR.. 2.5 25 25 22 MORMAL
YINRO 1.2 1.2 1.2 1.0 MORMAL
33 3.3 33 33 30 MORMAL
12 11.9 11.9 11.9 10.6 MORMAL
1.3 1.3 1.3 1.3 1.1 MORMAL
1.25 1.2 1.2 1.2 11 MORMAL ﬂ
% —Temperature
| & Celsius  © Fahrenheit ‘
Index | current [ max [ min | Threshoid | status
4| | _>| MAC 42 43 39 85 MORMAL
CPU kh] 38 35 a5 MORMAL
FHY 34 35 )| a5 MORMAL
Paolling |4D S8 Apply |

Close
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Table 3 Status: Hardware Status

LABEL DESCRIPTION

Fan RPM A properly functioning fan is an essential componant {(along with a sufficiently
ventilated, cool operating environment) in order for the device o stay within the
temperature threshold. Each fan has a sensor that is capable of detecting and
reporting if the fan speead falls below the threshold shown

Index This field displays the fan number

Current This field displays this fan’s current speed in Revolutions Per Minute (RPM).

Max This field displays this fan’s maximum speed recorded in Revolutions Per Minute
{RPM)

Min This field displays this fan’s minimum spead recorded in Revolutions Per Minute
(RPM). "=41" is displayed for speeds too small to measure (under 2000 RPM).

Thrashold This field displays the minimum speed at which a narmal fan should waork.,

Status NORMAL indicates that this fan is functioning above the minimum speed. ERROR
ndicates that this fan is functioning below the minimum speed.

Vaoltage (W) The power supply for 2ach voltage has a sensor that is capable of detecting and
reporting if the voltage falls out of the tolerance range.

Index This field displays the first voltage sensor number.

Current This is the current voltage reading in volts.

Max This field displays the maximum voltage recorded at this sensor in valts.

Table 4 Status: Hardware Status (Continued)

LABEL DESCRIPTION

Min This field displays the minimum voltage recorded at this sensor in volts.

Threshold This field displays the minimum veltage percentage at which the switch should work.
Status NORMAL indicates that the voltage is within an acceptable operating range at this

point; otherwise ERROR is displayed. ABSENT indicates that there is no power
reading at a sensor(s).

Temperature

The switch has temperature sensors that are capable of detecting and reporting if the
temperature rises above the threshold. You may choose the temperature unit
(Centigrade or Fahrenheit).

Celsius Select this option to display the temperature in degrees Centigrade.
Fahrenheit Select this option to display the temperature in degrees Fahrenheit.
Index This field displays the temperature sensor number.

Current Value

This shows the current temperature at this sensor.

Max This field displays the maximum temperature recorded at this sensor.

Min This field displays the minimum temperature recorded at this sensor.

Threshold This field displays the upper temperature limit at this sensor.

Status This field displays NORMAL for temperatures below the threshold and ERRCR for
those above.

Paolling The text box displays how often (in seconds) this screen refreshes. You may change

Ey the refresh interval by typing a new number in the text box and then clicking Apply

button.

Close Click Close to close the screen.
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VLAN status

Step: In the view option, select VLAN status. Click the switch you want to view
the VLAN status. In the following example, we select ES-3124 as our target
where we can see the status of VLAN as listed in the below figure.

Figure 21 VLAN Status

VL AN Statu -593;
Device Mame IP Address VLAM D [ Mame Elapsed Time Status
172231442 1 1 8 days, 06h:10m:195.00th Active

172233745 200 Maone 8 days, 06h:10m:195.00th Other

172.23.3

Switch-1010
Switch-8982

J o

Polling : |4D sec Apply |

—Port List
1 [ 2] ala]s]se[7]a] o1 ]12]1a][1a]15[16]17[1a]10]z0]21]22]23]z24]25]26]27] 23]

Close |

MAC/ARP Table status

Step: In the view option, select 802.1d. Click the switch you want to view the

MAC/ARP table status. In the following example, we select ES-3124 as our
target where we can see the status of MAC/ARP table as listed in the below

figure.

All contents copyright (c) 2005 ZyXEL Communication Corporation
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Figure 22 MAC Table Status

X

Dievice Mame | 1P address MAC Tahle | ARF Tahle
Switch-1010 172231442
Switch-8952 172.23.3.75 Sortby
O MAC CONID © Port
Index | MAC Address |vio [ Port | Tupe B
1 00:02:3f67:17:he 1 4 Crynarmic
2 00:02:e3:4a:af3c 1 4 Cwnarmic
3 00:04:80:9b:78:00 1 4 Dynamic
4 00:08:.02:1f.dafe 1 4 Cynarmic
[% ] 00:08:02:20:8a:e7 1 4 Crynamic
@ 00:05:04:13:7d:04 1 4 Crynarmic
7 00:0z:24:13:7efa 1 4 Cynarmic
8 00:0d:5e:34:17:1d 1 4 Dynamic
q 00:0d:60:13:86:81 1 4 Cynarmic e
10 00:0d:60:78:d5:249 1 4 Cwnarmic
11 00:0d:60:871c:80 1 4 Cwnamic
12 00:0d:60:31.36:64 1 4 Cynarmic
13 00:0d:60:ch:3h:ha 1 4 Dynamic
14 00:0d:60:chra8s 1 4 Crynarmic
1] || EE 00: 080054 341 1 4 Dyharmic =]
Folling |40 sec Apply |

Close |

Table 5 Status: MAC table status

LABEL DESCRIPTION

Sort by Click one of the following buttons to display and arrange the data according to that
button type. The information is then displayed in the summary table below.

MAC Click this button to display and arrange the data according to MAC address.
VID Click this button to display and arrange the date according to WVLAN group.
Port Click this button to display and arrange the data according to port number.

Index This is the incoming frame index number,

Name This field displays a descriptive name far this static MAC address forwarding rule.

MAC Address This is the MAC address of the device from which this incoming frame came.

VID This is the VLAN group to which this framsa belongs.

Port This is the port from which the above MAC address was learnad.

é‘}? Type This shows whather the MAC address is dynamic (learmed by the switch) or static
{manually entered in Static MAC Forwarding).

Polling The text box displays how often (in seconds) this screen refreshes. You may
change the refrash interval by typing a new number in the text box and then
clicking the Apply button.

Close Click Close to close the screen.

Figure 21 ARP Table Status
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X

Device Mame IF Address MAC Table ARF Table |

Switch-1010 172231442

Switch-8982 17223375 Index | IP Addrass | MAC Address Type
1 172.23.316 00802 1F DAFE  dynamic
2 172.23.311 O0ADCAEFE1322 dynamic
3 172.23.34 00 OF FEDB C9 97 dynamic
4 172.23.3.92 004080363970 dynamic
] 172.23.3.80 Q00D AD D3 43 4F  dynamic
% 172.23.3.254 0004 2809872800  dynamic

172.23.3.201 QD EODE002ZA4B  dynamic

8 1722336 000D BO13 8681 dynamic
q 172.23.3.203 00 A0 8D AF 41 FA  dynamic
10 172.23.318 00D GO Y8 DS ES  dynamic
11 172.23.3.38 00 0E7F FEEG4E  dynamic
12 172.23.3 66 O0ADCSBZ2EEFS  dynamic
13 172.23.3.34 O00AE4137EFA  dynamic
14 172.23.3.36 000D GO BF1C 80 dynamic
15 172.23.35 00D053 80 3F AF dynamic
16 172.23.315 00 0D GO CB TA 85 dynamic
17 172.23.3.49 000D SE 341710 dynamic

| ] ©

Polling |40 Ser Bpnly |

Close |
Table 6: Status: ARP Table Status

LABEL DESCRIPTION

Index This is the ARP table entry number

IP Address This is the lzarned IP address of a device connected (o a switch port with
corresponding MAC address below.

Eﬁit Address This is the MAC addrass of the device with corresponding IP address above.
Type This shows whether the MAC address is dynamic (learned by the switch) or
static (manually entered in Static MAC Forwarding).

Polling The text box displays how often (in seconds) this screen refreshes. You may
change the refresh interval by typing a new number in the text box and then
clicking the Apply button.

Close Click Close to close the screen
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Where to set up the IP address

Step: In the Device list, select Property. Click the switch you want to configure
the IP address. In the following example, we select ES-3124 as our target
where we can change device’s IP address.

Figure 22 IP address
Edit Dewice
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