
ZyXEL ZyWALL 10 & Prestige 312 

ZyNOS v3.24(WA.2) | 08/08/2001 

Release Notes & Manual Supplement 
Date: August 8, 2001 
 

Support Platforms: 
ZyXEL Prestige firmware V3.24(WA2) supports both the FIREWALL models Prestige 312 & ZyWALL10  two-LAN router 
hardware. 

Version: 
ZyNOS F/W Version: V3.24(WA.2) | 08/08/2001 
 

Bugs fixed : 
1.) Content filter register error 
2.) Content filter list download error  
3.) ESP teardrop attack parser error 
4.) DNS lookup fail when menu 3.2 "DHCP server == None" 
 
 
 
 
 
 
 
Date: July 6, 2001 

Version: 
ZyNOS F/W Version: V3.24(WA.1) | 07/06/2001 

Bug fixed : 
Fix  HTP does not initial EPROM 
 
 
 
 
 
 
 
 
 
 
 

1 



Date: May 21, 2001 

Version: 
ZyNOS F/W Version: V3.24(WA.0) | 05/21/2001 

Bugs fixed : 
Change the content filter register server address and domain main. 
Fix content filter "URL Keyword configuration error" 
Firmware wrong version number 
Add SMTP parser support "BDAT" command 
Fix bug  system crash when trying to add more than 1 subnet on the firewall rules. This includes "Local 
Network" and "Internet" rules on both source and destination IP. 
Fix content filter "Enable URL keyword blocking" cannot save 
Fix SMTP parser for Exchange server support 
Bug fix on Firewall SMTP protocol parser  
Bug fix on telnet client not sending terminal type 
Bug fix con Content filter web configuration error 
Content Filter List cannot save to Flash 
Content Filter makes all HTTP connection Fail 
Content Filter: If we didn’t registry and going to download Filter List, “Status” must show error message, 
not show “Write to Prestige router successfully”. 
In “URL KEYWORD” page, when we “Add Keyword” it write to ROM, so Apply is useless. 
Can’t use web set CATEGORIES, if we enable some categories and push Apply button, status will show 
“Write to Prestige router successfully”, we refresh this page, the check box was clear. 
Block all categories then clear all categories, but we refresh web, “Intolerance” still enable. 
Content Filter Category cannot be configured problem  
Content Filter Packet block by Firewall 
Send Content Filter  log by e-mail failure 
Firewall syslog empty string fix 
eWeb timeout problem fixed 
pptp firewall pass through problem fixed 
Firewall SMTP parser bug fix 
NAT checksum bug fix 
eWeb make system hang fix 
 

New Features: 
Add ci command to change different Content filter List server. 
Add ci command "sys firewall dos smtp on" to turn on SMTP defender 
Add ci command "sys firewall dos smtp off" to turn on SMTP defender 
Add ci command "sys firewall dos display" to display the smtp defender status. 
Add Netbios over TCP NAT support 
DHCP relay 
Add NAT Net2Phone support 
Content Filter log send to syslog 
MSN Firewall support 
Parent control support 
MSN NAT support 
Login Password security support 
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