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Switch Management and Maintenance

Firmware Upgrade

Using the Web Configurator

1. Download (and unzipped) the correct model firmware to your computer.
2. Click Management > Maintenance in the navigator panel to display the
following screen.

[ Viaintenance

Firmmware Lparade Click Here
Restare Canfiguration Click Here
Backup Configuration Click Here
Load Factory Dofault Clirk Her:

Reboot Systermn Click Heye

3. Click the “Click Here” link for Firmware Upgrade to display the following screen.
[ Maintenance

To upgrade the internal switch firmvare, browse to the location of the hinary (BIR) file and click Apph
hutton.

4. In the File Path field, click Browse to locate the firmware file.
5. Click Upgrade to start the firmware upgrade process.
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Using the Console Port:

1. Download (and unzipped) the correct model firmware to your computer.

2. Connect to the console port and launch a Terminal Emulation software

3. Restart the switch to enter the debug mode via the terminal.

4. Enter “ATUR”.

5. Use the X-modem protocol to transfer (Send File) the firmware.

6. Enter “ATGO” to restart the switch after the file transfer is complete and the

firmware upgrade process is done.

Using FTP:

-

. Download (and unzipped) the correct model firmware to your computer.
. Launch the FTP client on your computer to log into switch. (From the command

prompt, type “ftp <Switch IP>").

. Press [ENTER] when prompted for a user name.
. Enter the administrator login password to access the switch and display FTP

prompt.

. Enter “bin” to set the transfer mode to binary.
. Use “put” to transfer the firmware from the computer to the switch, for example:

“put firmware.bin ras” transfers the firmware on your computer (firmware.bin) to
the switch and renames it to “ras”.

7. Enter “bye” to log out from the switch.

Restore a Configuration File

Using the Web Configurator:

1.

Click Management > Maintenance in the navigator panel to display the
following screen.

L@ Maintenance ___J

Firrrmedre Upyrade Clivk Here
Restare Canfiguration Click Here
Backup Configuration Click Here
Load Factory Default Click Heye

Heboot System Click I1ewe
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2. Click the “Click Here” link for Restore Configuration to display the following
screen.

[ Restore Configuration Maintenance

To restare the device's configuration form a file, browse o the location of the configuration file and click
Hestore hutton.

3. In the File Path field, click Browse to locate the firmware file.
4. Click Restore to start restoring configuration.

Using the Console Port:

1. Connect to the console port and launch Terminal Emulation software.

2. Restart the switch to enter the debug mode via the terminal.

3. Enter “ATLC”

4. Use X-modem protocol to transfer (Send File) the configuration file (with a .rom
file extension).

5. Enter “ATGO” to restart the switch after file transfer and the configuration
restore processes are complete.

Using FTP:

-_—

. Download (and unzipped) the correct model firmware to your computer.

2. Launch the FTP client on your computer to log into the switch. (From the
command prompt, type “ftp <Switch IP>".

3. Press [ENTER] when prompted for a user name

4. Enter the administrator login password to access the switch and display FTP
prompt.

5. Enter “bin” to set the transfer mode to binary.

6. Use “put” to transfer the configuration file from the computer to the switch, for
example: “put comfig.rom rom-0” transfers the configuration file on your
computer (config.rom) to the switch and renames it to “rom-0".

7. Enter “bye” to log out from the switch.

All contents copyright 2006 ZyXEL Communications Corporation. 5
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Backing Up a Configuration File

Using the Web Configurator:

1. Click Management > Maintenance in the navigator panel to display the
following screen.

L@ Maintenance ___J

Firrrmedre Upyrade Clivk Here
Restare Canfiguration Click Here
Backup Configuration Click Here
Load Factory Default Click Here

Heboot System Click I1ewe

2. Click the “Click Here” link for Backup Configuration to display the following
screen.

@ Backup Configuration _____J Maintenance

This page allows you to back up the device's current canfiguration to your warkstation. Mow click the
Backup hutton.

3. Click Backup to display the File Download dialog. Then, click Save to back up
the configuration text file to a location you specify on your computer.

Using the Console Port:

1. Connect to the console port and launch a Terminal Emulation software.

2. Restart the switch to enter the debug mode via the terminal.

3. Enter “ATTD”.

4. Use X-modem protocol to transfer (Receive File) the configuration file (with
a .rom file extension).

5. Enter “ATGO” to restart the switch after file transfer and the configuration
backup processes are complete.

All contents copyright 2006 ZyXEL Communications Corporation.
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Using FTP:

1. Download (and unzipped) the correct model firmware to your computer.

2. Launch the FTP client on your PC to log into the switch. (From the command
prompt, type “ftp <Switch IP>"

3. Press [ENTER] when prompted for a user name

4. Enter the administrator login password to access the switch and display FTP
prompt.

5. Enter “bin” to set the transfer mode to binary.

6. Use “get” to transfer the configuration file from the switch to your computer, for
example: “get rom-0 config.rom” transfers the configuration file on the switch
(rom-0) to your computer and renames it “config.rom”.

7. Enter “bye” to log out from the switch.

Load Factory Defaults
Using the Web Configurator:

1. Click Management > Maintenance in the navigation panel to display the
following screen.

L@ Maintenance ___J

Firrrmedre Upyrade Clivk Here
Restare Canfiguration Click Here
Backup Configuration Click Here
Load Factory Default Click Heye

Heboot System Click I1ewe

2. Click “Click Here” link for Load Factory Default.

3. A dialog box pops up with the “Are you sure you want to load factory defaults?”
prompt.
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Microsoft Internet Explorer E]

? )
H_.\/’ Are vou sure wou wank to load Fackory default?

| I, | [ Cancel

4. Click OK.

5. Click OK again to start the configuration reset process. After it is complete, the
device automatically restarts.

6. Please note that the IP address of the switch is now 192.168.1.1.

Using the Console Port:

1. Connect to the console port and open the Terminal Emulation Software.
2. Enter the administrator login password to log into the CLI. Enter “erase run” to
load the factory default configuration.

General Networking

DHCP Relay Option 82 Application

ISP may want to limit the number of IP address or provide some specific client IP
addresses based on the switch ports, VLAN ID and option 82 string.

They can easily achieve this with the DHCP Relay Option 82 feature and a
DHCP server that supports Option 82.

The following figure shows a network example.
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Setting up a DHCP Relay Option 82 Environment

In this example, we will show you how to configure DHCP relay settings to allow a
computer to obtain a specific IP address from a DHCP server based on the VDSL
port, VLAN ID and the Option82 string.

In this network environment, we will use a OLT-1308 series with a computer
connected to a CPE to the first VDSL port. The Option82 string is set to
“OLT-1308".

The IP address of the DHCP server (IP Commander at 192.168.1.99) and it is to
assign client IP addresses of 192.168.1.201 and 192.168.1.203 for VLAN ID 1
with Option82 string of “OLT-1308".

1. Switch settings

In the web configurator, click Routing Protocol > DHCP Relay in the navigation
panel to display the DHCP Relay screen as shown. Enable the DHCP relay
feature and the Option 82 function. Click Information to set “OLT-1308” as the
Option 82 string. The Information field is READ ONLY here and it is the same as
the host name of the switch you configured.
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L@ DHCP Relay

Relay Agent Information Option 82
Information |DLT—13E]E

A

Next connect a computer to the Ethernet port of the CPE to the 1 VDSL port.
Refer to the previous application for more information.

2. IP Commander setup
Launch IP Commander and right-click IP Commander and click Connect New
Server.

. Incogniio Management Console

Fil: Edit Service ¥iew Import Help

Ti&S- QD ?

4B IP Compacade .

Commander

IP Commander Administrator Configuration Ltk
Client Revizion 4.2.11.1

Caopyright ¢ 1998 - 2004

Incognita Software |he.

’<._,;-” i E1@@®--- Fross
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Enter the IP address or domain name for the DHCP server and click OK. For this
example, we enter 192.168.1.99 for the |P address.

. Incognito Management Console.

it Service  View

|IZis-a- 0B
l IP Commander
t IP Commander

|P Commander Administrator Configuration Lty
Client Revision 4.2.11.1

Capyright ¢ 1998 - 2004

Incognita Sofbware |he

Select Server

Please enter the name of the server with the |P Commander service you
would like to manage:

Cancel

&) anEi@" @-- TFnx:

Enter the user name and password. The default user name is “administrator” and
password is “incognito”.
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a2

=
z IP Commander

|P Commander Administrator Configuration Lty
Client Fevizion 4.2.11.1

Copyright c 1938 - 2004

Incognito Software Inc

l IP Commander

IP Commandex

'ou must login uging an [P Commander service administrator account on
192.168.7.99 [hot a Winnt or Unix user account).

Login name

v Save Password ok I Cancel

e B C 4

)7 A b1@@--L TF:m

W terp &l Docl - Micwe

A screen displays. Make sure that the status of your DHCP is online. On the top
menu, click Wizard > Rule Wizard.
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Incognito Management Console - configuring IP Commander on 192 168.1.99

Fil: Edit Service View Import Export B Tool: Eeports Help
Il = 09 E Global Settings Wizend

ubnet Configuration Wizand

.99 <DNLINE. Stand-alone>

= ! IP' Commander
= t ON 3 Se.
¢ Service Configu

2, Administiator Ao IP Commander Administrator Configuration Ltility

§ Networtk Views  ppot evision 42111
£ % Rules Copyiight & 1998 - 2004

Ter.nplates Incagnito S oftware Inc.
Policies

Service Information

Server Cso1.
Semvice Incognita IP Commander for T
Service revision 42163
5 Serial number 1000
# of users in license 255
Current # of users a
. Subscription expiy date End of Apr 2005

Statistics Copy tyge il Demo 4

Q DONS & TFTP Froduct number Falil
Service category 1002
Product key 04»-PC100-8F44-780 2-9B3C-5CA9
Operating system ‘windows P Service Pack 1

Save

[ w TIp

Enter a name and description for the new rule.
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= Incognito Management Console - configuring IP Commander on 192.168.1 99 <ONLINE, Stand-alone>
Edit ;

Service Ve

ris-s8-cE8BRB- QD P :
= l |P Commander

& 132168199<0ML L7  Create Rule
3 Service Configu

Administrator Ac - Genersal I Rule Crileria] High ‘ater Malks] Fiule Dntions]
Metwork VWiews

- Fles BELINN R qle Wizard for 192.168.1.99 3]
Templates e
Policies

Description Crealing a rule

Static Addresse Laower limit A ile consists of an address range and a set of criteria.
UHLF options are specihed in a template which s Inked

to the mule.

gl AntiRoamingD  Default gab
B View Audits
Statistics Lease time

- DONS & TFTPI (o

I~ Unlimite

Narme the rule

Enter a desciiption of the e [optional].

Dema

Check | [ Hest> | Fancel

Created Last modified

Lirts I Add I Drelets l Search

(@ 2 Ethersal

Specify one or a range of IP addresses for this rule. In this example, we configure
an IP pool from 192.168.1.201 to 192.168.1.203.
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_ Incognito Management Console - configuring 1P Commander on 192.168.1 99 <ONLINE, Stand-alone>

i Re

IZs-S8-oBHERE-QAD P ' |

= 4% IP Commander

$ 1921881 39« AP Create Rule

[+ Service Configu
Administrator A¢  General I Rule Ciiteria | High ' ater Marks | Fule Options |
Metwork VWiews
e LI Rule Wizard for 192 99 X
Templates e
Policies

Access Control Desctellon

Management

Static Addresse Laower limit
Lhient Ulasses

8 Hardware Mapp

Address Range Limits

Mow pou must specify the upper and lower limits
afthe IF addresses tor the ule.

gl AntiRoamingD  Default gab
B View Audits
Statistics Lease time

- DONS & TFTPI (o

I~ Unlimite

Enter the lover lirit

Enter the upper limit:

192.1668.1 .203

< Back | [ West> | Fanee

Created Last modified

Lirks I Add I Drelets I Search

@l Docl - b

Next select DHCP Option in the Keywords field.
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lanage
ITZis-B-¢E8 ERE-QAD P
=] ! IP Commander
=] t 192168 1,99 <0OML Service Configuration for 192.168.1.99 <ONLINE, Stand-alone>
[+ Service Configu
Admln\slral.ol Ac IF Commander Administrator Configuration Litility
&P Metwok Views gt eyioed
# @ Rules BSEN ©le Wizard for 192 168.1.99
e Templates
i iy Incagnito 5
Policies
& Access Control e Create the rule criteria
[+ G Management
Static: Addresse Server Select e criteria from the kepwords list, and link them using operators
¢:-" Lhent Ulazzes Service In the operators st Use parantheses to specity the order of preterence,
B# Hardware Mapp Service e
+ W Active |P Addie ienfal nimy Keywards: Operators:
B View Audits Subscript
Statistice Copy tups
@ DONSETFTPL | Product n
Service o
Product k
. IP Limit E xeplion )
Operating P
FielaptgentCircuit
< Back | [ Nest> | Fanee
Save
£ 2
" o8 temp | 2l Doel - Micr: ord &) A L@@ TR0342

An Add DHCP Option Rule screen displays.

Select Option 82 Relay Agent Information, set sub-option 1and use binary data.
For port 1, VLAN 1 with option82 string of “OLT-1308", enter
“0019000147532d33303132” as the key value and click OK. Note that the first
two bytes define the port number, the second two bytes is the VLAN ID and the
rest of the bytes are the Option 82 string.
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Incognito Management Console - configuring IP Commander on 192 168 1 99 <ONLINE, Stand-alone>
)i E

Edit Service D

IZS-&-of
E l IP Commander .
-4, 192.168.1.99 <OML & Create Rule

Service Configu

Administrator ¢ General I Rule Crilerial High *##ater Marks | Ruls Dntionsl

ort L Help

#EE- a2 |

Metwork VWiews

& % Bke Rule Wizard for 192,168 1 99

[c3} Templates i R

= Policies =

[+ Access Contral Desciplog Create the rule criteria

B Management
Static Addresse [ gwer limit Select e criteria from the kepwords list, and link them using operators
Lhent Ulazzes I the operators list. Use parantheses to specity the order of preterence.
Hardware tMapg :

* Active P dddie Keypwords: Operators:

. Anti-Hoarming D
B View Audits
Statistice

- DONS & TFTPI

Add DHCF Option Rule

Option number: Sub-option [optionall:  Data type: Enter the data the client must match:
22 f [Binay Data =] [0073000131323438
™ Ui | 82 Rielay Agent Information = |

Cancel I

¢Bak [ [ Met> | rance |

Created Last modified

Lirks I Add Delelz I Search

After setting the fields, you should see the following
screen.
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Incognito Management Console - configuring IP Commander on 192 168 1 99 <ONLINE, Stand-alone>

7 b
-— e
IZs-S8-oBeER- QD ?
= l IP Commander .
& 192168199 <OML & Create Rule
£} Service Configu
Administrator A Genersl I Rule Ciiteria | High ' ater Marks | Fule Options |
Metwork VWiews
Hiley REUCHNN Rile Wizard for 192 168.1.99 X
Templates e
Policies Dt
Access Contral ael ] Create the rule criteria
Management
Static Addresse | gwer limit Select e criteria from the kepwords list, and link them using operators
Lhent Ulazzes I the operators list. Use parantheses to specity the order of preterence.
Hardware tMapg :
H Active [P Addie Keywards: Operators:
i AntiFioaming D Default gab DHCP O
piarn - -
B View Audits I _J l _J
Statistice Lease time .
Q DONS & TETR | ) Rule criteria
!D = OPTIOMBINARY(S2.1 , 0079000131323435]
I~ Unlimite
< Back | [ West> | Fanee
Created Last modified
Lirkes I Add Lrelete I Seath

@l Docl - b

Click Next in the screen that displays.
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Incognito Management Console - configuring IP Commander on 192.168.1 99

D2
IP' Commander

192168199 <ONL Service Configuration for 192.168.1.99 <DNLINE. Stand-alone>
Service Configu
AMInsiator AC 1B corenander Administiator Configuration Uit

Netol VIeas Gt enisiget _
Rules BSEN ©le Wizard for 192 168.1.99 X
Templates e

Incognita 5

Policies

4 Access Control Rule options

2 Service Inf
Management
b i:a“c, addresse Server “Peud may sperity the rile npfions fr
o’ oses Seiice I~ Rule is resarved every ile that you create.
d Hardware Mapp Service 1g

Active P Addie Serid num | [~ [ is deabled
4 Anti-Hoaming D g of US[E;:
B View Audits L

: I Ping befare allacation
; Subscript 4
Statistice i

Copy t

Q DOMS & TFTR | p?ﬂus:): I Require legal hostname (RFC 1123]
Service o
Productkd | [ Donot send Host/Damain
Operating

T~ Shuffle IP addresses allocated from this nile

< Rark CTRERETETY Cannel

@ temp

Optionally, you can create a new DHCP template with information such as
gateway, DNS server, etc.

All contents copyright 2006 ZyXEL Communications Corporation. 19



ZyXEL OLT-1308/0OLT-1308H Support Notes

Incognito Management Console - configuring IP Commander on 192.168.1 99

D2
IP' Commander

192168.1.99 <OML Service Configuration for 192.168.1.99 <ONLINE, Stand-alone>

Service Configu
Administrator Ac IF Commander Administrator Configuration Litility

Metwork Vishs Dot fevisioees .
Rules BSEN ©le Wizard for 192 168.1.99 X
Templates e
iy Incagnito 5

Policies

4 Access Control e Specilying a Template for the rule

A Management

¢ E:I‘:': éli‘:’;ssse gEW?' IF A il e ok ks & bernnlate, it s sl anetinnel Renuesting lisnts may stl e

= ohvice allocated |P addreszes, and receive DHCP option data inherited from a parent wile, or

d Hardware Mapp Service 1g

Active P Addie Gerial purd  from the global template.

4 Anti-Hoaming D # of users
i Curent #
B View Audits B "
¥ Subscriptid  —You may use an existing template, or pou may create a new template.”
Statistice Copy type
. Q DDMS & TFTP I Product n {+ Create a new template
Servi 3 e
Pz;ﬁ;i ™ Lirk an existing template to the rule
Operating " Leave the rule without a template

< Rark CTRERETETY Cannel

@ temp

Here, enter “192.168.1.1” as gateway IP address for DHCP clients.
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onfiguring IP Commander on 192.168.1 99

-B-oESEHEB

F Commander
t 192168.1.99 <OML Service Configuration for 192.168.1.99 <ONLINE, Stand-alone>

+ Service Configu
Administrator Ac IF Commander Administrator Configuration Litility

Netol VIeas Gt enisiget _
Rules BSEN ©le Wizard for 192 168.1.99 X
Templates e

iy Incagnito 5
Policies
Selecting DHCP Options for the Template

3 1 ; Service Inf
anagemen
5 o ‘When a client zatisfies a rule. it will receive it's IP address along with the DHCP options
Static Addresse Server ?
7 k S in the linked termplate, o in the olnhal lemplate
Lhient Ulasses Service

Hardware tMapg Service 1g

Active IP deddie | Serial num d Options |

- & AntiRoaming D # of users tevways

B View Audits Cunent # 2 Time Offzat - | T
kst Subscripti 4 Time Server

. Capy type 5 Name Server

- DONS&TFTPI | Product n & Domain Server
Service o 7 Log Server _>!
Praduct k 8 Quotes Server
Operating 9 LPR Server _<!
10 Impress Server
11 RALP Server
12 Hostname
13 Boot File Size
14 Meiit Durnp File
15 Domain Mame e

% ) > Add

Delate

< Back | [ Nest> | Fanee

You can choose to enable DDNS service on the DHCP server.
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Incognito Management Console - configuring IP Commander on 192.168.1 99

BED-ad P

IP' Commander

152168199 <ONL
Service Configu
Adrministrator Ac

Metwork Yiews

Rules
Templates
Policies

Access Control
Management
Static: Addresse
Lhient Ulasses
Hardware Mapp
[E3] Active |P Addie
i Anti-Hoarming D

B View Audits

Statistice

- DONS & TFTPI

Service Configuration for 192.168.1.99 <OMLINE, Stand-alone>

IF Commander Administrator Configuration Litility
Client revisigesd 3
Incognita 5 —

e Enabling Updates for Incognito’s DNS Commander

Server I order to enable automatic DNS Commander updates you must specify the [P
Semvice aduiess ol e Duingin Mame Sever [DNS] .

Service re|
Serial rum
#of ugers
Curent # T Enable automatic DNS updates
Subscript
Caopy type I Inhe
Froduct r
Service o
Product k
Operating

< Rark CTRERETETY Cannel

Save

@ temp

Click Finish to complete the rule creation.
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View Audits i i E T emplate for Incognito z 7
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Statistics Copy type

& DDNS & TFTPI Product n Once the rule is created it will immediately
Service o

Pioduet k Components are linked together  become active,
Operating in the rules container!
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Canrel

|~
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4;__:"’ B I@ @ TFo0345

After the DHCP server configuration, your computer should be able to get an IP
address of 192.168.1.201 when a DHCP request is sent.

Separating a physical network into multiple

virtual networks

What is Virtual LAN?

VLAN Overview

A VLAN (Virtual Local Area Network) allows a physical network to be partitioned
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into multiple logical networks. Stations on a logical network belong to a group
known as the VLAN Group. A station can belong to more than one group.
Stations in the same VLAN group can communicate with each other. With VLAN,
a station cannot directly communicate with stations that are not in the same VLAN
group(s); the traffic must first go through a router.

In GePON applications, VLAN is vital in providing isolation and security among
subscribers. When properly configured, VLAN prevents one subscriber from
accessing the network resources of another on the same LAN. Thus a user will
not see the printers and hard disks of another user in the same building.

VLAN also increases network performance by limiting broadcasts to a smaller and
more manageable logical broadcast domain. A VLAN group is a broadcast
domain. In traditional Layer-2 switched environments, all broadcast packets go to
each and every individual port. With VLAN, all broadcasts are confined to a
specific broadcast domain.

There are two VLAN implementations: Port-based VLAN and IEEE 802.1q
Tagged VLAN. OLT-1308 supports both VLAN implementations. The major
difference between both VLAN implementations is that Tagged VLAN can cross
Layer-2 switches but Port-based VLAN cannot.

Port-based VLAN

Port-based VLANs are VLANs where the packet forwarding decision is based on
the destination MAC address and its associated port. You must define outgoing
ports allowed for each port when using port-based VLANs. Note that VLAN only
governs the outgoing traffic. In the other word, it is unidirectional.

Therefore, if you wish to allow two subscriber ports to talk to each other, e.g.,
between conference rooms in a hotel, you must define the egress (outgoing port)
for both ports. An egress port is an outgoing port, that is, a port through which a
data packet leaves.

In the following figure, five hosts (A, B, C, D and E) are connected to a 5-port
layer-2 switch which supported port-based VLAN.

Case 1:

Hosts A and B can communicate with each other, because they are in the same
VLAN group. But Hosts A and B cannot communicate with Hosts C, D, and E.
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Layer-2 Switch

— vt S UL

=

Port-based VLAN definition:
® [Egress port for port 1: port 2
e Egress port for port 2: port 1

Case 2:

In this network example, there are three VLAN groups in the physical network.
Hosts A and B can communicate with each other since they are in the same VLAN
group (VLAN 1). Hosts B and C are in VLAN group 2. Hosts A, D and E are in
VLAN group 3.

Layer-2 Switch

— VLAN1 , . .
~——VILAN2 A B C D E
—— VLAN 3 T T T

Port-based VLAN definition:

Egress port for port 1: port 2, port 4, port 5
Egress port for port 2: port 1, port 3
Egress port for port 3: port 2

Egress port for port 4: port 1, port 5
Egress port for port 5: port 1, port 4
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Port-based VLAN across multiple switches

Port-based VLAN is specific only to the switch on which it was created. Thus, port-based
VLAN cannot cross multiple switches. The following figure shows an MTU network
example. For network security, subscribers are isolated from each other except for the
gateway. There are two switches, Switch-2 and Switch-3, that support port-based VLAN
and an uplink to a non-port-based VLAN switch, Switch-1.

Switch -1 Gateway

For Switch-2, ports 1, 2, and 3 are allowed to communicate with uplink port 4, but not with
other ports.

® Switch-2 VLAN 1 member port: port 1 and port 4

® Switch-2 VLAN 2 member port: port 2 and port 4

® Switch-2 VLAN 3 member port: port 3 and port 4
For Switch-3, ports 2, 3, and 4 are allowed to communicate with uplink port 1, but not with
other ports.

® Switch-3 VLAN 1 member port: port 2 and port 1

® Switch-3 VLAN 2 member port: port 3 and port 1

® Switch-2 VLAN 3 member port: port 4 and port 1
Host A cannot communicate with Host B due to the port-based VLAN implementation on
Switch-2. Host C cannot communicate with Host D due to the port-based VLAN
implementation on Switch-3. However, the uplink ports on both Switch-2 and Switch-3
connect to the non- VLAN Switch-1. Hosts A and B is able to communicate with Hosts C
and D through the non-VLAN switch because port-based VLAN cannot cross multiple
switches.
To provide security between switches, you must install another port-based VLAN switch
for the uplink. Each port on the uplink switch also should be separated into different
VLANSs, except for the port connection to the gateway. So subscribers can only connect
to the gateway for Internet access but not communicate with each other.

All contents copyright 2006 ZyXEL Communications Corporation. 26



ZyXEL OLT-1308/0OLT-1308H Support Notes

Gateway

Switch -1

For Switch-1, ports 1, 2, and 3 are allowed to communicate with uplink port 4, but not with
other ports.

® Switch-1 VLAN 1 member port: port 1 and port 4

® Switch-1 VLAN 2 member port: port 2 and port 4

®  Switch-1 VLAN 3 member port: port 3 and port 4

How to configure Port-Based VLAN

Port-based VLANs are VLANs where the packet forwarding decision is based on
the destination MAC address and its associated port.
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In this scenario, Port Based VLAN is used to separate one physical switch into
two smaller logical switches. Ports 1~4 and 17, 18 belong to the same VLAN
group, and ports 5~8 are in another group. Port-based VLANs are specific only to
the switch on which they were created.

Configuring the Switch Using the Web Configurator

1. Use an RJ-45 Ethernet cable to connect a computer to the management port
on the switch.

2. By default the management IP address of the switch is 192.168.0.1/24

3. Set the IP settings on your computer to 192.168.0.2/24

4. Open a web browser such as IE and enter http://192.168.0.1 as the URL.

5. When prompted, enter “admin” as the username and “1234” as the password.
6. After you have logged in successfully, the main web configurator screen
displays.
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[ Status B Logout H Help

System Up Time : 0:10:54

A Port oLT Number of LLID TxPkts RxPkis Errors TxKB/s RxKBis Up Time
Routing Protocol
1 Dowin 0 0 i i 0.0 0o 0:00:00
Mahagement 2 Down 0 0 0 0 00 0.0 0:00,00
a3 Down 0 0 0 i 0.0 0o ‘0:00:00
4 i 2 2 g B Ry C SAeR0
5 Down 0 0 i i 0.0 00 000,00
B Down o 0 0 i 00 0o ‘0:00:00
£ Haw 7. 8 B 0 o4 a5 4:9men
8 Down 0 0 i i 0.0 0o 0:00:00
Port Link State LACP TxPkts RxPhkts Errors TxKBis RxKB/s Up Time
9 1000MF SFP FORWARDING Disahled i 0 i 0.0 00 0ooi7
10 Down STOP  Disabled 0 0 ] 0.0 00 00000
11 Down STOP  Disabled i 0 i 00 00 ooooo
12 Down STOP  Disabled i 0 i 0.0 00 00000
Poll Interval(s) 4T
(AL

7. First, set the switch to use port based VLAN. Click Basic Setting > Switch
Setup in the navigation panel and select “Port Based” in the VLAN Type field.
Click Apply to save your changes.

_Basic Setting L@ Switch Setup

O enz10
Port Based
Bridge Control Protocol Transparency  Active

_Routing Protocol VLAN Type

20

MAC Address Learning Aging Time seconds

Systermn Info
General Setup
Switch Setup
P Setup Leave All Timer

Join Timer millizecands

GARP Timer Leave Timer millizecands

g8 8

milliseconds
Part Setup Priority Queue Assignment Priority?
EFOR Setup Priotity6
Prioritya
Priority4
Priority3
Priority2
Priority1
Priority0

o e e e Bt Bl s |

Sl eS| €]<]£]<]%

8. Next create logical partitions on the switch. Click Advanced Application >
VLAN in the navigation panel and select the ports to belong to the VLAN. For this
example, select ports 1~4 and 17, 18 to belong to a VLAN so they can
communicate with each other.

Although ports 5~8 are in another group, both groups cannot communicate with
each other. Here we also defined ports 17 and 18 as the uplink ports. Therefore,
both groups can pass data to ports 17 and 18. In another word, these two ports
belong to both VLAN groups at the same time. The configuration screen should
look similar to the screen as shown.
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9. Finally, verify the settings. If you have configured the VLAN settings properly,
PC A can ping PC B and PC Z but not PC C or PC D and vice versa.

10. For example,

PC A: 192.168.1.4/24

PC B: 192.168.1.5/24

PC C: 192.168.1.6/24

PC D: 192.168.1.7/24

PC Z: 192.168.1.99/24

11. PING PC B from PC A (successful repl

C:~>ping 192.168.1.5

messages

Pinging 172.168.1.5 with 32 hytes of data:

Reply from 122.168.1.5: hytesz=32 time=12Zmz TTL=254
Reply from 122.168.1.5: hutes=32 time=6ms TTL=254
Reply from 122.168.1.5: huytes=32 time="Yms TTL=254
Reply from 122.168.1.5: hutes=32 time=6ms TTL=254

Ping statistics for 172_168.1.5:

Packets: Sent = 4, Received = 4, Lost = B (Bx lossl.
Approximate round trip times in milli-—seconds:

Hinimum = 6ms, Maximum = 12ms, Average = Yms

12. PING PC Z from PC A (successful reply messages)
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twrping 172.168.1.99
inging 192.168.1.99 with 32 hytes of data:s
eply from 122.168.1.97: hytes=32 time=15mz TTL=254

eply from 1?22.168.1.97: hytes=32 time=6ms TTL=254
eply from 1?22.168.1.97: hytes=32 time=6ms TTL=254

eply from 1?22.168.1.97: hytes=32 time=Yms TTL=254

ing statistics for 172.168.1.97:

Packets: Sent = 4. Received = 4. Lost = 8 (Bx loss>.
pproximate round trip times in milli-—seconds:

Minimum = 6ms,. Maximum = 15ms,. Average = Hms

13. PING PC C from PC A (not successful with request timed out message)
:\>ping 192.168.1.6

122.168.1.6 with 32 huytes of data:c

timed out.
timed out.
timed out.
timed out.

ing statistics for 172.168.1.6:
Packetz: Sent = 4, Received = A, Lozt = 4 (188x loss).

Configuring the Switch Using the CLI

1. Connect the your computer to the console port on the switch

2. Open your Terminal program (for example, Hyper Terminal in Windows
System).

3. Make sure the console connection settings are configured as listed below.
Bps: 9600

Data bits: 8

Parity: None

Stop bits: 1

Flow control: None:

4. After you can connect successfully, enter the user name and password.

5. Enter “en” or “enable” to go into the privileged mode. Enter “config” to go into
the configuration mode.

6. Enter the following commands to configure Port Based VLAN on your Switch in
this network example.
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Dheind exe - telnet 192.1680.1

write Heite memory
OLT-1388# vl
Invalid input: vl
OLT-13881 config
OLT-138 onf ig>#
OLT-13A8<config>® vlan—type port—has
Invalid input: vlan—-type port—bas
OLT-1388 (conf ig>® vlan-type port ed
OLT-13 onf ig?H vlan—type port— ed interface powrt—chan
Invalid input: an-type port-bazed interface port-chan

OLT-1388 {conf ig) vlan—type povrt—hased interface povrt—-channel Bk
B
OLT-1388 <conf ig># vlan—type port—based interface port-channel 2 egress sct

A
OLT-1388{config?# wvlan-type port-based interface port-channel : egresz set
bl
OLT-1388B{conf ig?® wvlan—type port—hazed interface port—channel
]
OLT-13A8<{conf ig>® vlan—type port—hased interface port-channel

1

OLT-1388<{config># vlan-type port—based interface port—-channel 6

4

OLT-1388<configi# vlan—type port—based interface port-channel 7 no
L
OLT-1388{config>® vilan—type port—hased interface powrt—channel no
4

OLT-1308 {conf il_;:i'll-

7. After entering the commands, use the “write memory” command under the
enable mode to save your configuration.

What is IEEE 802.1Q Tag-based VLAN?

Tag-based VLAN Overview

In the IEEE 802.1Q standard, Tag-based VLAN uses an extra tag in the MAC
header to identify the VLAN membership of a frame across bridges. This tag is
used for VLAN and QoS (Quality of Service) priority identification. The VLANs can
be created statically by an administrator or dynamically through GVRP. The
VLAN ID associates a frame with a specific VLAN and provides the information
that switches need to process the frame across the network. A tagged frame is
four bytes longer than an untagged frame and contains two bytes of TPID (Tag
Protocol Identifier, residing within the type/length field of the Ethernet frame) and
two bytes of TCI (Tag Control Information, starts after the source address field of
the Ethernet frame).
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6 hytes & hytes 2 hytes variahle

Standard frame

Tagged frame

Priority | CFI | VID

3 hits 1hit 12 bits

® TPID: TPID has a defined value of 8100 in hex. When a frame has the
EtherType equal to 8100, this frame carries the IEEE 802.1Q / 802.1P tag.

® Priority: The first three bits of the TCI define user priority, giving eight (243)
priority levels. IEEE 802.1P defines the operation for these 3 user priority bits.

® CFI: Canonical Format Indicator is a single-bit flag, always set to zero for
Ethernet switches. CFl is used for compatibility reason between Ethernet type
network and Token Ring type network. If a frame received at an Ethernet port
has a CFl set to 1, then that frame should not be forwarded as it is to an
untagged port.

® VID: VLAN ID is the identification of the VLAN, which is used by the standard
802.1Q. It is 12 bits long and allows the identification of 4096 (2*12) VLANs. Of
the 4096 possible VIDs, a VID of 0 is used to identify priority frames and value
4095 (FFF) is reserved, so the maximum possible VLAN configurations are
4,094.

e Note that user priority and VLAN ID are independent of each other. A
frame with VID (VLAN Identifier) of null (0) is called a priority frame,
meaning that only the priority level is significant and the default VID of
the ingress port is given as the VID of the frame.

How 802.1Q VLAN works

Based on the VID information in the tag, the switch forwards and filters frames on
the ports. Ports with the same VID can communicate with each other. IEEE
802.1Q VLAN function defines three tasks: Ingress Process, Forwarding Process
and Egress Process.
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Filtering
Database

1. Ingress Process:

Each port is capable of passing tagged or untagged frames. Ingress Process
identifies if the incoming frames contain a tag, and classifies the incoming frames
belonging to a VLAN. Each port has its own Ingress rule. If an Ingress rule
accepts tagged frames only, the switch will drop all incoming non-tagged frames
on the port. If an Ingress rule accepts all frame types, the switch allow both
incoming tagged and untagged frames on the port.

When a tagged frame is received on a port, it carries a tag header that has an
explicit VID. Ingress Process directly passes the tagged frame to Forwarding
Process.

An untagged frame does not carry any VID to which it belongs. When an
untagged frame is received, Ingress Process inserts a tag contained the PVID into
the untagged frame. Each physical port has a default VID called PVID (Port VID).
PVID is assigned to untagged frames or priority tagged frames (frames with null (0)
VID) received on this port.

Tagged frame Tagged frame
VID VID

Untagged frame Ingress Rule ged frame
................................................................. e

After Ingress Process, all frames have a 4-bytes tag and VID information, and
they are transitioned into Forwarding Process.

2. Forwarding Process:
The Forwarding Process makes forwarding decisions on the received frames
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based on the Filtering Database. If you want to allow tagged frames to be
forwarded to a certain port, this port must be the egress port of this VID. The
egress port is an outgoing port for the specified VLAN, that is, frames with a
specified VID tag can go through this port. Filtering Database stores and
organizes VLAN registration information useful for switching frames to and from
switch ports. It consists of static registration entries (Static VLAN or SVLAN table)
and dynamic registration entries (Dynamic VLAN or DVLAN table). SVLAN table
is manually added and maintained by the administrator.

DVLAN table is automatically learned via GVRP protocol, and can't be created or
updated by the administrator.

VLAN entries in Filtering Database have the following information:
1. VID: VLAN ID
2. Port: The switch port number
3. Ad Control: Registration administration control. There are 3 types of ad control,
including forbidden registration, fixed registration and normal registration.
® Forbidden registration: This port is forbidden to be the egress port of the
specified VID.
® Fixed registration: While ad control is fixed registration, it means this is a
static registration entry. This port is the egress port of the specified VID
(a member port of the specified VLAN). Frames with the specified VID
tag can go through this port.
® Normal registration: While ad control is normal registration, it means this
is a dynamic registration entry. The forwarding decision is depended on
the Dynamic VLAN table.
4. Egress tag Control: This information is used for Egress Process. The value
may be tagged or untagged. If the value is tagged, outgoing frames on the egress
port is tagged. If the value is untagged, the tag will be removed before a frame
leaves the egress port.
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VID Port Ad Control Tag Control
10 1 Forbidden Tag

10 2 Fixed Tag

10 3 MNormal UnTag
20 1 Fixed Tag

20 5 Fixed UnTag

Filtering Database

VID Egress Port
10 1
10 2
20 3

Dynamic VLAN (DVLAN) table

3. Egress Process:

The Egress Process decides if the outgoing frames is to be sent tagged or
untagged. The Egress Process refers to the egress tag control information in
Filtering Database. If the value is tagged, outgoing frames on the egress port is
tagged. If the value is untagged, the tag will be removed before a frame leaves the
egress port.

Connecting Two Switches using VLAN

This example shows you how to configure VLAN settings on two layer 2 switches
which are connected using the trunk port. There are five VLANs on the first switch
and seven VLANs on the second switch. The trunk port is port 25 on both
switches. VLANSs are configured on the switches but how to configure port 25 as
the trunk port on both switches?

The following figure shows this network example.
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Uses port 25 to connect this two switches

/\’\

e

switch \ /
]

Layer 2
switch

EEEER < g__
VLAN 101 VLAN 105
VLAN 101 YLAN 105
The VLAN configurations on the two switches are as follows:
VLAN 2, 3, 4, 5, 6, 7, 8 on switch A
VLAN 2, 3, 4, 5, 6 on switch B
1. VLAN Configuration on switch A
Indes YID 2 4 B B 10 12 14 16 18 20 22 24 326 ElapsedTime Status 2
1 3 5 7 8 11 13 15 17 19 21 23 125
wfjufufufululululululu]u )
1 1 0:01:449 Static
vjufufufulufululululu]u
2 10 L I . 0:0149 Static
uou
ool ---1-1-1-1-1-1-17- )
3 102 i ) T i i i ) i i ) i i i 0:01:44 Static
-l -luul - - -] - ]
4 103 0:01:49 Static
- . - ooy - . - - . - - -
- . - - - - . - - . - 1 - .
5 104 0:01:49 Static
- - - - - - - - - - - 1 -
-1 - -Telul---1-1-17- ]
1] 104 0:01:449 Static
- - - - - [T - - - - - -
- R - - - - R U - R - - - .
7 106 0:01:49 Static
-1 -1-1-1ulul-]-1-7- ||
-1 -1-1-1-1-JTulul-1-17- )
] 107 0:01:48 Static
- - --1-1-1-Jvlul-]- .
Jl I o

2. VLAN Configuration on switch B
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t Fumber Of VLAN = &

Fort Mumber
Index WD 2 4 G 8 10 12 14 16 18 20 22 24 26 ElapsedTime Status
1 : g T 9 11 13 18 17 19 M 23 25
U T VR | L e o R B U U R ,
1 1 0:02:25 Static
L e o o T T Y
oo - - ,
2 101 0:02:25 Static
ol -
- - - - - - - - - - ,
3 102 0:02:25 Static
5 5 5 ] ] 5 5 5 5 5 5 5 =
- - - - - [ - - - - - - ,
4 103 0:02:25 Static
5 5 5 = 5 ] 1] 5 5 5 5 5 =
- - - - - - - oo - - - - ,
L] 104 0:02:25 Static
- - - - - - - 1l 1 - - - -
- - - - - - - - - [ - - ,
& 105 0:02:25 Static
- - - - - - - - - oo -
Answer:

In switch A, add port 25 in each VLAN
VID:101 (port 1,2,3,"25 TAG")
VID:102 (port 4,5,6,,"25 TAG")
VID:103 (port 7,8,9,10,"25 TAG")
VID:104 (port 23,24,"25 TAG")
VID:105 (port 11,12,13,14,"25 TAG")
VID:106 (port 15,16,17,"25 TAG")
VID:107 (port 18,19.20,21,"25 TAG")

In switch B, add port 25 in each VLAN
VID:101 (port 1,2,3,,4,"25 TAG")
VID:102 (port 6,7,8,9,10,"25 TAG")
VID:103 (port 11,12,13,14,"25 TAG")
VID:104 (port 15,16,17,18,"25 TAG")
VID:105 (port 19,20,21,23,22"25 TAG)
Clients in the same VLAN on both switches can communicate with each other.
PVID:

Set PVID on switch A
Port1,2,3:101

Port4, 5,6 :102

Port7,8,9,10:103

Port 23, 24: 104

Port 11, 12, 13, 14: 105

Port 15, 16, 17: 106

Port 18, 19, 20, 21: 107

port 25: PVID=any

Set PVID on switch B:
Port1,2,3,4:101

P N
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Port6, 7, 8, 9, 10, : 102
Port 11, 12, 13, 14, : 103
Port 15, 16, 17, 18: 104
Port 19, 20, 21, 22, 23: 105
Port 25:PVID=any

Setting up VLAN Trunking

With the benefit of deploying VLAN trunking, you can connect two switches
through a port that is configured as the VLAN trunking port. VLAN tagged frames
from PC1 connected to switch 1 can reach PC 2 connected to switch 2 through
the VLAN trunking port. In this example, port 5 on switch 1 is configured as the
VLAN Trunking port while on switch 2, port 10 is the VLAN Trunking port.

The following figure shows the network example.

SWITCH 1 SWITCH 2

The configuration screen for switch 1 is shown as follows.
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L @) VLAN Port Setting VLAN Status
| Advanced Application GVRP 0
Port isolation O

Switch Advance Port Ingress Check PVID GVRP Acceptable Frame Type VLAN Trunking

EPON Advance 1 O ! O Al - O

WLAR

Static MAC Fonwarding

Filtering

Spanning Tree Protocol
Bandwidth Contral
Broadecast Storm Contral & ] I: O Al Z O
Mirroring

Link Aggregation
Fort Security
Gueving Method
Classifier

Folicy Rule
Multicast

DHCFP Relay

@ VLAN Port Setting ] VLAN Status
Advanced Application . o i
Port isolation O
Port Ingress Check PVID GVRP Acceptable Frame Type VLAN Trunking

Switch Advance
EPON Advance
WLAN

Static MAC Fonwarding
Filtating

Spanning Tree Protocol
Bandwidth Cantral
Broadcast Storm Control
Mirraring

Link Aggregation

Part Security

Glueuing Method
Classifier

Folicy Rule

Multicast

DHCFP Relay

H

b

In the switch 1, we set port 2 as VLAN 2 untag

In the switch 2, we set port 6 as VLAN 2 untag.

The switch 1 IP address: 192.168.1.31

The switch 2 IP address: 192.168.1.21

After the configuration, you can see that PC 1 connected to port 2 on switch 1 can
still ping PC 2 connected to port 6 on switch 2.
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. CAWINDOWS\System 32w md exe - ping 192_168.1 21 -t

Approximate round trip times in milli—seconds:
MHinimum = @Uns, Maximum = Bms,. Average = Bms

C:sFping 192.168.1.21 -t
Pinging 192.168.1.21 with 32 bytes of data:

from 192.168.
from 192 _168.
from 192 _168.
from 192_168.
from 192_168.
from 192_168.
from 192.168.
from 192.168.
from 192 _168.
from 192_168.
from 192 _168.
from 192_168.
from 192_168.
from 192.168.
from 192.168.
from 192.168.

.21: bytes=32 time<{lms TTL=1Z8
.21: bytes=32 time<lms TTL=12Z8
.21 bytes=32 time<ims TTIL=12Z28
.21: bytes=32 time<ins TTL=128
.21: bytes=32 time<ims TTL=128
.21: bytes=32 time<ims TTL=128
.21: bytes=32 time<ins TTL=128
.21: bytes=32 time<{lms TTL=12Z8
.21: bytes=32 time<lms TTL=12Z8
.21 bytes=32 time<{lms TTL=128
.21: bytes=32 time<ins TIL=128
.21: bytes=32 time<ims TTL=128
.21: bytes=32 time<ims TTL=128
.21: bytes=32 time<ins TTL=128
.21: bytes=32 time<ins TTL=128
.21: bytes=32 time<{lms TTL=1Z8

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

VLAN Stacking Overview

VLAN stacking allows a carrier to offer multiple virtual LANs over a single circuit.
In essence, the carrier creates an Ethernet VPN to tunnel customer VLANs
across its WAN. Thus it helps to avoid name conflicts among customers of
multiple service providers who connect to the same carrier.

VLAN stacking works by assigning two VLAN IDs to each frame header. One is a
"backbone" VLAN ID used by the service provider, the other (up to 4,096 unique
802.1Q VLAN tags) is used by the customers.

The following figure shows a network example.
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Company XX branch

Company YY branch

\iﬁ
\Switch \ TEEE e P
Port i

2
';3@ VLAN 40[VLAN 2

¥ | W
NS
<
-
>
4
N
[l

Switch " Port 17 N
Company XX HQ Company YY-HQ

In this example, company XX and company YY both subscribe to the same ISP
for Internet service. Both companies have an internal VLAN group with VID 1. In
order to prevent VLAN-tagged packets between these two companies from
transmitting to each other’s network, VLAN stacking is implemented in the ISP’s
network. The ISP assigns a service provider VID for each company- company XX
is assigned an SP VID of 30 and company YY is assigned an SP VID of 40.

The following shows the packet flow between Company XX HQ and its branch
office.

Company XX HQ - Switch A = Switch B = Switch C - Switch D - Company
XX Branch Office.

In this case, VLAN Stacking is enabled on access ports 11 and 12 on Switch B.
An SP tag is appended for ingress traffic and the appended SP tagged is removed
during egress. VLAN Stacking is also enabled on the tunnel port on switches B
(port 10), C, and D. Static VLAN Tx tagging must be DISABLED for the port which
is set as a Normal or Access Port. Static VLAN Tx Tagging MUST be enabled on
a port set as the Tunnel port.

The following shows the packet flow between Company YY HQ and its branch

office.
Company YY HQ - Switch F - Switch G - Switch C - Switch B - Switch H
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- Company YY Branch Office.

VLAN Stacking is enabled on access port 10 on Switch G. An SP tag is appended
on the ingress traffic and the SP tag is removed during egress. VLAN Stacking is
enabled on a Tunnel port on switches G (port 9), C, and B.

From Switch A to Switch H

Switch A:

Enabled VLAN, VLAN1 and egress tagging on Port 17
Port 1 is connected to another access switch in a building.
Port 17 is connected to port 11 on Switch B

Switch B:

Enabled VLAN Stacking and STP

Port 1 is connected to port 17 on Switch A

Port 2 is connected to port 17 on Switch H

Port 25 is connected to port 25 Switch C

Switch C:

Enabled VLAN Stacking and STP

Port 27 is connected to port 25 on Switch G

Port 26 is connected to port 25 on Switch D

Port 25 is connected to port 25 on Switch B

Switch D:

Enabled VLAN Stacking

Port 1 is connected to port 17 on Switch E

Port 25 is connected to port 26 on Switch C

Switch E:

