DHCP Relay Option 82
(Relay Agent Information Option)

Ethernet Switch

ZyNOS 3.7

Support Notes

Version 3.70
August 2006

ZyXEL

Unleash Networking Power



ZyXEL DHCP Relay Option 82 Support Notes

DHCP Relay Option 82 Application

ISP may want to limit the number of IP address or deliver some specific IP
addresses according to a certain Switch port, VLAN ID and option 82 string.
This can easily be achieved by using DHCP Relay Option 82 feature and a
DHCP server supporting Option 82 function.
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How to set up DHCP Relay Option 82 Environment

Here, we will set up an environment to allow a PC to get DHCP IP address in
specific IP pool according to its Switch port, VLAN ID and the option 82 string.
In this case, we are using ES-3124 for the demonstration. PC is behind 25
Switch port and the option 82 string is a string “ES-3124". We use the IP
Commander as DHCP server. Its IP is 192.168.1.99 and the IP pool is between
192.168.1.201 and 192.168.1.203 for VID=1, Switch port=25 and the option 82
string is “ES-3124".

1. Switch settings

Click IP Application, DHCP Relay in the navigation panel to display the configuration
screen as shown below, the DHCP Relay setup page. To activate the DHCP relay
and Option 82 function check the Active box. Also, check the Information
checkbox to make “ES-3124" the Option 82 string. Information is READ
ONLY here and it is the same as the host name of the Switch.

« HCE o
Active
Remote DHCP Server 1 192.1658.1.99
Remote DHCP Server 2 0.0.0.0
Remote DHCP Server 3 0.0.00
Relay Agent Information Cption 82
Information ES-3124

[Applj,f ] [ Cancel ]

Now we can connect PC to the 25™ SWITCH port. Please see the former
applications for detailed settings.

3. IP Commander settings
Open IP Commander. Right click “IP commander” and then click “connect
new server”.
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. Incognito Management Console

File Edit Service View ILmport Help

Iiss- Q9 ?

B P Compsnd-
Conr viG8 Commander

|P Commander Administrator Configuration Litility

Client Fevision 4.2.11.1
Copyright c 1938 - 2004
Incognito Software Inc.

Gl Docl - Micro

&) s 1@~ T 0530

Input the DHCP IP address or domain name and click “ok”. Our IP is
192.168.1.99.
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Iis-w- o8

t IP Commander

s IP Commander

|P Commander Administrator Configuration Litility
Client Fevision 4.2.11.1

Copyright ¢ 1938 - 2004

Incognito Software Inc.

Select Server

Flzaze enter the name of the server with the IP Commander service you
would fike to manage:

Cancel I

&L w10 @~ T

Insert the user name and the password.

The default user name
“administrator” and the password is “incognito”.

is
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./ Incognito Management Console

B Tools Reports Help

a2

s IP Commander

|P Commander Administrator Configuration Litility
Client Fevision 4.2.11.1
Copyright ¢ 1938 - 2004
Incognito Software Inc.

Iis-s-eEM @
thEnmmandar

TP Commander

“r'ou must login using an IP Commander service administrator account on
192.168.1.93 [hot a Winnt or Unixz user account).

Login name

V¥ Save Password oK I Cancel

&

It will bring up the following screen, please make sure that your DHCP is in the

“online” status. Then click “wizard” in the top tool bars and select “rule
wizard”.
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. Incognito Management Console - confignring IP Commander on 192.168.1.99

File Edit Service WView Import Export Tool: Beports Help
— . - Global Settings Wizand
I == é @ o 9 E Subnet Configuration Wizard
= t IP Cammander
= t 3 Sel

7 Service Configu
Adrministrator Ac
§ MNetwork Views

99 <ONLINE. Stand-alone>

|P Commander Administrator Configuration Uty
Clignt revision 4.2.11.1

i % Fules Copyright c 1998 - 2004
3 Templates 7
) Incognito Saftware Inc.
PFolicies
i Acess Contol o |nfomation
] M anagement
Static Addresse Semver cso1
Client Classes Service Incagrito IP Commander for NT
Hardware Mapp Service revision 42783
5 Active IP Addre Serial number 1000
9 i # of users in license 255
AnttRoaming D Current # of ugers 0
Subscription expiry date End of &pr 2005
Copy type Demo
q DDNS & TFTP | Praduct number o
Service categony 1002
Product key 04<-IPC100-8F44-780 2-9B9C-6CA3
Operating system ‘windows =P Service Pack 1

|~
|»

G 10®--L TF

t IP Cammander
t 152.168.1.99 <ONL & Create Rule
Service Configu ™

Adrinistrator ¢ General I Fiule Criteriz | High'water Marks | Rule Dptions |
Wetwark Views

Fitlss Rule Wizard for 192.168.1.99
B Templates

Policies
Access Control
M anagement
Static Addresse | gwer limit
Client Classes ]—
Hardware Mapr -
E Active |P Addre

Anti-Roaming D Default gat

Description| Creating a rule

A rule consists of an address range and a set of criteria.
DHCF options are zpecified in a template which iz inked
ta the rule

Mame the rule

B view dudits
Statistics Lease time
@ DDNS & TFTP| —
= Enter a description of the le [optional).
[ Unlimites !Demn
Back i Mest > Cancel
Created Last modified
! Aidd ! Search

(@ 2 Ethereal
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Assign a range of IP addresses or just one IP address to this rule. In our case,
we set the IP pool to range from 192.168.1.201 to 192.168.1.203.

168.1.99 <ONLINE, Stand-alone>.

o

192 1681599 <ONL Create Rule
H Service Configu ™
Adrinistrator ¢ General I Fiule: Emteria! High WalerMarksi Fule Dptinnsl
Wetwark Views
[ % Btles MBI Rule Wizard for 192.168.1.99 X
=3 Templates =
Policies .
E2- By ‘Annsss Coritol || | Aeeaiian Address Range Limits
e} tdanagement
Static Addresse | qwer limit Mow you must specify the upper and lower limits
Client Classes 1_ of the IP addresses for the rule.
Hardware Mapp -
=2 Active IP Addre
ArtiFoaming D Defaull gat Enter the lower limit:
B view dudits
Statistics Lease time

@ DDNS & TFTP|

[ Unlimites

Enter the upper limit:

192.168.1 .zZ03

< Back ' Mest > Cancel '

Created Last modified

* Aidd I ! Search

fi 2 Windows.. ~| ol Docl - Mico... neognits Ma... | (@ 2 Ethereal ot RS s, JR75 & s 1@ @ TR 043

After setting the IP pool, we select “DHCP Option” in the Keywords combo box.
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Ixs5-8-¢BADE-A0(?
= 4B IP Commarder

= t 192 168.1.99 <ONL t Service Configuration for 192.168.1.99 <ONLINE. Stand-alone>

== Service Configu
Adrministrator A

Wetwaork Views

|P Commander Administrator Configuration Uty

i S Client revisigesd
i o L Rule Wizard for 192.168.1.99
== Templates 3
¥ Incogrito S|
Policies
E Access Control e T Create the rule criteria
B tdanagement
Static Addresse Server Select rule criteria from the keywords list. and link them using operators
Cliert Classes Service i the operators list. Use parantheses to specify the order of preference.
Hardware Mapp Ssl_vlcs |
S Active IP Addre ia';al nu Keywords Operatars:
Lt Roaning D Cuuneunstet;S 1DHCP Option ..'_j I _'_J
Wigw Audits i
¥ Subzcripti
Statistics Copy typel Gateway
(i DONS & TFTP | Product n Hardware Type
Semi Host Name
k] [Hw Address
" IF* Limit Excaption
Operating e
FielapdgentCircuit

< Back 1 Mest > Cancel

il Docl - Microsoft Word neogn B 4‘_;"" i B @@ -1 TF 0342

After selecting the “DHCP Option”, the “Add DHCP Option Rule” dialog will pop
up. Select “option 82 Relay Agent Information”, sub-option 1, binary data. For
port 25, VLAN 1, “ES-3124", type “0019000147532d33303132" as the key
value and click OK. Please note, that the first 2 bytes define port number, the
second 2 bytes is VLAN ID and the other bytes are the Option 82 string.

All contents copyright (c) 2006 ZyXEL Communications Corporation.



DHCP Relay Option 82 Support Notes

IZzs-8-¢eEHEE-QID P

IP Cammander n
t 152.168.1.99 <ONL & Create Rule

2}

Service Configu
Adrinistrator ¢ General I Fiule Criteriz | High'water Marks | Rule Dptions |
Wetwark Views

B Fiules
e Templates
Policies

Rule Wizard for 192.168.1.99

B Access Control S Create the rule criteria
e tdanagement
Static Addresse | qwer limit Select rule criteria from the keywords list. and link them using operators
Cliert Classes I_ inthe operatars list. Use parantheses to specify the order of preference.
Hardware Mapp -
=3} Active |P Addre Kepwords Operatars:
Anti-Roaming D Default - =
B view s Add DHCP Option Rule X

Statistics Lease i

@ DDNS L TFTP|

Option number: Sub-option [optional): D ata type: Enter the data the client must match:
592 IT |Einary Data ;I |"‘ T

82 Relay Agent Information

Cancel I

< Back I Mest > I Cancel I

Created Last modified

Links I Aidd Delete | Search |

Ic Eep Hely
Ixis-8-¢EABDE-QAD P |
= 4B IP Commarder .

& 192182199 ONL /4 Create Rule

Service Configu
Adrinistrator ¢ General I Fiule Criteriz | High'water Marks | Rule Dptions |
Wetwark Views

Bl DU Rule Wizard for 192.168.1.99 X
Templates =

Policies

B Access Control Dty Create the rule criteria
e tdanagement
Static Addresse | qwer limit Select rule criteria from the keywords list. and link them using operators
Cliert Classes | inthe operatars list. Use parantheses to specify the order of preference.
Hardware Mapp -
e Active |P Addre Kepwards: Operatars:
AniRoaming D Defauleay e = |
e Audits
Statistics Lease time Rue cii
@ DDNS & TFTF| = i
iU i OPTIONBINARY(E2.1 , 0019000131323438)
[ Unlimites
< Back I Mest > I Cancel I
Created Last modified
Links I Aidd Delete | Search |

(@ 2 Ethereal 5 E &7 an b @@~ TFO
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When the following screen pops up, press the Next button.

&=

IP Commander
192.168.1.99 <ONL Service Configuration for 192 168.1.99 <ONLINE. Stand-alone>

Service Configu
:dm'ms:\a;_m Ac |P Commander Administrator Configuration Uty
il Re:wnr B Client revisige 2
g Rubs [ESMIE Rule Wizard for 192.168.1.99 X
e Templates 3 Ead
¥ Incogrito S|
Palicies

e Access Control Rule options

Service Inf
e tdanagement
Static Addresse
Cliert O SEW.Er “You may specify the rule options for
et Lasses Service I Rule is reserved every e that you create.
Hardware Mapp Service rg|

i £ Active P Addre | Serislrumg | = g dopied
Apti-Fioaming O g of usei;s

[ view Audits e
Statistics Copy lyEe
q DDMS & TFTR | Product ni [~ Requie legal hostname [RFC 1123)
Service c.
Product ki [~ Donot send Host/Domain

Operating

[~ Ping before allocation

[ Shuffle IP addresses allacated fram this e

< Back ' Cancel '

Save I

B temp

Now you can add DHCP template (option) such as gateway, DNS server and
SO on.
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Ixis-8-¢EAER-QAD?P |
t IP Cammander
t 192.168.1.99 <ONL t Service Configuration for 192 168.1.99 <ONLINE. Stand-alone>
e Service Configu
Adrministrator A
Wetwaork Views

|P Commander Administrator Configuration Uty

o Bl Client revisi .
i = LI Rule Wizard for 192.168.1.99 [’il
i Jemplatas Incagnito 5 X
Policies
& Access Control g oo il Specifying a Template for the rule
=3} tdanagement
Static Add
CI\Z\T EIaS;e::e galv_er I a rule does not have a template, it is still functional. Requesting clients may still be
i gllocated P addresses, and receive DHCP option datainherited from a parent rule, or
Hardware Mapr Service 19 S R
e 9 Active P Addre | Serial numy 119 NS HERSISMRAE.
Apti-Fioaming O g of ustei;s
i i uner
Wi Audit i
5 e Subseriptid o may use an existing template, or you may create a new template
Statistics Capy type

@ DDNS & TFTP 1 | Product v & Create a new template

Service c. . .
Product k £ Link an existing template to the rule
Operating  Leave the rule without a template

< Back ' Cancel '

Save I

B temp

Ixis-8-¢EAER-QAD?P |
t IP Cammander
t 192.168.1.99 <ONL t Service Configuration for 192 168.1.99 <ONLINE. Stand-alone>
e Service Configu
Adrministrator A
Wetwaork Views

|P Commander Administrator Configuration Uty

il S Client revisi .
& ules (00008 Rule Wizard for 192.168.1.00 ['il
B Templates 7 —
¥ Incogrito S|

Policies
:+: accass Enntlrnl i Selecting DHCP Dptions for the Template
B anagemen when a client satisfies a e, it will receive it's IP address along with the DHCP options

Static Addresse Semver

: in the inked template, or in the global template.
Client Classes Service

Hardware Mapp Service rg|

& B Active P Addre | Serialnumy | Auvailable Options & | Selected Optons |
fiti Roaming D gul uset;s 1 Subnet Mask 3 Gateways
B view Audts urent # 2 Time Difset .
5 Subscripti 4 Time Server SHEE A

Statistics
Copy type 5 Mame Server

@ DONS & TFTP | | Froduct & Domain Server
Service . 7 Log Server &
Pruducil ki 8 Quotes Server
Operating 9 LPR Server i

10 Impress Server

11 ALP Server

12 Hostname

13 Boot File Size

14 Merit Dump File

16 Domain Name o,

Ol Add

Delete

< Back ' Mest > I Cancel '

B temp
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You can apply DDNS service to DHCP server if you want to.

. Incognito Management Console - configuring IP Commander on 192.168.1.99

Iis-B-eEeBER- QD P

E t IP Commander
t 192.168.1.99 <ONL Service Configuration for 192 168.1.99 <ONLINE. Stand-alone>

e Service Configu
Admiristiator 5o 2o ander Administrator Configuration Utility

i Metwork Views  Ciient reyisigad -
i % Filles B Rule Wizard for 192.168.1.99 X
& Templates L

A Incognito 5
Policies J

e Access Control e T Enabling Updates for Incognito’s DNS Commander

e tdanagement
Static Addresse Server In order to enable automatic DNS Commander updates you must specify the [P
Client Classes Service address of the Domain Mame Server [DHNS)

Hardware Mapr Service 19
[ fip Active IP Addre | Serial nu
Anti-Roaming D # of users

N i Curent # 1 Enable automatic DNS updates
B View Audits Subserpti

Statistics Copy type I e N =

@ DDNS & TFTP Product
Service c. Dynamic DHS I—
Product k, 25 fie
Operating

< Back ' Cancel '

Save I

B temp

The rule creation has been finished.
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t IP Cammander
152.168.1.99 <ONL
Service Configu
Adrministrator A
Wetwaork Views
Fiules
Templates
Policies
=2 Access Control
e} tdanagement
Static Addresse
Client Classes
Hardware Mapp
=2 Active IP Addre
Anti-Roaming D
B view dudits
Statistics
@ DDNS & TFTP|

Service Configuration for 192.168.1.99 <ONLINE. Stand-alone>

|P Commander Administrator Configuration Uty

Client revisigesd 2
(B Rule Wizard for 192.168.1.99 3]

Incagnito 5
: Tree Wiew o
Service Inf _ You are finished!
Fuul
SEW.Er @ s The rle wizard now has all of the reguired
Service Global Management
. information to create and link the e and
Service 19 Global Access Control List i
ia';a| il Global Template AU AL
oblsers) | it <(01.0.0.05
Current # I 'I'I' T Select a comporent in the tree to view or modify
Subscripti] & kAl Template for Incognito P i
Copy type
grnd_uct 1 Once the e is created it will immediately
ervice c. :
Froduct Components are linked together  become active.
Operating in the rules container!

Cancel '

Save I

After finishing all the above procedures, when you send a DHCP request, your
PC will get the IP address 192.168.1.201.
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