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Welcome

Thank you for selecting Odyssey® Client.

With Odyssey Client, you can connect to your network easily and securely. You can
use Odyssey Client to perform the following tasks:

. Configure and control your wireless or wired adapter.
. Connect to access points as well as to peer-to-peer networks.
. Configure authentication profiles to allow you to connect to different networks

with different credentials.
. Use 802.1X to authenticate to the network.

. Use a wide variety of authentication methods, including powerful methods
such as EAP-TTLS, PEAP, and EAP-TLS, to keep your credentials secure.

For more introductory information, see the following topics:
. Requirements
. Documentation

. Technical support

Requirements

Odyssey Client Manager has the following requirements with respect to hardware
and software:

. “Operating systems” on page 2

. “Wireless adapter card and/or wired network card” on page 3
. “Network hardware” on page 3

. “Browsers” on page 3

Operating systems

Odyssey Client Manager runs under the following operating systems:
. Windows 98

. Windows 98 SE

. Windows Me
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. Windows 2000 Professional or Server

. Windows XP Home or Professional

Wireless adapter card and/or wired network card

In order to use wireless capabilities, your computer must be equipped with a wireless
adapter card and a driver that supports the Microsoft-defined 802.11 OIDs, and is
802.1X compliant. In order to authenticate to a network using a wired connection,
you need any network card that is adapted for a wired connection.

The most recently updated list of compatible adapter cards can be found on the
Odyssey User Page on our web site. For a shortcut to this page, select Web >
Odyssey User Page from the menu.

Network hardware

For wireless network authentication, your network must include at least one 802.1X
compliant access point.

For wired network authentication, your network must include at least one 802.1X
compatible switch or hub.

Browsers

Your computer must be running Microsoft Internet Explorer 5.5 or later.

Documentation

Your Odyssey Client Manager software includes a help system that allows you to
access this documentation on your computer. To bring up this help system, select the
Help > HelpTopics menu command from the Odyssey Client Manager. You can
also read the manual in PDF format. The manual is called OdysseyClientMan.pdf, and
is located on your product CD under Docs.

You can also get context-sensitive help at any time by clicking F1. The help system
appears opened at the section that best explains your current situation.

The Help > View Readme File menu command located on the Odyssey Client
Manager opens the readme. txt file. This file may have important information about
Odyssey Client that is not included in this manual.
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Technical support

If you have any problems installing or using Odyssey Client, there are various
resources available to help you at no charge:

. This manual and the README.TXT file may contain the information you need
to solve the problem you are having. Please re-read the relevant sections. You
may find a solution you overlooked.

To look at the README.TXT file, select the Help > View Readme File menu
command from the Odyssey Client Manager.

. Check our web site http://www.funk.com for additional information and
technical notes. You can also select Web > Odyssey User Page from the menu
bar to go to a special home page for Odyssey Client users.

. E-mail your questions or issues to support@funk.com.

. We provide 30 days of technical support by phone at no charge, starting from
your first support call. For technical support by phone, you can call (617) 491-
6503, Monday through Friday, 9:00 A.M. to 5:00 P.M., Eastern time.

For support beyond the initial 30-day period, we offer a range of support options
including support and maintenance contracts and pay-per-call. Consult our web site
for the support plan that best meets your needs. Select Web > Funk Software Home
Page from the menu bar, then navigate to the Tech Support > Support Options
section of the web site.

If you are located outside North America, you can receive support either by
contacting the Funk Software partner in your country or by contacting us directly.
You can find the name of the support provider nearest you on our web site. Select
Web > Funk Software Home Page from the menu bar, then navigate to the Contact
Info > International section of the web site.

Please take a moment to register your copy of Odyssey Client with us. Doing so
allows you to receive notifications of product upgrades and special offers and will
expedite your first contact with our Technical Support department. To register

Odyssey, select the Web > Register Odyssey menu command.
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Installation process

If you are running Windows 2000 or Windows XP, you can only install Odyssey
Client if you have administrator privileges.

You can find the following basic installation instructions in the following topics:
. Installation requirements

. Installation instructions

Installation requirements

Before you install, please note the following:

. Your wireless (and/or wired) network adapter card and associated driver
software should have already been installed.

. On Windows 2000 and Windows XP, you must have administrative privileges
to install Odyssey Client.

Installation instructions

Installation of Odyssey Client has two phases:
. Install

. Configure

Install

To install Odyssey Client:

1 Insert the installation CD into your CD-ROM drive. The installation process
starts automatically.

2 The installation wizard asks you a series of questions. Your answers determine
how the software is installed and configured. Follow the instructions as they
appear.

3 After you supply all of the necessary information to the installation wizard,

you can click the Install button to begin the installation process.
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Configure

Installation

Once the first phase of the install process is complete, use the Configure and
Enable Odyssey Wizard to configure Odyssey Client for use by you (the current
user who is performing the installation). If this wizard does not open for you
automatically, your installation is already complete.

See Configure Odyssey Client for each user on a single PC for more information.

Configure Odyssey Client for each user on a single PC

Your computer may have multiple user accounts. Once installed on a single PC,
Odyssey Client is available to all users. However, the settings that control Odyssey
Client’s operation are separate for each user.

Whenever you use Odyssey for the first time, the Configure and Enable Odyssey
Wizard may appear, so that you can configure Odyssey Client for your own use. If
there are multiple users of the same client machine, they are each offered the option
to configure Odyssey through this wizard when the configuration is incomplete. If
this wizard does not appear, your initial configuration is complete. In the case that
the wizard does appear, you have the following options with respect to personal
configuration of Odyssey:

. Accept the option for configuration with the wizard

. Decline the option for configuration at the current time, but be asked again
upon subsequent log in

. Decline the option for configuration, and not be asked again

NOTE: Even if you decline to configure Odyssey Client for a particular user
account, you can configure the product at a later time. 1o do so, run Odyssey Client
Manager from the Start > Programs > Funk Software > Odyssey Client menu.
The Configure and Enable Odyssey Wizard automatically starts up.
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Introduction to networking with Odyssey Client

This chapter introduces the basics concepts and terminology behind wireless and
wired networking, particularly as these concepts relate to configuring and using
Odyssey Client.

Read this material if you are configuring Odyssey Client yourself or for a set of
users, or, if you are curious to learn about networking with Odyssey Client. In doing
0, you can learn about how you can use Odyssey Client to best advantage, and, in
particular, how you can maximize the security of your connections over wireless
LANSs.

If you already know all about wireless networking, or if Odyssey has been
configured for you by your network administrator, you can safely skip over this
material.

The network protocols used by Odyssey adhere to the IEEE (Institute of Electrical
and Electronic Engineers) 802.1X standard. The 802.1X standard includes the set of
standards for wireless LANS, known as 802.11.

Some of the basic concepts used by Odyssey for network authentication are
described in the following topics:

. “The 802.11 wireless networking standard” on page 10
. “The 802.1X standard” on page 15

The 802.11 wireless networking standard

10

There are many types of wireless communication. Odyssey is designed to work over
a particular type of wireless network known as §02.171. 802.11 has been standardized
by the IEEE, and is rapidly gaining popularity as a complement, as well as an
alternative to the wired LAN.

In addition to describing modulation and data framing, this standard includes an
authentication and encryption method called Wired Equivalent Privacy (WEP).

Many corporations are deploying wireless 802.11 networks, and 802.11 networks
are beginning to appear in hotels, airports, and other “hotspots” as a means of
internet access.

The following attributes of the 802.11 standard are described here:
. Types of wireless networks

. Wireless network names
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. 802.11 network security
. Wired-Equivalent Privacy (WEP) with preconfigured keys
. Wi-Fi Protected Access (WPA) and TKIP encryption

Types of wireless networks

Your wireless adapter (network interface card) allows you to connect to wireless
networks of two types: access point networks and peer-to-peer networks.

Access point networks

Access point networking is by far the more common, as it can allow you to get onto
your corporate network and, consequently, the internet.

In an access point network, your PC establishes a wireless connection to a device
called an access point. The access point links your wireless PC to the rest of the
network. An access point typically provides general network connectivity for many
PCs.

A single network can make use of many different access points and each access
point typically has a range of several hundred feet. A company that uses wireless
networking can strategically place access points so that wherever you are in the
company, you are always in range of an access point that can link you to the
corporate network.

Normally, you must log in, or authenticate to the network before you are allowed
onto the network. Authentication can be done in various ways described subsequent
sections.

Once you log in to the network, your PC is assigned an IP address on the local
network. This address is provide by a network device called a DHCP server.

You may also find access points at other locations outside of your company building.
For example, you may find access points at hotels, airports, or internet cafes, or, you
may have your own access point on your home network. Some of these locations

require that you log in. Others may provide network access to anyone within range.

When you connect to a network via an access point, you are using the
802.11infrastructure mode.

Peer-to-Peer networks

Even when no access point is available, two or more people can use peer-to-peer
networking to create a private wireless network to connect their PCs together. You
may want to do this in order to share files, run groupware applications, or play

Networking with Odyssey Client 11



Wireless

games. The peer-to-peer network requires no additional equipment beyond a set of
two or more wireless-enabled PCs, located within range of each other. As a result,

this mode of authentication does not involve a RADIUS server, and authentication
that is based on 802.1X is not implemented.

Normally, there is no DHCP server on a peer-to-peer network to assign IP addresses.
Instead, you are connected using an “automatic private IP address” that is assigned
by Windows. These addresses are in the range 169.254.0.0 to 169.254.255.255. Each
PC in the peer-to-peer network is assigned such an address, enabling it to
communicate with the others.

The 802.11 standard refers to this type of network connectivity as ad-hoc mode.

network names

Each wireless network has a name. You can select the wireless network you want to
connect to, by specifying its name.

Network names allow different wireless networks in the same vicinity to coexist
without intruding on each other. For example, the company next door to yours may
also use wireless networking, and you want to make sure that your PC connects to
your company’s network, and not the other’s, even though your PC is within range
of their access points. (How to prevent intruders from connecting to your company’s
network is the subject of the security discussion, below.)

A network name is simply a text sequence up to 32 characters long, such as
Bayonne Office,or Acme-Marketronics, or BE45789, for example. A network
name is case-sensitive, so you have to be careful if you type it in. You always have
the option to scan for available networks. This allows you select the network from a
list, preventing any network naming errors.

The 802.11 standard refers to network names as Service Set Identifier, or SSID for
short.

802.11 network security

12

With the advent of wireless networking, security becomes a critical concern to a far
greater extent than it had been previously, for the simple reason that it is easy for an
attacker to eavesdrop on such connections.

With wired networking, most organizations can rely on physical security to protect
their networks. An attacker would have to get inside a company’s offices to be able
to plug in to the LAN and observe network traffic.
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All it takes to observe wireless network traffic is a PC with a wireless card and a
comfortable spot in the parking lot outside or in the office next door. The following
are some of the things that are required to make a wireless network safe:

. A user must be authenticated by the network before he or she is allowed
access, to make the network safe from intruders.

. The network must be authenticated by the user before the user allows his or
her PC to connect to the network, to prevent a wireless device posing as a
legitimate network from gaining access to the user’s PC.

. The mutual authentication between user and network must be
cryptographically protected. This insures that you are connecting to the
network you want, and not some phony one.

. The wireless connection between a PC and access point must be encrypted, so
eavesdroppers cannot access data that is supposed to be private.

There are two basic mechanisms for providing this type of secure encryption over a
wireless network:

. Preconfigured secrets, called WEP keys. These keep unauthorized users off the
wireless network and encrypt the data of legitimate users.

. Authentication using a protocol called 802.1.X. This uses a variety of
underlying authentication protocols to control network access. The strongest
of these protocols can provide mutual authentication of user and network, and
can dynamically create keys to encrypt wireless data.

Wired-Equivalent Privacy (WEP) with preconfigured keys

With preconfigured WEP (Wired-Equivalent Privacy), both the client PC and access
point are assigned the same secret key. This key is used to encrypt all the data
between the PC and access point.

In addition, the WEP key can be used to authenticate the client PC to the access
point — unless the PC can prove it knows the WEP key, it is not allowed onto the
network.

. When the access point requires that you configure WEP keys for association,
you associate to the access point using shared mode. You can specify to
associate to your access point in shared mode through Network Properties.

. When WEP keys are not required by your access point for the purpose of
association, it is called open mode. You can specify to associate to your access
point in open mode through Network Properties.

. If your access points are configured for WPA association with WEP
encryption, rather than TKIP, you can configure Odyssey Client for this type
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of network as well. In this case, all required WEP keys are generated from an
ASCII passphrase that you configure for your access point, as well as for
Odyssey Client.

See the following topics:

. “Specify the association mode” on page 47, for directions for selecting an
association mode in Odyssey Client

. “Specify an appropriate encryption method for your association mode” on
page 47, for directions for selecting WEP encryption when using shared
association mode

. “Preconfigured keys (WEP)” on page 49, to use static WEP keys with
Odyssey Client

. “Pre-shared keys (WPA)” on page 49, to configure WEP encryption when you
associate in WPA mode

Wi-Fi Protected Access (WPA) and TKIP encryption

14

As an enhancement to the 802.11 wireless standard, Wi-Fi Protected Access (WPA)
encompasses a number of security enhancements over Wired-Equivalent Privacy.
These enhancements include the following:

. Improved data encryption via TKIP (temporal key integrity protocol). TKIP
provides stronger encryption than WEP, by dynamically updating the
encryption keys every 10,000 packets.

. 802.1X authentication with EAP. See “The 802.1X standard” on page 15, and
“Extensible Authentication Protocol (EAP)” on page 15 for more information
on these topics.

When the access point hardware in your network requires that you associate via the
enhanced WPA association mode, you can configure Odyssey Client to associate in
WPA mode. If the hardware is configured for TKIP encryption, you can configure
Odyssey Client for this enhanced data encryption method as well.

In addition to conforming to 802.1X specifications for dynamic key generation
(available with the strongest authentication methods), WPA allows for pre-shared
keys to be generated for TKIP (or WEP) encryption from a passphrase. If you
configure a passphrase for key generation in your access points, you must configure
the same passphrase in Odyssey Client.

See the following topics:

. “Specify the association mode” on page 47, to use WPA association mode
with Odyssey Client
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. “Specify an appropriate encryption method for your association mode” on
page 47, to use TKIP encryption with WPA association

. “Pre-shared keys (WPA)” on page 49 to configure a static passphrase

The 802.1X standard

The IEEE 802.1X protocol provides authenticated access to a LAN. This standard
applies to wireless as well as wired networks. In a wireless network, the 802.1X
authentication occurs after 802.11 associations are implemented. Wired networks
use the 802.1X standard without any 802.11 association.

The WEP protocol using preconfigured keys has various shortcomings, both in
terms of ease of administration, as well as security. To alleviate these problems, the
IEEE introduced another standard, 8§02. 1.X. 802.1X provides better security than
preconfigured WEP keys, and is easier to deploy, particularly on large networks.

Using preconfigured WEP keys, it is the wireless client PC that is authenticated to
the network. With 802.1X, it is the user that is authenticated to the network with the
user credentials, which may be a password, a certificate, or a token card. The
authentication is not performed by the access point, but rather by a central server. If
this server uses the RADIUS protocol, it is called a RADIUS server.

With 802.1X, a user can log in to the network from any PC, and many access points
can share a single RADIUS server to perform the authentication. This makes it much
easier for the network administrator to control access to the network.

See the following topics for details:
. Extensible Authentication Protocol (EAP)
. Session resumption

. Reauthentication

Extensible Authentication Protocol (EAP)

802.1X uses the protocol called EAP (Extensible Authentication Protocol), to
perform authentication. EAP is not an authentication mechanism per se, but is a
common framework for transporting actual authentication protocols. The advantage
of EAP is that the basic EAP mechanism does not have to be altered as new
authentication protocols are developed.

Odyssey provides a number of EAP protocols, allowing a network administrator to
choose the protocols that work best for a particular network.
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The newer EAP protocols have an additional advantage: they can dynamically create
keys that can be transformed into WEP keys to encrypt data between the PC and
access point. Dynamically created keys have an advantage over preconfigured keys
because their lifetimes are much shorter. Known cryptographic attacks against WEP
can be thwarted by reducing the length of time that a WEP key remains in use.

Odyssey offers a number of EAP authentication mechanisms. The following are the
strongest methods:

. EAP-TTLS
. PEAP
. EAP-TLS

Each of these authentication methods provides secure mutual authentication of the
user and the network, and produce dynamic keys that can be used to encrypt
communications between the PC and access point. With mutual authentication, not
only does the network authenticate you, but you also authenticate the network.
Odyssey Client also offers LEAP and EAP-MD5-Challenge, and EAP-Token Card
protocols for authentication.

Mutual authentication is an important security precaution when using wireless
networking. By verifying the identity of the authentication server, mutual
authentication provides assurance that you connect to the your intended network,
and not an access point that attempts to pretend to be your network.

EAP-TTLS, PEAP, and EAP-TLS all let you authenticate the network by validating
the certificate of the authentication server. If the certificate identifies a server that
you trust, and if the authentication server can prove that it is the owner of that
certificate, then you can safely connect to this network. Before understanding some
of the stronger EAP protocols, you must first understand certificates.

Certificates

Certificates are based on public/private key cryptography (or asymmetric
cryptography). Public/private key cryptography is used to secure banking
transactions, online web commerce, email, and many other types of data exchange.

Previously, if two people wanted to communicate securely, they had to share the
same secret key. This one secret key had to be used to both encrypt and decrypt data.
Sharing keys, however, is limiting: the more people you share your key with, the
more likely it becomes that your key can be revealed.

With public/private key cryptography, there are two keys that have different values
but work together — a public key, and a private key. You keep your private key
secret, but reveal your public key to the whole world. Anyone can encrypt data using
your public key with the certain knowledge that only your private key can decrypt it.
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However, only you can “sign” data with your private key. Anyone can use your
public key to determine that the data could come from you and you alone.

A certificate is a piece of cryptographic data that guarantees that a particular public
key is associated with the private key of a particular entity. This entity could be an
individual or a computer. A certificate contains a public key and the name of the
entity that owns it.

Each certificate is signed, or “issued”, by a certificate authority. By issuing a
certificate, the certificate authority guarantees that the name in the certificate
corresponds to the certificate’s owner (much as a notary public guarantees a
signature). The certificate authority also has a certificate, which, in turn, is issued by
a higher certificate authority. At the top of this pyramid of certificates is the root
certificate authority. The root certificate authority is typically a well-known entity
that people trust, whose self-signed certificate is widely known. For example,
Verisign and Certicom are root certificate authorities. Many corporations have set up
their own private root certificate authorities as well.

The sequence of certificates from the end entity through any intermediate certificate
authorities up to the root certificate authority is called a certificate chain. Certificate
chains are typically no more than several certificates in length. In many cases, a
chain consists of two certificates — an end entity certificate and a root certificate.

Certificates are ideally suited for authentication. The disadvantage of certificates is
that, while it is fairly easy to provide certificates to servers, it is much harder to
provide certificates to users. This is because, at any given company, the number of
servers that may require certificates is relatively small, but the number of users can
be enormous. For your company to provide certificates to each of its employees can
be a daunting management task, and may require a level of administration that your
company is not prepared to undertake. However, depending on the position of your
company with respect to end-user certificates, you may be required to use
certificate-based authentication methods.

EAP-TTLS

EAP-TTLS is a protocol devised by Funk Software and Certicom. It is designed to
provide authentication that is every bit as strong as EAP-TLS, but it does not require
that each user be issued a certificate. Instead, only the authentication servers are
issued certificates. User authentication is performed using a password, or other
credentials. The credentials are transported in a securely encrypted “tunnel” that is
established using the server certificates. Within the EAP-TTLS tunnel, you can use a
set of inner authentication protocols. See “Using EAP as an inner authentication
protocol” on page 40 for more information.

With EAP-TTLS, it is not necessary to create a new infrastructure of user
certificates. User authentication is performed against the same security database that
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is already in use on the corporate LAN. For example, Windows domain controllers
or an SQL or LDAP database can be used.

PEAP

PEAP is comparable to EAP-TTLS, both in its method of operation and its security,
although it is not as flexible, and does not support the range of inside-the-tunnel
authentication methods that EAP-TTLS supports. Commercial implementations of
this protocol that started appearing at the beginning of 2003 were beset with
interoperability problems. Nevertheless, this protocol is supported by Microsoft and
Cisco, and can be expected to find widespread use. PEAP is a suitable protocol for
performing secure authentications against Windows domains and directory services.

EAP-TLS

EAP-TLS is a protocol devised by Microsoft, based on the TLS (Transport Layer
Security) protocol that is widely used to secure web sites. It requires that both user
and authentication server have certificates for mutual authentication.

While EAP-TLS is cryptographically strong, it requires that the corporation that
deploys it maintain a certificate infrastructure for all of its users.

Session resumption

18

For security purposes, it is good practice to periodically reauthenticate to your
network. When you first authenticate using EAP-TTLS, PEAP, or EAP-TLS, a fair
amount of intensive computation is performed both on your client PC and on the
network authentication server. Private keys must be used to encrypt or sign data,
signatures on certificates must be validated, password credentials must be checked,
and so on.

However, once you authenticate to the network, any subsequent authentications to
the same network server can be accelerated, by reusing the secret information that is
developed during the first authentication. This is called session resumption.

It is usually a good idea to enable session resumption. Reauthentication can happen
fairly frequently in wireless networking, particularly when you are moving between
access points. Each time you connect with a new access point, a new authentication
occurs. The less time it takes to perform that authentication, the less likely you are to
experience a momentary stall when transferring data. Plus, using session resumption
puts less load on the authentication server.
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Session resumption results in the distribution of new keys to client and access point,
just as a fresh authentication does. See “Session resumption” on page 64 for more
information on using this feature.

Reauthentication

The ability to reauthenticate to the network is a feature of Odyssey Client.

Periodic reauthentication serves two purposes:

. As a general security measure, it verifies that you are still on a trusted
network.
. It results in distribution of fresh shared keys to your PC and access point. The

access point may use these shared keys to refresh the keys used to encrypt
data. By frequently refreshing keys, you can thwart cryptographic attacks.

. See “Automatic reauthentication” on page 65 for more information on
configuring this feature.
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Using Odyssey Client Manager
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Odyssey Client Manager Overview

22

Odyssey Client Manager is the Windows interface that allows you to control and
configure the Odyssey Client product. This interface is consistent for all platforms
on which you can run the product.

Odyssey Client Manager - |EI|1|
Settings Commands ‘Web Help
i _ Connection
i Connechion
Adapter: [ 3Com ICRWER20924 Wireless LAN PC Car 7|
{ t Profiles Adapter typer  wireless
N — V' Connect ba network: I-o-o- <[any]> j

(370 Auto-Scan Lists

Connectian information

S_S Trusted Servers Status: open and authenticated
Elapzed time: 00:00; 24

Q Adapters Network [SSID]
Aocess poink: 00-40-96-55-FE-18
Packets indout: 343

Beconnect | Reauthenticate | dﬂ] &, 0

If your system administrator has configured Odyssey Client for you in advance,
chances are that you only need to use the main Connection panel of the Odyssey
Client Manager. Depending on your configuration, you can use this panel for the
some or all of the following tasks:

. Connect to a network using a wireless or wired connection
. Reconnect to a network

. Reauthenticate to a network

. View connection information

More advanced tasks that you or your system administrator may want to perform
include the following:

. Adding a wireless or wired adapter

. Creating a user profile and configuring authentication for that profile
. Adding or editing network properties

. Configuring trusted servers

See the following topics to learn about operating all features of Odyssey Client
Manager:
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. “Starting Odyssey Client Manager” on page 23
. “Connection panel” on page 25

. “Profiles panel” on page 32

. “Networks panel” on page 43
. “Auto-Scan Lists panel” on page 50
. “Trusted Servers panel” on page 53

. “Adapters panel” on page 61

. “Settings menu” on page 63

. “Commands Menu” on page 73

. “Web Menu” on page 74

. “Help Menu” on page 75

. “Tray icon menu commands” on page 76

. “Interaction with other adapter software” on page 78

Starting Odyssey Client Manager

You can start Odyssey Client Manager in any of the following ways:

. From the System Tray: Double-click the Odyssey icon, or right-click it and
choose Odyssey Client Manager

. From Control Panel on your PC: Double-click the Odyssey Client Manager
icon

. From the Windows taskbar: Select Start > Programs > Funk Software >
Odyssey Client > Odyssey Client Manager

NOTE: The System Tray is the lower right corner of your monitor, where some
application icons are displayed.

The Odyssey icon looks as like this < , although it may not have the same color.

Odyssey Client Manager display

For most network connections, Odyssey Client Manager consists of a number of
panels that allow you to control different aspects of its operation:

. Use the Connection panel to control your network connection and display
your current connection status.
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Use the Profiles panel to set information that is used when you authenticate, or
log in, to the network, such as your password or certificate.

Use the Networks panel to configure different wireless networks and how you
want to connect to them.

Use the Auto-Scan Lists panel to specify ordered groups of wireless networks
for seamless connection.

Use the Trusted Servers panel to set certificate and identity information about
the servers that may authenticate you when you connect, to ensure that you are
logging in to the network that you intend.

Use the Adapters panel to configure one or more network adapters (interface
cards) for wired or wireless networking.

All of the panels are listed at the left of the Odyssey Client Manager display. Click
the name of any panel to view or modify it.

NOTE: If you are connected to the network via the credentials of your client
machine (as opposed to your own user credentials), then Odyssey Client Manager
(pictured below) does not have most of these features, since there is no data to
configure. In this case few of these features are available.

Odyssey Client Manager : ﬂ

Settings Commands wWeb Help

Connection
Adapter: 3Com CAWEB2032A Wireless LAM PC Carj

Adapter type:  wireless

Connection information

Status: opeh and authenticated
Elapsed time: 000015

Metwork [SSI0):

Access point: 00-40-96-55-FE-18
Packets indout: 213

Beconnect | Feauthenticate | dﬂ] 6 0

In addition to the panels, a number of less-frequently used commands are available
from the menus:

Settings menu
Commands Menu

Web Menu
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Help Menu

Finally, some commands are available if you right-click the Odyssey icon in the
System Tray.

Connection panel

The Connection panel lets you select an adapter, establish a connection on it, and
display your current connection status.

Odyssey Client Manager
Settings  Commands

{ ¢ Profiles

-Q-.- Metworks

1" Auto-Scan Lists

S_ Trusted Servers
Q Adapters

=10 |
web  Help
Connection
fidapter |3Com 3CRWEB20324 wireless LAN PC Car x|
Adapter type:  wireless
¥ Connect to network: I-t-o- <[atw]x j

Caonnection information
Status:

Elapzed time;

Metwark [SSI0):
Access poink;

Packets indout:

open and authenticated
000024

00-40-96-55-FE-18
343

Beconnect |

Reautherticate | :E[ﬂ & =0

You can perform the following tasks in the Connection panel:

Select an adapter with which to make your network connection

Connect to a network (wireless connections only)

Connect using profile (wired connections only)

Configure multiple simultaneous network connections

Scan for wireless networks

Reconnect to a network

Reauthenticate to a network

Disconnect from a network connection

View connection information

View informational graphics and detailed status

Using Odyssey Client Manager
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NOTE: The Connection panel display and features vary when you connect from a
wired adapter, or if you connect to the network via machine credentials. For
example, the scanning feature is unavailable in these cases.

Select an adapter

If you or your administrator has configured more than one adapter for use with
Odyssey, then you can use the Adapter drop-down list in the Connection panel to
associate any of those adapter cards with a network connection.

Once you select an adapter, the Adapter type field on the Connection panel is
updated to reflect the type (wireless or wired) of adapter you select.

Connect to a network (wireless connections only)

26

When you connect to a network using a wireless adapter, you specify all the
information required for the connection using an Odyssey Client network definition.
When you define a network in Odyssey Client, you also must associate the user
authentication information you specify in an Odyssey Client profile definition.

The Connect to network checkbox on the Connection panel lets you connect and
disconnect from the wireless network. If you want to be connected to a wireless
network, make sure this box is checked.

The drop-down list to the right of Connect to network lets you select a wireless
network or auto-scan list to connect to. The only items that appear on this list are the
individual networks that you have already configured using the Networks panel, and
auto-scan lists that you have specified using the Auto-Scan Lists panel.

Any auto-scan lists that you have already created appear at the top of the list. These
are followed by the names of configured networks. Network names appear in angled
brackets, after any network description text that you have specified.

Both networks and auto-scan lists have icons before the name:

«-e-
. ' for networks

. % for auto-scan lists
To connect to a network that you have already configured:

1 Select the network or the auto-scan list you want to connect to from the drop-
down list to the right of Connect to network.

2 Check Connect to network, if it is not already checked.
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If you have selected an auto-scan list, then the first network in the list that responds
to the authentication request is generally the network to which you connect.

To disconnect from a wired network, uncheck Connect to network.

Connect using profile (wired connections only)

When you make a network connection using a wired connection, you specify all of
the required connection information in a user profile. As a result, when you
configure a wired connection, you connect using an Odyssey profile.

The Connect using profile checkbox lets you connect and disconnect from the
wired 802.1X network switch. If you want to be connected, make sure this box is
checked.

The drop-down list to the right of Connect using profile lets you select the profile
you want to use for the wired connection. All profiles that you have already
specified in Odyssey appear on the list.

To connect using a profile that you have already specified:

1 Select the profile from the drop-down list to the right of Connect using
profile.

2 Check Connect using profile, if it is not already checked.

To disconnect from a wired network, uncheck Connect using profile.

Configure multiple simultaneous network connections

Each adapter on your computer can have its own connection. This means that if you
have two wireless adapters, for example, you can have two simultaneous
connections to wireless networks. Similarly, you can simultaneously run a wired
connection and a wireless one. You can have as many network connections running
simultaneously as you have adapters installed on your machine and configured with
Odyssey Client.

To connect to more than one configured network using multiple adapters:
1 Select an adapter from the Adapter drop-down list on the Connection panel.

2 Assign a network or an auto-scan list to this connection for wireless
connections, or assign a profile for wired connections.

Repeat these steps for each adapter whose network connection you want to establish.

You can use the Adapter drop-down list on the Connection panel to toggle between
the adapters you have configured for multiple network connections, and hence
monitor your multiple network connections.
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Scan for wireless networks

If you travel frequently, you may want to want to authenticate through locally
available wireless networks that you have not already configured.

To connect to a wireless network that is not yet configured, follow these steps:

1 Click Scan on the Connection panel. Odyssey Client surveys the air waves
and displays a list of all wireless networks that are currently reachable.

Connect to Available Network ; x|

access point networks | peer-to-peer networks

Select access point network bo connect bo:

zignal | riebwork, |
ooa CALGARY
ooa OTTAWA,

ak. I Caticel |

2 Select the network to which you want to connect, and click OK.

. If you have already configured the settings for this network, Odyssey
Client attempts to connect to it using those settings.

. If you have not yet configured settings for this network, the Network

Properties dialog first appears. Specify settings and click OK. Odyssey
Client attempts to connect to the network.

NOTE: Only those wireless networks that are configured by an administrator to
“send beacons” are visible to you when you scan. If “send beacons” is off, then you
must enter the network from the Networks panel.
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Reconnect to a network

When you click Reconnect on the Connection panel, Odyssey Client disconnects
any existing connection for the currently selected adapter and starts a brand new
connection to the selected wireless network. The new connection may be with a
different access point (on the same network) than your previous connection,
depending on factors such as signal strength. If authentication is in use on this
network, you are reauthenticated when the new connection starts. If dynamic
encryption keys are in use, they are refreshed. Note that you do not have this feature
available if you are connected using a wired adapter.

You probably do not need to use this button often. However, there may be times
when your connection is not performing as well as it should. Clicking Reconnect
can sometimes help, particularly if it results in a connection with an access point that
is able to provide better service.

Reauthenticate to a network

When you click Reauthenticate on the Connection panel, Odyssey Client
reauthenticates you over the existing connection shown in the display, without
starting a new connection. If dynamic encryption keys are in use, they are refreshed.

Disconnect from a network connection
To disconnect a network connection, uncheck Connect to network for wireless
connections, or Connect using profile for wired connections.

View connection information

The Status field on the Connection panel displays the current status of your
connection to the network through this adapter. One of the following messages

appears:

Status message Definition

open and authenticated The connection is authenticated, and you are
connected.

open / authenticating Reauthentication is in progress, and you are con-
nected.

open / requesting authentication You have requested reauthentication, and you
are connected.

open The connection is not authenticated, but you are

connected.
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Status message

Definition

peer-to-peer
authenticating

requesting authentication
waiting to authenticate

searching for access point

searching for peer(s)

disconnected

Odyssey is disabled

adapter not present

cable unplugged

The network type is peer-to-peer (ad hoc), and
you are connected.

You are not yet connected, but authentication is in
progress.

You are not yet connected, but you have
requested authentication from the access point.

You are not yet connected and the last authenti-
cation failed but, you are waiting to retry.

You are not connected, and communication with
an access point on the requested network has not
been established. This may occur when your
adapter does not support 802.1X, or if your
access point is not within range.

You are not connected, and communication with
other PCs on the peer-to-peer network has not
been established

You are not connected, and Connect to network
may be unchecked.

See “Connect to a network (wireless connec-
tions only)” on page 26 for how to connect.

You are not connected and Odyssey Client has
been disabled.

You are not connected and the configured
adapter is not currently available. This may occur
when your adapter does not support 802.1X.

You are not connected. This can occur if you have
a wired connection, but your cable is unplugged.

The Elapsed time field on the Connection panel displays the time that has elapsed
since the current connection has begun.

The Network (SSID) field displays the name of the wireless network to which you
are connected. See “Wireless network names” on page 12. This field is not displayed
when you view the status of a network connection that uses a wired adapter.

The Access point field displays the MAC address of the wireless access point to
which you are connected. (A MAC address is a unique 48-bit number encoded into a

device by the manufacturer.)

The Packets in/out field displays the total number of network packets received and
transmitted since this connection began.
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View informational graphics and detailed status

Three graphical status buttons at the bottom right corner of the Connection panel
give you a visual indication of the status of your connection:

. Signal power status
. Connection status
. Encryption key information

You can use the mouse or the keyboard to view detailed connection status
information from any of these buttons:

. Using the mouse: Point to a graphical status button with the mouse, and hold
down the left-click button.

. Using the keyboard: Tab over to a graphical status button and hold down the
space bar.

Signal power status

The signal power graphic shows you how strong the signal is between your PC and
the access point. The more bars that are filled in, the stronger the signal.

You can interpret the signal power status graphic as follows:
strong signal power

moderate signal power

weak signal power

faint signal power

B EEREBEB

no signal power

Hold down your mouse button while clicking this icon to see the signal power
measured in decibels.

Connection status

The connection status button (with the Odyssey “sailing boat” icon) shows the state
of your connection and whether you are authenticated.

& (outline) not connected

< (red) not connected, due to failed authentication
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I (black) connected, but authentication not in use

L (blue) connected and authenticated

Hold down your mouse button while clicking this icon to see details of the last
authentication that was performed over this connection. The information you see
depends on your authentication method and access point, and may include the

following:

. Result of your last connection attempt

. Type of authentication

. Elapsed time (since last connection)

. Cipher suite used to secure credential exchange
. Access point identification information

Encryption key information

The encryption key information button indicates whether or not encryption keys are
in use over this connection.

=) (outline) data is not encrypted

- (black) data is encrypted using static keys

. (blue) data is encrypted using dynamic keys (802.1X)

Hold down this button to see the types of keys in use and their lengths, measured in
bits.

NOTE: An encryption key has a secret part that is either 40 or 104 bits long, and a
24-bit long non-secret part that changes for each packet. Thus, the total key is either
64 or 128 bits long. Odyssey Client Manager reports the length of the secret part,

which is either 40 or 104 bits.

Profiles panel

An Odyssey Client profile contains all the information necessary to authenticate you
to the network. This includes information such as your login name, your password or
certificate, and the protocols by which you can be authenticated. Your profile is, in
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effect, the identity that you present to the network and the means that you use to
prove that identity.

You can have different profiles for different networks. For example, you may have
different login names or passwords on different networks, or you may use a
password on one network, and a certificate on another.

The Profiles panel lists all the profiles that have been configured. When you first use
Odyssey Client Manager, you may find a profile called Initial Profile, containing
commonly used settings. Alternatively, your network administrator may have
already created one or more profiles for you.

Odyssey Client Manager 101 =l
Settings Commands Web Help
'G- Connection il
The fallowing profiles are configured:
{:f Bl Initial Profile add. |
“Auto-Scan Lists Properties ... |

S_S Trugted Servers
thaplers

Each profile you configure is displayed in the list.

. To add a profile, click Add. The Profile Properties dialog appears. Set the
name for the new profile, configure the settings, and click OK.

. To remove a profile, select the profile and click Remove.

. To modify a profile, select the profile and click Properties, or double-click the
profile. The Profile Properties dialog appears. Modify the settings and click
OK.

Profile Properties dialog

The Profile Properties dialog allows you to configure a profile. It is displayed when
you click Add or Properties from the Profiles panel.
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When you add a new profile to Odyssey Client, type a unique name for the profile in
the Profile name field of the Add Profile Properties dialog. For example, you may
want to use Office, for your profile associated with your place of employment, and
Home for your home network.

Once you specify and save a profile, you do not have the ability to edit the profile
name when you edit any of its other profile properties. You can, however, remove
the profile and create a new one with a different name.

In addition to the profile name, you can configure (and edit) the following
information in a profile:

. Login name
. Password and/or certificate
. A specification of the authentication protocols that can be used to authenticate

you to the network
You can specify these using the four tabs of the Profile Properties dialog:
. User Info
. Authentication
. TTLS Settings
. PEAP Settings

User Info

The User Info tab lets you configure the name you use to log in, as well as your
password and/or certificate information.
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Profile name: Ifoice

User Info IAuthenticationI TTLS Settings | PEAP Settings

Login name: IAEME'\gEDrgE

— Passward
¥ Pemit login using pazsword

* yze Windows password
" prompt for password
" use the following password:

I~ Unmask

— Centificate

[ Pemit login using my certificate:

Yiew .. | Brawse ... |

0] I Cancel |

Login name

Enter your user name into the Login name field. This is the name that is presented to
the network when you authenticate. If you are authenticating against a Windows
Active Directory, use the form, domain\user name, (for example, Acme\george).
Otherwise, use a login name that matches the form of the user name as it is stored in
the authentication database.

Note the following:

. If you are logged in to your network domain, (as opposed to your machine), by
default, Odyssey Client populates this field with the standard network form,
domain\user name, where user name is your user name.

. If you are logged in to your client machine, (as opposed to any network
domain), Odyssey Client populates this field with your user name only.

. It is possible that you must add some text after your login name for the
purpose of routing your authentication to the proper server. For example,
acme\george@sales.acme.com. Your network administrator can tell you how
to set this field correctly.
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Password

Check Permit login using password to enable authentication methods that use your
password for authentication.

When the time comes to authenticate, Odyssey Client can obtain your password in
one of several ways:

. Select use Windows password if you want to authenticate to the network
using the same password you present when you log in to Windows. You cannot
select this option if you are running under Windows 98, 98 SE, or Me.

. Select prompt for password if you want Odyssey Client to prompt you when
it is time to authenticate.

. Select use the following password and enter a password in the box below, if
you want Odyssey Client to save your password and use it each time you
authenticate with this profile.

NOTE: If you are running under Windows 98, 98 SE, or Me, and you have
selected the use the following password option, you must reenter the
password in this field whenever you change your Windows password.

If you select prompt for password, you are generally only prompted the first time
you are authenticated after startup. Odyssey Client remembers this password and
reuses it for the duration of your Windows session. The password you enter applies
only to a single profile. If you are authenticated using a different profile, you are
prompted again.

You may also be prompted to enter your Windows password when connecting to the
network on some occasions, including the following:

. If you accidentally enter an incorrect password or have any other type of
authentication failure. This feature is in place, in part, so as to prevent
accidental lockout due to the reuse of bad passwords.

. If you are required to change your Windows password periodically, and you
are accessing the network with EAP-TTLS or PEAP authentication before
Windows logon

Certificate

Check Permit login using my certificate to enable authentication methods that use
your certificate for authentication.

To select a personal certificate with which to authenticate, click Browse. A list of
your personal certificates appears. Select a certificate and click OK.

NOTE: This is an advanced feature. See your network administrator for information
on which certificate to select if you require one.
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Authentication

The Authentication tab lets you specify the protocols that authenticate you to the
network.

Prafile name: IUffice

Userlnfo Authentication | TTLS Settings | PEAP Settings |

Authentication pratocals, in order of preference:

E&P 7 TTLS il il
Add.. |
Remove |

v “alidate server certifizate

Ok, I Cancel

Selecting Authentication Protocols

The Authentication protocols list displays the protocols that you have enabled for
authentication. You may have a single authentication protocol in the list, or you may
have several. If you have more than one, you can order them by preference. The
ordering you choose affects the protocol that the server uses when it has more than
one protocol in common with the ones you select here.

You have several options:

. To add a protocol to the list, click Add. The Add EAP Protocol dialog
appears. Select one or more protocols to add, and click OK. You can select
more than one protocol if you hold down Ctrl on your keyboard as you select
with your mouse. Note that any protocols you have already selected are not
listed in this dialog.
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Add EAP Protocol x|

Select one or more protocols ko add:

EAP/TLS

EaP / PEAP

E&P / Token Card
EAP / MDE-Challenge
EaP /LEAP

] Cancel

. To remove a protocol, select the protocol, and click Remove.

. To reorder protocols, select a protocol and use the up and down arrow buttons
to reposition it.

Validating the Server Certificate

Certain protocols, such as EAP-TTLS, PEAP, and EAP-TLS, allow you to verify the
identity of the authentication server as the server verifies your identity. This is called
mutual authentication.

Check Validate server certificate to verify the identity of the authentication server
based on its certificate when using EAP-TTLS, PEAP, and EAP-TLS. (This is
checked by default.)

You can select trusted authentication server certificates using the Trusted Servers
panel. See “Trusted Servers panel” on page 53.

You should, as a general rule, check Validate server certificate. You do have the
option of turning off this important security precaution, only because there may be
circumstances that require it. You should only do so when your network
administrator instructs you to.

TTLS Settings

The TTLS Settings tab lets you configure the use of EAP-TTLS as an
authentication protocol. These settings are only relevant when you select EAP-TTLS
as one of your authentication protocols in the Authentication tab.
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Prafile narne: IUffice

User Infol Authentication  TTLS Settings I PEAP Settingsl

Inner authentication protacal: I MS-CHAP-Y2 hd l

Inner EAR pratocols, in order of preference:

>
|«

Add

Femaye

i

— AnonymoLE name

When uging EAP-TTLS erclusively, pou can kesp pour
lagity hame private ahd reveal only ah anonymous name
an the network; for example, “anonymaus™ or
*anonymolsEmyisp. com'.

Anonymous name: | ananymaous

Ok I Cancel |

EAP-TTLS works by creating a secure, encrypted tunnel through which you present
your credentials to the authentication server. Thus, inside EAP-TTLS there is yet
another inner authentication protocol that you must configure. See “EAP-TTLS” on
page 17.

Selecting the Inner Authentication Protocol

Select from the drop-down list at the right, the Inner authentication protocol you
want to use. You can select any of the following:

. PAP

. CHAP

. MS-CHAP

. MS-CHAP-V2
. PAP/Token

. EAP
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The most commonly used protocol is MS-CHAP-V?2. It allows you to be
authenticated against a Windows Domain Controller as well as other, non-Windows
user databases.

CHAP is the most common protocol for authenticating against non-Windows user
databases.

NOTE: You cannot use CHAP as your inner authentication method if you are
authenticating against a Windows NT Domain or Active Directory. As a result, do
not choose CHAP when authenticating against the Odyssey server since it can only
authenticate against a Windows Domain or Active Directory.

PAP/Token is the protocol to use with token cards. When you use PAP/Token, the
password value you enter into the Password dialog is never cached, since any
Token-based password is only good for one use.

Check with your network administrator to determine which inner authentication
protocol can be used on your network.

Using EAP as an inner authentication protocol

If you select EAP as your inner authentication protocol, you must configure the list
of Inner EAP protocols with one or more protocols.

. To add a protocol to the list, click Add. The Add EAP Protocol dialog
appears. Select one or more protocols to add and click OK. You can select
more than one protocol if you hold down Ctrl on your keyboard as you select
with your mouse. Note that only the protocols you have not already added are

available.
. To remove a protocol, select the protocol and click Remove.
. To reorder protocols, select a protocol and use the up and down arrow buttons

to reposition it.

Setting an anonymous name

EAP-TTLS has a unique feature that other protocols do not offer. Because it sets up
an encrypted tunnel for your credentials, it is also able to pass your login name
through that tunnel. That means that not only are your credentials secure from
eavesdropping, but your identity is protected as well.

Thus, with EAP-TTLS you have two identities: an inner one, and an outer one. The
inner identity is your actual login name, and is taken from the Login name field in
the User Info tab. Your outer identity can be completely anonymous. Set your outer
identity in the Anonymous name field.

As a general rule, set Anonymous name to anonymous, that is, its default value. In
some cases you are required to add additional text. For example, if this outer identity
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is used to route your authentication to the proper server, and you may be required to
use anonymous@acme . com. Your network administrator can tell you how to
configure this field correctly.

NOTE: Your outer identity can be anonymous only if EAP-TTLS is the only
authentication protocol configured on the Authentication Protocols tab. If other
protocols are also enabled, Odyssey Client cannot keep your identity private, and
the Anonymous name field is disabled. If you would like the anonymity EAP-TTLS
provides, you must configure EAP-TTLS as the sole authentication protocol.

PEAP Settings

If you select EAP/PEAP as an authentication method in the Authentication tab,
then you can use up to three inner EAP authentication methods:

. EAP/MS-CHAP-V2
. EAP/Token Card
. EAP/MD5-Challenge

To add or remove any inner authentication methods used with PEAP:
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1

2

4

Go to the PEAP tab.

Prafile name: IUffice

Usger Infol Authenticationl TTLS Settings PEAP Settings I

Inner EAP protocals. in order of preference:

EAP / MS-CHAP2 2| ¥
add.. |
Remove |

Ok, | Cancel |

Click Add to add a protocol. The Add EAP Protocol dialog appears. Select
one or more protocols to add and click OK. Note that any protocols you have
already selected are not listed in this dialog.

Add EAP Protocol |

Select one ar more pratocols bo add:

E&P / Token Card
EAR / MDA-Challenge

[ Cancel |

Select any protocols you want to remove and click Remove.

Click OK when you are completely done modifying the profile configuration.
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Networks panel

The Networks panel allows you to configure settings for connecting to any number
of wireless networks.

Odyssey Client Manager 101 =l
Settings Commands Web Help

'.- Connection Hstnis
The fallowing networks are configured:
@ Profiles certificate required < Torantax Add .. |
passward required < Torontox
<[ary]> Remaove |
<Calgary:
7T Auto-Scan Lists Properties ... |

S_ Trugted Servers
thaplers

Each configured network is listed. You can perform the following tasks in the
Networks panel:

. To add a network, click Add. The Network Properties dialog appears.
Configure the settings for the new network and click OK.

. To remove a network, select the network and click Remove.

. To modify the settings for a network, select the network and click Properties,
or double-click the network name. The Network Properties dialog appears.
Modify the settings and click OK.

Network titles

The titles of networks listed in the Networks panel are coded with special
formatting:

. The name of the network appears in angled brackets. If the name [any] is
listed in angled brackets as an entry in the list of networks, then you use this
network configuration to connect to any available wireless network.

. The description of the network precedes the name. This description comes
from the optional Description field in the Network Properties dialog. You
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can add your own description to any network you configure. This helps you to
distinguish networks.

The network description field is useful for situations that advanced users might
encounter. It lets you easily switch among different “personalities” on the same
network. For example, you may want to use different credentials at different times.
The description field also lets you distinguish two different networks that happen to
have the same network name. Network names are arbitrary text chosen by an
administrator, so it is possible for two unrelated networks to have the same name.

In the illustration above, there are two Toronto networks. The configured
descriptions indicate that password credentials are used with one and certificate
credentials with the other.

Network Properties

44

You can configure wireless network settings in Network Properties. Click Add or
Properties from the Networks panel to view it.
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Network Properties : x|

— Metwork,

Metwiork name [SSID]: IToronto

F

™ ‘Connect to any available network: Scan ...

Dezcription [optional): Iwilh passward

M etiwark bape: I.t’-‘-.ccess point (infragtructure mode) j
Charimel: Idefault channel j
Aszociation mode: Inpen j
Encryption method: Innne j
— Authentication
¥ Autherticate using profile: Ifoice j
v Eevs wil be generated automatically for data privacy
— Pre-configured keps PWEP]
Eormat fion entering keps: IASCII characters j
Keyw 0 I
Kepd: I
Key 2: I
Fep 3: I

QK. I Cancel |

You can configure the following network attributes here:
. Network fields
. Authentication fields

. Preconfigured keys (WEP or WPA)

Network fields

You can perform the following tasks in this section of the Network Properties

dialog:

. Specify the network name

. Scan for a network

. Configure Odyssey to connect to any available network
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. Specify a description of the network
. Specify the network type
. Specify the association mode

. Specify an appropriate encryption method for your association mode

Specify the network name

Set Network name (SSID) to the name of the wireless network. The network name
may be up to 32 characters long and is case-sensitive. This name must be entered
correctly in order to successfully connect.

Scan for a network

You can type in the name of the network directly, or you can click Sean to select
from a list of all currently visible networks. When you are in the vicinity of the
network you are configuring, using the Scan button is not only easier than typing,
but also guarantees that the network name is set correctly.

Note that only access points that transmit beacons are visible to you when you use
the Scan button.

Configure Odyssey to connect to any available network

Odyssey Client Manager provides a special network configuration called [any].
The [any] network connects to any available network, regardless of its name. The
[any] network is useful when you are wandering through conferences, hotels or
other locations that provide network access. When you select the [any] network,
from the Connection panel, you can connect to such networks without having to
configure them individually.

To configure an [any] network, check Connect to any available network.

Although you can use WEP keys and profiles with [any], the more common practice
is to use [any] without 802.11 or 802.1X authentication.

Specify a description of the network

Network descriptions are useful for distinguishing similar network names. You have
the option to enter a description of this network in the Description field. The text
you enter into this field allows two networks with the same name to remain distinct
on the Odyssey Client Manager display.

Chapter 4



Specify the network type

If you did not use the Scan button to select your network, you must specify the type
of network by choosing one of the options from the Network type drop-down list.

. Select Access point (infrastructure mode) if this network uses access points
to provide connectivity to the corporate network or the internet. This is the
most common setting.

. Select Peer-to-peer (ad-hoc mode) to set up a private network with one or
more other PCs.

Specify the association mode

Before authentication can take place, you must associate your client to an access
point. The association mode that is required of you depends on your access point
hardware, and how it is configured. Your network administrator can help you
configure the association mode that is required for your network.

See “Wired-Equivalent Privacy (WEP) with preconfigured keys” on page 13 and
“Wi-Fi Protected Access (WPA) and TKIP encryption” on page 14 for more
information on these encryption and association mode choices.

You can chose one of three association modes:

. Open, for connecting to a network through an access point or switch that
implements 802.1X authentication. Choose this mode if you are not required
to select shared mode or WPA.

. Shared, for connecting to a network through an access point that requires
WEP keys for association and data encryption.

. WPA, for connecting to a network through an access point that implements
WPA (Wi-Fi Protected Access).

Specify an appropriate encryption method for your association mode

Your choice of encryption method also depends on the access point requirements.
Your choices vary according to the association mode you choose. See “Wired-
Equivalent Privacy (WEP) with preconfigured keys” on page 13 and “Wi-Fi
Protected Access (WPA) and TKIP encryption” on page 14 for more information.

You have the following options:

. none, for using 802.1X authentication without WEP keys. This option is only
available to you when you configure access point association in open mode.

. WEP, for using WEP keys for data encryption. This option is available for all
association modes, and is required when you associate in shared mode. When
you select this option, you must fill in WEP keys in the lower portion of
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Network Properties. You must choose this option when the access points in
your network require shared mode association with WEP keys.

. TKIP, for using the temporal key integrity protocol. Choose this option when
the access points in your network require WPA association, and are configured
for TKIP data encryption.

. AES, for using the advanced encryption standard protocol. Choose this option
when the access points in your network require WPA association, and are
configured for AES data encryption.

Authentication fields

You can configure network authentication with the following characteristics:
. Authenticate using profile

. Automatic key generation

Authenticate using profile

If the wireless network you are configuring requires that you authenticate using your
personal credentials, check Authenticate using profile, and select the profile to use
for authentication from the drop-down list at the right. You must have already
configured a profile appropriate for authenticating onto this network.

When you check Authenticate using profile, Odyssey Client performs an 802.1X
authentication using your password, certificate, or by other means, as is configured
in the selected profile.

Automatic key generation

Check Keys will be generated automatically for data privacy if the authentication
method specified in the profile results in the creation of dynamic WEP keys for use
between your PC and the access point. Certain authentication methods, such as EAP-
TTLS, PEAP, and EAP-TLS, generate keys. Others do not. If you use EAP-TTLS,
PEAP, or EAP-TLS to authenticate, check this box. You can use any of these
authentication methods if your access point implements 802.1x authentication. This
option is more secure than using static (preconfigured) keys. This option is available
with all encryption methods (other than none), as long as you are not associating in
shared mode. Leave this option unchecked if you are required to use preconfigured
WEP keys, or, in the case of WPA association, a pre-shared key.
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Preconfigured keys (WEP or WPA)

The wireless network may require that you preconfigure WEP keys, or that you pre-
share a passphrase, in the case of WPA association. You can enter keys in the lower
portion of Network Properties.

Pre-shared keys (WPA)

If you associate in WPA mode, and you do not generate keys automatically when
you associate an authentication profile to the network connection, then you must
supply a pre-shared ASCII passphrase in Passphrase field. This passphrase is used
as a seed to generate the required keys.

Preconfigured keys (WEP)

If you associate in shared mode, you must configure at least one WEP key. You must
also configure at least one WEP key when you select WEP encryption for the open
association mode, and you do not generate k