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Preface

This book wants to make life easier for OTRS administrators and OTRS newbies. The following chapters
describe the installation, configuration and administration of the ticket system, making this book less
interesting for agents or customer users.

Although many hours of work, some litres of coffee and several pizzas were invested into the following
sections, it is still not complete. Inevitably there will be errors, parts with complicated explanations or
missing chapters about important things. Some chapters will be reworked or new chapters and sections
will be added.

Since the book tries to satisfy the needs of OTRS admins or OTRS newbies and since the quality should
be as good as possible, we need your feedback. Please write to us if you find something missing in this
book, if things are not explained well enough or even if you see spelling mistakes, grammatical errors or
typos. Any kind of feedback is highly appreciated and should be made via our bug tracking system on
http://bugs.otrs.org (http://bugs.otrs.org) . We want to thank you for all kinds of feedback!



Chapter 1. Basics about trouble ticket systems

This chapter gives a short overview about the idea of trouble tickets in general and trouble ticket systems
in detail. A short example shows the advantages of a ticket system.

1.1. What is a trouble ticket system, when do you need it?

The following example describes what a trouble ticket system is and how you can save time and money
if you use such a system in your company.

Let’s imagine that Max is a manufacturer who produces video recorders. Since programming video
recorders is very complex, Max gets many mails from customers who need help with the devices. Some
days, Max has not enough time to answer all mails so that his customers have to be patient until they get
an answer. Some customers don’t want to wait that long so that they write another mail with the same
question. All mails containing support requests are stored in only one inbox file. The requests are not
sorted and the mails are answered with a normal mail program.

Then the developers Joe and John have to help Max answer the mails because Max can’t reply fast
enough to all the messages. Since Max, Joe and John use the same system with the same inbox file, they
all access the same inbox. Joe and John don’t know that Max often got two identical requests from a
desperate customer. So Joe answers the first and John answers the second mail of the customer, both with
a helpful hint on how to solve the problem. The customer receives two different answers, and Max does
not know what John and Joe wrote. Max neither has an overview about the replies of Joe and John nor
does he know all the problems the customers have had with the video recorders nor which problems
occur very often nor how much time and money he has to spend for customer support.

At a meeting, a colleague tells Max about trouble ticket systems and that they can solve Max’s problems
with the customer support. After looking for information in the internet, Max decides to install the Open
Ticket Request System (OTRS) on a computer that can be reached via the web by both his customers and
his employees. Now, the customer requests are no longer sent to Max’s private inbox but to the mail
account that is used for OTRS. The ticket system is connected to this mailbox and saves all requests in its
database. For every new request, the system generates an auto-answer and sends it to the customer so that
the customer knows that his request has arrived and will be answered soon. OTRS generates an explicit
identification, the ticket number, for every single request. Now, the customers are happy because they got
a quick response to their requests and it is not necessary to send a secound message with the same
question. Max, John and Joe can now login into OTRS with a simple web browser and answer the
requests. Since the system locks a ticket which is answered, no message is edited twice.

Lets imagine that Mr Smith makes a request to Max’s company and his message is processed by OTRS.
John gives a brief reply to this request but Mr Smith wants to know more so he replies to John’s mail.
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Since John has other things to do, Max answers Mr Smith’s message. The history function of OTRS
makes it easy for Max to read both Mr Smith’s first message and John’s response so that he is able to
write a more detailed reply to Mr Smith. Mr Smith does not know that two different people were
involved in the communication process, he is only happy about the solution for his problem that arrived
with Max’s last reply.

Of course, this is only a short overview about the possibilities and features of trouble ticket systems. But
if many customer requests (mails and phone calls) must be handled by different people, a ticket system
can help to save working time and money. A ticket system helps you to structure your support or
helpdesk environment and you can define workflow processes. The communication between customers
and companies gets more transparent which results in more effectiveness for both sides.

1.2. What is a trouble ticket?

A trouble ticket is comparable to a medical report for a hospital patient. A medical report is generated
when the patient visits the hospital for the first time. All important data about the patient, such as
personal data and facts about the medical problem, are noted in the medical report. Each doctor adds to
the medical report information on the illness and any medication so that all doctors and the whole
nursing staff can get a quick and detailed overview about the patient’s problem. When the patient has
recovered and leaves hospital, the medical report gets closed and all information get archived.

Trouble ticket systems like OTRS, handle trouble tickets like normal email. The messages are saved in
the system. When a customer sends a request, a new ticket is generated by the system which is
comparable to a new medical report being opened. The answer to this new ticket can be compared to a
doctor’s entry in the medical report, a new answer to a change in the clinical picture of the patient. A
ticket is finished if an answer is send back to the customer or if the ticket is closed by the system. If a
customer sends an answer for a already closed ticket, the ticket will be reopened and the new information
will be added. To keep the consistency of all data in the system, every ticket is stored and archived with
all relevant information. Since tickets are handled like normal emails, attachments will be stored, too.
Notes can be added as additional information to every email. All tickets are stored on the hard drive or in
the database of the system. Also additional information like notes, dates, employees involved, working
time needed for a ticket etc. are stored. All tickets can be sorted and it is possible to search through all
data.
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This chapter describes the features of the Open Ticket Request System (OTRS). You will find
informations about the hardware and software requirements for OTRS. Additionally, this chapter tells
you how to get commercial support for OTRS, should you require it, and how to contact the community.

2.1. Basics

The Open Ticket Request System (OTRS) is a web application which can be used with every
HTML-compatible web browser. The web interface of OTRS does not use active web content like Flash
or Java applets to ensure that the system is usable with mobile phones or other mobile computers. To use
OTRS, no special client operating system is necessary; only an HTML browser is needed.

OTRS is separated into several components. The basic component is the OTRS framework that contains
all central functions for the application and the ticket system. Via the web interface of the central OTRS
framework, it is possible to install additional applications like a web mailer, a content manager, a file
manager, a web calendar and a tool to monitor system status information.

2.2. Features

OTRS has many features. The following list gives an overview of the features included in the central
framework.

The features of OTRS
« Web interface:
- Easy and initial handling with a web browser.

- Because no active web contents like Flash or Java applets are used, the web interface is usable with
most web browsers, even with mobile phones or other mobile computers.

- A web interface to administer the system via the web is available.
« A web interface to handle customer requests by employees/agents via the web is integrated.

- A web interface for customers is available to write new tickets, check the state and answer old
tickets and search through their own tickets.

- The web interface can be customized with different themes; own themes can be integrated.
« Support for many languages.
- The appearance of output templates can be customized (dtl).

« Mails from and into the system can contain multiple attachments.
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+ Mail interface:
« Support for mail attachments (MIME support).

- Automatic conversion of HTML into plain text messages (more security for dangerous content and
enables faster searching).

-« Mail can be filtered with the X-OTRS headers of the system or via mail addresses, e.g. for spam
messages.

- PGP support, creation and import of own keys, signing and encrypting outgoing mail, signed and
encrypted messages can be displayed.

« Support for viewing and encrypting SMIME messages, handling of SMIME certificates.
- Auto answers for customers, configurable for every queue.
- Email notifications for agents about new tickets, follow-ups or unlocked tickets.

- Follow-ups by references or In-Reply-To header entries.

- Tickets:
- Expanded queue view, fast overview of new requests in a queue.
« Tickets can be locked.
- Creation of own auto answer templates.
« Creation of own auto responders, configurable for every queue.
- Ticket history, overview of all events for a ticket (changes of ticket states, replies, notes, etc.).
« Print view for tickets.
- Adding own (internal or external) notes to a ticket (text and attachments).
- Ticket zooming.
« Access control lists for tickets can be defined.
- Forwarding or bouncing tickets to other mail adresses.
« Moving tickets between queues.
- Changing/setting the priority of a ticket.
« The working time for every ticket can be counted.
- Up-coming tasks for a ticket can be defined (pending features).
- Bulk actions on tickets are possible.
- Automatic and timed actions on tickets are possible with the "GenericAgent".

- Full text search on all tickets is possible.

« System:

« OTRS runs on many operating systems (Linux, Solaris, AIX, FreeBSD, OpenBSD, Mac OS 10.x,
Microsoft Windows).



Chapter 2. OTRS - Open Ticket Request System

« ASP support (active service providing).

- Linking several objects is possible, e.g. tickets and FAQ entries.

- Integration of external back-ends for the customer data, e.g. via AD, eDirectory or OpenLDAP.
- Setting up an own ticket identifier, e.g. Cal#, Ticket#, Request#, e.g.

. The integration of your own ticket counter is possible.

- Support of several database systems for the central OTRS back-end, e.g. MySQL, PostgreSQL,
SAPDB, Oracle).

+ Framework to create stats.

- utf-8 support for the front- and back-end.

- Authentication for customers via database, LDAP, HTTPAuth or Radius.
- Support of user accounts, user groups and roles.

« Support of different access levels for several systems components or queues.
- Integration of standard answer texts.

- Support of sub queues.

- Different salutations and signatures can be defined for every queue.

- Email notifications for admins.

+ Information on updates via mail or the web interface.

- Escalation for tickets.

« Support for different time zones.

- Simple integration of own add-ons or applications with the OTRS API.

- Simple creation of own front-ends, e.g. for X11, console.

2.2.1. New features of OTRS 2.1
New features of OTRS 2.1

« Stable Support of MicrosoftRSQL Server: The first time OTRS offers an interface to MS SQL Server
platforms. Thatps why OTRS supports all popular operating systems like Linux, Windows, UNIX,
Mac OS X etc. as well as all major Databases like MS SQL, MySQL, PostgreSQL, MaxDB/SAP,
Oracle and DB2.

+ Multi-Calender Function: This Feature simplifies working in distributed surroundings. National teams
are supported by permitting different local working schedules and public holiday regulations.
International organiszations are additionally supported by a time-zone feature.

« New Statistics-Framework: Gain access and define your Reports- and Statistics in a more flexible way
than ever. A powerful and easy to use Wizard will guide you through the process. Once defined OTRS
may deliver periodicaly needed Reports automatically to a predefined Mailing List. Export- and
Importfunctions allow to transfer Statistics between different OTRS Installations. So you can define
and test your Statistics before loading them up to your productive System.
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+ Optimized Synchronization of authorizations from LDAP-Directory Services: That simplifies the
connection of all known LDAP-Directory Services like Microsoft Active Directory, OpenLDAP,
Novell eDirectory, Oracle Internet Directory, etc. A usefull Feature which saves time and effort of
maintaining authorizations in the local Database of OTRS.

« PDF-Generator: OTRS now supports the Output of Reports and Statistics as well as the results of a
ticket search and ticket zoom in the PDF-Format.

+ New implemented Knowledge Database / FAQ-Module: OTRS makes allowance for the need of an
efficient Knowledge Management within daily Service Request handling. Fundamental in this context
is a quick access towards existing problem-solving Know-How and standardized answers.
Advantages: optimized search-functions, more effective administration of FAQ-Articles, faster
Navigation and opportunities to rate an existing FAQ-Article.

« Tracking of Sub-orders and Support of hierarchical Team-Structures: New Features like the Ticket
Supervisor and the Ticket Watchers support working within hierarchical Teams and enable you to
define and depute Work packages temporarily to another Service Agent. While the Ticket Supervisor
enables authorized Team members to depute a Ticket to another Service Agent without loosing the
right to edit this ticket the Ticket Watcher allows you to track a ticket passive on the basis of an
individual watchlist.

+ Optimized Follow-Up-Detection: In addition to the subject heading, OTRS also checks for referable
ticket numbers inside the Email-body and further attachments. This new feature aims to automatically
assign an incoming Service Request to an existing Incident much faster than before.

2.2.2. New features of OTRS 2.2
New features of OTRS 2.2

« Support of Services and SLAs: As major step towards IT Servicemanagement OTRS 2.2 brings in the
new attributes ’Service’ and ’Service Level Agreements (SLA)’. While creating a new ticket a service
requester has to select both a service (e. g. email-service) and a related SLA . SLA attributes are
"response time", "update time" and "solution time". These attributes are used by the IT Service
Organization for notification and escalation purposes in order to keep the agreed SLA. Service- and
SLA-related informations within incoming email headers might also be used by the Postmaster-Filter

as already known before.

+ Support of native ticket types: Ticket types can now be managed over the admin interface. You do not
longer need to use ticket free text field for this purpose. Installations which already use a ticket free
text field for ticket type classification do not need to migrate. This feature will also be shown in zoom
and print view for agents and customers and can be changed via the agent interface.

« Support of multiple authentication backends: Added support of multi authentication feature for agent
and customer backend. By using this feature it is now possible to use multiple trusted authentication
sources (i.e. use LDAP as a first source for authentification and in case of an unsuccessful
authentification try a SQL DB as a second source).

« Support of different password crypt types: Supported and permitted password authentication types for
agent and/or customer login are:

+ unix_crypt()
- md5()
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+ plain()

Default is "unix_crypt()’. The administrator can easily switch from unix_crypt() to md5() on the fly by
changing the related configuration parameter.

+ Changed OTRS internal CustomerUser structure: Customer datas (CustomerUser) are restructured and
split into the objects "CustomerCompany" and "CustomerUser" within the internal OTRS database.
Company related attributes like company name and address will be managed separately from those
attributes related to a single contact (e.g. prename, surname, phone etc.).

This information will be shown in zoom and print like the current customer info.

+ Enhanced OPM-Format: OPM Packages are now delivered with an additional online help. The
introducing page will inform the user about new features and will also give a short overview about the
next steps to do after having installed the packages.

+ PostMaster-Admin-Interface: The improvement has lead to a more detailled definition of those email
adresses which have to be matched by PostMaster filter.

« SysConfig Improvement: A quicker page view and page saving leads to essential time savings during
configuration process.

2.3. Hard and software requirements

OTRS can be installed on many operating systems. OTRS runs not only on linux and on other unix
derivates (e.g. OpenBSD or FreeBSD) but on all Microsoft Windows platforms too. OTRS has no
excessive hardware requirements. We recommend using a machine with at least a 2 GHz Xeon or
comparable CPU, 2 GB RAM and a 160 GB hard drive.

If you want to use OTRS, you need some other software components. The basic software requirements
are a web and a database server as well as a working perl environment with some additional modules.
The web server and perl has to be installed on the same machine as OTRS. The database back-end can be
installed on the local or on an other host.

For the web server, we recommend using apache 1.3.x or apache 2.x. With this web server, you can use
the mod_perl module which improves greatly the performance of OTRS. If you can’t use apache, OTRS
should run on any web server that can execute perl scripts.

For database back-ends, we recommend to use MySQL (3.1.x or higher) or PostgreSQL. However, all
database servers that use SQL for their database language should be able to work with OTRS. If you use
MySQL you have the advantage that you can configure your database and some system settings during
the installation through a web front-end.
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For perl, we recommend using at least version 5.8. You need some additional modules which can be
installed either with the perl shell and CPAN or via the package manager of your operating system (rpm,
yast, apt-get).

The section on the manual installation of perl modules needed describes in more detail how you can set
up the perl modules that you need for OTRS.

If you install a binary package of OTRS, which was built for your operating system (rpm,
Windows-Installer), either the package contains all perl modules needed or the package manager of your
system should take care of the dependences of the perl modules needed.

2.4. Community

OTRS has a large user community. users and developers discuss OTRS and exchange information on the
trouble ticket system Via mailinglists . There is available help for questions about the installation,
configuration, usage, localisation and development. Software bugs can be reported via a bug tracking
system so that they reach the responsible developers directly and without getting lost. That ensures that
fixes for problems are available very quick.

File Edit Wiew History Bookmarks Tools Help
& - -@ {2 [ ntip:thotrs.org/ SIEEE &)

']

OTRS. open Tokst Request System

ofrs.org | bugs.ofrs.org | lists.otrs.org | fag.otrs.org | doc.otrs.org]

About OTRS is an Open source Ticket Request System (also well known as rouble s " =
Home ticket systerm) with Mmany f2atures 1o Manage cUSIOMEr12IEPN0NE Calls AN Se———————————— "
News Archive &-mails. The system is built to allow your Suppor, sales, pre-sales, billing,  smm————
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Feature List
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Praise Linux, Solaris, AlX, FreeBSD, OpenBSD, Mac 0% 10.x and Windows,  lawn e
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S Access
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D
Waiing Lists
Buczila
Commercial Support People about OTRS

Gemill We are currently using OTRS for the Bruin OnLine Helpdesk at UCLA. As an ISP for the
Speaker's Bureau University, we recieve troubleshaoting questions from our users about dial-up, email, UCLA
OTRS People proxy etc via phones and email. We recieve about 600 emails on a slow week to 1000+ on

We find OTRS very helpful in our work. OTRS has allowed us to easily filter out messages to different

= queues. Some users forgetto include the original problem, but OTRS keep track of the Help Desk cases
Sl from the begining. With so many options available on OTRS, we were able to configurs OTRS to fitour needs
OTRS 2.2 is published! | | perfectly, allowing us to work more efficiently

Since we first used OTRS in the summer of 2002, we were able to easily communicate to the OTRS

a heavyweek, half of which are spamhiviruses.
e

Community developers on the things we liked, and the things that we would like to have in OTRS. To this day, you guys
have implemented everything we suggested. We can't begin to express our appreciation for your
OTRS in Japan! responsiveness

hitp lotrs kidanet com/

We reccomend OTRS for any Help Desk whether it be in a University or a Carporation.
OTRS in the Netherlands!

http/otrs.nl ~-Diane Shieh, Bruin Online UCLA
~-Eddie Urenda, Supervisor Bruin Cnline UCLA

announce at otrs.org:

TR b

Via the URL http://www.otrs.org (http://www.otrs.org) you can reach the homepage of the OTRS
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community.

2.5. Commercial Support for OTRS

Commercial support for OTRS is also available. Via the URL http://www.otrs.com
(http://www.otrs.com) the pages of the OTRS AG can be reached, representing the commercial part of
the OtRS.org project.

The OTRS AG provide support, consulting and training for the Open Ticket Request System. It also
provides easy-to-handle complete solutions. With these packages, the OTRS AG would like to serve
medium-sized companies, local authorities, institutions and big corporate groups. You can either buy
ready-made high-performance and high-availability systems or order special made-to-measure packages.

On http://www.otrs.com (http://www.otrs.com) are available more detailed information about the OTRS
AG. You can contact the OTRS AG per email to sales at otrs.com (mailto:sales at otrs.com)
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This chapter describes the installation and the basic configuration of the central OTRS framework. You’ll
find information about installing OTRS manually from source or with a binary package, ex. rpm or for
Win32.

The configuration of the web and database server, the interface between OTRS and the database, the
installation of needed perl modules, setting proper access rights for OTRS, setting up the cron jobs for
OTRS and some basic settings in the config files of OTRS are described in this chapter.

When you have finished reading this chapter, you should have a running OTRS system installed on your
operating system where you can login and administrate the system via the web interface.

3.1. The simple way - Installation of prebuilt packages

The simplest and most comfortable way to install OTRS is to use prebuilt packages. Many prebuilt
packages of OTRS can be found in the download area on http.//www.otrs.org (http://www.otrs.org) .
The following sections describe the installation of OTRS with a prebuilt or binary package on SUSE,
Debian and Microsoft Windows systems. Use prebuilt packages to install OTRS and only setup OTRS
manually, if you have no other possibility.

3.1.1. Installing the rpm on a SUSE distro

This section describes the installation of a prebuilt rpm package on a SUSE Linux distro. We tested the
SUSE versions from 7.x to 10.0. Before you start the installation please have a look on
http://www.otrs.org (http://www.otrs.org/) and check, if a newer OTRS rpm package is available. Please
use the newer rpm package, if available.

Please install OTRS with yast (yast2) or via the command line and rpm. Because OTRS needs some perl
modules which are not installed on a SUSE system by default, we recommend to use yast, because yast
solves the package dependencies automatically.

If you decide to install OTRS via the command line and rpm, you have to install the needed perl modules
manually before. Lets say, that you have saved the file ot rs. rpm into the directory /tmp, you can
execute the following command to install OTRS:

linux:~ # rpm —ivh /tmp/otrs.rpm
otrs FHFH AR A R A

10
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Check OTRS user (/etc/passwd)... otrs exists.
Next steps:

[SuSEconfig]
Execute ’SuSEconfig’ to configure the webserver.

[start Apache and MySQL]
Execute ’rcapache restart’ and 'rcmysqgl start’ in case they don’t run.

[install the OTRS database]
Use a webbrowser and open this link:
http://localhost/otrs/installer.pl

[OTRS services]
Start OTRS ’rcotrs start—-force’ (rcotrs {start|stopl|status|restart|start—-forcel|stop-force}

Have fun!

Your OTRS Team
http://otrs.org/

linux:~ #

After the installation of the OTRS rpm package, you have to run SuSEconfig. Use the following
command:

linux:~ # SuSEconfig

Starting SuSEconfig, the SuSE Configuration Tool...
Running in full featured mode.

Reading /etc/sysconfig and updating the system...
Executing /sbin/conf.d/SuSEconfig.aaa_at_first...
Executing /sbin/conf.d/SuSEconfig.apache...

Including /opt/otrs/scripts/apache-httpd.include.conf
Executing /sbin/conf.d/SuSEconfig.bootsplash...

Executing
Executing
Executing
Executing
Executing
Executing
Executing

/sbin/conf.
/sbin/conf.
/sbin/conf.
/sbin/conf.
/sbin/conf.
/sbin/conf.
/sbin/conf.

d/SuSEconfig.doublecheck. ..
d/SuSEconfig.
d/SuSEconfig.
d/SuSEconfig.

d/SuSEconfig

guile...
hostname. ..
ispell...

.perl...
d/SuSEconfig.
d/SuSEconfig.
Setting up postfix local as MDA...

permissions...

postfix...

Setting SPAM protection to "off"...
Executing /sbin/conf.d/SuSEconfig

Finished.
linux:~ #

.profiles...
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The installation of the OTRS rpm is finished. Restart your webserver to load the OTRS specific changes
in your web server configuration:

linux:~ # rcapache restart

Shutting down httpd done
Starting httpd [ PERL ] done
linux:~ #

In the next step you have to setup the OTRS database. If you use MySQL as the database backend, you
can use the web installer of OTRS to setup the database. Use the following address to access the web
installer start file.

http://localhost/otrs/installer.pl (http://localhost/otrs/installer.pl)

The web installer starts. Please follow the steps and setup the system.

Eile Edit View History Bookmarks Tools Help

@-»-& (% [ hip:iocathostiotrsfinstaler.pl - > G-

Web-Installer

License (14)

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (€) 1989, 1991 Free Software Foundation, Inc
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim copies
of this License document, but changing it is not allowed,

Preanble

The licenses for most software are designed to take away your
freedon to share and change it. By contrast, the GNU General Public
License is intended to guarantee your freedom to share and change free
softuare--to make sure the softuare is free for all its users. This
General Public License applies to most of the Free Software
Foundation's software and to any other program whose authors commit to
using it. (Some other Free Software Foundation software is covered by
the GNU Library General Public License instead.) You can apply it to
your programs, too.

When we speak of free software, we are referring to freedom, not -

Accept license | Don't accept licanse |

Ponered by OTRS 2.2.1
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File Edit View History Bookmarks Tools Help

{2 [0 httpiitocalhostiotrsfinstaller p

<[ [G-

Web-Installer

Create Database (2/4)

Admin-User: oot

Admin-Password:  your MySQL DB should have 3 100t password!
Defaultis empty)

Host: localnost

Type: MySQL !

Database-User (New)

User: fors

Password: = (defaulthot)

DB connect host: locainost

Datahase

Name: fotrs

Default Charset: B Yes & - No

Action:

Create ® - Delete

Ponered by OTRS 2.2.1

Warning

It is never a good idea to use default passwords. Please change the default
password for the OTRS database!

Eile Edit View History Bookmarks Tools Help

(2 [ hitp:iiocathostiatrsfinstaller.p ~[ ] [[G-

Web-Installer

Create Database (2/4)

Greating database ‘otrs' utf3 done.
Greating tables 'otrs-sehema mysal.sql: done.
Inserting Inital inserts ‘otrs-initial_insertmysalsql: done.
Foreign Keys otrs-schema-post mysql.se® done.
Greating database user ‘otrs@localhost: done.
Reloading granttables: done.

=> Database sefup successfull

Ponered by OTRS 22.1
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@ OTRS : System Settings - Mozilla Firefox
Fi

e Edit Mew History Bookmarks Tools Help

@& (] (2 [ hitp:iocathostatrsfinstaller.pl [ ] [G-

Web-Installer

System Settings (3/4)

SystemiD: 10 - (The identify of the system. Each ticket
number and each hitp session id starts
with this number)

System FODN: Fourhost example com (Full qualified domain name of your
system)

AdminEmail: admin@examplz.com (Email of the system admin)

Organization:

Log

LogModul Syslog ~, (Used log backend)

Logfil Jimpiotrs.iog (Logfils just nesded for File-Loghlodulsl)

Webfrontend

Default Charset:  [ii5 Use utr-8 it your database supports it

Default Language: [ Engjish ~| (Used defaultlanguage)

CheckMXRecord:  [voo (Checks MX recordes of used email

addresses by composing an answer
Don'tuse CheckMxRecord if your OTRS
machine is behinde a dial-up line §)

N

Ponered by OTRS 22.1

File Edit View History Bookmarks Tools Help

@ @ (% [ nitpitocathostiotrsfinstaller.pl | B/ |G-

Web-Installer

Start page: htip//oc
User: root@ocalhost
Password: root

Have a lot of fun!
Your OTRS Team

Ponered by OTRS 22.1
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Please restart the OTRS service now, to use the new configuration settings:

linux:~ # rcotrs restart-force

Shutting down OTRS

Disable /opt/otrs/bin/PostMaster.pl ... done.
no crontab for otrs

Shutting down cronjobs ... failed!

Shutting down OTRS (completely)

Shutting down Apache ... done.

Shutting down MySQL ... done.

Starting OTRS (completely)

Starting Apache ... done.

Starting MySQL ... done.

Starting OTRS

Checking Apache ... done.

Checking MySQL ... done.

Checking database connect... (It looks Ok!).

Enable /opt/otrs/bin/PostMaster.pl ... done.

Checking otrs spool dir... done.

Creating cronjobs (source /opt/otrs/var/cron/x) ... done.

—-=>> http://linux.example.com/otrs/index.pl <<—--—

linux:~ #

done

done
done

Now the installation of OTRS is finished and you should be able to work with the system. To log into the
web interface of OTRS, use the address http://localhost/otrs/index.pl (http://localhost/otrs/index.pl) in
your web browser. Log in as OTRS admin and configure the system for your needs. To log in as OTRS

admin use the username root@localhost and the password root.

Warning

default password!

Please change the pasword for the OTRS admin as soon as possible. It is also a

3.1.2. Installing OTRS on a Debian system

Torsten Werner, the maintainer of the Debian OTRS package, kindly provided an excelent
documentation on the installation of OTRS on Debian systems. The docu can be found on

http://www.writely.com/View.aspx ?docid=drm3kmx_0Ocbr3x9
(http://docs.google.com/View ?docid=drm3kmx_0Ocbr3x9) .
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3.1.3. Installing OTRS on Microsoft Windows systems

Installing OTRS on a Microsoft Window system is very easy. Download the latest installer for Win32
from http://www.otrs.org (http://www.otrs.org/) and save the file to your local file system. Then simply
click on the file to execute the installer. Follow the few installation steps to setup the system, after
installation you should be able to login as OTRS administrator.

Important: The Win32 installer for OTRS contains all needed components for the trouble ticket
system. That means, that also the apache2 web server, the MySQL database server, perl with all
needed modules and cron for Windows will be installed. For that reason you should only install OTRS
on Windows systems that don’t already have apache2 or another web server and MySQL installed.

3.2. Installation from source (Linux, Unix)

3.2.1. Preparing the installation from source

If you have to install OTRS from source, first download the .tar.gz or .tar.bz?2 file with the sources from
http://www.otrs.org (http://www.otrs.org/) please.

Unpack the archive for example with tar into the directory /opt and rename the directory from
otrs-2.2.x to otrs:

linux:/opt# tar xf /tmp/otrs-2.2.x.tar.gz
linux:/opt# mv otrs-2.2.-x otrs
linux:/opt# 1ls

otrs

linux:/opt#

Because the modules of OTRS should not be executed with root rights, a new user for OTRS will be
added in the next step. The home directory of this new user should be /opt /ot rs. If your webserver is
not running with the same user rights like the new otrs users (this is the case on most systems), you have
to add the new otrs user to the group of the web server user:

linux:/opt# useradd -d /opt/otrs/ —-c ’"OTRS user’ otrs
linux:/opt# usermod -G nogroup otrs
linux:/opt#
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Now some demo config files of OTRS have to be copied. The system will later use the copied files. The
files are located in /opt /otrs/Kernel and /opt/otrs/Kernel/Config and have the ending .dist.

linux:/opt# cd otrs/Kernel/

linux:/opt/otrs/Kernel# cp Config.pm.dist Config.pm
linux:/opt/otrs/Kernel# cd Config

linux:/opt/otrs/Kernel/Config# cp GenericAgent.pm.dist GenericAgent.pm

The last step to prepare the installation of OTRS is to set the proper access rights for the files of the ticket
system. You can use the script SetPermissions.sh, which is located in the bin directory in the home
directory of the OTRS user. The script can be executed with the following parameters:

SetPermissions.sh { Home directory of the OTRS user } { OTRS user } { Web server user
} [ Group of the OTRS user |[ Group of the web server user |

Is your web server running with the same user rights as OTRS, the command to set the proper access
rights is SetPermissions.sh /opt/otrs otrs otrs. On SUSE systems the web server is running with the
user rights of wwwrun. You would use the command SetPermissions.sh /opt/otrs otrs wwwrun
nogroup www to set the proper access rights.

3.2.2. Installation of needed perl modules

OTRS needs some additional per modules. If you install OTRS from source, you’ll have to install these
modules manually. This can either be done with the packagemanager of your distro (yast, apt-get) or, like
described in this section, through the perl shell and CPAN.

OTRS requires the following additional perl modules:

Table 3-1. Needed perl modules for OTRS

Name Description
CGI This module is needed by the web interface of
OTRS.
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Name Description

Date::Pcalc This module is needed for date calculations.
OTRS uses this module for example in time
specific calculations for tickets.

DBI OTRS needs this module to connect to the
database backend.

DBD::mysql Module with special functions to connect to the
MySQL database backend.

Digest::MD5 This module makes it possible to use the md5

algorithm..

LWP::UserAgent

Module to process HTTP requests.

MIME::Base64

En- and decoding Base64 strings, e.g. for mail
attachments.

MIME::Tools

This module provide some tools to process
messages with MIME parts.

Mail::Internet

This module makes it possible to process emails
based on the RFC 822 standard.

Net::DNS Perl interface to the domain name system.

Net::POP3 This module contains procedures to access and
process messages on a POP3 server.

Net::LDAP Perl interface to a LDAP directory. You only need
to install this module, if you want to use a LDAP
back-end.

Net::SMTP Module that contains procedures to send emails.

Authen::SASL

SASL authentication framework, e.g. needed for
the authentication against mailservers.

GD

Interface to the GD graphics library. You only
need to install this module, if you want to use the
stats module in OTRS.

GD::Text, GD::Graph, GD::Graph::lines,
GD::Text::Align

Some more text- and graphic tools for the GD
graphics library. You only need to install this
modules, if you want to use the stats module of
OTRS.

XML::Parser

This module is needed to read and write xml
configuration files. The graphical configuration
front-end of OTRS uses this module.

PDF::API2, Compress::Zlib

This module are needed to generate the PDF
output for reports, search results or for the ticket
print view.

To install one of the modules from above with CPAN, you have to execute the command perl -e shell
-MCPAN. The perl shell will be started in interactive mode and the CPAN module will be loaded. If

18
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CPAN is already configured, you can install the modules with the command install followed by the name
of the module. CPAN takes care of the dependencies of a module to other perl modules and lets you
know, if other modules are needed.

After you have installed all modules you can use the script otrss.checkModules to check if OTRS has all
needed perl modules. The script is located in the bin directory in the home directory of the OTRS user.

linux:~# cd /opt/otrs/bin/
linux:/opt/otrs/bin# ./otrs.checkModules

CGI ... ok
Date::Pcalc ... ok
Date::Format ... ok
DBI ... ok
DBD::mysgl ... ok
Digest::MD5 ... ok
Crypt::PasswdMD5 ... ok
LWP: :UserAgent ... ok
IO::Scalar ... ok
IO::Wrap ... Ok
MIME: :Base64 ... ok
MIME: :Tools ... ok
Mail::Internet ... ok
Net::DNS ... ok
Net::POP3 ... ok
Net::LDAP ... ok
Net::SMTP ... ok
Authen::SASL ... ok
GD ... ok
GD::Text ... ok
GD::Graph ... ok
GD::Graph::1lines ... ok
GD::Text::Align ... ok
XML: :Parser ... ok
PDF::API2 ... not installed! (for PDF output - not required)
Compress::Z1ib ... ok

linux:/opt/otrs/bin#

Execute also the two commands perl -cw bin/cgi-bin/index.pl and perl -cw bin/PostMaster.pl after
changing into the directory /opt /otrs. If the output of both commands is "syntax OK", you have a
proper perl installation to use with OTRS.

linux:~# cd /opt/otrs

linux:/opt/otrs# perl -cw bin/cgi-bin/installer.pl
cgi-bin/installer.pl syntax OK

linux:/opt/otrs# perl -cw bin/PostMaster.pl
PostMaster.pl syntax OK
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linux:/opt/otrs#

3.2.3. Configuring the apache web server

This section describes the basic configuration of the apache web server for OTRS. The web server should
be able to execute CGI scripts. OTRS won’t work if no perl scripts can be parsed. Check the config files
of your web server and search for the line that loads the CGI module. If you see something like the
following, the CGI module should be in use.

LoadModule cgi_module /usr/lib/apache2/modules/mod_cgi.so

To access the web interface of OTRS comfortably via a short address, an Alias and a ScriptAlias entry is
needed. Most apache installations have a conf£ . d directory included. On linux systems you can find this
directory very often under /etc/apache or /etc/apache2. Log in as root and change to the conf.d
directory and open/create a file called ot rs. conf. Insert the following lines into this file:

#

# Basic apache configuration file for OTRS
#

# agent, admin and customer frontend

#

ScriptAlias /otrs/ "/opt/otrs/bin/cgi-bin/"
Alias /otrs-web/ "/opt/otrs/var/httpd/htdocs/"
#
# Directory settings
#
<Directory "/opt/otrs/bin/cgi-bin/">
AllowOverride None
Options +ExecCGI -Includes
Order allow,deny
Allow from all
</Directory>
<Directory "/opt/otrs/var/httpd/htdocs/">
AllowOverride None
Order allow,deny
Allow from all
</Directory>
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Save the file and restart your webserver to load the new config settings for the web server. On most

systems you can start/restart your webserver with the command /etc/init.d/apache restart or
/etc/init.d/apache2 restart.

linux:/etc/apache2/conf.d# /etc/init.d/apache2 restart
Forcing reload of web server: Apache2.
linux:/etc/apache2/conf.d#

Now your webserver should be basicaly configured for OTRS.

3.2.4. Configuring the database

3.2.4.1. The simple way - Using the web installer (works only with MySQL)

If you are using MySQL for database back-end, you can easily configure the OTRS database via a web
front-end. Use the URL http://localhost/otrs/installer.pl (http://localhost/otrs/installer.pl) to access the
start page of the web installer. Just follow the few steps through the installation process.

Eile Edit View History Bookmarks Tools Help

@& - -@ (0 [ mtpiocainostiotrsfinstaler.pl ~| B |G-

Web-Installer

License (14)

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
53 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed

Preanble

The licenses for most seftware are designed to take away your
[freedon to share and change it. By contrast, the GNU General Public
License is intended to guarantee your freedom to share and change free
softuare--to make sure the software is free for all its users. Th
General Fublic License applies to most of the Free Software
Foundation's software and to any other program whose authors commit to
using it, (Some other Fres Software Foundation software is covered by
the GNU Library General Public License instead.) You can apply it to
your programs, too.

ihen We speak of free software, we are referring to freedom, not -

Accept license | Don't accept license |

Ponered by OTRS 22.1
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File Edit View History Bookmarks Tools Help

{2 [0 httpiitocalhostiotrsfinstaller p

<[ [G-

Web-Installer

Create Database (2/4)

Admin-User: oot

Admin-Password:  your MySQL DB should have 3 100t password!
Defaultis empty)

Host: localnost

Type: MySQL !

Database-User (New)

User: fors

Password: = (defaulthot)

DB connect host: locainost

Datahase

Name: fotrs

Default Charset: B Yes & - No

Action:

Create ® - Delete

Ponered by OTRS 2.2.1

Warning

It is never a good idea to use default passwords. Please change the default
password for the OTRS database!

Eile Edit View History Bookmarks Tools Help

(2 [ hitp:iiocathostiatrsfinstaller.p ~[ ] [[G-

Web-Installer

Create Database (2/4)

Greating database ‘otrs' utf3 done.
Greating tables 'otrs-sehema mysal.sql: done.
Inserting Inital inserts ‘otrs-initial_insertmysalsql: done.
Foreign Keys otrs-schema-post mysql.se® done.
Greating database user ‘otrs@localhost: done.
Reloading granttables: done.

=> Database sefup successfull

Ponered by OTRS 22.1
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@ OTRS : System Settings - Mozilla Firefox
Fi

e Edit Mew History Bookmarks Tools Help

@& (] (2 [ hitp:iocathostatrsfinstaller.pl [ ] [G-

Web-Installer

System Settings (3/4)

SystemiD: 10 - (The identify of the system. Each ticket
number and each hitp session id starts
with this number)

System FODN: Fourhost example com (Full qualified domain name of your
system)

AdminEmail: admin@examplz.com (Email of the system admin)

Organization:

Log

LogModul Syslog ~, (Used log backend)

Logfil Jimpiotrs.iog (Logfils just nesded for File-Loghlodulsl)

Webfrontend

Default Charset:  [ii5 Use utr-8 it your database supports it

Default Language: [ Engjish ~| (Used defaultlanguage)

CheckMXRecord:  [voo (Checks MX recordes of used email

addresses by composing an answer
Don'tuse CheckMxRecord if your OTRS
machine is behinde a dial-up line §)

N

Ponered by OTRS 22.1

File Edit View History Bookmarks Tools Help

@ @ (% [ nitpitocathostiotrsfinstaller.pl | B/ |G-

Web-Installer

Start page: htip//oc
User: root@ocalhost
Password: root

Have a lot of fun!
Your OTRS Team

Ponered by OTRS 22.1
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3.2.4.2. Installing the OTRS database manually

If you can’t use the web installer to setup the OTRS database, you have to set it up manually. Scripts with
the SQL statements to create and configure the database are located in scripts/database in the home
directory of the OTRS user.

linux:~# cd /opt/otrs/scripts/database/
linux:/opt/otrs/scripts/database# ls

otrs—-initial_insert.db2.sql otrs-schema.mysqgl.sqgl
otrs—initial_insert.maxdb.sqgl otrs—schema.oracle.sqgl
otrs—-initial_insert.mssgl.sqgl otrs—-schema-post.db2.sqgl
otrs—initial_insert.mysgl.sql otrs—-schema.postgresgl.sql
otrs—initial_insert.oracle.sqgl otrs—-schema-post.maxdb.sqgl
otrs—initial_insert.postgresqgl.sgl otrs—-schema-post.mssqgl.sql
otrs—initial_insert.xml otrs—-schema-post.mysqgl.sqgl
otrs-schema.db2.sqgl otrs—schema-post.oracle.sqgl
otrs—schema.maxdb.sqgl otrs—-schema-post.postgresqgl.sqgl
otrs—schema.mssgl.sqgl otrs—schema.xml

linux:/opt/otrs/scripts/database#

To setup the database for the different database back-ends the .sql files must be processed in a special
order.

Create the OTRS database manually step by step

1. Creating the DB: Create the database, that you want to use for OTRS, with your database client or
your database interface.

2. Creating the tables: With the otrs-schema.DatabaseType.sql files (e.g..
otrs—-schema.oracle.sqgl, otrs—schema.postgresqgl.sqgl) you can create the tables in your
OTRS database.

3. Inserting the initial system data: OTRS needs some initial system data to work properly (e.g. the
different ticket states, ticket and notification types). Depending on the type of your database Use one
of the files otrs—initial_insert.mysql.sql, otrs—initial_insert.db2.sql,
otrs—initial_insert.oracle.sqgl, otrs—-initial_insert.maxdb.sql,

otrs—initial_insert.postgresgl.sgl Oorotrs—-initial_insert.mssqgl.sqgl .

4. Creating references between tables: The last step is to create the references between the different
tables in the OTRS database. Use the otrs-schema-post.DatabaseType.sql files to create these
reﬂmmmﬁs(&g.otrs—schema—oracle.post.sql,otrs—schema—post.postgresql.sql)

After you have finished the database setup you should check and set proper access rights for the OTRS
database. It should be enough to grant access to one user. Depending on the database server you are
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using setting up the access rights differs, but it should be possible either with your database client or your
graphical database front-end.

If your database and the access rights are configured properly, you have to tell OTRS which database
back-end you want to use and how the ticket system can connect to the database. Open the file
Kernel/Config.pm in the home directory of the OTRS user and change the following parameters to
your needs:

# DatabaseHost
# (The database host.)
$Self->{’'DatabaseHost’} = ’'localhost’;

# Database
# (The database name.)
$Self->{Database} = 'otrs’;

# DatabaseUser
# (The database user.)
$Self->{DatabaseUser} = ’'otrs’;

# DatabasePw
# (The password of database user.)
$Self->{DatabasePw} = ’some-pass’;

3.2.5. Setting up the cron jobs for OTRS

OTRS needs some cron jobs to work properly. The cron jobs should be run with the same user rights that
were specified for the OTRS modules. That means that the cron jobs must be inserted into the crontab
file of the OTRS user.

All scripts with the cron jobs are located in var/cron in the home directory of the OTRS user.

linux:~# cd /opt/otrs/var/cron
linux:/opt/otrs/var/cron# ls

aaa_base.dist pending_jobs.dist session.dist
fetchmail.dist postmaster.dist unlock.dist
generic_agent-database.dist postmaster_pop3.dist

generic_agent.dist rebuild_ticket_index.dist

linux:/opt/otrs/var/cron#
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All scripts are ending in .dist. You should copy them to files with no ending. If you are using bash, you
might use the command listed below.

linux:/opt/otrs/var/cron# for foo in x.dist; do cp $foo
‘basename $foo .dist‘'; done
linux:/opt/otrs/var/cron# ls

aaa_base generic_agent.dist rebuild_ticket_index
aaa_base.dist pending_jobs

rebuild_ticket_index.dist

fetchmail pending_jobs.dist session
fetchmail.dist postmaster session.dist
generic_agent postmaster.dist unlock
generic_agent-database postmaster_pop3 unlock.dist

generic_agent-database.dist postmaster_pop3.dist
linux:/opt/otrs/var/cron#

The following table describes what the several scripts are doing and why they are need to be a cron job
for the OTRS user.

Table 3-2. Description of the several cron job scripts

Script Function

aaa_base This script sets the basics for the crontab of the
OTRS user.

fetchmail If new mails shell be fetched with fetchmail into

the ticket system, this scr